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Introduction

This document describes the wireless endpoint tracking feature introduced in Cisco Unified Call
Manager (CUCM) 11.5. By this feature CUCM will be able to track wireless endpoint's physical
location and know the access point it is associated to. This information will then be pulled out by
applications like Cisco Emergency Responder (CER) to track endpoint's physical location and
route the call accordingly and make for a scalable solution.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Call Routing and Computer Telephony Integration (CTI) Route Points
- Integrating CER with CUCM
- Configuring IP Phones on CUCM

Components Used
The information in this document is based on these software versions:

- CUCM 11.5
- Cisco Wireless Controller Synchronization Service on CUCM

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Background Information



Traditionally CER routes the call based on calling device's IP address range and routing the call to
the specific emergency department that belongs to the same IP block. This solution works well for
wired endpoints as they are not mobile and their IP address defines their exact location. However,
the problem arises with wireless endpoints as they will retain the IP address but are not bound to
one specific physical location. This causes incorrect routing and hence requires a way to track
wireless endpoint's physical location and make CUCM aware to which access point it is currently
associated to so that this information can later be used by applications like CER for more efficient
routing.

Currently this feature is available for these components:

1. CUCM 11.5 Release

2. 7925/7926 IP phones firmware 1.4.7.2 and above

Note: As of now, this feature is not supported for Jabber endpoints.

Note: Support for third party WLC and Access Points is not supported in CUCM 11.5
Release.

Configure

There are two types of Deployment models for Access points:
1. Access Points managed by a Wireless LAN Controller (WLC):

In this deployement model, Access point information is pulled out by CUCM from WLC using
SNMP v1/2c/3.

2. Standalone Access Point deployement:

In this deployement model Access point information needs to be manually updated in CUCM
using Bulk Administration Tool (BAT).

Use the approriate section as per your deployement to configure the wireless endpoint tracking
feature.

1. Access Points Managed by WLC

a. Turn the feature on by selecting the option Cisco Wireless Controller Synchronisation
service under Location

based Tracking Services from serviceability page of CUCM.



CTI Services

Service Name Status: Activation Status Start Time Up Time

Cisco IP Manager Assistant Started Activated Fri Jan 29 19:35:33 2016 186 days 02:10:33

Cisco WebDialer Web Service Started Activated Fri Jan 29 19:35:33 2016 186 days 02:10:33

Self Provisioning IVR Started Activated Fri Jan 29 19:03:34 2016 186 days 02:42:32
Voice Quality Reporter Services

| Service Name Status: Activation Status Start Time Up Time

Cisco Extended Functions Started Activated Fri Jan 29 19:03:37 2016 186 days 02:42:29
Database and Admin Services

Service Name Status: Activation Status Start Time Up Time

Cisco Bulk Provisioning Service Started Activated Fri Jan 29 19:03:42 2016 186 days 02:42:24

Cisco AXL Web Service Started Activated Fri Jan 29 19:34:58 2016 186 days 02:11:08

Cisco UXL Web Service Started Activated Fri Jan 29 19:34:58 2016 186 days 02:11:08

Cisco TAPS Service Started Activated Fri Jan 29 19:03:55 2016 186 days 02:42:11
Location based Tracking Services

Service Name Status: Activation Status Start Time Up Time

Cisco Wireless Controller Synchronization Service Started Activated Fri Jan 29 19:03:35 2016 186 days 02:42:31
CDR Services

Service Name Status: Activation Status Start Time Up Time

Cisco SOAP - CDRonDemand Service Started Activated Fri Jan 29 19:45:50 2016 186 days 02:00:16

Cisco CAR Web Service Started Activated Fri Jan 29 19:34:58 2016 186 days 02:11:08
Security Services

Service Name Status: Activation Status Start Time Up Time

Cisco CTL Provider Started Activated Fri Jan 29 19:03:56 2016 186 days 02:42:10

Cisco Certificate Authority Proxy Function Started Activated Fri Jan 29 19:03:57 2016 186 days 02:42:09

Start Stop Restart Refresh

b. Three Service parameters have been introduced for this feature which helps in SNMP
attributes. These attributes must

match to the attributes configured under WLC as it will be used to pull up Access point

information from WLC.

—Status

@ Status: Ready

—Select Server and Service
Server* 10.106.101.74--CUCM Voice/Video (Active)

Service*

Cisco Wireless Controller Synchronization Service ( “

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

—Cisco Wireless Controller Synchronization Service (Active) Parameters on server 10.106.101.74--CUCM Voice/Video (Active)

Parameter Name

Clusterwide Parameters (Parameters that apply to all servers)

SNMP Request Timeout(secs) *
SNMP Request Retries *
SNMP Request Query Size *

Parameter Value

Suggested Value

10

10

10

10

c. After you start the services and add SNMP details from a. and b., go ahead and add WLC

details under: Wireless Access Point Controllers.




alimln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System = Call Routing + Media Resources v | Advanced Features = | Device » Applicaton + User Management * Bulk Administraton + Help «

Voice Mail » .
Service Parameter Configuration olee Mal Related Lin
SAF »

ke
B Save Set to Default EMCGC »

Cluster View
—Status
Intercompany Media Services »
@ Status: Ready
Fallback 3

Called Party Tracing

—Select Server and Service

Server* 10.106.101.74--CUCM Voice\ - Configuration
Service* Cisco Wireless Controller Synd CalllcoptolAgentiBionle
All parameters apply only to the current serve E;f:;‘;’y Number Alias Sync And er-wide group(s).
—Cisco Wireless Controller Synchronization Device Location Tracking Services » Switches and Access Points eo (Active)
Wireless Access Point Controllers
Parameter Name Parameter Value Suggested Value

Clusterwide Parameters (Parameters that apply to all servers)

SNMP Request Timeout(secs) * 10 10
SNMP Request Retries * 3 3
SNMP Request Query Size * 10 10

d. Add controller Hostname/IP and SNMP version /Community string details. Add the re-
syncronization time and interval

under Synchronization Schedule.

Wireless Access Point Controller Configuration

B Save x Delete Copy |:||]= Add New % Cancel Synchronization

r Status

@ Status: Ready

r Wireless Access Controller Details

Controller Hostname or IP* 10.106.127.107
Last Sync Attempt(Status) Pending(2016-01-29 19:15)

Description Chillika Location Testing-Re-Add
SNMP Version* 2C

SNMP Community String® | 5 pjic

Test SNMP Settings

r Wireless Access Point Controller Synchronization Schedule

Enable scheduled synchronization to discover Infrastructure Devices
Perform a Re-sync Every* 1 HOUR

Next Re-sync time (YYYY-MM-DD hh:mm 24hrs format)* 2016-08-01 22:30

Save Delete Copy Add New Cancel Synchronization

@ *. indicates required item.

e. Post these steps you will see that the Access point information is populated under the option
Switches and Access Points.



Navigation

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

cisco cisco S4

System = Call Routing * Media Resources « ’ Advanced Features « | Device + Application + User Management + Bulk Administraton + Help =

Find and List Switches and Access Points Related Links: X«\'(
@ Select All @ Clear All @ Deactivate S

Voice Mail 3

SAF 3

EMCC » |
Status Cluster View
’7® 2 records found Intercompany Media Services »
Fallback 4

Called Party Traci
Active Switches and Access Points (1 - alled Party Tracing

ILS Configuration
Find Active Switches and Access Points where Call Control Agent Profile 5 with Find Clear Filter P =
N Infrastructure Device Name| Directory Number Alias Sync And e Type Infrastructure Device IP Location
B MAIB3502 Lookup 10.105.132.111 Lab-BGL-14-Rack-K
- Maib-37021 Device Location Tracking Services » | Switches and Access Points Lab-BGL-14-1
Wireless Access Point Controllers
Select All Clear All Deactivate Selected

Find and List Switches and Access Points

GCIELELREDEH Active Switches and Access Points H Go

@ Select All @ Clear All % Deactivate Selected

 Status

@ 2 records found

Active Switches and Access Points (1 -2 of 2)

Rows per Page 50

Infrastructure Device Name “

Find Active Switches and Access Points where Infrastructure Device Name begins with

~
v

Infrastructure Device Type

Find Clear Filter R =

Infrastructure Device IP Location

Associated Devices Count

MAIB3502 Access Point 10.105.132.111 Lab-BGL-14-Rack-K 2
B Maib-37021 Access Point 10.105.132.189 Lab-BGL-14-1 0
Select All Clear All Deactivate Selected

f. Under every access point you will see access point details and the phones that are associated to
it.

- Phones update CUCM with StationLocationIinfo message to notify about the access point they
are connected to.

- Everytime the phone roams to a new Access Point or re-registers, CUCM is updated by the
endpoint by a StationLocationinfo message notifying about the Access point it is now
associated to.



‘Switches and Access Point Configuration Active Switches and Access Points . 0

Last Seen 29-Jan-2016 09:59:16

Associated Endpoints Rows per Page 50 |4

Find Associated Endpoints where Endpoint Name begins with & Find Clear Filter 9 =

SEP10F311B62FE3 Cisco 7926
SEP2C542DEB323D Cisco 7925

eeeeeeeee

2. Standalone Access Point Configuration

In case of a deployment where the access points are not controlled by a WLC, you can add
Access point details manually by using BAT.

As of now, you do not have an option other than BAT to add Access point information manually
into CUCM.

a. Create a CSV file that adheres to the these specifications and upload it to CUCM under the
option: Bulk Administration > Upload/Download files.

Columns:

ACCESS POINT NAME,IPV4 ADDRESS,IPV6 ADDRESS,BSSID,DESCRIPTION

Sample string defined:

Instructions:

1. Either the IPv4, IPv6 or BSSID should be provided. They cannot all be empty, and you
might provide more than one.

2. An IPv4 address, IPv6 address, or BSSID may be associated with only one infrastructure
device. Two devices cannot have the same IP address or BSSID.

Note: If you use BAT.xlt to create the CSV files then there is no need to enclose the value in
the quotes since the BAT .xlt automatically handles it.

2. Use the option Insert Infrastructure Device under Bulk Administration > Infrastructure
Device.



Cisco Unified CM Administration

For Cisco Unified Communications Solutions

fisco

tem = Call Routing ~ Media Resources = Advanced Features

Device v~ A ion -

User

it - | Bulk Administration - | Help ~

ice Defaults Configuration

i Save

+ Cisco 6945 SCCP
+ Cisco 6345 SIP

+ Cisco 6961 SIP

+ Cisco 6961 SCCP
+ Cisco 7902 SCCP
+ Cisco 7905 SCcCp
+ Cisco 7905 SIP

+ Cisco 7906 SIP

+ Cisco 7906 SCCP
+ Cisco 7910 SCcCp
+ Clsco 7911 SCCP
+ Clsco 7911 SIP

+ Cisco 7912 SIP

+ Cisco 7912 SCcCp
+ Cisco 7920 SCCP
+ Cisco 7921 SCCP
+ Cisco 7925 SCCP
+ Cisco 7926 SCcCp

SCCPE9A5.9-4-1-35R3
SIP6945.9-4-1-35R2
SIP69xK.9-4-1-35R2
SCCPE9XX.9-4-1-35R2
CP79020800025CCPOE
CP79050800035CCPO;
CP790508000151P060
SIP11.9-4-25R1-1S
SCCP11,9-4-25R1-15
PO0A05000700
SCCP11.9-4-25R1-15
SIP11.9-4-25R1-1S
CP791208000151P060
CP79120800045CCPOE
emterm_7920.4.0-03-
CP7921G-1.4.6.3
CP7925G-1.4.7.3

CP7926G-1.4.7.3

Default [
Default E
Default
Default
Default [
Default a

Default
Default
Default [
Default a

Default
Default
Default [
Default a

Default
Default

Default [

Default E

Upload/Download Files

Phones 3
Users 3
Sty Phones & Users 4
Sta Managers/Assistants 3
Sta User Device Profiles 3
13
Sta Gateways
Forced Authorization Codes 3
St
Client Matter Codes 3
St
Call Pickup Group 3
St .
Mohility 3
Sty Region Matrix 4
Sta ImportfExpart »
Sta Phone Migration
Sta EMGCC 3
Sta Intercompany Media Services 3
Sta Gonfidential Access Level 3
TAPS 3
St
Directory URIs and Patterns 3
St
‘ Infrastructure Device L4 | Insert Infrastructure Device
St
Job Scheduler |-
StammaTT TSSO ™
Standard 7926 SCCP Wl

3. Choose the CSV file and select the option Run immediately or Run later as per the
requirement. If you choose to Run Later, ensure you use Job Scheduler page to schedule and

activate the job.

Insert Infrastructure Device Configuration

9 Submit

r Status

@ Status: Ready

r Infrastructure Device Information

File Name* -- Not Selected --

(View File)

(View Sample File)

—Job Information
Job Description

) Run Immediately

Insert Infrastructure Device

© Run Later (To schedule and activate this job, use Job Scheduler page.)

Submit

@ *_ indicates required item.

4. Post these steps, Go to Advanced features > Device Location Tracking services >
Switches and Access points to check if the device mentioned is added.



Find and List Switches and Access Points CCIEIELRRDTEH Active Switches and Access Points d Go
] selectal [ clearau % Deactivate Selected

Status
’V® 2 records found

Active Switches and Access Points (1 -2 of 2) Rows per Page 50 a
Find Active Switches and Access Points where Infrastructure Device Name H begins with ﬂ Find Clear Filter R =
Infrastructure Device Name * Infrastructure Device Type Infrastructure Device IP Location Associated Devices Count
MAIB3502 Access Point 10.105.132.111 Lab-BGL-14-Rack-K 2
Maib-37021 Access Point 10.105.132.189 Lab-BGL-14-1 0
Select All Clear All Deactivate Selected

Note: Ensure the BSSID matches with the access point information as the phones send that
information in the StationLocationInfo message and this is how CUCM maps the access
points to the devices.

This is how CUCM maintains the wireless endpoints and tracks its physical location by mapping
them to the access point been added manually or synchronized with a WLC.

Log Analysis

This log analysis has been taken from a lab environment with a 2 node 11.5 UCM cluster and a
7925 phone that registers to the publisher node. There is a Access point been used which is
controlled by a Wireless LAN controller using 802.11 b/g/n radio.

1. A StationLocationIinfo message from the phone when it registers:

2. You see that this information is propogated by the phone when it registers or connects to a
different access point:

- BSSID: as:oc:0p:pB:C5:23

- SSID: test1111234

- AP Name: test-7510-2702i
3. The values are updated in the registrationdynamic table. The locationdetails column in
registrationdynamic table is populated from infrastructuredevice table by referencing BSSID, SSID
and AP Name. Once found it will populate thelocationdetails column in registrationdynamic with
the PKID of the Access point. If the entry is not found, the locationdetails column will be entered as
UNIDENTIFIED.

admin:run sqgl select * from registrationdynamic

pkid lastknownipaddress lastknownucm
fkdevice datetimestamp lastknownconfigversion
locationdetails tkendpointconnection portorssid lastseen

b366c291-bbd7-4464-b02c-e3f6d83c7cac 10.106.127.155 292a2ea3-dbee-43d7-9906-
££3dc42985a5 1449389815 0d30deab-febc-4£f76-8fce-99a140978£f18
2 WLANPersonal 1449389815

admin:run sgl select * from infrastructuredevice
pkid name ipv4address ipv6address bssidwithmask
waplocation datetimestamp isactive



0d30deab-febc-4£76-8fce-99a140978£18 MAIB3502 10.105.132.111 NULL 24:b6:57:5a:bl:el
Lab-BGL-14-Rack-K 1454041756 t

Note: fkdevice will be the PKID for the Wireless phone. This is how the wireless phone is
associated with the Access point.

. Phone connects to AP and sends out
LocationinfoMessage to CUCM

RegistrationDynamic

Based on the message RegistrationDynamictable is updated.
The location field is updated by referencing the
infrastructuredevice table based on BSSID. If no entry is found
the location is updated as “UNIDENTIFIED”

Infrastructuredevice

4. Once these tables are updated, the entry is updated in Switches and Access points under
advanced features.

Switches and Access Point Configuration COETELREITEN Active Switches and Access Points |

@ Deactivate

 Status

@ Switches and Access Points details cannot be modified. It is updated using Location Tracking Service.

r Infrastructure Device

Type Access Point

Name MAIB3502

Location Lab-BGL-14-Rack-K

IP Address 10.105.132.111

BSSID 24:b6:57:5a:b1:e0

Last Seen 29-Jan-2016 09:59:16

Associated Endpoints Rows per Page 50 B
Find Associated Endpoints where Endpoint Name begins with Find Clear Filter 9 =

Endpoint Name Endpoint Type

SEP10F311B62FE3 Cisco 7926
SEP2C542DEB323D Cisco 7925

Deactivate




5. These entries are dynamic and are updated once the RegistrationDynamic table is updated.

An additional entry Lastseen is added to registrationdynamic that tells the last seen information of
the wireless phone.

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.
Compatibility

To start with it is essential to know the support for the feature on Wireless end points and the
firmware version this has been included:

- 7925 and 7926 IP Phones with Firmware 1.4.7.2 and above is required for this feature
- As of now, Jabber end points are not supported by this feature

If the firmware version 1.4.7.2 is used, the phones would not be able to propogate the access
point information to CUCM.

Common Checkpoints to Troubleshoot

- If the phone is not associated with an Access point, check if the StationLocationinfo message
is recieved by CUCM or not. Cross verify the phone model and firmware version used as well.

- Verify the exact Access point Name and BSSID and check if it is correctly configured (in case
Access points are manually added).

- Cross verify if the Wireless LAN controller information is in sync and the status is shown as
Successful. This can be checked by navigating to Advanced features > Device Location
Tracking Services > Wireless LAN controllers.

- Cross verify the service parameters for SNMP attributes and ensure it matches with the
Wireless LAN controller's SNMP attributes.

- Cross verify if Access Points are populated. This can be checked by navigating to Advanced
features > Device Location Tracking Services > Switches and Access Points. If they are
not populated, check the configuration on the LAN controller and ensure they are configured
correctly.

Logs to Collect

If the issue still persists, collect these logs for further scrutiny:

1. Cisco CM traces set to detailed.
2. Cisco Wireless Controller Syncronisation Service
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