Obtain and Run Recovery Software on the CUCM
VM
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This document describes how to obtain and run the Recovery Software for the Cisco Unified
Communications Manager (CUCM).

Background I nformation

This document describes how to obtain and run the Recovery Software for the Cisco Unified
Communications Manager (CUCM), aswell as the changes that are required to the Virtual Machine (VM)
settings before and after the recovery.

The Recovery Software | SO images are saved in the ESXi datastore.

Datastores are logical containers, analogous to file systems, which hide the specifics of each storage device
and provide a uniform model for the storage of VM files. Datastores can also be used in order to store ISO
images, VM templates, and floppy images.

The vSphere Client is used in order to access the different types of storage devices that your ESXi host
discovers, and in order to deploy datastores on them.

Download Recovery Software | SO Image

To obtain the Recovery Software 1SO image:

1. From the Cisco home page, navigate to Downloads Home > Products > Unified Communications >
Call Control > Unified Communications Manager (CallM anager).

2. Click the appropriate CUCM version and download the Recovery Softwar e



Select a Software Type:

Recovery Software ¢

SIP Marmalization and Transparency Scripts

Linified Communications Manager f CallManager f Cisco Unity Connection Liilities
Linified Communications Manager § Cisco Unity Connection Time Zone Updates
Linified Communications Manager § Cisco Unity Connection Updates

Linified Communications Manager Virtual Machine Templates

Linified Communications ManagerCallManager Device Packages

Linified Communications Managet/CalliManager Locale Installer

3. Download the Recovery Software 1SO image and save it in the ESXi Datastore.

Upload | SO Image to the ESXi Datastore

Complete these steps in order to upload the Recovery Software 1SO image to the datastore via the vSphere
Client Version 5.0:

1. Log into the vSphere Client:
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2. Click Datastor e and Datastor e Clusters:;
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il bolvaas-33:datas.. & MNormal naa,BO030130F09,,,  Non-550 552,00 <GB
Bl bolvaas-35:datas.. & MNormal naa.60030130F09,,,  Mon-550 552.00 5B
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3. Right-click the datastore to which you would like to upload the file and click Browse Datastor e
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4. Choose the folder to which you would like to upload the SO image:
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5. Click the Upload files tab:
| @ Datastore Browser - [bgl-vaas-33:datastorel]
B ke B 8B X @

Folders |5.3,3r.:|-,| Upload File... i
..... ﬂ’." Upload Falder...

6. Browse to the folder location where the image is saved on your machine:
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7. Once you select the file, a pop-up message appears. Choose Y es:
@ Datastore Browser - [bgl-vaas-33udatastorel]
& G ®eE X @
Folders |5,H,d.,| [bgl-vaas-33:datastore1] /
& | Name | Size | Type | Path
Upload/Download Operation Waming —

f If a file o folder in the target location has the same nane as the one been
,L copied, it will be replaced, Do you stil want to continue?

™ Do not show this message again

| Yes i No

The 1SO image then begins to upload to the datastore:
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Required VM Settings Prior to Recovery

Complete these steps in order to ensure that the VM settings are correct before you run the Recovery
Software:

1. From the vSphere Client, navigate to the CUCM VM machine.

2. Right-click the VM for which you would like to run the Recovery Software and power off the VM:
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3. Right-click and navigate to Edit Settings:
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4. From the Hardware tab, select CD/DVD drive, check the Connect at power on check box, and
browse to the recovery.iso image that you saved in the datastore:
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5. From the Options tab, select Boot Options, check the For ce BIOS Setup check box, select OK,
and power on the VM:
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6. The VM boots into BIOS mode. Navigate to the boot menu:
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7. Use the plus (+) symbol in order to move the CD-ROM Drive option to the top of the list:
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8. Press the F10 key, and you are prompted to save this setting:
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The system now loads with the CD-ROM drive where the Recovery Software islocated. When the
system boots up, you see the options that are shown in the next image.

9. Choose option F (press the F key):
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The File System check begins:
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Once the File System check is complete, you are taken back to the main menu:
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10. Choose option Q (press the Q key) in order to quit the Recovery Software program. Y ou are then
prompted to reboot the system, as shown here:

wew  [UJ]1[w] Verify the disk partitioning layout.
maw  [Alilal Align partitions om disk(s).
wem  [[Jlilgl Quit this recovery disk program.
o e o R e ) S ] e e e S O B e e (S o () )
> 0
The system will HALT NOW!TY DOwuce halted, please eject the CD.
install exited abmormally [1-11]
gending termination zigmal=z.. _done
sending kill signals. . .done
disabling swap. ..
unmounting filesystems, .
sontoruntime done
dizahling ~dews lnnph
sproc done
sdevspts done
FElE dane
SEtwpsramd s done
sontszource done
sselinux done
smntspartl done
smntsparis done
st spartd done
smntsparib done
you may safely reboot your system




Post-Recovery Requirements

% Note: Before you proceed with the reboot, ensure that you uncheck the Force entry into BIOS check
box.

Complete these steps after you have run the Recovery Software:

1. Right-click the VM, navigate to Edit Settings > Options > Advanced > Boot Options, and ensure

that The next time the virtual machine boots, force entry into the BIOS setup screen check box is
unchecked:

Harcvare  “PEDNs | Resources | Protiles | vServices | ¥irtusl Machine version:
SELTing ﬂ ST | Friiaer e
Gerersl Gpkions mshoeb 5.1 1.200., i
wLpE Oodans Dicshled i
YWware Tooks Shut Dosen e
Fiowear Managament stanchy e
Adwanced
=ammral Worrmal Porrvar 0 Boot Delay
ZPAD Maxk Expose iz flagte . . ienever the vitual raching b possered on or reset, -
[ oot Optians Delay 1000 me dely b book For the followma number of mllissconds: 11200
=tre Channe HPT '& ane
P Virtuslization Automet C [~ Force BICES Sehup
Swapfie Locatio dsf, o
. Il::rle; " ::':t; B el = The next tire the vikosl machine boocs, Farce entr into the

3105 s=tup soresn,
&'ed Book Paccyvers

I Wher the vichuad machives Fals b Find 520t device,

autmaticsly retry book afber |13I ; | serrds

2. From the Har dwar e tab, uncheck the Connected and Connect at Power ON check boxes:
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3. Proceed to reboot the system:

A. Right-click the CUCM VM.
B. Power off the machine.

C. Power on the machine.
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% Note: Although the Recovery Software helps to fix the file system errors and move the system out of
the Read-Only mode, Cisco recommends as a best practice that either the server is upgraded to the
next patch level or isrebuilt.



