AD FSVersion 2.0 Setup for SAML SSO
Configuration Example
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| ntroduction

This document describes how to configure Active Directory Federation Service (AD FS) Version 2.0in
order to enable Security Assertion Markup Language (SAML) Single Sign-on (SSO) for Cisco
Collaboration products like Cisco Unified Communications Manager (CUCM), Cisco Unity Connection
(UCXN), CUCM IM and Presence, and Cisco Prime Collaboration.

Prerequisites
Requirements

AD FSVersion 2.0 must be installed and tested.

& Caution: Thisinstallation guide is based on alab setup and AD FS Version 2.0 is assumed to be used
only for SAML SSO with Cisco Collaboration products. In case it is used by other business-critical
applications, then necessary customization must be done as per official Microsoft Documentation.

Components Used

The information in this document is based on these software and hardware versions:

« AD FSVerson2.0



Microsoft Internet Explorer 10

CUCM Version 10.5

Cisco IM and Presence Server Version 10.5
UCXN Version 10.5

* Cisco Prime Collaboration Provisioning 10.5

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make
sure that you understand the potential impact of any command.

Configure

Download AD FSVersion 2.0 Identity Provider (1dP) M etadata

In order to download IdP metadata, run thislink on you browser: https://<FQDN of
ADFS>/FederationM etadata/2007-06/FederationM etadata.xml.

Download Collaboration Server (SP) Metadata

CUCM IM and Presence Service

Open aweb browser, log into CUCM as administrator, and navigate to System > SAML Single Sign On.
Unity Connection

Open aweb browser, log into UCXN as administrator, and navigate to System Settings> SAML Single
Sign On.

Cisco Prime Collabor ation Provisioning

Open aweb browser, log into Prime Collaboration Assurance as globaladmin, and navigate to
Administration > System Setup > Single Sign On.

Add CUCM asRelying Party Trust

1. Log into the AD FS server and launch AD FSVersion 2.0 from the Microsoft Windows Programs
menu.

2. Select Add Relying Party Trust.



(Baorsas =lolx

Wi Rl Adion  View  Widsw  Help TS
L Ml 71id
| L
H [ Tnst Relatonships .
Overview sdRelyaParty Tnst..
AD FS 2 Dprovides sngle-sigrvon (S50} access for cient compuers A Clatmg Prestder Thp..
Akl Altiute Slove., .
ﬂ Required Configuralion Incomplete Eiht Ferderation Service B,
Eisfore you can use AD FS 2 Dho manage S50 access forussn and senices, you must complste the Lot Published Clams
folowing task: ook Al Browes
= Reguired: Add a trusted rehying party Frorade Feadbad:
W ¥
G Learn About: Mess Wimdow foom Here
| Rafresh

3. Click Start.



Wi Add Relying Party Trust Wizard

Welcome

Steps
@ Welcome
@ Select Data Source

@ Choose |ssuance
Authorization Rules

@ Ready to Add Trust
@ Frish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD F5 configuration database. Relving parties
consume claims in security tokens that are ssued by this Federation Service to make authentication and
The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

party and izsues claims to it. You can define issuance transfom rules for suing claims to the refying party
after you complete the wizard.

Pevicrs [ Smt | Cancel Help

4. Select the Import data about therelying party from a file option, choose the

SPMetadata CUCM .xml metadata file that you downloaded from CUCM earlier, and click Next.




i Add Relying Party Trust Wizard _

Select Data Source

Steps
@ Welcome

@ Select Data Source

@ Choose ssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data sbout this relying party:

" Import data about the relying party publshed online or on a local network

Use this option to import the necessary data and cerficates from a relying party organization that
publishes its federation metadata online or on a local netwaork.

Federation metadata address (host name or URL):

|
Example . fs contoso com or hitps:/www contoso com/app

¥ import data about the relying party from a file

Lse this option to import the necessary data and cedificates from a relying party organization that has
exported is federation metadata to a file. Ensure that this file is from a trusted scurce. This wizard wil

ot validate the source of the file.

Federation metadata file location:

- OUsens \ Administrator Desktop' SPMetadata CUCM xml Browse... |

" Enter data about the relying party manually
Lise this option to manually input the necessary data about this relying party organization,

<Prvieus |[ MNed> | Cancedl | Hep

5. Enter Display name and click Next.




%3 Add Relying Party Trust Wizard

Specify Display Name

@ Welcome
@ Select Data Source:

0 CUCM as Relayng Party to ADFS
@ Readyto Add Trust

@ Finish

6. Choose Permit all usersto accessthisrelying party and click Next.



iz Add Relying Party Trust Wizard

Choose lssuance Authornization Rules

Steps
@ Welcome

@ Select Data Source
@ Specfy Display Name

@ Choose |ssuance
Authorization Rules

@ Ready 1o Add Trust
@ Fim=h

Issuance authonization rules determine whether a user is permitted to receive claims for the relying party.
Choose one of the following options forthe inial behavior of this relying party's izsuance authorization
rules.

+ Permit all users to access this relying party

The issuance authorzation rules will be configured to permit all users to access this relying paty. The

relying party service or application may still derry the user access.
¢ Dery all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this refying party. You must

later add issuance authorzaton rules to enable any users to access this rehing party.

ou can change the issuance authorization nies for this relying party trust by selecting the refying party

trust and clicking Edit Claim Rules in the Actions pane.

<Previos [[ Net> | cance |

Help

7. Select Open the Edit Claim Rulesdialog for theerelying party trust when the wizard closes and

click Close.




%3 Add Relying Party Trust Wizard

8. Click Add Rule.



"'r'i Edit Claim Rules for CUCM

=10 ]

Issuance Transform Rules | lssuance Authorization Hul&al Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relving party.

Order | Rule Mame lssued Claims
Add Rule... Edit Bule... | Remove Fule... |
OK Cancel | ‘ool Help

9. Click Next with default Claim rule template set to Send L DAP Attributes as Claims.




x

Select Rule Template

oo Select the template for the clsim ruie that you want to create from the following list. The descipiion
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:
| Send LDAP Atiributes as Claims =l
Claim rule template description:

Using the Send LDAP Attribute as Claims nule template you can sslect attributes from an LOAP attibute
store such as Active Direclony 1o send as claims 1o the reling party. Multiple attribiutes may be sert a8
multiple claims from a single rule using this rule type._ For example., you can use this nie template to
create a rule that will extract attribute values for authenticated users from the displayName and
talephoneMumber Active Directony attibutes and then send those values as two diferent outgoing
claims. This rule may also be used to send al of the user's group memberships. F you want to only send
individual group memberships, use the Send Group Membership as a Claim nule template.

Jell me more about this nile template..,

¢ Presaous I | Meod = I Cancel Help

10. In Configure Rule, enter the Claim rule name, select Active Directory asthe Attribute store,
configure LDAP Attribute and Outgoing Claim Type as shown in thisimage, and click Finish.

% Note:

- The Lightweight Directory Access Protocol (LDAP) attribute should match the Directory

Sync attribute on CUCM.
- “uid” should be in lower case.




Ta Add Transform Claim Rule Wizard ]

Configure Rule

Steps
@ Choose Rule Type

@ Corfigure Claim Rule

You can configure this rule to send the values of LDAP attibutes as claims. Select an sttribute store from
which to extract LDAP atiributes. Specify how the aitributes will map to the outgoing claim types that will be
issued from the ruls.

Claim rule name:
[Name 1D
Rule template: Send LDAP Atiributes as Claims

Attrbute store;
| Active Directory =
Mapping of LDAF attributes to outgoing claim types:

LDAP Attribute |
3 SAM-Accourt-Name =i

=

Claim Type

<Pevious |[ Frsh | Cancel |  Hew

11. Click Add Rule, select Send Claims Using a Custom Rule as the claim rule template, and click

Next.



¥ Edit Claim Rules for CUCM =101 x|
lssuance Transform Rules | lssuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that wil be sent to the relying party.

Drder‘ Fule Name ‘ lssued Claims |

AddRue.. | EdtRue. | Remove Rule.. |

oK | Cancel | Apply Help




T2 Add Transform Claim Rule Wizard _ X
Select Rule Template

Steps Select the template for the claim re that you want to create from the following list. The descrption
@ Choose Rule Type pravides detals about each claim ule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using 3 Custom Rule

Claim rule template descrption:

Using a custom nule, you can create rules that can't be created with a rule template. Custom nules are
writen in the AD F5 2.0 claim rule language, Capabilities that require custom rules include:

* Sending claims from a SGL attibute store

* Sending claims from an LDAP attribute store using a custom LDAP fiter

* Sending claims from a custom atiribute store

* Sending claims only when 2 or more incoming claims ane present

* Sending claims only when an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

Tell me more about this rule template...

¢ Bresvious | | Mexd = I Cancel I Help |

12. Enter aname for Claim rule name and copy this syntax in the space given under Custom rule:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(l

(NOTE: If you copy and paste the text from these examples, be aware that some word processing
software will substitute the ASCII quotation marks (") with the UNICODE versions (*”). The
UNICODE versions will cause the claim ruleto fail.)



Configure Rule

Steps
@ Choose Aule Type
@ Configure Oaim Rule

You can configure 3 custom claim rule, such 3z a rule that requires multiple incoming daims or that edracts
claims from a SGL attribute store. To configune a custom rule, type one or more optional condtions and an
igsuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

|Cal Manager Claim Ruie

Rule template: Send Claime Using a2 Custom Rule
Custom rule:

“hLLp:ffachenﬂa.micrnantt.cnm;usfznﬂﬁfﬂﬁfldentity!clalmﬂfuindnwsaccnu_:J
ntname™]=% igaus (Iype =

“hrep://achemas. ¥ml soap.org/wa/2005/05/1dencicy/claims /namsidenci fier
", ILssuer = c.lssusr, Originallssuer = c.Originallssuer, Value =
c.Value, ValueType = c.ValueIype, Propercies

["http: //3chemas.xmlsoap.org/wa/2005/05/identity/claimproperties/form
At"] = "urn:oasis:names:tc:SAML:Z.0:nameid-format:cransient”,
Properties

["http: //achemas . xmlacap. org/wa/2005,/05/identity/claimproperties/name
gualifier™] = "http:///ADF51.CISCOLIVE.COM/com/adfs/aervices/toust™,
Propertiea

["http: //achemas.xmlscap.org/wa/2005,/05%/identity/claimproperties/apna

mequalifier™] = "COCM.CISCOLIVE.COM™):

More about the claim rule [anquage...

% Note:

- CUCM and ADFS Fully Qualified Domain Name (FQDN) is prepopul ated with the lab
CUCM and AD FSin this example and must be modified to match your environment.
- FQDN of CUCM/ADFS are case-sensitive and must match with the metadata files.

13. Click Finish.

14. Click Apply and then OK.

15. Restart the AD FS Version 2.0 service from Services.msc.

Add CUCM IM and Presence as Relying Party Trust

1. Repeat Steps 1 to 11 as described for Add CUCM as Relying Party Trust and proceed to Step 2.

2. Enter aname for Claim rule name and copy this syntax in the space given under Custom rule:



c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(]l

x|
Configure Rule
Stope You can configure a custom ciaim rule, such as a nule that requires multiple incoming caims or that exdracts
@ Choose Fule Type claims from a S0 attribute store. To configure a custom rule, type one or mone optional conditions and an
issuance statement wsing the AD FS 2.0 claim rule language.
@ Configure Claim Rule
Claim e name:

|Cu5tum Rule for IMP

Ruile tempiate: Send Claims Lising a Custom Rule
Custom rule;

"http://achemas.microsoft.com/wa,/2008/068/identity/clains/ windowsaccou 3
ntnam="]=» izsue (Iype =

"http://achemas.mmlacap.org/wa/2005/05/identity/claima/nameidentifier

 lasuer = c.Izsuer, Originallssuer = c.0riginallssuer, Value =
c.Value, Valuelype = c.Valuelype, Properties
["http://achemas.Xmlaoap.o0rg/wa/2005/05/identity/claimpropercies/form

at™] = "urn:casis:names:tc:SAML:2. (:nameid-format:trangient”,
Froperties

["http://achemas.xmlscap.org,/ w3, 2005/05/ identity/ claimproperties/name
gqualifier™] = "http:,///ADF5l.ciacolive.com/con/adfa/servicea/truat™,
Properties

["http://achemas.xmlacap.org/we/2005/05/identity/claimproperties/spna
megqualifier™] = "IMP.ciscolive.com”™): =

More about the claim nie language. .

<Prvous |[ Fnsh | Cancel | Hep |

Notice that IM and Presence and AD FS FQDN is prepopulated with the lab IM and Presence and AD
FSin this example and must be modified to match your environment.

3. Click Finish.
4. Click Apply and then OK.
5. Restart the AD FS Version 2.0 service from Services.msc.

Add UCXN asRelying Party Trust

1. Repeat Steps 1 to 12 as described for Add CUCM as Relying Party Trust and proceed to Step 2.

2. Enter aname for Claim rule name and copy this syntax in the space given under Custom rule:



c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(]l

Wz Add Transform Claim Rule Wizard |
Configure Rule
= ou can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
@ Choose Rule Type claims from a SQL attibute store. To corfigune a custom nule, type one or more optional condtions and an
Bsuance statemenrt using the AD F5 2.0 claim rule language.
@ Configure Claim Rule
Claim rule name:

|Custom Fule for UCKN]

FRule template: Send Claims Using a Custom Ruls
Custorn rule:

= issue(Type = -]
"http://achemas.xmlscap.org/wa/2005/05/ identity/claims/nameidentifier
", Izauer = c.Ilasuer, Originallssuer = c.0riginallssuer, Value =
c.Value, ValueIype = c.ValueIype, Fropertiea
["http://3achemas.xmlscap.org/wa/2005/05/identity/claimproperties/form
at™] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™,
Properties

["http: //achemas.zmlzoap.org/wa/2005/05/identity/ claimproperties/name
gualifier™] = “"http:///ADF5l.ciscolive.com/com/adfs/services/truat™,
Properties
["http://fachemasz.xmlsocap.org/ws/2005/05//identity/claimproperties/spna
mequalifier™] = "UCHNl.ciscolive.com™):

-
a—

Mare about the claim nile lanquage...

<Pevios [[ Fish | Caned | Hep |

Notice that UCXN and AD FS FQDN is prepopulated with the lab UCXN and ADFS in this example
and must be modified to match your environment.

3. Click Finish.
4. Click Apply and then OK.
5. Restart the AD FS Version 2.0 service from Services.msc.
Add Cisco Prime Collabor ation Provisioning as Relying Party Trust
1. Repeat Steps 1 to 12 as described for Add CUCM as Relying Party Trust and proceed to Step 2.

2. Enter aname for Claim rule name and copy this syntax in the space given under Custom rule:



c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]=> issue(]l

T2 Add Transform Caim Rule Wizard x|

Configure Rule

Stepe You can configure a custom claim rule, such as a rule that requires muitiple incoming claims or that exracts

@ Choose Aule Type claims from a SCIL attribute store. To configure a custom rule, type one or more optional conditions and an
izsuance staiement wsing the AD FS 2.0 claim rule language.

@ Configure Claim Rule

Claim rule name:
ICusmm Fule for PCP

Rule template: Send Claims Llsing a Custorn Rule

Custom nule;

ntnamea"] _:J
=¥ 13sue (Iype =

"http://schemas.xmlscap.org/wa/2005/05/ identity/claima/nameidentifier

", Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value =
c.¥Value, Valuelype = c.ValueIype, Froperties
["http://achemas.xmlacap.org,/ wa,2005/05/identity/claimproperties,/form
at"] = "urn:oasis:names:tc:SAML:2 . 0:pameid-format:cransient”™,

Froperties
["hrep://schemas.xmlanap. org, Wi,/ 2005/05/1dentity/claimpropercies,/ nams

gualifiez™] = "http:///ADFS5l.cisceolive.com/com/adfs/ services/ trust™,
Fropercies
["http://3chemas.xmlscap.org/w3/2005/05/identity/claimproperties,/apna

mequalifier™] = "PCP.ciscolive.com™); =

Mare about the daim nie languaqge. ..

<Prevous |[ Fnsh | Cancel Help

Notice that Prime Provisioning and AD FS FQDN is prepopulated with the lab Prime Collaboration
Provisioning (PCP) and AD FS from this example and must be modified to match your environment.

3. Click Finish.
4. Click Apply and then OK.

5. Restart the AD FS Version 2.0 service from Ser vices.msc.

Once you set up AD FS Version 2.0, proceed to enable SAML SSO on Cisco Collaboration products.

Verify



Thereis currently no verification procedure available for this configuration.

Troubleshoot

AD FSlogs diagnostic data to the system Event Log. From Server Manager on the AD FS server open

Diagnostics-> Event Viewer -> Applications and Services-> AD FS 2.0 -> Admin

Look for errorslogged for AD FS activity

'.5__ Server Manager

Fle Action View Help
X YAl 16
[y, Server Manager (CUC-ADFS)
& @ Roles
,ﬁ Features
[ Diagnostics
2 @] Event Viewer
® 5 Custom Views
B La Windows Logs

||_| Hardware Events
{s| Internet Explorer
|:| Key Management 5
# L Microsoft
[&] Windows PowerShe
. | Subscriptions
# () Performance
_ = Device Manager
[ @it Configuration
H g Storage

J | o

Level Date and Time
[ (i) information 6/28/2016 11:18:12 AM ADFS 2.0 None
(i) Information 6/28/2016 11:18:12 AM ADFS 2.0 336 None
(i) Information 6/28/2016 11:17:12 AM ADFS 2.0 390 MNone
';!:)Informam 6/28/2016 11:17:12 AM ADFS 2.0 386 MNone
(i) information 6/28/2016 11:17:12 AM ADFS 2.0 399 MNone
(i) Information 6/28/2016 11:17:12 AM ADFS 2.0 157 Meone
(i )information 6/28/2016 11:17:12 AM ADFS 2.0 156 Mone
(i) 1nformation 6/27/2016 11:16:02PM ADFS 2.0 337 MNone
) Information 6/27/2016 11:18:02PM ADFS 2.0 336 MNone
(i) Information 6/27/2016 8:12:59 PM ADFS 2.0 388 None
oEfror 6/27/2016 8:12: 11PM ADFS 2.0 364 None
()1nformation 6/27/2016 8:12: 10 PM ADFS 2.0 251 MNone
(4 Information 6/27/2016 8: 11:59 PM ADFS 2.0 100 None =
Event 321, AD F5 2.0 x
General I Details |
-
he SAML authentication request had @ NamelD Policy that could not be satisfied. il
Requestor: ciscouc-105-impsl.ciscouc.org
MName identifier format: urn:ocasis:nameste:SAML:2 O:nameid-format:transient Ll

Log Mame: AD F5 2.0/Admin

Source: ADFS20 Logged: 6/27/2016 8:12:11 PM

Event ID: a Task Category: None Ll




