Configure SIP TLS between CUCM-
CUBE/CUBE-SBC
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Introduction

This document helps configure SIP Transport Layer Security (TLS) between Cisco Unified
Communication Manager (CUCM) and Cisco Unified Border Element (CUBE)

Prerequisites
Cisco recommends to have knowledge of these subjects

SIP protocol
Security Certificates

Requirements
- Date and time must match on the endpoints (it is recommended to have the same NTP
source).
- CUCM must be in mixed mode.
- TCP connectivity is required (Open port 5061 on any transit firewall).

- The CUBE must have the security and UCKO licenses installed.

Components Used

- SIP
- Selfsigned certificates

Configure

Network Diagram
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Configuration steps

Step 1. Create a trustpoint in order to hold CUBE's selfsigned certificate

crypto pki trustpoint CUBEtest(this can be any nane)

enrol | ment sel fsigned

seri al - number none

fqdn none

i p- address none

subj ect-nane cn= | SR4451-B.cisco.lab !(this has to match the router’s host nane)
revocati on-check none

rsakeypair | SR4451-B.cisco.lab !(this has to match the router's host nane)
Step 2. Once the trust point is created you run the command Crypto pki enroll CUBEtest in order
to get self-signed certerticates

crypto pki enroll CUBEtest
% The fully-qualified domain name will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes
If enroliment was correct you must expect the this output

Router Self Signed Certificate successfully created
Step 3. After your obtain certificate , you need to export it

crypto pki export CUBEtest pemternina
The above command must generate the below certificate

% Sel f-signed CA certificate



M | BgDCCASqgAW BAgl BATANBgkghki GOwOBAQUFADAe MRWWGg YDVQQDEXNJI ULI 0
NDUXLUI uY2l zY28ubGFi MBAXDTELMTI x NTAXNTAX NVoXDTI WivDEWMT AMVDAWVFoW
H Ec MBoGA1UEAX MTSVNSNDQLMS1CLnNpc2NvLmkhYj Bc MAOGCSqGSI b3DQEBAQUA
A0S AVEgCQQDG Z974Tf v+pngsl+cCelZ/ e0b2zg6Cr | j 4T1t +NSI Gbsj MJ919/ i x
7Fa6DG33LnEYUMLNNt kLaz+8UNDAy BZr AgMBAAG Uz BRMAS GA1 Ud EWEB/ wQFMAVB
Af 8WHWYDVROj BBgwFoAU+Yy 1UqgKdb+r r | Nc7t Zcr dI RVKPowHQYDVROOBBYEFPNM
t VKi nW g6y DXO7WKK3SETCj 6 MAOGCSqGSI b3DQEBBQUAAOEADQXE2FYZ/ MSewj SH
T88SHXqOEVgcLr gGScwe pbR1ImKFPpl hDVaJf H FC6j nk GATJFW ek ASKpOt z Yx4

LDQax Q==

% General Purpose Certificate:

M | BgDCCASqgAW BAgl BATANBgkghki GOwOBAQUFADAe MRWWGg YDVQQDEXNJ ULI 0
NDUXLUI uY2l zY28ubGFi MBAXDTELMTI x NTAXNTAX NVoXDTI wivDEWMT AMVDAWVFOW
H Ec MBoGA1UEAX MTSVNSNDQLMS1CLnNpc2NvLmkhYj Bc MAOGCSqGSI b3DQEBAQUA
A0S AVEgCQQDG Z974Tf v+pngsl+cCelZ/ e0b2zg6Cr | j 4T1t +NSI Gbsj MJ919/ i x
7Fa6DG33LnEYUMLNNt kLaz+8UNDAy BZr AgMBAAG Uz BRMAS GA1 Ud EWEB/ wQFMAVB
Af 8WHWYDVROj BBgwFoAU+Yy 1UqgKdb+r r I Nc7t Zcr dl RVKPowHQYDVROOBBYEFPNM
t VKi nW g6y DXO7WKK3SETCj 6 MAOGCSqGSI b3DQEBBQUAAOEADQXG2FYZ/ MSewj SH
T88SHXqOEVgcLr gGScwe pbR1IKFPpl hDVaJf H FC6j nkGATJFW ek ASKpOt zYx4
LDQax Q==

----- END CERTI FI CATE- - - - -
Copy the above generated Self signed certificate and paste it to a text file with file extension .pem

Example below is named as ISR4451-B.ciscolab.pem

. L LUNERLuRET r ey s
File name: 15R4451-B.ciscolab.pem o
Save as type: | All types (*.%) -
=' Hide Folders Save Cancel

Step 4. Upload the CUBE certificate to the CUCM



- CUCM OS Admin > Security > Certificate Management > Upload Certificate/Certificate chain
- Certificate Purpose = CallManager-Trust
- Upload your .pem file

e

Upload Certificate/Certificate chain - Mozilla Firefox

B  httpsy/fcucm10-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Egimm uus.e

—Status

il @ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this custer

~Upload Certificate/ Certificate chain

Certificate Purpose® CallManager-trust i
Description(friendly name)

Upload File ISR4451-B.cisco.lab.pem

| upload | | Close |

@ *- indicates required item.

Step 5. Download the Call manager self-signed certificate

- Find the certificate that says Callmanager
- Click on the host name
- Click on download PEM file
- Save it to your computer
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20® Certificate Details(Sell-signed)
(i | httpsy 10,201,196, 182/cmplatform/certificateEdit. dofoert = fusrlocal/om/ security/CallManager foarts

Cartificate Dotalls for CUCM1052, CallManager

Li-[';“w" E_Lm::m [ilwrmm [ilwnmm

~ Status
@ Status: Ready

- Certificabe Sottings
Filg Name CallManpger.pem
Certificate Purpase CallManager
Certificabe Type oerts
Certificate Growp proded-cm

Description{friendly name) Self-signed certificate generated by System

- Cortificate File Data

[

Wersian: V3

Serial Number: 4ATBS03ASAIDZ0ZADTDSBIFETARTOFT

Signatureilgorithm: SHALwIthASA [1.2.840.113549.1,1.5)

1zzuer Name: L=redal, ST=Texas, CN=CUCML1052, OU = prifne, D=ado, C=US

Wakidity From: Thu Jul 24 13:11:22 CDT 2016

To: Tue Jud 20 13:11:21 CDT 2021
Subject Mame: L=rcdnb, ST=Texas, CN=CUCHM 1052, Ol=prime, D=c20a, C=US
Key: RSA (1.2.840.113549.1.1.1)
By warlwe:

J0E2010a02B20 101 006B03EB3FL 17 Pded GB4 3 Lefe 1 6dMdb1 2 TdBE3 09141 dBeThS
Bd913alGa89d2at89eaTqiclb42b5a5 Y 1 bolabe 1 3 10eb1bEG2 4a84a Ja Fdc0 e 500 Lac
AMbSS 165156944 1FI36d5a lc2al0ckfbSebetedbblEl Bcadd 1cT Fo8dpaad 1aT752
JeA3361 1485ME19T25CBA1 16858830576 Sed00S Lodd T I IE244a7d2 140015 a9 2 ba
J8d0Yae0 1 Tdee T 19540280 1 Gabb020FITEO0A WG T6S SdaBcabbbalbdS9rIcIb T 292
BdS0f 1467 d8d48e 30306907231 640 1bal 0BISE4cae 2 L 22 bated S 2 4dal 98353

Regenerate Generate C5R Download .FEM File Download .DER File

Close

Step 6. Upload the Callmanager.pem certificate to CUBE

- Open the Callmanager.pem with a text file editor
- Copy the whole content of the file
- Run the this commands on the CUBE

crypto pki trustpoint CUCVHOSTNAME
enrol | ment termnal

revocati on-check none

crypto pku aut henticate CUCVHOSTNAVE

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TW CE)



You will then see the foll ow ng:

Certificate has the followi ng attributes:
Fi ngerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fi ngerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8Cr518D4 443EOE84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the foll ow ng:

Trustpoint CA certificate accepted

% Certificate successfully inported

Step 7. Configure SIP to use CUBE's selfsigned Certificate trustpoint
si p-ua

crypto signaling default trustpoint CUBEtest
Step 8. Configure the dial peers with TLS

di al - peer voice 9999 voip
answer - address 35..
destination-pattern 9999
sessi on protocol sipv2
session target dns:cucnl0-5
session transport tcp tls
voi ce-cl ass sip options-keepalive

srtp
Step 9. Configure a CUCM SIP trunk security profile

- CUCM Admin page > System > Security > SIP Trunk Security Profile
- Configure the profile as shown below



SIP Trunk Security Profile Configuration

Qsm K oeete [ coey %'Rmn & Apply Config Cifa Add New

= SIP Trunk Security Profile Information

Name* CUBE Secure SIF Trunk Profile

Description Secure SIP Trunk Profile authenticated by null String

Device Security Mode Encrypted -

Incoming Transport Type® TLS o

Outgoing Transport Type TLS -
Enable Digest Authentication

Nonce Validity Time (mins)* 600

3.509 Subject Name ISR4451-B.cisco.lab

Incaming Port® G061

| Enable Application level authorization
| Accepl présence Subscripthon

¥| Accept out-of-dialog refer®*

¥| Accept unsolicited notification

¥ Accept replaces header

¥| Transmit secunty status

Allow charging header
SIP V. 150 Dutbound SDF Offer Filtering®  Use Default Filter "

Note: It is critically important that the X.509 field matches the CN name you configured
previously while you were generating the self-signed certificate

Step 10. Configure a SIP trunk on CUCM

- Ensure the SRTP allowed check box is checked
- Configure the proper destination address and Ensure to replace port 5060 with port 5061
- Ensure to select the correct Sip Trunk Security profile (which was created in Step 9)



SIP Information

~ Destination

Destination Address 5 an SRY

Destination dddress

1" 10.201.160.12

Destination Addrpss 1Py

Drestination Port
5061

MTP Preferred Onginating Codec®

BLF Presence Group"

SIP Trunk Security Profile”

Rerouting Caling Search Space

Out-Of- Dialog Refer Caling Search Spaoe
SUSSCRIBE Caling Search Space

Standard Presence group
ISR4451-B Secure SIP Trunk Profie
% Mone >

= Mane >

= Mane >

SIP Profie*
DTMF Signaling Method *

Standard SIP Profile-optons
Ho Preference

. Save and reset the trunk.

Verity

 view Detals

Since you enabled OPTIONS PING on the CUCM, SIP trunk must be in FULL SERVICE state

bt Oronen NI gegepe S e M
ISE445]-B Q71 1-Seure

The SIP trunk status show full service.

The dial peer status show as follow:

show di al - peer voi ce sunmary

TAG  TYPE MN OPER PREFI X DEST- PATTERN

KEEPALI| VE

9999 voip up up 9999

Troubleshoot

Enable and collect the output of these debugs

debug
debug
debug
debug
debug
debug
debug
debug
debug

Webex Recording link:

crypto
crypto
crypto pki
crypto pki
ssl openssl
ssl openssl nsg

ssl openssl states
ip tcp transactions
ccsip verbose

pki
pki

ap

cal | backs
nessages

transacti ons
errors

https://goo.gl/QOS1iT

Prianty

T

s SIF Trunk SEstum 5P Trurik Daaraton
50 Full Service Tame: Bn Full Servce: O day O howr 0
Tk MErAne

FER THRU SESS- TARGET STAT PORT

0

syst dns:cucnil0-5 active
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