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I ntroduction

This document describes how to use the Session Initiation Protocol (SIP) Profile Test Tool that is available
for use on Cisco.com.

Prerequisites
Requirements

The information in this document is based on ISR platforms running Cisco IOS® and Cisco |IOS® XE
software.

Components Used

Cisco recommends that you have knowledge of these topics:

« Navigation through Cisco |OS®
» SIP message format and transactions


https://cway.cisco.com/tools/SipProfileTest/

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

SIP Profiles are used in order to manipulate header information in the SIP messages. They can aso be used
to make changes in the Session Description Protocol (SDP), which is used to negotiate media.

Common SIP Message Nor malization Scenarios

This section provides several SIP message normalization scenarios that have been seen frequently. Each
scenario includes the configuration required on Cisco 10S for your reference and a screenshot from the SIP
Profile Test Tool that is mentioned in the Introduction.

These scenarios can be used as references for other manipulation required on the SIP messages.

Copy Value from Diversion Header to the From Header

voice class sip-profiles 1

request INVITE sip-header Diversion copy "<sip:(.*)@.*" u0l

request INVITE sip-header From copy ".*<sip:(.*)@.*" u02

request INVITE sip-header From modify "(.*)<sip:.*@(.*)" "\1l<sip:\u0l@\2"

request INVITE sip-header From modify "<sip:@" "<sip:\u02@"

SIP-Profile:

woloe class sip-profiles 1

request INVITE sip-header Diversion copy “<sip:{.=)@.*" ud1

request INVITE sip-header From copy " *<sip:(=)@. %" w2

request INVITE sip-header From modify ®(. =) <sip:. *@(.*)" "1 <sip: 012"

Input Message Output Message

INVITE sip: 18774116706@172.30.238.49:5071 SIR/2.0
Via: SIP2.0/UDP 17.0.44.11:50060; branch=79hG4bKG74083 1 D56
From: <sip:BESE2614@17.0.44, 11>, a0=DEC1 2564-3F9
To: <sip:18774116706@172.30.238. 49>

Date: Tue, 02 Sep 2004 17:33:36 GMT

Call-10: 14BFe65C-31FE11ES-
FFFFFFFFE168E118-52ABD3C1@17.0.44.11

Supported: 100rel Hmer resource-priarity, replaces, sdp-anat
Min-SE: 1804

Diversion: <sip:B8EB2614@17.0.44.11>; privacy —off;
reason=unconditional screen=no

Content-Length: 0

INWITE ip:18774116706@172.30.2358.49: 5071 SIPF2.0
Via: SIF2.0/UDP 17.0.44.11:5060; branch=z%hG4AbKG7A08 31 D58
From:; <sip:815245620600]1 7.0.44,11>;tag=0DEC]1 2564-3F9
To: <sip:18774116706@172.30. 238,40

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-ID: 14BF665C-31FEL1ES-

FFFFFFFFB1GAE1 18-524B03C1@17.0.44.11

Supported: 100rel, imer, resource- priority, replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:BEEE2614@17.0.44.11 = ;privacy =aff;
reason=unconditional , screen=no

Content-Length: O

Copy Number from To Header in an Incoming Inviteto the REQ-URI Parameter
(Prior to Cisco IOS Version 15.4)



Copy the number in the To header in an inbound Invite message and modify the outgoing INVITE:

voice class sip-copylist 1
sip-header TO

voice class sip-profiles 2

request INVITE peer-header sip TO copy "sip:(.*)@" u0l
request INVITE sip-header SIP-Reqg-URI modify ".*@(.*)" "INVITE sip:\u0l@\1"

SIP-Profile:
voice class sip-copylist 1
sip-header TO

vilce class sip-profiles 2
request INVITE peer-header sip TO copy "sip: (L*)@" ull

request INVITE sip-header SIP-Req-URI madify ".*@&(.*)" "INVITE sip-\u01g\1"

[Input Message

loutput Message

INVITE sip:+18774116700@172.30.238.49: 5071 S5IR/2.0
WVia: SIR/Z2.0/UDP 17.0.44.11:5060; branch=70hG4bkG 740831058
Froan: <sip:8152456206600017.0.44.11=;1ag=DEC12584-3F%
To: <sip:18774116706@172.30.238 49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-ID: 14BF&E3C-31FEL1ES-
FFFFFFFF8168BEL1R-52AB03C1@17.0,44.11

Supportad: 100rel limer, resource-pricrity, replaces, sdp-anat
Min-%E: 1800

Diversion: <sip:BESE2614@17.0.44. 11>, privacy=off;
reascn=unconditional, screen=no

Content-Length: O

Copy Number from To Header in an Incoming Inviteto the REQ-URI Parameter (with

Inbound SIP Profiles)

voice class sip-profiles 1

INVITE sip:18774116706@172.30.238.49:5071 SIRf2.0
Wia: SIF/ 2. 0/UDP 17.0.44,11: 5060; branch=29hz4bKE74083 1058
From: <sip:B152456266@17.0.44.11> tag=DEC125B84-3F9
Moz =sip: 187741 16706@172.30.238. 40>

Date: Tue, 02 Sep 2014 17:33:26 GMT

iCall-10: 14BFG65C-31FE11EA-
FFFFFFFF816BE118-52AB03C1@17.0.44.11

Supported: 100rel timer resource-priority, replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:B88E2614@17.0.44.11>; privacy =ofT;
reasom=unconditicnal screen=no

[Content-Length: O

request INVITE sip-header TO copy "sip:(.*)@" u0l
request INVITE sip-header SIP-Req-URI modify ".*@(.*)" "INVITE sip:\uOl@\1"

voice service voip
sip

sip-profiles inbound
sip-profiles 1 inbound




SIP-Profile:

voice class sip-profiles 1
request INVITE sip-header TO copy "sip:(.*)@" ull

request INVITE sip-header STP-Req-URT modify ™. *@(.*)" "INVITE sip:\ul1@)1"

woice SErvice voip

sip

sip-profiles inbound
sip-profiles 1 inbound

Input Message

Qutput Message

INVITE slp: + 18774 116700@172.30.238,49:5071 SIPY2.0
Via: SIP/2.0/UDP 17.0.44.11:5060; branch=29hG4bKE 70831 D5E
From: <sip:B1524562600017.0.44.11 > tag=DEC12584-3F9
To: <s5ip: 18774116706@172.30.2358.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-ID: 14Bre65C-31FE11E4-
FFFFFFFF&16GREL18-52ARBD3C1@17.0.44.11

Supported: 100rel, timar, resource-priority, replaces, sdp-anat
Min-5E: 1800

Diversion: <sip:BBRR2G14@17.0.44.11 > ; privacy=off;
reason = unconditional, screen=no

Conkent-Length: O

INVITE slp: 18774116700@172,30.238.49:5071 SIR2.0

From: <sip:8132456266@17.0.44.11 > tag=DEC125B84-3F%
Ta: =slp: 18774116706@&172.30.238,49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BF665C-31FEL11ES-
FFFFFFFF31GBE118-524BD3C1@17.0.44.11

Suppaortad: 100rel timer, resource-priority, replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:88882614@17.0.44. 11 >; privacy=off;
reason=unconditional screen=no

Cantent-Length: ¢

One-way / No-way Audio I nteroper ability | ssueswith Provider

voice class sip-profiles 200

request ANY sdp-header Audio-Attribute modify '

'a=inactive a=sendrecv"

request ANY sdp-header Audio-Connection-Info modify "0.0.0.0" "CUBE’s IP"

SIP-Profile:

voice class sip-profiles 200

request ANY sdp-header Audlio-Attribute modify "a=Inactive” "a=sendracy”
request ANY sdp-header Audio-Connection-Info modify *0.0.0.0" "10.10.10.1°

Input Message

Output Message

TNWTTE sip:18774116706@172.30. 238 49:5071 SIR/2.0
Content-Dispasition: session; handling=requirad
Content-Length: 261

w=0
o=ClscoSystemsSIP-GW-UserAgent 1796 4793 IN IP4 17,0.44.11
5=SIP Call

c=[N P4 17.0.44.11

1=00

m=audia 0 RTP/AVP O 101 19

C=IM 1P4 0.0.0.0

a=rtpmap:0 PCML/2000

a=inadctive

A=rtprmap: 101 telephone-event/S000
a=fmtp: 101 0-16

A=rbpimap: 19 CN/B000

a=ptime:20

TMVITE sip: 18774116706@172.30.238 49: 5071 SIR/2.0
Content-Disposition: session; handling=reguirad
Content-Length: 273

w=00
0=CisooSystemsSIP-GW-UserAgent 1796 4793 IN 1P4 17.0.44.11
s=S5IP Call

c=IN P4 17.0.44,11

t=0 0

m=audla [ ETRFAVE O 101 19

Cc=IN IP4 10.10.10.1

a=rtpmap: 0 PCHMU 3000

a=sandracy

a=rtpmap: 101 telephone-event/ 8000
a=fmtp: 101 0-16

a=rtpmap: 19 CN/BO00

a=ptime: 20

Removethe UPDATE Method Support to Avoid I nteroper ability | ssues

Wia: SIR2.0/UDP 17.0.44.11:3060; branch=z3hG4bK&7402831058




voice class sip-profiles 200
request ANY sip-header Allow-Header modify ",

SIP-Proflle:

UPDATE" ™"

voice class sip-profiles 200
request ANY sip-header Allow-Header madify ", UPDATE™ ™

Input Message

Output Message

IMNVITE sip: 1877411670660 172.30.238.49: 5071 SIP/2.0

Via: SIPF2.00UDP 17.0.44,11:5060; branch=20hG4bK6 740831056
From: <sip:B152456266/317.0.44.11 > tag=-DEC125B4-3F9

Tor <sip: 18724116706@172,30.238 49>

Date: Tue, 0Z Sep 2014 17:33:26 GMT

Call-10; 14BF665C-31FE11ES-
FFFFFFFFE1GBE118-32ABD3C1I@17.0.44.11

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, URDATE,
REFER, SUBSCRIBE, MOTIFY, INFO, REGISTER

Content-Length: O

| P Addressto Domain Name Conversion

voice class sip-profiles 1

INVITE sip: 18774116706@172.20.238.49:3071 SIR/2.0

Wia: S1P2.0/UDP 17.0.44.11:5060; branch=29hG4bKE7 40831056

From: <sip:8152456266@17.0.44 11> ;tag=DEC125B4-3F2
To: <sip: 187741167063 172,30, 236,49

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-1D: 14BFp65C-31FEL1ES-
FFFFFFFFE168E118-52ABD3C1@17.0.44.11

Wllow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, REFER,
SUBSCRIBE, NOTIFY, INFD, REGISTER

Content-Length: O

request ANY sip-header SIP-Req-URI modify "10.67.138.241:5060" "sipp.cisco.com"

SIP-Proflle;

voice class sip-profiles 1

request ANY sip-header SIP-Req-URD modify "10.67.138.241:50640" "sipp.cisco.com"”

Input Message

}Dutput Message

IMVITE sip:9819940331@10.67.138.241: 5060 SIFY2.0

Wim: SIP/2.0/UDP 17.0.44.11:5060; branch=z0hG4AbK674 0831058
From: <sip:8152456260@17.0.44.11 > tag=DEC12584- 3F9

To: <gip: 187741167066@172,.30.238.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BFG65SC-31FE1L1ES-
FFFFFFFFE168E118-52ABD3C1@17.0.44.11

Allow: TINVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER

Content-Length: O

[MWITE sip:9819940331 @sipp. cisco.oom SIPY2.0

Wia: SIPS2.0/U0P 17.0.44.11:5060; branch=r3hG4bKG74083 10568
Fram: <sipi8152456266017.0.44,11 > tag=DEC] 2564 3F9

To: <sip: 187741167061 72.30.238.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BF&65C-31FEL1ES-
FFFFFFFFE168E118-32ABD3C1L@17.0.44.11

Allow: TRVITE, OFTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBSCRIBE, NOTIFY, INFO), REGISTER

iContent-Length: O

Add aPrefix in the Diversion Header

voice class sip-profiles 1
request ANY sip-header Diversion modify "sip:(.*)@" "sip:704264\1@"



SIP-Profile:

wolce class sip-profiles 1

request ANY sip-header Diversion modify "sip: (_*)@" "sip: 704264\1@"

[Input Message

INVITE sip:98159940331@10.67.138.241: 5060 S1/2.0

Wia: STPY2.0/UDP 17.0.44.11:5060; branch=29hG4bKG740831058
Froam: <sip:B152456260M@17.0.44.11 > tag=0DEC12584-3F9
To: <sip:18774116706@172.30,.238.49>

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BFG65C-31FELLES-
FFFFFFFFE1GBE118-52ABD3IC1@17.0.44.11

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UFDATE,
REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER

Diversion: <sip:2614@17.0.44.11> | privacy =off;

reason =unconditional screen=no

Content-Lemgth: 0

|Output Message

INVITE sip:9819940331@10.67.138.241: 5060 SIRZ.0

Wia: STP/2.0/UDP 17.0.44.11:5060; branch=20hG4AbKG74083 1058
From: <sip:8152456266@17.0.44.11 > ;tag=DEC12564-3F%
To: <sip: 18774116706@172.30.238 .49

Date: Tue, 02 Sep 2014 17:33:26 GMT

Call-10: 14BFe65C-31FEL1ES-
FFFFFFFF816BE118-52ABD3C1@17.0.44.11

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE,
REFER, SUBRSCRIBE, MOTIFY, INFO, REGISTER

Diversion: <sip: F042642614@17.0.44.11 > privacy=off;
reason=unconditional, screen=no

Content-Length: O

Set DID Number in Diversion Header

voice class sip-profiles 1

request INVITE sip-header Diversion modify "sip:(.*)@" "sip:7042642614@"

SIP-Profile:

voice class sip-profiles 1

request INVITE sip-header Diversion modify "sipe *)@" "sip: 70426426 14"

Input Message

Output Message

INVITE sip: 187741 167061 72,30, 238 49:3060 SIP/2.0
Via: SIFVZ.0WUDP 17.0.44.1 1:5060;branch=29h(G4bK D23 DB
From: <sip:81 524562664601 7.0.44.1 1> 1ag=28B470-1CCD
To: <sip: 187741 16706(@172,30,238 49>

Date: Thu, 10 Sep 2020 06:02:45 GMT

Call-ID; 1462FCC6-F2621 1EA-81 3AERTI-
299ECBED@17.0.44.11

Supported; timer,resource-priority,replaces, sdp-anat
Min-SE: 1800

Diversion: <sip:88882614017.0.44.11>;privacv=olT;
reason-unconditional,screen=no

Content-Length: O

INVITE sip: 187741 1670601 72.30.238.49:5060 SIP/2.0

Wia: SIF2.0UDP 17.0.44.1 1:5060; branch=2%hG4bKD23DB
From: <sip:81524562660@17.0.44.1 1 >:tag=28B470-1CCD
To: <sip:187741167066@172,30,238,49=

Date: Thu, 10 Sep 2020 06:02:45 GMT

Call-ID; 1462FCCH-F26211EA-B1 3AERTI-

299ECEED@ 17.0.44.11

Supported; timer,respurce-priority, replaces,sdp-anat

Min-SE: 1800

Diversion: <sip: 70426426140 17.044.11>;privacy=ofT;reason-
unconditional,sereen=no

Content-Length: O

Remove Diver sion Header




voice class sip-profiles 1
request INVITE sip-header Diversion remove

SIP-Profile:

volce class sip-profiles |
request INVITE sip-header Diversion remove

Input Message

Output Message

INVITE sip: 187741 16706{@172.30.238.49:5060 SIF/2.0
Via: SIP/2.0/UDP 17.0.44,1 1:5060;branch=20hG4bK D23 DB
From: <sip:8 1524562660 17.0.44. 1 1>;tag=28B470-1CC0
To: <sip: 187741 167060 172.30.238 49>

Date: Thu, 10 Sep 2020 06:02:45 GMT

Call-ID: 1462FCC6-F2621 |EA-B13AERT]-
JOOECEEDGE17.0.44.11

Supported: timer,resource-priority replaces,sdp-anat
Min-SE: 1800

Diversion: <sip: 888826141 7.0.44.1 1>;privacy=olT;
reason-unconditional,sereen=no

Content-Length: 0

INVITE sip: 187741 1670661 72.30.238.49: 5060 SIP/2.0
Via: SIFZ.0UDP 17.0.44.11:5060;branch=20hG4bK D23 DB
From: <sip:8 15245626064 17.0.44,1 1 >;1ap=28B470-1CC0
To: <sip: 187741 1670601 72.30.238.49=

Date: Thu, 10 Sep 2020 06:02:45 GMT

Call-ID: 1462FCC6-F2621 1EA-BLI3AERT -
2OECRED@EN7.0.44.11

Supported: timer,resource-priority, replaces sdp-anat
Min-SE: 1300

Content-Length: 0

Copy Location Number for Caller 1D in Local Gateway (Webex Calling Deployments
in United States, Canada, and Puerto Rico)




User Calling > Caller ID

Caller ID

Choose which information will be displayed when this User makes an
outgoing call.

Caller ID Phone Number

Direct Line: 9194381001, Ext 1001

O Location Number: +19194380841

Assigned number from user's location

Caller ID First Name
User01 (I

Caller ID Last Name
User01 I @

voice service voip
sip
sip-profile inbound
voice class sip-profiles 201

rule 1 request INVITE sip-header From copy "<sip:(.*)@" u0l
rule 2 request INVITE sip-header P-Asserted-Identity modify "<sip:.*@(.*)>" "<sip:\u0l@\1>"

voice class tenant 200
sip-profiles 201 inbound



SIP-Profile:

vaoice class sip-profiles 201
rule | request INVITE sip-header From copy "<sip:l.*)@" u01

rule 2 request INVITE sip-header P-Asserted-Identity modify "<sip: *@(.*)>" "<sip:\u0l@\1>"

Input Message

Output Message

INVITE s5ip:#192199614190401.1.1.1:5061 transport=tls,dtg=rtplgw9687_lgu SIP/2.0

973405068-1626801459363-

From:"User0] User01"<gip:+19194380%4 1 139.177.65.12;user=phone>;tag=273405063-
1626801459363 -

To: *-::.lp _Dlﬂﬁﬁwﬂmﬂﬂjﬂimm_b:limm user=phone=

Call-

CSeq: 100 INVITE

Contact:<sip:139.177.65.12:8934; transport—t|s=
ip:+1919.

'User0] UserDl"=; 10016 10,21,0,214:user=phone>

P-Asserted-ldentity:’

Via:SIP/2.0/TLS 139.177.65.12:8934;branch=z9hG4bK BroadworksSSE.-1.1.1.1V57722-0-100-

INVITE sip:#19199614190f@pstn.com: 5080 SIP/2.0

Via: SIP/2.0/UDP 1.1.1.1:5060;branch=z9hG4bK 13CA 141F20

From: "User01 User01" <sip:+1919438084 | G@pstn com>;tag=CB0OB7295-DB7
To: <sip:+19199614190{@pstn.com>

Date: Tue, 20 Jul 2021 17:59:26 GMT

Call-ID: ESOFFBT-ESBB1 1 EB-B5TBD6DS-6AE138B@1.1.1.1

Contact: <sip:+1919438084 1@ 1.1.1.1:5060>

Allow-Events: telephone-cvent

Max-Forwards: 68
P-Asserted-ldentity:

"User01 User0]" <sip:+19194380841@1.1,1.1>

Possible | ssues

Here are some possible issues you can encounter.

» After Cisco 1OS Version 15.4, the SIP profile feature is introduced to modify inbound SIP messages

aswell.

Cisco IOS Versions 15.3 and earlier only support SIP profiles in the outbound direction.

Related | nfor mation

In Depth Explanation of Cisco I0S and IOS-XE Call Routing

Understanding Inbound and Outbound Dial Peers Matching on |OS Platforms



https://www.cisco.com/c/en/us/support/docs/voice/ip-telephony-voice-over-ip-voip/211306-In-Depth-Explanation-of-Cisco-IOS-and-IO.html
https://www.cisco.com/c/en/us/support/docs/voice/call-routing-dial-plans/14074-in-dial-peer-match.html

