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Introduction

This document describes how to set up a secure Session Initiation Protocol (SIP) connection between the
Cisco Unified Communications Manager (CUCM) and the Cisco TelePresence Video Communication Serve
(VCS).

The CUCM and VCS are closely integrated. Because video endpoints can be registered either on the CUCN
or the VCS, SIP trunks must exist between the devices.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:
* Cisco Unified Communications Manager

* Cisco TelePresence Video Communication Server
« Certificates

Components Used

This document is not restricted to specific software and hardware versions. This example uses Cisco VCS
software version X7.2.2 and CUCM version 9.x.

The information in this document was created from the devices in a specific lab environment. All of the



devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Configure

Ensure that the certificates are valid, add the certificates to the CUCM and VCS servers so that they trust ec
other's certificates, then establish the SIP trunk.

Network Diagram
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Obtain VCS Cetrtificate

By default, all VCS systems come with temporary certificate. On the admin page, navigate to Maintenance >
Certificate management > Server certificate. Click Show server certificate, and a new window opens with
the raw data of the certificate:

Server certificate

~ i, Note: This VCS is part of a chuster but i not the configuration master. Any configeration changes made on this VCS may be kst Nore information can be found ¢n the Clsterng help page

Server certificate data

PEM Fie Show server certificate

i baded certficale expres on Sep 30 2014

Reset 10 Sefauk server certificate |

This is an example of the raw certificate data:

MIIDHzCCAoigAwIBAgIBATANBgkqhkiGOWOBAQUFADCBmMjFDMEEGALUECgW6VGVt
cG9OYYXJ5IENIcNRpZmIjYXRIIDU4NzcONWYWLTISYTAIMTFIMy1hNTE4ALTAWNTAL
Njk5NWIOYjFDMEEGALUECwWwW6EVGVtcGyYXJISIENIcnRpZmljY XRIIDU4NzcONWYw
LTISYTAIMTFIMy1hNTE4ALTAWNTALNjKS5NWIOY]EOMAWGALUEAWWFY2IzY28wHhcN
MTMwOTMwWMDcXNzIWWhcNMTQwWOTMwMDcexNzIwWjCBmjFDMEEGALUECgw6VGVicG9y
YXJSIENIcnRpZmIjY XRIIDU4NzcONWYWLTISY TAIMTFIMy1hNTE4ALTAWNTALN]jKS
NWIOYjFDMEEGALUECwWwW6EVGVtcGyYXJISIENIcnRpZmIjY XRIIDU4NzcONWYWLTI5
YTAIMTFIMYy1hNTE4LTAWNTALNjKSNWIOYJEOMAWGALIUEAWWFY2IzY28wgZ8wDQYJ
KoZlhveNAQEBBQADgYOAMIGJA0GBAKWvob+Y1zrKoAB5BvPsGR7aVfmTYPipLOIl/
L21fyyjoO5qv9lzDCgy7PFZPxkD1d/DNLIgp1jjUqdfFV+64r8OKESWBO+4DFlut
tWZLQ1uKzzdsmvZ/b41mEtosEIHNXH7rDYQsqdRA4ngNDJIVIOgVFCEV4c7ZvAV4S
E8MI9YNY9AgMBAAGjczBXMAKGALIUJEWQCMAAWJIAYJYIZIAYb4QgENBBCWFVRIbXBv
cmFyeSBDZXJ0aWZpY2F0ZTAdBgNVHQ4EFgQU+knGYkeeiWgAjORhzQqRCHba+nEw
HwYDVRO0jBBgwFoAUpHCEOXsBH1AzZN153S/Lv6cxNDIwDQYJKoZIhveNAQEFBQAD
gYEAZKIIMS{i49p1jlYqYdOAIjOiashYVfgGUUMFr4V1hokM90ByGGThx8jx6Y/S
p1SyT4ilU5uiYODD18EKLzt8y3jFNPmMHYAwW/f2fB9I3mDAgbiQdmbLAeD2RRUsy7
1Zc3zTIBWL6Ehsj+90GAsI/TGthQ2n7yUWPI6CevopbJeliA=



You can decode the certificate and see the certificate data through the use of OpenSSL on your local PC or
use of an online certificate decoder such as SSL Shopper :

Certificate Information

t

Common Name: cIsco

Organization: Temporary Certificate 587745f0-29a0-11e3-a518-005056995b4b
Organization Unit: Temporary Certificate 587745 29a0-11e¢3-2518-005056995b4b
Valid From:

Valid To: Septembher 30, 2014

Issuer: csco, Temporary Certificate S87745f0-29a0-11e3-a518-005056995b4b

Key Size: 1024 bit

YOOAAOOD

Scrial Number: 1 (Ox1

Generate and Upload VCS Self-Signed Certificate

Because every VCS server has a certificate with the same Common Name, you need to put new certificates
the server. You can choose to use self-signed certificates or certificates signed by the Certificate Authority
(CA). See the Cisco TelePresence Certificate Creation and Use With Cisco VCS Deployment Guide for
details of this procedure.

This procedure describes how to use the VCS itself to generate a self-signed certificate, then upload that
certificate:

1.Log in as root to the VCS, start OpenSSL, and generate a private key:

~ # openssl

OpenSSL> genrsa —out privatekey.pem 1024
Generating RSA private key, 1024 bit long modulus
.................................. +H++++

................ +H++++

e is 65537 (0x10001)

2. Use this private key in order to generate a certificate signing request (CSR):

OpenSSL> req —new —key privatekey.pem —out certcsr.pem

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:BE

State or Province Name (full name) [Some-State]:Vlaams—Brabant
Locality Name (eg, city) []:Diegem

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco
Organizational Unit Name (eg, section) [J:TAC

Common Name (e.g. server FQDN or YOUR name) [J:radius.anatomy.com
Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name [

OpenSSL> exit

3. Generate the self-signed certificate:



~ # openssl x509 -req —days 360 —in certcsr.pem —signkey privatekey.pem —out vcscert.pem
Signature ok
subject=/C=BE/ST=Vlaams-Brabant/L=Diegem/O=Cisco/OU=TAC/CN=radius.anatomy.com
Getting Private key
~#

4. Confirm that the certificates are now available:

~#ls —ltr *.pem
—rw-r——r—— 1 root root 891 Nov 1 09:23 privatekey.pem
—rw—-r——r—— 1 root root 664 Nov 1 09:26 certcsr.pem
—rw—-r——r—— 1 root root 879 Nov 1 09:40 vcscert.pem
5. Download the certificates with WinSCP , and upload them on the webpage so the VCS can use the

certificates; you need the both private key and the generated certificate:

Server certificate
S i, Note: This VCS is part of & cluster but & not the configuration master. Any configuration changes made on this VCS may be kost. More nformation can te found on the Clstering halp page

Server certificate data

PEN Fila _Show secver canificale

sded certficale axpires on Sep 30 2014

Reset 10 defaul server certificale

Certificate signing request (CSR)

There & no certificate Signing request n progress

Generate CSRI

Upload new certificate

“Clprivatekey. pem” Choose. 1

“C\Wwescert pem™ Choose. i

Uphad sarver cervficale dala I

6. Repeat this procedure for all VCS servers.

Add Self-Signed Certificate from CUCM Server to VCS Server

Add the certificates from the CUCM servers so that the VCS will trust them. In this example, you are using
the standard self-signed certificates from CUCM; CUCM generates self-signed certificates during
installation so you do not need to create those as you did on the VCS.

This procedure describes how to add a self-signed certificate from the CUCM server to the VCS server:
1. Download the CallManager.pem certificate from the CUCM. Log into the OS Administration page,

navigate to Security > Certificate Management, then select and download the self-signed
CallManager.pem certificate:



Certificate Configuration

(), Regenerate [§) Downbad [F) Generate cs [ Downoad csR

~Status

@ Status: Ready

~Certificate Settings

File Name CallManager.pem

Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

~ Certificate File Data

[ -
Version: V3
Serial Number: 136322906787293084267780831508134358913
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: L=Peg3, ST=Diegem, CN=MFCl1Pub, OU=TAC, O=Cisco, C=BE
Validity From: Wed Aug 01 12:28:35 CEST 2012
To: Mon Jul 31 12:28:34 CEST 2017
Subject Name: L=Peg3, ST=Diegem, CN=MFCI1Pub, OU=TAC, O=Cisco, C=BE
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100e608e60cbd1a9984097e9¢c57479346363e535d002825be7445c00abfacd806acf0a2¢c1381cd1cc6ab06b4a640
b48dd54c883¢c3004e4dbSf44e40f27bc2147de4a1a661b19dc077¢ca72e8a0f8c4f608696d7cf7bas7273f6440ea1d8bc6573253
e6¢cad651f33d19d91365f1¢c8d6257a93f8ef3ed1228170d2088a848e7d7edc8110203010001

Extensions: 3 present

m

Extension: KeyUsage (01D.2.5.29.15)
Critical: false
Usages: digtalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

Extension: ExtKeyUsageSyntax (01D.2.5.29.37)

Critical: false

Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,
]
(

- [ Regenerate [ Generate CSR | [ Download CSR |

2. Add this certificate as a trusted CA certificate on the VCS.On the VCS, navigate to Maintenance >
Certificate management > Trusted CA certificate, and select Show CA certificate:

Trusted CA certificate
i/ Note: This VCS is part of 8 cluster but is mot the configuration master. Any configuration changes made on this VCS may be lost. Mere informstion can be found on the Clustarng halp pags.
e e o
Select the fie containing trusted CA certificates Choose.. | i

CA cantificate PEM Figl Show CA cemficale I

Uphad CA cartificate| Reset 1o dafauk CA cersicats |

A new window opens with all certificates that are currently trusted.
3. Copy all of the currently trusted certificates to a text file. Open the CallManager.pem file in a text

editor, copy its content, and add that content to the bottom of the same text file after the currently
trusted certificates:

CallManagerPub




MIICMDCCAgGgAWIBAGIQZo7WOmjKYy9JP228PpPvgTANBgkghkiGOWOBAQUFADBe
MQswCQYDVQQGEWJCRTEOMAWGA1UEChMFQ2IzY28xDDAKBgNVBASTALIRBQzERMASG
ALUEAXMITUZDbDFQdWIXDzANBgNVBAgQTBKRpZWdIbTENMASGALUEBXMEUGVNnMzAe
FwOXMjA4MDEXMDI4MzVaFw0OxNzA3MzExMDI4MzRaMF4xCzAJBgNVBAY TAKJFMQ4wIf you have multiple servers in the CUCM cluster, add all of them here.

4. Save the file as CATrust.pem, and click Upload CA certificate in order to upload the file back to the
VCS:

Trusted CA certificate

X i, Note: This VCSis part of & cluster but is not the configuralion master. Any configuration changss made on this VCS may be losl. Nore information can be found oa the Cluslarng halp page

Upload

contahing trusted CA certificates I “CACATrust. pem” Choose... | ¢ ]

ficate PEM Fie _Show CA cenfcate l

|upbad cA oemﬁcaloll Reset 1o defauk CA cersicate |

The VCS will now trust the certificates offered by CUCM.

5. Repeat this procedure for all VCS servers.

Upload Certificate from VCS Server to CUCM Server
The CUCM needs to trust the certificates offered by the VCS.

This procedure describes how to upload the VCS certificate you generated on the CUCM as a
CallManager—Trust certificate:

1. On the OS Administration page, navigate to Security > Certificate Management, enter the certificate
name, browse to its location, and click Upload File:



Upload Certificate/Certificate chain

Gé’ Upload File @ Close

—Status

@ Status: Ready

—Upload Certificate/Certificate chain

Certificate |CallManager-trust |

Name

Description

Upload File |"C:\vcscert.pem”

- [ upload File | [ Close |

@ *_ indicates required item.

2. Upload the certificate from all VCS servers. Do this on every CUCM server that will communicate
with the VCS; this is typically all nodes that are running the CallManager Service.

SIP Connection
Once certificates are validated and both systems trust each other, configure the Neighbor Zone on VCS anc

the SIP Trunk on CUCM. See the Cisco TelePresence Cisco Unified Communications Manager with Cisco
VCS (SIP Trunk) Deployment Guide for details of this procedure.

Verify

Confirm that the SIP connection is active in the Neighbor Zone on VCS:



Edit zone
A ¢ xnd sirabons Deny » 1

Treat as authenbicated « 1

Off v &

10.48.36.203

Ci5co Unified Communications Manager -

Save| Deiete] Cancal]

0 kbps

uster 0 kbps

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Related Information

* Cisco TelePresence Cisco Unified Communications Manager with Cisco VCS (SIP Trunk)

Deployment Guide
* Cisco TelePresence Video Communication Server Administrator Guide

« Cisco TelePresence Certificate Creation and Use With Cisco VCS Deployment Guide
« Cisco Unified Communications Operating System Administration Guide

« Cisco Unified Communications Manager Administration Guide
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