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Introduction

This document describes how to configure Active Directory and Active Directory Federation Service (AD FS
Version 2.0 in order to enable it to use Kerberos Authentication by Jabber Clients (Microsoft Windows only),
which allows users to log in with their Microsoft Windows Logon and not be prompted for credentials.

Caution: This document is based on a lab environment and assumes that you are aware of the impact of

changes that you make. Refer to the relevant product documentation in order to understand the impact of
changes you make.

Prerequisites

Requirements
Cisco recommends that you have:
« AD FS Version 2.0 installed and configured with Cisco Collaboration products as Relying Party
Trust
« Collaboration products such as Cisco Unified Communications Manager (CUCM) IM and Presence,
Cisco Unity Connection (UCXN), and CUCM enabled in order to use Security Assertion Markup
Language (SAML) Single Sign—-on (SSO)
Components Used

The information in this document is based on these software and hardware versions:

« Active Directory 2008 (Hostname: ADFS1.ciscolive.com)
* AD FS Version 2.0 (Hostname: ADFS1.ciscolive.com)



¢ CUCM (Hostname: CUCML.ciscolive.com)
« Microsoft Internet Explorer Version 10

* Mozilla Firefox Version 34

* Telerik Fiddler Version 4

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Configure

Configure AD FS

1. Configure AD FS Version 2.0 with Service Principal Name (SPN) in order to enable the client
computer on which Jabber is installed to request tickets, which in turn enables the client computer to
communicate with an AD FS service.

Microsoft Windows [Uersion 6.1.76011]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>setspn —a HTTP/adfsl1l ciscolive\sso

Registering ServicePrincipalNames for CN=Saml S880,.CN=Users.DC=ciscolive.,DC=com
HITP/adfs1

Updated obhject

C:\Users\Administrator>

Refer to AD FS 2.0: How to Configure the SPN (servicePrincipalName) for the Service Account for
more information.

2. Ensure that the default authentication configuration for the AD FS service (in
C:\inetpub\adfs\ls\web.config) is Integrated Windows Authentication. Ensure that it has not been
changed to Form—based Authentication.

<microsoft.identityServer.web>
<localAuthenticationTypes>
<add name="Integrated" page="auth/integrated/" />
<add name="Forms” page="FormssignIn.aspx" />
<add name="TlsClient” page="auth/sslclient/" />
<add name="Basic" page="auth/basic/" />
</TocalAuthenticationTypes>
<commonDomainCookie writer="" reader="" />
<context hidden="true" />
<error page="Error.aspx" />
<acceptedFederationProtocols saml="true" wsFederation="true" />
<homeRealmbDiscovery page="HomeRealmDiscovery.aspx" />
<persistIdentityProviderInformation enabled="true" lifetimeInDays="30" />
<singleSignon enabled="true" />
</microsoft.identityServer.web>

3. Select Windows Authentication and click Advanced Settings under the right—pane. In Advanced



Settings, uncheck Enable Kernel-mode authentication, make sure Extended Protection is Off, and
click OK.
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4. Ensure that AD FS Version 2.0 supports both the Kerberos protocol and the NT LAN Manager
(NTLM) protocol because all Non-Windows clients cannot use Kerberos and rely on NTLM.

In the right—pane, select Providers and make sure Negotiate and NTLM are present under Enabled
Providers:
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Select a provider from the list of available providers
and dick Add to add it to the enabled providers.
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Note: AD FS passes the Negotiate security header when Integrated Windows authentication is used

order to authenticate client requests. The Negotiate security header lets clients select between
Kerberos authentication and NTLM authentication. The Negotiate process selects Kerberos
authentication unless one of these conditions is true:

— One of the systems that is involved in the authentication cannot use Kerberos authentication.

— The calling application does not provide sufficient information to use Kerberos authentication.

- In order to enable the Negotiate process to select the Kerberos protocol for network authentication

the client application must provide an SPN, a User Principal Name (UPN), or a Network Basic

Input/Output System (NetBIOS) account name as the target name. Otherwise, the Negotiate proces:

always selects the NTLM protocol as the preferred authentication method.

Configure Browser

Microsoft Internet Explorer

1. Ensure that Internet Explorer > Advanced > Enable Integrated Windows Authentication is

checked.



ntemetOptions [ 9=

| General | seaurity [ Privacy | Content | Connections | Programs | Advanced |

Settings

(7)) Do not submit unknown addresses to your auto-search pri »
@ Justdisplay the results in the main window

5 Security
Allow active content from CDs to run on My Computer®
Allow active content to run in files on My Computer®
Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
Check for server certificate revocation®
Check for signatures on downloaded programs
Do not save encrypted pages to disk r
Empty Temporary Internet Files folder when browser is d:E|
Enable DOM Storage
Enable Integrated Windows Authentication®
[¥] Enable memory protection to help mitigate online attacks® ¥

< | m | »
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

Lok J[ cancel J[ ooy

2.Add AD FS URL under Security >Intranet zones > sites.



' Internet Options @

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet Local intranet Trusted sites  Restricted
sites

Localntranet
, This zone is for all websites that are

found on your intranet.

™

Local intranet

‘1 Use the settings below to define which websites are incduded in
the local intranet zone.
Automatically detect intranet network
[ ]Indude all local (intranet) sites not listed in other zones
[ ]Indude all sites that bypass the proxy server
[ ]Indude all network paths (UNCs)

What are intranet settings? [ Advanced ] [ OK ] [ Cancel ]
[ locai intranet ﬁ [

Q You can add and remove websites from this zone. All websites in
|

' this zone will use the zone's security settings.

Add this website to the zone:

Add |

Websites:

adfs1.ciscolive.com ‘ Remove

3. Add the CUCM, IMP, and Unity hostnames to Security >Trusted sites.



"Internet Options ? | 2 |

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v O

Internet Local intranet Trusted sites  Restricted
sites

Trusted sites
. Sites

- P 1

Trusted sites (m23m)

4 You can add and remove websites from this zone. All websites in
: this zone will use the zone's security settings.

Add this website to the zone:
Add
Websites:
cucm1.ciscolive.com Remove

imp1.ciscolive.com
ucxn1.cscolive.com

["|Require server verification (https:) for all sites in this zone

4.Ensure that Internet Exporer > security > Local Intranet > Security Settings > User Authentication
- Logon is configured in order to use the logged-in credentials for intranet sites.
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Mozilla FireFox

1. Open Firefox and enter about:config in the address bar.

I./f/ about:config x ; +

@ U Firefox | about:config

2. Click I'll be careful, | promise!

a Here be dragons!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

[¥] Show this waming next time

Tl be careful, I promise!




3. Double—click the Preference name network.negotiate—auth.allow—-non-fqdn to true and
network.negotiate—auth.trusted-uris to ciscolive.com,adfs1.ciscolive.com in order to modify.

Sescch:  retworkn

Preference Name # Status Type Value

network negotiate-suth aliow-reecure-ntim-v] default boolesn falke

network regotiate-auth alow-rmecure-ntim-v] -https def it boakesn troe

network msegotiate authaliow non fgde user set boalean true

network negobate-auth aliow-promes defaut bookan troe

network negobate-auth delegation-uns defaut stning

network negotiate-auth gzzlib default string

k auth.trusted-uris user set string adfs],adfs.ciscoli iscolive.com

network regotiate-auth ing-native-gusib defmit boalean true

network stin.send Im respense defat boolean lake

4. Close Firefox and re—open.

Verify

In order to check that the SPNs for the AD FS server are properly created, enter the setspn command and v
the output.

Microsoft Windows [Uersion 6.1.76611]
Copyright (c)> 2009 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>setspn -L sso
Registered ServicePrincipalNames for CN=Saml SS0O,CN=Users.DC=ciscolive.DC=com:
HTITP/adfs1

C:\Users\Administrator>

Check if the client machines have Kerberos tickets:



C:\Windows\system32\cmd.exe o @3
:\Users\userl .CISCOLIVE>Klist tickets

Current Logonld is B:8xabcébd
Cached Tickets: (2>

Client: userl @ CISCOLIVE.COM

Server: krbtgt/CISCOLIVE.COM @ CISCOLIVE.COM

KerbTicket Encryption Type: AES-256-CTS—-HMAC-SHA1-96

Ticket Flags Ox40e0B0BB0A -> forwardable renewabhle initial pre_authent
Start Time: 1,/17,/2015 208:52:47 (local)

End Time: 1/18/20815 6:52:47 (local)

Renew Time: 1,/24,/2015 20:52:47 (local>

Session Key Type: AES-256-CTS-HMAC-SHA1-96

Client: userl @ CISCOLIUE.COM

Server: host/pcl.ciscolive.com @ CISCOLIVE.COM

KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags Ox40afB0B8@ -> forwardable renewable pre_authent
Start Time: 1,17,/2015 208:52:47 (locald

End Time: 1/18/20815 6:52:47 (local)

Renew Time: 1,/24/2015 208:52:47 (local)

Session Key Type: AES-256-CTS-HMAC-SHA1-96

IC:\Users\userl .CISCOLIVE>_

Complete these steps in order to verify which authentication (Kerberos or NTLM authentication) is in use.
1. Download the Fiddler tool to your client machine and install it.
2. Close all Microsoft Internet Explorer windows.
3. Run the Fiddler Tool and check that the Capture Traffic option is enabled under the File menu.
Fiddler works as a pass—through proxy between the client machine and the server and listens to all

traffic.

4. Open Microsoft Internet Explorer, browse into your CUCM, and click some links in order to generate
traffic.

5. Refer back to the Fiddler main window and choose one of the Frames where the Result is 200
(success) and you can see Kerberos as Authentication Mechanism
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6. If the Authentication type is NTLM, then you see Negotiate — NTLMSSP in the beginning of the
frame, as shown here.
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Troubleshoot

If all of the configuration and verification steps are completed as described in this document and you still ha

login issues, then you must consult a Microsoft Windows Active Directory / AD FS Administrator.
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