Troubleshoot Expressway Upgrade Error
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| ntroduction

This document describes how to fix an Expressway Upgrade Error.

Background I nformation

On some occasions, while you upgrade the Expressway serversto a higher version, the upgrade fails with
the error:

System error: Post install script /tandberg/etc/postinstall.current.d/52-set_pubkeyal gorithms failed
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CISCO Cisco Expressway-C
Status » System » Configuration » Applications » Users » Maintenance »
System upgrade

= System error: Post install script fandberg/etc/postinstall. current. di52-set_pubkeyalgorithms failed

Return to upgrade page|

The root cause of this error is the duplicate cipher entries. The main idea in this document is to provide steps
needed to remove the duplicate cipher entriesin configuration.

Components Used

Expressway on version X12.7.1.
Upgrade firmware on version X14.0.3.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

What to do Next?

In this scenario, the first step is to take an xconfig file from the Expressway. The goal is to confirm which



ciphers are duplicates.

Note: Make sure to use root instead of admin account to get the xconfig file.

Procedure

Log in with root account into the Expressway server by ssH, type dbxsh, then run the xconfig command. Save
the output in a .txt file.
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Open the xconfig file, search for the duplicated cipher entries. Y ou are recommended to take note of which
entries are duplicates. By the use of Notepad++ (Windows) or sublime Text (Mac), it is possible to filter for the
words cipher uuid, then look for duplicates, as shown in this example:



il "nisa 1 - Motepade + (Administrator]

File Ed#t Search Yiew Encoding Language Settings Tools Maco Rum  Plugins  Window

0276£859~ 1k

MOH R OHOH|

TOs=€fQ™

2-bEaa-EbcdagE?

H H H

iphers

H

L bl L
18768381 =Ffc76-4713=94da
ieTEE38]1-£fcTE-4713-94da

gi “BLL™
"le768381=-£feTE-4T13=04da-Tf48484baBE1"

Bbcdag?ii
TE£48484baBEL
TE48484baBEl

Hoh

d pEwd 1'11]‘.‘.:“'}'.11-."-.’-!’ 1thms
0Gv3

- .e:ﬁ&':\: fcTE= [s -'-*f!"'-ﬁ-"ébaﬁ‘;;
. 3e 442 1=

T 6442-

r -E442-

Z6afps d0as

Z2hafbBSf-A0ae~
26afbBEf-8
Ja996

32595846

9d48=-cf30bLT741430"

oonfigqura

beconfigura n

H H F

Jan-

Qo

H H H H

o R

Fi. com, 3

LT R T T T T O

"Remotedyslog2TLeSCiphezrs”

"minTL8v1.2"

L:"-\.'3:\'.'in.l.f-- Jcdad-afdoc-4dal-9( fdabaf43"”
xconfi 6003cd FrovisioningTLSPL:
e 3 EAAYAAE _~Fllm A W w0 T Dew -]
Mormal tect file length 11,267 fnes: 112 Lm: 17 Col:6d Sel;

This example shows that cipher sshd_pfwd_pubkeyalgorithms has a duplicate cipher with a different Universal
Unique Identifier (UUID).

Once al duplicate ciphers are identified, access the Expressway server by CLI with Putty with the root
account, then delete only duplicate entries, use the UUID information, under doxsh.

Command format: xdelete cipher uuid
Example of ciphers deleted in this xconfig file:

xdel ete cipher uuid 26afb85f-80ae-4569-9d48-cf30bf 741430
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Repeat the same process until all duplicate entries are del eted.

Note: This procedure can take severa attempts until al duplicate entries are deleted. It is
recommended to take another xconfig file to double check the ciphers.

After this, proceed with the upgrade.

Additional I nformation

Cisco bug ID CSCvx35891


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx35891

