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| ntr oduction

This document describes the steps to customize the preconfigured cipher strings on Expressway.
Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

 Cisco Expressway or Cisco VCS.
e TLSprotocaol.

Components Used

The information in this document is based on these software and hardware versions:
 Cisco Expressway version X15.0.2.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation



The default Expressway configuration includes preconfigured cipher strings, which for compatibility
reasons, enable support for some ciphers that can be considered weak under some enterprise security
policies. It is possible to customize the cipher strings in order to fine tune them to fit the specific policies of
each environment.

In Expressway, it is possible to configure an independent cipher string for each of these protocols:

« HTTPS

* LDAP

* Reverse proxy

» SIP

e SMTP

e TMS provisioning
* UC server discovery
« XMPP

The cipher strings obey the OpenSSL format described in the OpenSSL Ciphers Manpage. The current
Expressway version X15.0.2 comes with the default string EECDH:EDH:HIGH:-
AES256+SHA:!MEDIUM:!ILOW:!3DES:!MD5:!PSK:!eNULL:!aNULL:!'aDH preconfigured for al
protocols equally. From the web admin page, under M aintenance > Security > Ciphers, you can modify
the cipher string assigned to each protocol, in order to add or remove specific ciphers or groups of ciphers
using a common agorithm.

Inspect the Cipher String

By using the openssl ciphers-V " <cipher string>" command, you can output alist with all of the ciphers
that a certain string allows, which is useful for visually inspecting the ciphers. This example shows the
output when inspecting the default Expressway cipher string:

<#root>

~ #

openssl ciphers -V "EECDH: EDH: H GH: - AES256+SHA: | MEDI UM | LOW ! 3DES: ! MD5: ! PSK: I eNULL: ! aNULL: ! aDH"
0x13,0x02 - TLS_AES_256_GCM_SHA384 TLSv1l.3 Kx=any Au=any Enc=AESGCM(256) Mac=AEAD

0x13,0x03 TLS_CHACHA20_POLY1305_SHA256 TLSv1.3 Kx=any Au=any Enc=CHACHA20/POLY1305(256) Mac=AEAD
0x13,0x01 - TLS_AES_128_GCM_SHA256 TLSv1l.3 Kx=any Au=any Enc=AESGCM(128) Mac=AEAD

0xC0,0x2C - ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
0xC0,0x30 - ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD

0xCC,0xA9 - ECDHE-ECDSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=ECDSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xCC,0xA8 - ECDHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xCO,0xAD - ECDHE-ECDSA-AES256-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(256) Mac=AEAD

0xC0,0x2B - ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(128) Mac=AEAD
0xC0,0x2F - ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD

0xCO,0xAC - ECDHE-ECDSA-AES128-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(128) Mac=AEAD

0xC0,0x24 - ECDHE-ECDSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(256) Mac=SHA384

0xC0,0x28 - ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384

0xC0,0x23 ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA256

0xC0,0x27 - ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA256

0xC0,0x09 - ECDHE-ECDSA-AES128-SHA TLSvl Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHAl

0xC0,0x13 ECDHE-RSA-AES128-SHA TLSvl Kx=ECDH Au=RSA Enc=AES(128) Mac=SHAl

0x00,0xA3 - DHE-DSS-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(256) Mac=AEAD

0x00,0x9F - DHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(256) Mac=AEAD

0xCC,0xAA - DHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=DH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
0xCO,0x9F - DHE-RSA-AES256-CCM TLSv1l.2 Kx=DH Au=RSA Enc=AESCCM(256) Mac=AEAD

0x00,0xA2 - DHE-DSS-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=DSS Enc=AESGCM(128) Mac=AEAD


https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

0x00,0x9E - DHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=DH Au=RSA Enc=AESGCM(128) Mac=AEAD
0xCO,0x9E - DHE-RSA-AES128-CCM TLSv1l.2 Kx=DH Au=RSA Enc=AESCCM(128) Mac=AEAD
0x00,0x6B - DHE-RSA-AES256-SHA256 TLSv1l.2 Kx=DH Au=RSA Enc=AES(256) Mac=SHA256
0x00,0x6A - DHE-DSS-AES256-SHA256 TLSv1l.2 Kx=DH Au=DSS Enc=AES(256) Mac=SHA256
0x00,0x67 - DHE-RSA-AES128-SHA256 TLSv1l.2 Kx=DH Au=RSA Enc=AES(128) Mac=SHA256
0x00,0x40 - DHE-DSS-AES128-SHA256 TLSv1l.2 Kx=DH Au=DSS Enc=AES(128) Mac=SHA256
0x00,0x33 - DHE-RSA-AES128-SHA SSLv3 Kx=DH Au=RSA Enc=AES(128) Mac=SHAl
0x00,0x32 - DHE-DSS-AES128-SHA SSLv3 Kx=DH Au=DSS Enc=AES(128) Mac=SHAl
0x00,0x9D - AES256-GCM-SHA384 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD
0xC0,0x9D - AES256-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(256) Mac=AEAD
0x00,0x9C - AES128-GCM-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(128) Mac=AEAD
0xC0,0x9C - AES128-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(128) Mac=AEAD
0x00,0x3D - AES256-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256
0x00,0x3C - AES128-SHA256 TLSv1l.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256
0x00,0x2F - AES128-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHAl

~ #

Ingpect the Cipher Negotiation in the TL S Handshake with a Packet Capture

By capturing a TL S negotiation in a packet capture, you can inspect the details of the cipher negotiation by
using Wireshark.

The TL S handshake process includes a ClientHello packet sent by the client device, providing the list of the
ciphers it supports according to its configured cipher string for the connection protocol. The server reviews
the list, comparesit with its own list of allowed ciphers (determined by its own cipher string), and chooses a
cipher that both systems support, to be used for the encrypted session. Then it responds with a ServerHello
packet indicating the chosen cipher. There are important differences between the TLS 1.2 and 1.3 handshake
dialogs, however the cipher negotiation mechanism uses this same principle in both versions.

Thisisan example of aTLS 1.3 cipher negotiation between aweb browser and Expressway on port 443 as
seen in Wireshark:

A Ethemetd

Eite [de Yeew Go QLapture fAnalyze Statistics  Telephony  Mreless Tools  Help
R RERewEFTili =880
W [tmsbenm a7
i, Time: Sewrce Srcport  Destination Dstport  Protocsl  Length B
| [3186] 2024-87-14 23:28:55.675989 18.15.1.2 29986 10.15.1.7 443 TeP 66 29986 + 443 [SYN, ECE, (WR] Seqed Win=B192 Len=d MSS=1468 WS=256 SACK_PERM TCP handshake
| 31E7 2824-87-14 23:28:55.676389 18.15.1.7 443 18.15.1.2 20986 TCP 66 443 + 20986 [SYN, ACK] Soq=@ Ack=1 Win=64240 Len=8 MSS=1458 SACK_PERM WS=128
31BE 2024-97-14 23:28:55.676381 18.15.1.2 20986 10.15.1.7 443 TP 54 20086 + 443 TACK] Seqel Ack=1 Win=A284F08 Len=8 .
3189 2024-87-14 23:28:55.679410 18.15.1.2 259986 18.15.1.7 443 TLSw1.2 248 Client Hello
3199 2024-87-14 23:28:55.679651 18.15,1.7 443 18.15.1.2 29986 TCP 60 443 - 29986 [ACK] Seq=1 Ack=195 Win=54128 Len=@ Cipher
3194 2024-87-14 23:28:55.686008 18.15.1.7 443 18.15.1.2 29986 TLSwl.2 1514 Server Hello negol‘iaﬁon
3195 2024-87-14 23:28:55.686008 18.15.1.7 443 18.15.1.2 29986 TLSwl.2 1514 Certificate
3196 2024-87-14 23:28:55.686007 19.15.1.2 20986 18.15.1.7 443 TCP 54 20086 + 443 [ACK] Seq=195 Ack=2021 Win=4204808 Len=0
3197 2024-87-14 23:28:55.686118 18.15.1.7 443 18.15.1.2 29986 TLSw1.2 547 Server Key Exchange, Server Hello Done
3198 2024-87-14 23:28:55.696856 18.15.1.2 25986 10.15.1.7 443 TEP 54 29086 - 443 [ACK] Seq=195 Ack=3414 Win-4204288 Len=0
3199 2024-97-14 23:28:55.702443 19,15.1.2 29985 19.15,1.7 443 TLSv1,2 147 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
3200 2024-87-14 23:28:55.702991 18.15.1.7 443 18.15.1.2 29986 TLSwl.2 312 New Session Ticket, Change Cipher Spec, Emcrypted Handshake Message
32087 2024-87-14 23:28:55.712838 18.15.1.2 29986 18.15.1.7 443 TCP 54 79986 - 443 [ACK] Seqe=Z88 Ack=3672 Win=4284832 Len=2

Example of a TLS Handshake in Wireshark

First, the browser sends a ClientHello packet with the list of ciphersit supports:



Ml ehh_disgnostic_logging_tepdurnpOd_exp-c1_2024-07-15_08_54_39.pcap
File Edit WView Go Caplure
dms @ TRE Re=2=FT 4 = aa&amn

.ﬁ.ml:,':l: Statistics  Telephony Wireless Tools Help

[ ip.strenameq 7

e, Tirne

Source Srepoft  Destnabion Dstpart  Praboosl

Length e

)

272 2024-97-14 21:54:39.347736 19.15.1.2 26185 18.15.1.7 443 TCP 68 26185 = 443 [ACK] Se

273 2924-97-14 21:54:39,.348471 18.15.1.2 26185 1@.15.1.7 443 TCP 1514 26185 - 443 [ACK] Se

274 2024-87-14 21:54:39, 348508 18.15.1.7 443 10.15.1.2 26185 TCP 54 443 + 26185 [ACK] S
I 275 2824-87-14 21:54:39.348533 19.15.1.2 261685 18.15.1.7 443 TLSvl.3 724 Client Hello

276 2024-97-14 21:54:39.348544 19.15.1.7 443 18.15.1.2 26185 TCP 54 443 - 26185 [ACK] Se

§ W W W w W

Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

Frame 275: 724 bytes on wire (5792 bits), 724 bytes captured (5792 bits)
Ethernet II, Src: VHware b3:fe:db (89:58:56:b3:fe:d6), Dst: VMware b3:S5c:7a (B@:59:56:b3:5c:7a)
Internet Protocol Version 4, Src: 18.15.1.2, Dst: 19.15.1.7
Transmission Control Protocol, Src Port: 26185, Dst Port: 443, Seq: 1461, Ack: 1, Len: 678
[2 Reassembled TCP Segments (2130 bytes): #273(1468), #275(678)]
Transport Layer Security
= TL5¥1.3 Record Layer: Hamdshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.9 (@x8301)
Length: 2125
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 2121
Version: TLS 1.2 (8x8383)
Random: Fablbabedc3ffI5cAbB672cTfldesSbfa542ced] fieaadld7beflcf2esddilabe
Sessiom ID Length: 32
Session ID: 98d41aB8d7788e9b535baf26310bfeas0fdo68e69934585005723670c4daeTIf5

Cipher Suites Length: 32

v Cipher Suites (16 suites)
Suite:
Suite:
Suite:
Suite:;
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:
Suite:

Reserved (GREASE) (Bxeaea)

TLS_AES 128 GCM _SHAZ56 (8x1381)
TLS_AES_256_GCM_SHAIEA (8x1362)

TLS_CHACHAZS POLY13@5_SHARSE (8x1383)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xcB2b)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ56 (Bxc@2f)
TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA3B4 (@xcBic)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHAZB4 (@xcB3g)
TLS_ECDHE_ECDSA_WITH_CHACHAZ® POLY1385_SHA2GSE (@xccad)
TLS_ECDHE_RSA_WITH_CHACHA28 POLY1385 SHA2S6 (@xccad)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA (Bxc@ld)
TLS_RSA_WITH_AES_128_GCM_SHA256 (@x@B89c)
TUS_RSA_WITH_AES_256_GCM_SHAIS4 (@x009d)
TLS_RSA_WITH_AES 128 CBC_SHA (8xB02f)
TLS_RSA_WITH_AES_256 CBC_SHA (B8xB835)

Tompression MeLhods Length: 1

Example of a ClientHello Packet in Wireshark

Expressway checks its cipher string configured for the HTTPS protocol, and finds a cipher that both itself
and the client support. In this example the ECDHE-RSA-AES256-GCM-SHA 384 cipher is selected.
Expressway responds with its ServerHello packet indicating the selected cipher:



Ml eihd dgrostic Joggng tcpdurmptl_ep-<1_2004-07-13_00_H_H.pap

File Edit View Go Caphwe Anabyze Statmbics  Telephormy Wirdless Tock  Help
Amg® BEERessTiEEaaan

(W i streamea 7

b, Tirv Soron Tepet  Dedtnaten Datpert  Probscsl  Ligth [nfs

273 2924-97-14 21:54:39.348471 18.15.1.2 26185 18.15.1.7 443 TP 1514 26185 » 443 [ACK] Seqel Ack=1 Win=4284308 Len=14568 [TCP segment of a reasse:
274 3924-87-14 F1:54:39. 348588 18.15.1.7 443 18.15.1.2 2g185 TCP 54 443 »+ 26185 [ACK] Seqel Ack=1451 Win=64128 Len=B
275 2924-87-14 71:54:39.348533 18.15.1.2 26185 18.15.1.7 443 TLSv1.3 724 Cliest Helle
2% 2924-97-14 31:54:39,345544 189.15.1.7 443 18.15.1.2 26185 TCP 54 443 = 26185 [ACK] Seqg=1 Ack=2131 Win-63488 Len=8
| 277 2024-097-14 F1:54139, 349184 18.15.1.7 443 10.15.1.2 26185 TuSvl.3 314 [Server Hello, Change Cipher Spec, Application Data, Application Data |
I8 1034-07-14 21:54:39, 3459635 18.15.1.2 26185 18.15.1.7 443 TLSvl.3 134 Change Clpher Spec, Application Data
279 2824-97-14 21:54:30, 340076 18,15.1.7 443 18.15.1.2 26185 TLSv1.3 373 Application Data

Frame 277: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits)
Ethernet 11, Srci WMware b3:Sc:7a (B9:58:56:b3:5c:7a), Dst: VMware_b3:fe:de (B9:58:56:b3:fe:de)
Internet Protocol Version 4, Src: 10.15.1.7, Dst: 10.15.1.2
Transmisslon Control Pretocol, Sec Port: 443, Dst Port: 26105, Seq: 1, Ack: 2131, Len: 268
+ Transport Layer Security
w TLEwl.3 Record Layer: Handshake Protocel: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 128
~ Hamdshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 124
Wersion: TLS 1.2 (8wB383)
Random: aeSd80E4bdd32d27160681a6d3052dd0a518Faf7aB7aB49023487 1abdob03eSF
Session ID Length: 32
Session ID: 98441aBd7788e9b535baf26310bfea50fdb68e699345850957236 T 8cddanTIfS
[ Clipher Sufte: TLS_AES_J56_GCM_SHAIBS (8wl13e2)
Compression Method: null (8)
Extenshons Length: 52

Example of a ServerHello Packet in Wireshark

Configure

The OpenSSL cipher string format includes several special charactersin order to perform operations on the
string such as removing a specific cipher or agroup of ciphers sharing a common component. Since the
objective of these customizations is usually removing ciphers, the characters used in these examples are:

» The - character, used to remove ciphers from the list. Some or all of the removed ciphers can be
allowed again by options appearing later in the string.

» The! character, also used to remove ciphers from the list. When using it, the removed ciphers cannot
be allowed again by any other options appearing later in the string.

» The: character, which acts as the separator between itemsin the list.

Both can be used to remove a cipher from the string, however ! is preferred. For a complete list of special
characters, review the OpenSSL Ciphers Manpage.



https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

Note: The OpenSSL site states that when using the ! character, "the ciphers deleted can never
reappear in the list even if they are explicitly stated”. This does not mean that the ciphers are
deleted permanently from the system, it refers to the scope of the interpretation of the cipher string.

Disable a Specific Cipher

In order to disable a specific cipher, append to the default string the : separator, the! or - sign, and the cipher
name to be disabled. The cipher name must obey the OpenSSL naming format, available in the OpenSSL
Ciphers Manpage. For example, if you need to disable the AES128-SHA cipher for SIP connections,
configure a cipher string like this:

<#root>
EECDH: EDH:HIGH: -AES256+SHA: IMEDIUM: | LOW: ! 3DES: IMD5: ! PSK: !eNULL: !aNULL: !aDH

11 AES128- SHA

Then, navigate to the Expressway web admin page, navigate to Maintenance > Security > Ciphers,


https://www.openssl.org/docs/man1.1.1/man1/ciphers.html
https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

assign the custom string to the required protocol(s), and click Save. For the new configuration to be applied,
asystem restart isrequired. In this example, the custom string is assigned to the SIP protocol under SIP TLS
ciphers:

Status » System » Configuration » Applications » Users Maintenance »

Ciphers

 Conftiguration
HTTPS ciphers |EECDH.EDH HIGH -AESZ56+5HAMEDIUM ILOW.I3DESIMDS IPSK |
HTTFS minimum TLS version TLEVIZ w |
LDWF TLS Ciphvers |EECD.I-I EDH HIGH -AES256+-SHAIMEDIUM ILOWY 13DES IMD 5 FPSIC I-l [®
LDAP mirsmurm TLS vefsion L
Rewerse proxy TLS cphars |EECI}H EDH HIGH -AES256+SHAIMEDIUM ILOW 1IDES MDD 5 FPSK l-l i
Reverse proxy misemum TLS version i

SIP TLS ciphers IMEDILM ILOW 30DE 5 IMDS IPSK leNULL lalNULL taDH MAES 128-5HA

SIP minimum TLS wersion |TLS w12 vl i

SMTF TLS Ciphers |EECDH EDH HIGH -AES256+EHAIMEDIUM ILOW 13DES IMD5 |PSIUr| i
SMTP miimien TLS wersion i

TMS Provisioning Ciphers [EECOH EOH HIGH -AES256-SHAIMEDIUM ILOW 1IDESIMDS IPSK | | i
TMS Frovisioning minmum TLS version i

UC server discovery TLS ciphers [EECDH EDH HIGH -AES256+SHA IMEDIUM ILOW 13DES IMDS PSK S| 1
UC server discovery minimum TLS version l@l X

XMPP TLS ciphars |EECDH EDH HIGH -AES255+EHAIMEDIUM ILO'W 13DES IMD 5 FFSK. l-| [
XMPF minimum TLS version i

Save|

Cipher Settings Page on the Expressway Web Admin Portal



Note: In case of an Expressway cluster, make the changes on the primary server only. The new
configuration is replicated to the rest of the cluster members.



Caution: Use the recommended cluster reboot sequence provided in the Cisco Expressway Cluster
Creation and Maintenance Deployment Guide. Start by restarting the primary server, wait for it to
be accessible viaweb interface, then do the same with each peer in order according to the list
configured under System > Clustering.

Disable a Group of CiphersUsinga Common Algorithm

In order to disable agroup of ciphers using acommon algorithm, append to the default string the : separator,
the! or - sign, and the algorithm name to be disabled. The supported algorithm names are available in the
OpenSSL Ciphers Manpage. For example, if you need to disable all ciphersthat use the DHE algorithm,
configure a cipher string like this:

<#root>
EECDH: EDH:HIGH:-AES256+SHA: IMEDIUM: | LOW: ! 3DES: IMD5: ! PSK: !eNULL: aNULL: !aDH

;I DHE


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.openssl.org/docs/man1.1.1/man1/ciphers.html

Navigate to the Expressway web admin page, navigate to Maintenance > Security > Ciphers, assign the
custom string to the required protocol(s), and click Save. For the new configuration to be applied, a system
restart is required.

Note: In case of an Expressway cluster, make the changes on the primary server only. The new
configuration is replicated to the rest of the cluster members.



Caution: Use the recommended cluster reboot sequence provided in the Cisco Expressway Cluster
Creation and Maintenance Deployment Guide. Start by restarting the primary server, wait for it to
be accessible viaweb interface, then do the same with each peer in order according to the list
configured under System > Clustering.

Verify
Inspect the List of Ciphers Allowed by the Cipher String

Y ou can inspect the customized cipher string by using the opensd ciphers-V " <cipher string>" command.
Review the output in order to confirm that the undesired ciphers are no longer listed after the changes. In
this example, the EECDH:EDH:HIGH:-
AES256+SHA:!MEDIUM:ILOW:!3DES:!MD5:!PSK:!eNULL:!'aNULL:!aDH:!DHE cipher string is
inspected. The command output confirms that the string does not allow any of the ciphers that use the DHE
algorithm:

<#root>


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X14-3/cluster_creation_maint/exwy_b_cisco-expressway-cluster-creation-and-maintenance-deployment-guide-x143/exwy_m_troubleshooting.html#concept_D2D05C4B7323422FEF5D63082A3E3121

~ # openss]1 ciphers -V "EECDH:EDH:HIGH:-AES256+SHA: !MEDIUM: !'LOW:!3DES: !MD5: !PSK: eNULL:!aNULL:!aDH

1 DHE

0x13,0x02
0x13,0x03
0x13,0x01
0xC0,0x2C
0xC0,0x30
0xCC,0xA9
0xCC,0xA8
0xCO0,0xAD
0xCO0,0x2B
0xCO0,0x2F
0xC0,0xAC
0xCO0,0x24
0xC0,0x28
0xC0,0x23
0xC0,0x27
0xC0,0x09
0xC0,0x13
0x00,0x9D
0xC0,0x9D
0x00,0x9C
0xC0,0x9C
0x00,0x3D
0x00,0x3C
0x00,0x2F
~ #

TLS_AES_256_GCM_SHA384 TLSv1.3 Kx=any Au=any Enc=AESGCM(256) Mac=AEAD

TLS_CHACHA20_POLY1305_SHA256 TLSv1l.3 Kx=any Au=any Enc=CHACHA20/POLY1305(256) Mac=AEAD

TLS_AES_128_GCM_SHA256 TLSv1.3 Kx=any Au=any Enc=AESGCM(128) Mac=AEAD
ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(256) Mac=AEAD
ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(256) Mac=AEAD

ECDHE-ECDSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=ECDSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
ECDHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD

ECDHE-ECDSA-AES256-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(256) Mac=AEAD
ECDHE-ECDSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESGCM(128) Mac=AEAD
ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AESGCM(128) Mac=AEAD
ECDHE-ECDSA-AES128-CCM TLSv1.2 Kx=ECDH Au=ECDSA Enc=AESCCM(128) Mac=AEAD
ECDHE-ECDSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(256) Mac=SHA384
ECDHE-RSA-AES256-SHA384 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(256) Mac=SHA384
ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHA256
ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH Au=RSA Enc=AES(128) Mac=SHA256
ECDHE-ECDSA-AES128-SHA TLSvl Kx=ECDH Au=ECDSA Enc=AES(128) Mac=SHAl
ECDHE-RSA-AES128-SHA TLSvl Kx=ECDH Au=RSA Enc=AES(128) Mac=SHAl
AES256-GCM-SHA384 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(256) Mac=AEAD

AES256-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(256) Mac=AEAD

AES128-GCM-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AESGCM(128) Mac=AEAD

AES128-CCM TLSv1.2 Kx=RSA Au=RSA Enc=AESCCM(128) Mac=AEAD

AES256-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(256) Mac=SHA256

AES128-SHA256 TLSv1.2 Kx=RSA Au=RSA Enc=AES(128) Mac=SHA256

AES128-SHA SSLv3 Kx=RSA Au=RSA Enc=AES(128) Mac=SHAl

Test a TLS Connection by Negotiating a Disabled Cipher

Y ou can use the opensd s _client command in order to verify that a connection attempt using a disabled
cipher isrgected. Use the -connect option to specify your Expressway address and port, and use the -cipher
option to specify the single cipher to be negotiated by the client during the TL S handshake:

openss s _client -connect <address>:<port> -cipher <cipher> -no_tlsl 3

In this example, a TL S connection towards Expressway is attempted from a Windows PC with openssl
installed. The PC, as the client, negotiates only the undesired DHE-RSA-AES256-CCM cipher, which uses
the DHE algorithm:

<#root>

C:\Users\Administrator>

openssl

s _client -connect

exp. exanpl e. com 443 -ci pher DHE- RSA- AES256- CCM -no_t1s1_3

Connecting to 10.15.1.7
CONNECTED(00000154)
D0130000:error:0A000410:SSL routines:ss13_read_bytes:

ssl/tls alert

handshake failure

:..\ssl\record\rec_layer_s3.c:865:

SSL alert

nunber 40



no peer certificate available

No client certificate CA names sent
SSL handshake has read 7 bytes and written 118 bytes
Verification: OK

New, (NONE), Cipher is (NONE)

Secure Renegotiation IS NOT supported
No ALPN negotiated

SSL-Session:

Protocol : TLSv1l.2

Cipher : 0000

Session-1ID:

Session-ID-ctx:

Master-Key:

PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1721019437

Timeout : 7200 (sec)

Verify return code: 0 (ok)

Extended master secret: no

C:\Users\Administrator>

The command output shows the connection attempt fails with an "sdl/tls alert handshake
failure:..\ssl\record\rec_layer s3.c:865:SSL alert number 40" error message, because the Expressway is
configured to use the EECDH:EDH:HIGH:-
AES256+SHA:!MEDIUM:!LOW:!3DES:!MD5:!PSK:!eNULL:!aNULL:!aDH:!DHE cipher string for
HTTPS connections, which disables ciphers that use the DHE algorithm.



Note: In order for tests with the openssl s_client command to work as explained, the -no_tlsl 3
option needs to be passed to the command. If not included, the client automatically inserts TLS 1.3
ciphersin the ClientHello packet:



A “Erhemetd
Fde Edit View Go Coptove Anshze Statitics Tehphomy ireless Took Help

Aimga mEtes=T s Eaaen
[ Jtcpuport we 243
ta. T Source Teport  Destrabon

Datport Predscel  Lengh Ity

395 J024-87-14 33:13:88. 725998 18.15.1. F3362 18.15.1. 443 T(P

5.1.2 1.7 54 29362 = 443 [ACK] Seq=1 Ack=l Win=4204800 Len=0
| | 396 2024-87-14 23:13:00.729125 18.15.1.2 23362 18.15.1.7 443 TLSvi.3 391 [Client Hells |
397 1024-97-14 33:13:08.729551 19.15.1.7 443 18.15.1.2 29362 TCP BB 443 = J9362 [ACK] Seq=1 Ack=248 Wine64128 Len=0
499 2924-97-14 23:13:00,737648 18,15.1.7 443 10,15.1.2 29362 TLSw1.3 1514 Server Hellp, Change Cipher Spec, Application Data
491 2924-87-14 23:13:99.737648 18.15.1.7 443 18.15.1.2 29362 TCP 1514 443 ~ 29362 [ACK] Seq=1461 Ack=248 Win=£4128 Len=1468 [TCP segment of a reasss

<
Urgent Pointer: @
5 [Timestamps]
[SEQ/ACK analysis]
TCP payload (247 bytes)
v Transport Layer Security
¥ TLSwl.3 Record Layér: Handihake Protecol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (Bxd361)
Length: 242
~ Handshake Protocol: (lient Hello
Handshake Type: Client Hello (1)
Length: 238
Version: TLS 1.2 (88383}
Randon: 19ecdeB094cc334599cfOE0d4ed5a81202958992 3cde fefleefbbEfed Tec2848
Session I0 Length: 32
fession ID: eBd17¢ba02}29aadbcablBbbatl el dibiallicThI60chd 3FA9006ceBld5d¢
Cipher Suites Length: 10
v Cipher Suites (5 sultes)
Cipher Suite: TLS_AES_256_GCM_SHAIES (@x1382)
Cipher Suite: TLS_CHACHAZS POLY1385_SHA3SE (8x1383) | Ciphers automatically inserted by the openss| s_client command
Cipher Suite: TLS AES 128 GCM SHAZS6 (8x1381
TW'WWT Cipher passed with the -cipher option
Cipher Suite: TLS_EMPTY_RENEGOTLATION_INFO_SCSV [Bx00FF)
Compression Methods Length: 1

ClientHello Packet With Automatically Added Ciphers

If the target Expressway supports those ciphers, one of them can be chosen instead of the specific
cipher that you need to test. The connection is successful, which can lead you to believe that a

connection was possible by using the disabled cipher passed to the command with the -cipher
option.

Ingpect a Packet Capture of a TLS Handshake Using a Disabled Cipher

Y ou can collect a packet capture, from the testing device or from the Expressway, while performing a
connection test using one of the disabled ciphers. Y ou can then inspect it with Wireshark in order to further
analyze the handshake events.

Find the ClientHello sent by the testing device. Confirm that it negotiates only the undesired test cipher, in
this example a cipher using the DHE agorithm:



Ml “Ethemetd
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Adns@d IBPRAB e+ss=F LS5 Eaaan
[Wtp.sreameqz

Ha. Time: Source Srcport  Destnation Dstport  Protocol Length Infio

54 28872 + 443 [ACK] Seq=l Ack=1 Win=4284308 Len=@

326 3924.07-14 23:89:32.459760 18.15.1.2 28872 18.15.1.7 443 TCP
| 327 2824-07-14 23:00:32.469723 10.15.1.2 28872 19.15.1.7 443 TLSv1.2 172 El.':mt Helle |
328 J024-07-14 23:09:32.461078 10.15.1.7 441 18.15.1.2 28872 TCP 60 443 - JBB72 [ACK] Seq-1 Ack=119 Win=64128 Len=@
329 2024-07-14 23:00:32,461855 10.15.1.7 443 10.15.1.2 28872 TLSv1.2 61 Alert (Level: Fatal, Description: Handshake Failure)

Acknowledgment number (raw): 3235581935

8181 .... = Header Length: 28 bytes (5)
5 Flags: BxB1B (PSH, ACK)
Window: 18425

[Caleulated window size: 4204808
[Window size scaling factor: 256)
Checksum: Bxl6b? [unverdfied]
[Checksum Status: Unverified]
Urgent Pointer: @
3 [Timestamps ]
3 [SEQ/ACK analysis)
TCP payload {118 bytes)
¥ Transport Layer Security
~ TLSvl.2 Record Layer: Handshake Protocel: Client Hello
Content Type: Handshake (22}
Version: TLS 1.8 (@x@3a1)
Length: 113
+ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 189
Version: TLS 1.2 (@x@303)
» Random: eS5cbda?lae567a@963c5adab801dbITI0f abcS980aalefSaSeccdd9254c1bFE
Session ID Length: @
Cipher Suites Length: 4
her Suites (2 suites)
Cipher Suite: TLS DHE_RSA WITH_AES 356 CCM (@xc@df)
Cipher Suite: TLS_EMPTY_RENEGOTIATION_INFO_SCSV (Gu@@ff)
Compression Methods Length: 1

W

Example of a ClientHello Packet in Wireshark

Confirm that Expressway responds with afatal TLS alert packet, refusing the connection. In this example,
since Expressway does not support DHE ciphers per its configured cipher string for the HTTPS protocol, it

responds with afatal TLS alert packet containing failure code 40.



M “Erhernetd
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W |ocp.stream eq 2
Ha, Tieng e Srepert  Dedtraben Datgert  Prolsmsl Leszth ke

326 X024-07-14 23:00:32.459760 18.15.1.2 28872 18.15.1.7 443 TCP 54 28872 + 443 [ACK] Seq=l Ack=1 Win=4284308 Len=d

327 124-97-14 23:090:32.468733 19.15.1.2 28872 18.15.1.7 443 TLS»1.2 172 Client Hello

328 MO24-97-14 23:00:32,461070 19,15.1,7 443 1@,15,1,2 28872 TCP EQ 443 - 28873 [ACK] Seq=1 Ack=119 Win-£4128 Len-8

329 }24-97-14 23:00:32.461855 19.15.1.7 1.2 28872 TLSv1.2 61 Alert (Leval: Fatal, Description: Handshake Failura)

» Frame 329: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{12268741-10A8.47F6-9069-936EBBCAMEIC), id @
> Ethernet 11, Src: VMware b3:5c:7a (B8:56:56:b3:5c:7a), Dst: VMware_b3:fe:dé (08:50:56:b3:fe:d6)
+ Internet Protocel Version 4, Src: 10.15.1.7, Dst: 10.15.1.2
v Transmigsion Contrel Protocel, Sec Port: 443, Dst Port: 2BE72, Seq: 1, Ack: 119, Len: 7
Source Poeti 443
Destination Port: 28872
[5tream index: 2]
[Conversation completeness: Compleve, WITH_DATA (31)]
[TCP Segment Len: 7]
Sequence Nusber: 1 {relative sequence number)
Sequence Musber (raw): 3235581935
[Hext Sequence Musber: §  (relative sequence number))
Acknowledgment MNumber: 119 (relative ack number)
Acknowledgment nusber (raw): B1E029998
@ie1 .... = Header Length: 20 bytes (5)
» Flags: 818 (PSH, ACK)
Hindew: 581
[Calculated window size: B4128]
[Window size scaling factor: 128]
Checksum: BW163F [unverified]
[Checksum Status: Unverdfied]
Urgent Pointer: @
» [Timestamps ]
» [SEQAACK analysis]
TCP payload (7 bytes)
~ Transport Layer Security
» TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Hamdshake Failure)
Content Type: Alert (21)
Version: TLS 1.2 (Bx@383)
Lengeh: 2
~ Alert Message
Lewel: Fatal (2)
| Description: Handshake Failure (48) |

A TLSFatal Alert Packet in Wireshark

Related | nfor mation

* OpenSSl Ciphers Manpage
» Cisco Expressway Administrator Guide (X15.0) - Chapter: Managing Security - Configuring
Minimum TLS Version and Cipher Suites



https://www.openssl.org/docs/man1.1.1/man1/ciphers.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X15-0/exwy_b_cisco-expressway-administrator-guide-x15/exwy_m_managing-security.html#reference_2CD01278669B0E2ED4633003848711B2

