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� C i s c o  I O S ®  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 3 ) E W  

T h e  i n f o r m a t i o n  i n  t h i s  d o c u m e n t  w a s  c r e a t e d  f r o m  t h e  d e v i c e s  i n  a  s p e c i f i c  l a b  e n v i r o n m e n t . A l l  o f  t h e  
d e v i c e s  u s e d  i n  t h i s  d o c u m e n t  s t a r t e d  w i t h  a  c l e a r e d  ( d e f a u l t )  c o n f i g u r a t i o n . I f  y o u r  n e t w o r k  i s  l i v e ,  m a k e  
s u r e  t h a t  y o u  u n d e r s t a n d  t h e  p o t e n t i a l  i m p a c t  o f  a n y  c o m m a n d . 

C o nv entio ns  
F o r  m o r e  i n f o r m a t i o n  o n  d o c u m e n t  c o n v e n t i o n s ,  r e f e r  t o  t h e  C i s c o  T e c h n i c a l  T i p s  C o n v e n t i o n s . 

R ou ti ng  I P X   
R o u t i n g  I P X  i s  s u p p o r t e d  i n  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 2 c ) E W  a n d  l a t e r . I n  t h e  i n i t i a l  r e l e a s e ,  t h e  
p e r f o r m a n c e  i s  i n  t h e  r a n g e  o f  2 0  t o  3 0  k p p s ;  a s  o f  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 3 ) E W ,  i t  h a s  b e e n  
i n c r e a s e d  t o  8 0  t o  9 0  k p p s . I t  i s  r e c o m m e n d e d  t h a t  y o u  u s e  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 9 ) E W  o r  l a t e r  
d u e  t o  t h e  a v a i l a b i l i t y  o f  a  s o f t w a r e  f i x  f o r  C i s c o  b u g  I D  C S C e a 8 5 2 0 4  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  . T h i s  
f o r w a r d i n g  r a t e  i s  s h a r e d  b y  a l l  f l o w s  t h a t  f o l l o w  t h r o u g h  t h e  s w i t c h . T h i s  f o r w a r d i n g  i n c r e a s e s  t h e  C P U  
l o a d  d u e  t o  s o f t w a r e  p r o c e s s i n g . A s  s u c h ,  t h e  f o r w a r d i n g  r a t e  a c h i e v e d  i s  d e p e n d e n t  o n  t h e  s w i t c h  C P U ;  f o r  
e x a m p l e ,  h o w  m a n y  B o r d e r  G a t e w a y  P r o t o c o l  ( B G P )  p o l i c i e s ,  E n h a n c e d  I n t e r i o r  G a t e w a y  R o u t i n g  P r o t o c o l  
( E I G R P )  o r  O p e n  S h o r t e s t  P a t h  F i r s t  ( O S P F )  r o u t e s ,  a n d  S w i t c h e d  V i r t u a l  I n t e r f a c e s  ( S V I s )  t h a t  t h e  s w i t c h  
h a s . 

N ote :  I P v 4  p a c k e t s  c o n t i n u e  t o  b e  r o u t e d  i n  h a r d w a r e ,  e v e n  t h o u g h  I P X  p a c k e t s  a r e  s o f t w a r e -r o u t e d . 

S up p o rted  F ea tures  
� M A C  A c c e s s  C o n t r o l  L i s t  ( A C L )  f o r  I P X  i s  s u p p o r t e d  i n  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 2 c ) E W  a n d  
l a t e r ,  w h i c h  c a n  b e  u s e d  t o  c o n t r o l  t h e  I P X  p a c k e t s . 

� I P X  R o u t i n g  I n f o r m a t i o n  P r o t o c o l  ( R I P )  ( S e r v i c e  A d v e r t i s i n g  P r o t o c o l  [ S A P ] )  

� I P X  E n h a n c e d  I n t e r i o r  G a t e w a y  R o u t i n g  P r o t o c o l  ( E I G R P )  

� h e a d e r  c o m p r e s s i o n  

N ote :  I P X  E I G R P  i s  t h e  p r e f e r r e d  r o u t i n g  p r o t o c o l  b e t w e e n  r o u t e r s  f o r  b e t t e r  p e r f o r m a n c e ,  a s  E I G R P  d o e s  
i n c r e m e n t a l  S A P  u p d a t e s . I P X  E I G R P  c a n  b e  e n a b l e d  o n  s e r v e r -l e s s  s e g m e n t s . F o r  i n f o r m a t i o n  a b o u t  I P X  
E I G R P ,  r e f e r  t o  U n d e r s t a n d i n g  I P X -E I G R P . 

L imita tio ns  
� I P X  r o u t i n g  o f  p a c k e t s  i s  n o t  h a r d w a r e -a s s i s t e d . I t  i s  d o n e  t h r o u g h  s o f t w a r e  p r o c e s s i n g . 

� N o v e l l  I P X  s t a n d a r d  ( 8 0 0 -8 9 9 ) ,  I P X  e x t e n d e d  ( 9 0 0 -9 9 9 ) ,  G e t  N e a r e s t  S e r v e r  ( G N S ) ,  o r  S A P  f i l t e r s  ( 1 0 0 0 -
1 0 9 9 )  a c c e s s  l i s t s  a r e  c u r r e n t l y  n o t  s u p p o r t e d . 

� F o r  I P X  s o f t w a r e  r o u t i n g ,  t h e s e  a r e  n o t  s u p p o r t e d :  

� N e x t  H o p  R e s o l u t i o n  P r o t o c o l  ( N H R P )  

� N e t w a r e  L i n k  S e r v i c e  P r o t o c o l  ( N L S P )  

� j u m b o  f r a m e s  

T h i s  f i g u r e  i l l u s t r a t e s  a  t y p i c a l  s c e n a r i o  w i t h  t h e  C a t a l y s t  4 0 0 0 / 4 5 0 0  w i t h  S u p e r v i s o r  I I I / I V  r o u t i n g  I P X . I n  
t h i s  s c e n a r i o ,  c l i e n t s  a r e  i n  V L A N  1 0  a n d  s e r v e r s  a r e  i n  V L A N  2 0 . I P X  i s  c o n f i g u r e d  o n  V L A N  1 0  a n d  2 0  
i n t e r f a c e s ,  a s  s h o w n  i n  t h i s  d i a g r a m :  
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R ou ti ng  A p p l eT a l k   
R o u t i n g  A p p l e T a l k  i s  s u p p o r t e d  i n  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 2 c ) E W  a n d  l a t e r . I n  t h e  i n i t i a l  r e l e a s e ,  
t h e  p e r f o r m a n c e  i s  i n  t h e  r a n g e  o f  2 0  t o  3 0  k p p s ;  a s  o f  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 3 ) E W ,  i t  h a s  b e e n  
i n c r e a s e d  t o  8 0  t o  9 0  k p p s . I t  i s  r e c o m m e n d e d  t h a t  y o u  u s e  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 9 ) E W  o r  l a t e r  
d u e  t o  t h e  a v a i l a b i l i t y  o f  a  s o f t w a r e  f i x  f o r  C i s c o  b u g  I D  C S C e a 8 5 2 0 4  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  . T h i s  
f o r w a r d i n g  r a t e  i s  s h a r e d  b y  a l l  f l o w s  t h a t  f o l l o w  t h r o u g h  t h e  s w i t c h . T h i s  f o r w a r d i n g  i n c r e a s e s  t h e  C P U  
l o a d  d u e  t o  s o f t w a r e  p r o c e s s i n g . A s  s u c h ,  t h e  f o r w a r d i n g  r a t e  a c h i e v e d  i s  d e p e n d e n t  o n  t h e  s w i t c h  C P U :  f o r  
e x a m p l e ,  h o w  m a n y  B G P  p o l i c i e s ,  E I G R P  o r  O S P F  r o u t e s ,  a n d  S V I s  t h a t  t h e  s w i t c h  h a s . 

N ote :  I P v 4  p a c k e t s  c o n t i n u e  t o  b e  r o u t e d  i n  h a r d w a r e ,  e v e n  t h o u g h  A p p l e T a l k  p a c k e t s  a r e  s o f t w a r e -r o u t e d . 

S up p o rted  F ea tures  
� M A C  A C L  f o r  A p p l e T a l k  i s  s u p p o r t e d  i n  C i s c o  I O S  S o f t w a r e  R e l e a s e  1 2 .1 ( 1 2 c ) E W  a n d  l a t e r ,  w h i c h  c a n  
b e  u s e d  t o  c o n t r o l  t h e  I P X  p a c k e t s . 

� D a t a g r a m  D e l i v e r y  P r o t o c o l  ( D D P )  r o u t i n g  

� R o u t i n g  T a b l e  M a i n t e n a n c e  P r o t o c o l  ( R T M P )  

� N a m e  B i n d i n g  P r o t o c o l  ( N B P )  

� A p p l e T a l k  E c h o  P r o t o c o l  ( A E P )  

� A p p l e T a l k  E I G R P  

N ote :  A p p l e T a l k  E I G R P  i s  t h e  p r e f e r r e d  r o u t i n g  p r o t o c o l  b e t w e e n  r o u t e r s  f o r  b e t t e r  p e r f o r m a n c e ,  a s  E I G R P  
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d o e s  i n c r e m e n t a l  u p d a t e s . F o r  m o r e  i n f o r m a t i o n  a b o u t  A p p l e T a l k  E I G R P ,  r e f e r  t o  t h e  C o n f i g u r i n g  
A p p l e T a l k  E n h a n c e d  I G R P  s e c t i o n  o f  C o n f i g u r i n g  A p p l e T a l k . 

L imita tio ns  
� A p p l e T a l k  r o u t i n g  o f  p a c k e t s  i s  n o t  h a r d w a r e -a s s i s t e d . I t  i s  d o n e  t h r o u g h  s o f t w a r e  p r o c e s s i n g . 

� A p p l e T a l k  A C L s  a r e  n o t  c u r r e n t l y  s u p p o r t e d . 

� F o r  A p p l e T a l k  s o f t w a r e  r o u t i n g ,  t h e s e  a r e  n o t  s u p p o r t e d :  

� A p p l e T a l k  U p d a t e -B a s e d  R o u t i n g  P r o t o c o l  ( A U R P )  

� A p p l e T a l k  c o n t r o l  p r o t o c o l  f o r  P P P  

� j u m b o  f r a m e s  

R ou ti ng  th r ou g h  a n E x ter na l  R ou ter   
I f  y o u r  n e t w o r k  r e q u i r e s  b e t t e r  r o u t i n g  p e r f o r m a n c e  o f  t h e  l e g a c y  p r o t o c o l s  t h e n  p r e v i o u s l y  m e n t i o n e d ,  
y o u  m a y  w a n t  t o  u s e  a n  e x t e r n a l  r o u t e r  ( L a y e r  3  [ L 3 ]  d e v i c e ) . S u c h  a n  L 3  d e v i c e  c o u l d  b e  a  C a t a l y s t  6 0 0 0  
M u l t i l a y e r  S w i t c h  F e a t u r e  C a r d  ( M S F C ) ,  C a t a l y s t  5 0 0 0  R S M ,  L 3  s w i t c h  ( s u c h  a s  a  2 9 4 8 G -L 3 ) ,  o r  a n y  r o u t e r . 
T h e s e  d e v i c e s  p e r f o r m s  r o u t i n g  o f  I P X  w i t h  h a r d w a r e  a s s i s t a n c e ,  a n d  t h e  p e r f o r m a n c e  i s  m u c h  g r e a t e r  
t h a n  t h e  S u p e r v i s o r  I I I / I V . T h e  S u p e r v i s o r  I I I / I V  c a n  r o u t e  I P  i n  t h e  h a r d w a r e  s w i t c h i n g  p a t h ,  b u t  t h e  
e x t e r n a l  d e v i c e  r o u t e s  t h e  l e g a c y  p r o t o c o l s . 

T h e  n e x t  d i a g r a m  i l l u s t r a t e s  a  s c e n a r i o  i n  w h i c h  I P X  i s  r o u t e d  o n  t h e  c o r e / d i s t r i b u t i o n  C a t a l y s t  6 5 0 0  o n  
t h e  M S F C  w h i l e  I P  i s  r o u t e d  b e t w e e n  V L A N  1 0  a n d  V L A N  2 0  a t  t h e  C a t a l y s t  4 5 0 0  w i t h  S u p e r v i s o r  I I I / I V . T h e  
t w o  s w i t c h e s  a r e  t r u n k e d ,  w h i c h  a l l o w s  t h e  r e q u i r e d  V L A N s . T h e  b e n e f i t  o f  t h i s  t y p e  o f  d e s i g n  i s  t h e  a b i l i t y  
t o  u s e  s t a n d a r d  I P X  A C L s  a n d  t h e  p e r f o r m a n c e  i n c r e a s e  d u e  t o  h a r d w a r e -a s s i s t e d  f o r w a r d i n g  o f  t h e s e  
p a c k e t s  b e t w e e n  t h e  t w o  V L A N s . Y o u  c a n  a l s o  u s e  I P X  r o u t i n g  p r o t o c o l s  o n  t h e  C a t a l y s t  6 5 0 0  o r  o n  t h e  
e x t e r n a l  r o u t e r ,  t o  c o m m u n i c a t e  w i t h  t h e  p e e r s  f o r  r o u t i n g  d a t a b a s e  e x c h a n g e :  
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A d d itio na l  P erf o rma nc e I mp ro v ements  
T h i s  s e c t i o n s  p r o v i d e s  s o m e  a d d i t i o n a l  p o t e n t i a l  p e r f o r m a n c e  i m p r o v e m e n t s  t h a t  c a n  b e  m a d e  t o  I P X  o r  t o  
A p p l e T a l k  s w i t c h i n g  o n  t h e  e x t e r n a l  r o u t e r . 

� T h e  l i n k  b e t w e e n  t h e  e x t e r n a l  r o u t e r  a n d  t h e  C a t a l y s t  s w i t c h  c o u l d  b e  m a d e  i n t o  a  p o r t -c h a n n e l  l i n k ,  
t o  g e t  h i g h e r  b a n d w i d t h  b e t w e e n  t h e m  a n d  t o  h a v e  r e d u n d a n c y  f o r  t h e  l i n k . 

� I P  t r a f f i c  c a n  b e  f i l t e r e d  o u t  o f  t h e  l i n k  s o  t h a t  a l l  o f  t h e  b a n d w i d t h  i s  u s e d  f o r  n o n -I P  t r a f f i c . T h i s  i s  
a  s a m p l e  c o n f i g u r a t i o n  t o  f i l t e r  o u t  I P  t r a f f i c  t h r o u g h  Q u a l i t y  o f  S e r v i c e  ( Q o S ) :  

1 . I s s u e  t h e  Q o S  g l o b a l  c o n f i g u r a t i o n  c o m m a n d  q os ,  t o  e n a b l e  Q o S  o n  t h e  S u p e r v i s o r . 

2 . D e f i n e  t h e  A C L  t o  m a t c h  a l l  I P  t r a f f i c . 
access- l i s t  101 per mi t  i p any any 

3 . D e f i n e  t h e  c l a s s -m a p  t h a t  m a t c h e s  t h e  A C L  d e f i n e d  i n  S t e p  2 . 
cl ass- map mat ch- any i p- dr ops 
  mat ch access- gr oup 101 

4 . D e f i n e  t h e  p o l i c y :  d e f i n e  a  p o l i c e r  t h a t  w i l l  d r o p  a l l  t r a f f i c  f o r  t h e  c l a s s  d e f i n e d  i n  S t e p  3 . P o l i c e  a l l  
t h e  t r a f f i c  u s i n g  a  m i n i m u m  g r a n u l a r i t y  o f  3 2  k b p s . T h e  S u p e r v i s o r  w i l l  d r o p  a l l  t h e  I P  t r a f f i c  w i t h  
t h i s  p o l i c e r  b e y o n d  3 2  k b p s  ( C i s c o  I O S  I P  p i n g s  m a y  n o t  b e  a b l e  t o  g o  t h r o u g h ) . 
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pol i cy- map dr op- i p 
  c l ass i p- dr ops 
    pol i ce 32000 bps 1000 byt e conf or m- act i on dr op exceed- act i on dr op 

5 . A p p l y  t h e  s e r v i c e  p o l i c y  o u t -b o u n d  o n  t h e  i n t e r f a c e  t h a t  c o n n e c t s  t o  t h e  e x t e r n a l  r o u t e r . 
i nt er f ace Gi gabi t Et her net  1/ 1 
    ser vi ce- pol i cy out put  dr op- i p 

T o  v e r i f y  t h e  p o l i c i n g  a c t i o n ,  i s s u e  t h e  s h ow  p ol icy -m a p  inte rf a ce  interface-id  c o m m a n d . 

D L S w   
D L S w  i s  n o t  s u p p o r t e d  o n  t h e  S u p e r v i s o r  I I I / I V . F o r  n e t w o r k s  w i t h  S N A  a n d  I P  p r o t o c o l s ,  y o u  c a n  r o u t e  t h e  
I P  t r a f f i c  o n  C a t a l y s t  4 0 0 0  S u p e r v i s o r  I I I / I V  a n d  b r i d g e  t h e  S N A  t r a f f i c  w i t h  D L S w  s w i t c h i n g  o n  C i s c o  I O S  
s o f t w a r e  o n  a n  e x t e r n a l  r o u t e r :  

  

T h e  n e x t  c o n f i g u r a t i o n s  s h o w  h o w  t o  b r i d g e  S N A  t r a f f i c  o n  V L A N s  1 0  a n d  2 0  o n  t w o  C a t a l y s t  6 5 0 0  M S F C 2 s  
i n  t w o  s e p a r a t e  S N A  d o m a i n s . T h e  8 0 2 .1 Q  t r u n k s  o n  t h e  S u p e r v i s o r  I I I / I V  m a y  b e  u s e d  t o  c a r r y  ( b r i d g e )  
S N A  o r  N e t B I O S  t r a f f i c  t o  a  C i s c o  r o u t e r  o r  t o  C a t a l y s t  6 5 0 0  s w i t c h e s . 

T h i s  s h o w s  n e t w o r k  c o n f i g u r a t i o n s  f o r  C a t a l y s t  6 5 0 0  s w i t c h e s  i n  d i f f e r e n t  d o m a i n s . I f  V L A N s  1 0  a n d  2 0  
a r e  o n  t h e  s a m e  s w i t c h  o r  M S F C ,  D L S w  i s  n o t  r e q u i r e d . S i m p l e  I E E E  b r i d g e  g r o u p s  o n  o n e  M S F C  w i l l  w o r k . 

F i l ter i ng  N on-I P  P a c k ets w i th  E x tend ed  M A C A CL s a nd  V L A N  
M a p s  
S u p e r v i s o r  I I I / I V  d o e s  n o t  s u p p o r t  I P X ,  A p p l e T a l k ,  o r  o t h e r  l e g a c y  p r o t o c o l  A C L s . T o  f i l t e r  t h e m ,  y o u  c a n  
u s e  a  M A C -e x t e n d e d  A C L  c o m b i n e d  w i t h  a  V L A N  a c c e s s  m a p . V L A N  m a p s  c a n  c o n t r o l  t h e  a c c e s s  o f  a l l  
t r a f f i c  i n  a  V L A N . Y o u  c a n  a p p l y  V L A N  m a p s  o n  t h e  s w i t c h  t o  a l l  p a c k e t s  t h a t  a r e  r o u t e d  i n t o  o r  o u t  o f  a  
V L A N  o r  a r e  b r i d g e d  w i t h i n  a  V L A N . U n l i k e  r o u t e r  A C L s ,  V L A N  m a p s  a r e  n o t  d e f i n e d  b y  d i r e c t i o n  ( i n p u t  o r  
o u t p u t ) . 

host name MSFCRout er - 1 
i nt er f ace l oopback1 
i p addr ess 1. 1. 1. 1 
!  
 
i nt  v l an10 
i p add 10. 10. 10. 254 255. 255. 255. 0 
br i dge- gr oup 1 
!  
br i dge 1 pr ot ocol  i eee 
dl sw l ocal - peer  peer i d 1. 1. 1. 1 
dl sw r emot e- peer  0 t cp 2. 2. 2. 2 
dl sw br i dge- gr oup 1 

host name MSFCRout er - 2 
i nt er f ace l oopback1 
i p addr ess 2. 2. 2. 2 
!  
 
i nt  v l an20 
i p add 10. 10. 20. 254 255. 255. 255. 0 
br i dge- gr oup 2 
!  
br i dge 2 pr ot ocol  i eee 
dl sw l ocal - peer  peer i d 2. 2. 2. 2 
dl sw r emot e- peer  0 t cp 1. 1. 1. 1 
dl sw br i dge- gr oup 2 
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I n  t h i s  e x a m p l e  s c e n a r i o ,  t h e s e  t w o  c r i t e r i a  a r e  t h e  c o n f i g u r a t i o n  g o a l s :  

� P r e v e n t  a l l  I P X  t r a f f i c  f r o m  h o s t  0 0 0 .0 c 0 0 .0 1 1 1  t o  h o s t  0 0 0 .0 c 0 0 .0 2 1 1 ,  b u t  p e r m i t  a l l  o t h e r  I P X  a n d  
n o n -I P  p r o t o c o l  t r a f f i c  t h r o u g h  V L A N  2 0 . 

� D e n y  a l l  A p p l e T a l k  t r a f f i c  f o r  V L A N  1 0 . 

N ote :  I P  p a c k e t s  c a n  n o t  b e  f i l t e r e d  t h r o u g h  a  M A C  A C L . 

N ote :  N a m e d  M A C  e x t e n d e d  A C L s  c a n  n o t  b e  a p p l i e d  t o  L 3  i n t e r f a c e s . 

1 . D e f i n e  e x t e n d e d  M A C  A C L s  t o  d e f i n e  t h e  i n t e r e s t i n g  t r a f f i c  f o r  t h e  V L A N  m a p s . 
Swi t ch( conf i g) # mac access-list extended denyIPXACL 
 
Swi t ch( conf i g- ext - macl ) # permit host 000.0c00.0111 host 000.0c00.0211  protocol-family ?
  appl et al k 
  ar p- non- i pv4 
  decnet  
  i px 
  i pv6 
  r ar p- i pv4 
  r ar p- non- i pv4 
  v i nes 
  xns 
 
Swi t ch( conf i g- ext - macl ) # $00.0c00.0111 host 000.0c00.0211 protocol-family ipx 
 
Swi t ch( conf i g- ext - macl ) # exit 
 
Swi t ch( conf i g) # mac access-list extended denyatalk 
 
Swi t ch( conf i g- ext - macl ) # permit any any protocol-family appletalk 
 
Swi t ch( conf i g) # 

2 . I s s u e  t h e  s h ow  a cce s s -l is t acces s -l is t-nam e c o m m a n d  t o  v e r i f y  t h e  c o n f i g u r e d  e x t e n d e d  M A C  A C L . 
T h e  A C L s  i n  t h e  p r e v i o u s  e x a m p l e  a r e  denyI PXACL a n d  denyat al k . 

Swi t ch# show access-lists denyIPXACL 
 
Ext ended MAC access l i s t  denyI PXACL 
    per mi t    host  0000. 0c00. 0111 host  0000. 0c00. 0211 pr ot ocol - f ami l y i px  
 
Swi t ch# show access-lists denyatalk 
 
Ext ended MAC access l i s t  denyat al k 
    per mi t  any any pr ot ocol - f ami l y appl et al k 

3 . D e f i n e  t h e  a c t i o n  w i t h  t h e  V L A N  a c c e s s  m a p s . 
Swi t ch( conf i g) # vlan access-map denyIPX 
 
Swi t ch( conf i g- access- map) # match mac address denyIPXACL 
 
Swi t ch( conf i g- access- map) # action drop 
 
Swi t ch( conf i g- access- map) # exit 
 
Swi t ch( conf i g) # vlan access-map denyapple 
 
Swi t ch( conf i g- access- map) # match mac address denyatalk 
 
Swi t ch( conf i g- access- map) # action drop 
 
Swi t ch( conf i g- access- map) # exit 

4 . I s s u e  t h e  s h ow  v l a n a cce s s -m a p  nam e c o m m a n d  t o  v e r i f y  t h e  d e f i n e d  t h e  V L A N  a c c e s s  m a p s . 
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Swi t ch# show vlan access-map denyIPX 
 
Vl an access- map " denyI PX"   10 
  Mat ch cl auses:  
    mac addr ess:  denyI PXACL 
  Act i on:  
    dr op 
 
Swi t ch# show vlan access-map denyapple 
 
Vl an access- map " denyappl e"   10 
  Mat ch cl auses:  
    mac addr ess:  denyat al k 
  Act i on:  
    dr op 

5 . I s s u e  t h e  v l a n f il te r nam e v l a n-l is t v l an-l is t c o m m a n d  t o  m a p  t h e  V L A N  m a p  t o  t h e  V L A N s . I n  t h i s  
e x a m p l e ,  y o u  w a n t  t o  f i l t e r  I P X  b e t w e e n  s p e c i f i c  h o s t s  i n  V L A N  2 0  a n d  d e n y  A p p l e T a l k  o n  V L A N  1 0 . 

Swi t ch( conf i g) # vlan filter denyIPX vlan-list 20 
 
Swi t ch( conf i g) # vlan filter denyapple vlan-list 10 

6 . I s s u e  t h e  s h ow  v l a n f il te r v l a n v l an-id  c o m m a n d  t o  v e r i f y  t h a t  t h e  V L A N  f i l t e r s  a r e  i n  p l a c e . 
Swi t ch# show vlan filter vlan 20 
 
Vl an 20 has f i l t er  denyI PX.  
 
Swi t ch# show vlan filter vlan 10 
 
Vl an 10 has f i l t er  denyappl e.  

O th er  U nsu p p or ted  F ea tu r es  
S u p e r v i s o r  I I I / I V  d o e s  n o t  s u p p o r t  t h e s e  f e a t u r e s :  

� F a l l b a c k  b r i d g i n g  o r  i n t e r -V L A N  b r i d g i n g  t o  b r i d g e  n o n -r o u t a b l e  p r o t o c o l s  

� D E C n e t  r o u t i n g  

R e f e r  t o  t h e  p r e v i o u s  s e c t i o n ,  t o  s e e  a n  e x a m p l e  o f  h o w  t o  u s e  a n  e x t e r n a l  r o u t e r  t o  a c h i e v e  t h i s  
f u n c t i o n a l i t y . 

H i g h  CP U  A f ter  E na b l i ng  I P X  or  A p p l eT a l k  R ou ti ng   
A f t e r  y o u  e n a b l e  I P X  o r  A p p l e T a l k  r o u t i n g ,  t h e  C P U  u s a g e  w i l l  i n c r e a s e  b a s e d  o n  t h e  a m o u n t  o f  I P X  o r  
A p p l e T a l k  t r a f f i c  t h a t  i s  b e i n g  r o u t e d  i n  s o f t w a r e  t h r o u g h  t h e  s w i t c h . I f  y o u  i s s u e  t h e  s h ow  p roce s s or cp u 
c o m m a n d ,  t h e  o u t p u t  m a y  s h o w  t h a t  t h e  Cat 4k Mgmt  LoPr i  p r o c e s s  i s  u s i n g  t h e  C P U . T h i s  i n d i c a t e s  t h a t  
t h e  p a c k e t s  a r e  b e i n g  p r o c e s s  s w i t c h e d . 

Swi t ch# show processes cpu 
 
CPU ut i l i zat i on f or  f i ve seconds:  99%/ 0%;  one mi nut e:  86%;  f i ve mi nut es:  54% 
 PI D  Runt i me( ms)   I nvoked  uSecs    5Sec   1Mi n   5Mi n TTY Pr ocess 
   1           8       607     13   0. 00%  0. 00%  0. 00%   0 Load Met er  
   2         496      4549    109   0. 00%  0. 01%  0. 00%   0 Spanni ng Tr ee 
   3           0         1      0   0. 00%  0. 00%  0. 00%   0 Def er r ed Event s  
   4        4756       480   9908   0. 00%  0. 08%  0. 11%   0 Check heaps 
   5           0         1      0   0. 00%  0. 00%  0. 00%   0 Chunk Manager  
   6           0         1      0   0. 00%  0. 00%  0. 00%   0 Pool  Manager  
   7           0         2      0   0. 00%  0. 00%  0. 00%   0 Ti mer s 
   8           4         2   2000   0. 00%  0. 00%  0. 00%   0 Ser i al  Backgr oun 
   9           4        64     62   0. 00%  0. 00%  0. 00%   0 ARP I nput  
  10          24         3   8000   0. 00%  0. 00%  0. 00%   0 Ent i t y MI B API  
  11           0         1      0   0. 00%  0. 00%  0. 00%   0 SERI AL A' det ect  
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  12           0         1      0   0. 00%  0. 00%  0. 00%   0 Cr i t i cal  Bkgnd 
  13       25436       864  29439   0. 00%  0. 00%  0. 00%   0 Net  Backgr ound 
  14           0        58      0   0. 00%  0. 00%  0. 00%   0 Logger  
  15          52      2607     19   0. 00%  0. 00%  0. 00%   0 TTY Backgr ound 
  16         440      2666    165   0. 00%  0. 00%  0. 00%   0 Per - Second Jobs 
  17      112328    410885    273   1. 66%  2. 37%  2. 74%   0 Cat 4k Mgmt  Hi Pr i  
  18     1197172     21536  55589  98.56% 84.14% 49.15%   0 Cat4k Mgmt LoPri 
  19           0         1      0   0. 00%  0. 00%  0. 00%   0 Rout eker nel  Pr oc 

N ote :  I f  y o u  d o  n o t  h a v e  I P X  o r  A p p l e T a l k  r o u t i n g  e n a b l e d ,  b u t  s t i l l  s e e  Cat 4k Mgmt  LoPr i  u s i n g  h i g h  C P U ,  
t h e n  y o u  m a y  h a v e  t o  t r o u b l e s h o o t  w h i c h  p a c k e t s  a r e  s e n t  t o  t h e  C P U  f o r  p r o c e s s i n g . C o n t a c t  C i s c o  
T e c h n i c a l  S u p p o r t ,  i f  y o u  n e e d  f u r t h e r  a s s i s t a n c e .  

N etP r o D i sc u ssi on F or u m s - F ea tu r ed  Conv er sa ti ons  

R el a ted  I nf or m a ti on  
� C onf ig uring  N e tw ork  S e curity  w ith  A C L s   
� C a ta l y s t 4 5 0 0  S up p ort P a g e s   
� L A N  P roduct S up p ort P a g e s   
� L A N  S w itch ing  S up p ort P a g e   
� T e ch nica l  S up p ort &  D ocum e nta tion - C is co S y s te m s   

  
A l l  c o n t e n t s  a r e  C o p y r i g h t  ©  1 9 9 2 -2 0 0 5  C i s c o  S y s t e m s ,  I n c . A l l  r i g h t s  r e s e r v e d . I m p o r t a n t  N o t i c e s  a n d  P r i v a c y  
S t a t e m e n t .  
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