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| ntroduction

This document describes how to configure NETCONF/Y ANG on Cisco IOS® XE 16.x based Platforms.
Prerequisites

Requirements

NETCONF/YANG is supported as of Cisco IOS® XE 16.3.1 software.

% Note: No prior experience with NETCONF, YANG, or Python scripting is required in order to use
this document.

Components Used

The information in this document is based on these software and hardware versions:

In this example, a stand alone WS-C3850-12X48U switch running Cisco |OS XE 16.3.3 isused asthe
NETCONF server. Thisisthe device that is configured and from which data (show command output) is
collected from viaNETCONF/YANG.

A laptop (Apple MacBook Pro running macOS Sierra 10.12.2 and Google Chrome browser) is used as the
NETCONF Client. It acts as the centralized management platform and uses the Y ang Explorer application. It
isthe device that creates the Y ANG formatted requests that are sent to the Catalyst 3850 viaNETCONF
RPC (Remote Procedure Call) messages to configure and collect data from the Catalyst 3850.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

The example given in this document focuses on lab testing with the Catalyst 3850, however, the information
provided also applies to other Cisco 10S XE 16.x platforms such as the Cisco ASR 1000 series routers.

Data M odels - Programmatic and Standards Based Configuration and M onitoring

Data models provide an alternate and centralized way to configure Cisco devices (instead of using the Cisco
Command Line Interface (CLI) or Simple Network Management Protocol (SNMP)) and to collect
operational data (show commands) from Cisco devices. Since the data models are standards based on the
same procedure and can be used to configure or collect data from non-Cisco devices as well, it makes them
ideal for customers that support multiple vendors. A centralized management platform (for example, a
laptop) can be used to configure or collect data from multiple Cisco devices and the data model architecture
allows for automating these procedures via Python scripting (two additional key benefits).



Yet Another Next Generation (YANG) Data Modeling L anguage (RFC 6020)

YANG is a standards based data modeling language used to create device configuration requests or the
requests for operational (show command) data. It has a structured format similar to a computer program that
is human readable. Several applications are available that can be run on a centralized management platform
(for example, alaptop) to create these configuration and operational data requests.

There are both standard (common) Y ANG data models that apply to al vendors (for example, arequest to
disable or shut down an ethernet interface can be identical for both Cisco and non-Cisco devices) aswell as
device (native, vendor specific) data models that facilitate configuring or collecting operational data
associated with proprietary vendor features.

Networ k Configuration (NETCONF) Protocol (RFC 6241)

NETCONF is astandard based and Extensible Markup Language (XML) encoded protocol that provides the
transport to communicate the Y ANG formatted configuration or operational data request from an application
that runs on a centralized management platform (for example, alaptop) to the Cisco device that a user
wishes to configure or request operational (show command) data from. It provides transaction based services
such as aborting the entire configuration request when a portion of that configuration request fails.
NETCONF uses a ssimple Remote Procedure Call (RPF) based mechanism to facilitate communication
between a client (centralized management platform script or application) and a server (Cisco switch or
router). It uses Secure Shell (SSH) as the transport layer across network devices. Some NETCONF
operations include get, get-config, edit-config, and rpc.

Configure

1. Basic Configuration of a Catalyst 3850 Running Cisco XE 16.3.3 Softwareto
Support NETCONF/YANG Data Modeling

3850-1# show running-config
netconf-yang --------————————-mmmm > Enable NETCONF/YANG globally. It may take up to 90

username ciscol privilege 15 password O ciscol ---> Username/password used for NETCONF-SSH access

% Note: Thisisthe complete configuration required on the Catalyst 3850 to support NETCONF/YANG
Data Modeling but it assumes that no aaa new-model is configured globally (the default) aswell. If it
Is desired to enable AAA (authentication, authorization, and accounting) by configuring aaa new-
model, then this configuration is also required at aminimum. Y ou can also expand thisto use AAA
witha TACACS+ or RADIUS configuration, but thisis beyond the scope of this example.

aaa new-model

aaa authorization exec default local --------—-—---- > Required for NETCONF-SSH connectivity and edit-conf

2. Additional (Optional) Configuration to Allow NETCONF/YANG Syslog and SNMP



Event Monitoring

These snmp-server configurations must be present in order to enable the generation of NETCONF
notifications (RFC 5277 - Tools 5277) for Syslog messages and for any configured SNMP traps to also
generate NETCONF notifications.

Note: While these are the minimum required, additional snmp-server enable entries can be present
aswell. A client (centralized management platform) registers to receive the NETCONF notification
stream from a server (Catalyst 3850) and send a specific subscription RPC (see section 3 of
Configuring the Centralized Management Platform (Laptop)).

3850-1# show running-config

snmp-server community <string> RW -------—-----—cooomm——
netconf-yang cisco-ia snmp-community-string <string> -----------
trap link jetf -------—-——--"--------- -

snmp-server
snmp-server
snmp-server
snmp-server

enable traps snmp authentication linkdown Tinkup --->

enable traps syslog -------------———-————————————

manager

SNMP gateway in DMI requires communi
Configure the same community string
enable traps for IETF Tink up/down
enable traps for link up/down

enable traps for Syslog so notificat
enable snmp-server


https://www.rfc-editor.org/rfc/rfc5277

For Syslog, this configuration must be present for the Data Model Interface (DMI) on the Catalyst 3850 to
have the ability to generate NETCONF notifications defined in RFC 5277 when Syslog messages are

generated by Ciscod on the Catalyst 3850.

Togging
Togging
Togging
Togging
Togging
Togging
Togging
Togging
Togging

history debugging

snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap

> required for the generation of any NETCONF notification messages fo

emergencies ---> configure 1 or more of the following to control which levels of Sys

alerts
critical
errors
warnings
notifications
informational
debugging

For SNMP traps, this configuration is required to generate NETCONF notifications. In Cisco XE 16.3.1
software, a maximum of 10 SNMP traps can be configured to generate NETCONF notifications, but this
restriction can be removed in afuture release. Notification generation for SNMP trapsis enabled by default.
To disable generating SNMP trap notifications, use this CLI, no netconf-yang cisco-ia snmp-trap-control
global-forwarding.

netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.
netconf-yang cisco-ia snmp-trap-control trap-Tist 10.3.

(2 W) o]

.1.1.5.3 ————---—- > LinkDown trap
.1.1.5.4 —————-—- > LinkUp trap
.9.9.41.2.0.1 ---> Syslog generated noti

3. Networ k Connectivity Configuration of the Catalyst 3850 Used in this Example

The Catalyst 3850 management interface GigabitEthernet0/0 is used to connect to the network and to the
centralized management platform (alaptop can be used) in this example. Dynamic Host Configuration
Protocol (DHCP) has been used to assign | P address 172.16.167.175 to thisinterface. Alternate
configurations can be used on the Catalyst 3850 as long as the |aptop can reach the Catalyst 3850 on the

Network.

3850-1# show running-config

vrf definition Mgmt-vrf

address-family ipv4
exit-address-family

address-family ipv6
exit-address-family

interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf
ip address dhcp

negotiation auto
ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 172.16.167.161

3850-1# show 1ip interface brief



Interface IP-Address OK? Method Status Protocol

Vlanl 10.1.1.1 YES NVRAM up up
V1anl0 10.10.10.1 YES NVRAM up up
V1an20 10.20.20.1 YES NVRAM up up
GigabitEthernet0/0 172.16.167.175 YES DHCP up up
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
GigabitEthernetl/0/1 unassigned YES manual up up
GigabitEthernetl/0/2 unassigned YES unset up up
GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset down down
GigabitEthernetl/0/5 unassigned YES unset down down

Verify NETCONF/YANG on the Catalyst 3850

1. From the Command Line Interface (CLI) of the Catalyst 3850, this command can be used to ensure that
the software processes required to support the Data Model Interface (DMI) on the Catalyst 3850 run once
netconf-yang is configured.

3850-1# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
ngnix : Running

The next steps are performed from the centralized management platform. In this example, alaptop (Apple
MacBook Pro running macOS Sierra 10.12.2) is used that has network access to the Catalyst 3850. The
commands are issued from aterminal prompt on the laptop. There is no special application loaded on the
laptop at this point.

2. Ensure that the centralized management platform (laptop) can reach the Catalyst 3850 (172.16.167.175)
on the network.

<#root>

USER1-M-902T:~ USER1$ ping 172.16.167.175

PING 172.16.167.175 (172.16.167.175): 56 data bytes

64 bytes from 172.16.167.175: icmp_seq=0 tt1=247 time=3.912 ms
64 bytes from 172.16.167.175: icmp_seq=1 tt1=247 time=6.917 ms
64 bytes from 172.16.167.175: icmp_seq=2 tt1=247 time=4.063 ms
64 bytes from 172.16.167.175: icmp_seq=3 tt1=247 time=4.371 ms

~C



3. Verify SSH connectivity to the Catalyst 3850 (172.16.167.175 in this example) from the centralized
management platform (laptop) with the username and password (ciscol/ciscol) from this Catalyst 3850
configuration. The response can be along list of NETCONF capabilities from the Catalyst 3850 followed by
a hello message. TCP port 830 = netconf-ssh.

p Tip: If this SSH test does not work, ensure that any firewall in between the laptop and Catalyst 3850
permits TCP port 830 (reference RFC 4742: Tools 4742).

USER1-M-902T:~ USER1$ ssh -s ciscol@l72.16.167.175 -p 830 netconf
Cciscol@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability
--snip--

</capabilities>

<session-id>2870</session-id></ hello>]]1>]]1>

Use < AC > to exit

Configurethe Centralized Management Platform (L aptop)

1. Install the Yang Explorer Application on a L aptop

In this example, the Y ang Explorer application is used on alaptop (Apple MacBook Pro running macOS
Sierra 10.12.2, Google Chrome browser) to act as the centralized management platform. Y ang Explorer
allows the user to do this:

 Upload / Compile Y ANG data models from User Interface or Command Line
* Build NETCONF RPCs (Remote Procedure Calls)

» Execute RPC against areal NETCONF server (Catalyst 3850)

» Save created RPCsto collections for later use

* Browse data model trees and inspect Y ANG properties

% Note: The YANG Explore application is aso supported on Linux systems.

2. Usethe Yang Explorer Application

Start the Y ang Explorer Application - from aterminal prompt on the laptop run the ./start.sh and command
from the yang-explorer directory.

% Note: Keep this terminal session open, otherwise, the Y ang Explorer application can shut down and


https://www.rfc-editor.org/rfc/rfc4742

% must be restarted. It can also serve as a console log of application activity.

USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ ./start.sh &

Starting YangExplorer server ..
Use http://localhost:8088/static/YangExplorer.html

Performing system checks...

System check identified no issues (0 silenced).

January 19, 2017 - 23:12:20

Django version 1.8.3, using settings 'server.settings'
Starting development server at http://Tocalhost:8088/
Quit the server with CONTROL-C.

Launch the Y ang Explorer GUI - Launch the Y ang Explorer application GUI and log in to the Yang
Explorer application GUI as guest/guest in the top right corner of the application GUI main menu (refer to
the screencapture).

Retrieve capabilities from the Catalyst 3850. Enter the Catalyst 3850 details (1P address,
Username/Password, TCP port 830 for ssh-netconf) and click Capabilitiesto retrieve the YANG
operational capabilities list from the Catalyst 3850 software.

p Tip: Thisisaso agood test to confirm that NETCONF communication works between the Y ang
Explorer application on the Centralized Management Platform (Laptop) and the Catalyst 3850.

® @ /[y ocamest * Mike
€« C | @ localhost:8088/static/YangExplorer.htm 3
Yang Explorer 0.6.0 (Beta) e 0 I[!!Eﬂ!,
- - n - s
Explorer Values | Operation | |EBSEAR| Collections | Mansge Mocsls | ) | Property Value
» B ietf-interfaces | | Operstions | ]| | | Name phys-
[a address
| Node Type leaf
Platform Data Type yang:phys-
| address
Host 172.16.167.175 Port | 830 | m
Access read-only
| Username | ciscol Password | ciceol b,
resence
T g
! Ken
{| @ Netcont X)) RestCont =3 pa— | Y
I Mandato
S | K
| = Default
| | Path ietf-
interfaces/
interfaces-

g state/
interface/
phys-
address

| | Description The

) = interface’s

address at_ |*

Status : Recieved HTTP Result for request: get-cap ETF 93



Load Yang DataModels - Various Y ANG data models can be subscribed to under Manage Models. Once
subscribed, they appear in the Explorer box on the left. These Y ANG models allow the Y ang Explorer
application to create Y ANG formatted NETCONF Remote Procedure Calls (RPC) messages (which are sent
to the Catalyst 3850 to configure it or retrieve data from it) without the need to have in depth YANG
expertise. Examples of how to do this are covered in the next section Basic NETCONF/Y ANG Operational

Examples:

® [ localhost:BO8R/staticVangE X Mike

< C @ locathost

] ianaif-type@2014-01-15.yang

] ietfinet-typesyang
< ietfinterfaces@2013-12-23jang [sbscibed]

Accass read-only

] ietf-netconf-monitoring®2010°18-04.yan

] ietfyang-types.yang

Path etf-netconf-monitoring/

| natconf-state/statistics

Description  Statistical data pertaining

to the NETCOMNF

et | 2 10 ~-=--=- = N

| Status : Recaived HTTP Result for module request

3. Subscribeto NETCONF Notifications (Optional)

A client (centralized management platform) registers to receive NETCONF notification streams from a
server (Catalyst 3850) by sending this Y ANG formatted NETCONF RPC message. The Catalyst 3850 sends
NETCONF notifications asynchronously to each client that subscribes. Before you complete this task,
ensure that the correct configuration isin place on the Catalyst 3850 to support NETCONF Notifications
(see section 2) of Configuring NETCONF/Y ANG on the Catalyst 3850. The NETCONF server (Catalyst
3850) begins to send the event notifications to the NETCONF client (Centralized Management Platform) as
the events occur within the system. These event notifications can continue to be sent until either the
NETCONF session is terminated or the subscription terminates for some other reason. See RFC 5277 for
more details related to subscription options Tools 5277.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<create-subscription xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>snmpevents</stream>
</create-subscription>
</rpc>

To do this, you need to cut and paste thisinto the Y ang Explorer application GUI as a Custom RPC.


https://www.rfc-editor.org/rfc/rfc5277

ece __"ﬂ loealnast: BOSS statie Yang: - x

€ C | @ kcalhost:B088/static/YangExplorer.htmi % 6 ;
reSpio0s0Be O D TS
Explorar | Values Eé:l | euta | c/o}m.w| Manage Modes | |l’mpoﬂv |“u.

* Bioti-interfaces w Narme statistics
. Node Type container
o R |

Data Type
Patirn = ek
Host 17216167175 Part | 830 Presence
Koy
Username | ciscol Password | ciscol |
Mandatory
Default
@® NetConf RestConf m s(.i;q c'li:iqs
Path ietf-netconf-monitoring/

|i Encoding | Conscie ] Il netconi-state/statistics
f4reSl vezsion="1.0" ’

Dwescription  Statistical data pertaining

<rpc xmlns=" tf :pazar
<create-subscri to the NETCONF
<Strean>snmpeventa</strean> i
</create-subscriptions server Statistical data
= pertaining to the

METCONF server.None

et O o oo (@) R e .|

Status ; Clear completed

IETF 93

Next, Run is selected in order to send the custom RPC message to the Catalyst 3850 via NETCONF. The
Catalyst 3850 replies back with an ok message to let the user know that the operation was successful.

[ locaihost:B088/static/YangE: . x Mike:

< C | (@ ocelhost-B088/static/YangExplorerhtml w g
Vo e G40 e =
Explorer l Valuss |:{§Il| | Buid [ Collections | Manage Models | B I‘“"'
* #ietiinterfaces [ Operstions | Device Settings ] MName statistics
Node Type container
e R
Data Type
Platform
CEE2 [ [
Host 172.16.167.175 Port | 830 Presence
] : Key
Usarnama | ciscol Passward | ciscol
Mandatory
Default
(@ MetCont RestConf Seript Capatilities
[ e ] scron | = ST ——
|[ Encoding I Conscle ] 1l netconf-state/statistics
<rpo-reply message-ide== :Ba3320b6-030a-4407-9122-c004fbaZaddb” Description  Sttistical data pertining
| ot T e ot £ :pazans: etconf:base:l.0
h; ietf:parans:xnl:nsinetcons:base:1.0"> te the NETCONF
serverStatistical data
N pertaining to the
NETCOMF server.None

e oo e -]

l Status : Recipved HTTFP Result for request un-rpe

IETF 93

%ﬁ Note: The current version of Yang Explorer used in this example does not have an option to look at
the received NETCONF Notifications. They aretypically stored in a clickable Notification log in the
main menu of the application.




Basic NETCONF/YANG Operational Examples

Now that the Catalyst 3850 and the Centralized Management Platform are configured and have started to
communicate, lets us look at some basic operational examples.

The examples can demonstrate that the Y ANG formatted NETCONF RPC messages sent viaNETCONF
from the Centralized Management Platform (Laptop) Y ang Explorer application to the Catalyst 3850 are
converted to standard Cisco 10S CLI by the confd software process on the Catalyst 3850. Also, Cisco 10S
CLI data (show command data) is converted to Y ANG formatted data by the confd software process on the
Catalyst 3850 beforeit is sent as NETCONF RPC message to the Centralized Management Platform
(Laptop) Yang Explorer application. This means that the regular CLI can still be used on the Catalyst 3850
to configure the switch and collect show command data in addition to use NETCONF/Y ANG to do the
same.

1. Data Retrieval Example
Request a List of Interface Names from the Catalyst 3850

The desired operation can be selected from the left side Explorer section of the Y ang Explorer application
GUI. Inthis case, interface name datais to be retrieved from the Catalyst 3850 and so Oper (for operation)
is selected followed by get-config under the interface name drop down. RPC is selected next in order to
generate the Y ANG formatted (human readable) NETCONF RPC that is required to be sent to the Catalyst
3850 via NETCONF in order to retrieve this data from the Catalyst 3850.

® O ® [ iccalrost ® hiks
&« C | @ localhost:8088/static/YangExplorer.htm 1 :
B D CIED N

plorer Values Operation | Buld | Collections | Manage Madels Property Value

¥ B icti-interface Operations | Device Settings MName name

*

nterfaces Node Type leaf

.
Dx 5 b
. . Fesits _ ESSSTSp I
s interface '
Data Type string
norme <get-config> Platform _
Access read-write

¥ description
® y0e Host 172.16.167.175 Port | 830 Presence

. i t
SRR Usernama | ciscol Password | ciscol bt ok

¥ |ink-up-down-trap-enable

I¥| | Mandatory true
* & interfaces-state [ NetConf ) f ) |
© ecot O reion Coc ] oo
I':"'_(_rj"g Console ¢

| Path it

smlns="urn:iecf:params:xml:ns: intarfaces/

interfaces/

<runaing/> interface/
<filter> name
Nh\hh'* <interface> Description The name

of the

interface

A device

restrictthe |+

oquist type rpe ETF 93

After the YANG formatted NETCONF RPC message is generated, Run is selected in order to send it to the
Catalyst 3850. The Catalyst 3850 replies with a Y ANG formatted (human readable) list of the Catalyst 3850
interface names (GigabitEthernet1/1/1, GigabitEthernet1/1/2, and so on).



® 8@ /[ iocamost x W e
— C @ localhost:8088/static/YangExplorer.htmi 4
Vg 06015t e e Ca st
Enplnrnr ‘ Values Op-arltinn Build | Collections | Manage Models | P rty Value
= ﬂiet(—interfaces Operations | Device Settings Mame name =
viE| nterfaces »: MNode Type leaf
¥ i interface
Data Type string
o et
o Access read-write
- description
e Host 172.16.167.175 Port | 830 Presence
® enabled
ales Ussrnama | ciscol Password | ciscol Key b
# |ink-up-down-trap-enable [¥] | Mandatory true
= interf: ¥
Encoding | Console | Path ietf-
rpc-reply m - id="u B interfaces/
— interfaces/
interface/
interfaces"™>
name
Description  The name
of the
interface.
in = A device
Conf 0 O . Custom RPC Cl C MY
ontig @ Oper ['C Reset | : o
= L . restrictthe |+
Status : Reciaved HTTP Result for requast: run-rpc IETF 93

2. Configuration Example

Shut Down an Ethernet Interface on the Catalyst 3850

The desired operation is selected from the | eft side of the Explorer section of the Y ang Explorer application
GUI. In this case, to configure an interface (shutting down an interface) is required on the Catalyst 3850 and

so Config (for configuration) is selected, followed by the required operational parameters under the
interface drop down menus. RPC is selected next in order to generate the Y ANG formatted (human

readable) NETCONF RPC that is required to be sent to the Catalyst 3850 via NETCONF in order to execute

the configuration task.



[ localhost x

€ C | @ localhost:BOBS/static/YangExplorer.html

Yang Explorer 0.6.0 (Beta)

Mike

b4

l Values I [+]
GigabitEthernet1/0/16
ianaift.ethernetCsmacd
false
® ink-up-down-trap-enable
* T interfaces-state

\

Build ] Collactiam.| Manage Models |

Operations | Device Settings

Profile Create device profile
Platform WG -

Host 172.16.167.175 Pert | 830
Username | ciscol Password | ciscol

1]

I

G NetConf RestConf

Encoding | Console

<rpc message-id==101%

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>

<config>
i 9

<interfaces xmlns="urn:ietf:params:xml:ns:yang
interfaces™>
<interface>
<name>GigabitEthernetl/0/16</name>
<type xmlns:ianaift="urn:ietf:params:xml:ns:yang:iana-if-
type®>ianaift:ethernetCamacd</type>
<é¢nabled>false</enabled>
</interface>

tietf=

Status : Recieved HTTP Result for request type rpc

Property | Value

MName enabled W

Node Type  leaf

Data Type boolean I

Access read-write

Presence

Key

Mandatory

Default true

Path ietf-
interfaces/
interfaces/
interface/
enabled

Description  This leaf
contains
the
configured,
desined
state of the
interface. E

IETF 93

After the YANG formatted NETCONF RPC message is generated, Run is selected in order to send it to the
Catalyst 3850. The Catalyst 3850 replies with a Y ANG formatted (human readable) message that state that
the configuration operation was successful (0k).

[ localhost x Mike
e C | (@ localhost:B0B8/static/YangExplorer.html 1t :
—— [ o] [ [ e ] ™
. : - . . =
¥ Riotf-interfaces Operations | Device Settings Name enabled o
¥ Einterfaces 4]
— Brofile Create device profile (| Nede Type ol L
¥ interface =
Data Type boolean
/" name GigabitEthernet1/0/16 Plathorm BEGE -
P iption Acocess read-write
descripti =
Port I
oo ianaift:ethermetCsmacd Host 172.16.167.175 830 Presence
o : :
Username | ciscol Password | ciscol Kay
- ink-up-down-trap-enable Mandatory
* & interfaces-state
0 NetConf () RestConf Default true
)| Encoding | Conssle Il path it
<rpc-reply message-id="urn:uuid:detcd4al-dalc-4bd7-aal8-98360edab663" interfaces/
xmlns="urn:ietf:params:xml :ns:netconf tbase:l.0™ .
ymins:ne="urn:ietf:params:xml :ns:netconf :base:1.0"> interdfaces/
“ok/> intarface/
</rpc-reply>
enabled
T Description  This leaf
containg
the
configured,
/‘-—-—-—-.\ desired
- interdface.  [¥]
Status : Recieved HTTP Result for request: run-rpe IETF 93

In order to confirm that the change took place, the configuration can be checked. A get-config operation



(Oper) can be used where the Catalyst 3850 replies back that the interface GigabitEthernet 1/0/16
configuration has enabled = false now which means that the interface was shut down.

p Tip: In general, when it is not clear what format the Values can be in the Explorer section of the Y ang
Explorer application, dumping the Y ANG formatted Catalyst 3850 configuration, as shown, is a good
way to determine what they are before an attempt is made to modify them. The right hand side of the
next screens provide some descriptions and dependencies for these values as well in the Property and

Value columns.

[ localhost L —
< C | (D localhost:8088/static/YangExplorer.htm o i
Yo Exlre 04608l e O 8 e
Explorer | Values | of | Buid Collections I Manage Models ] | Property |Value
¥ Rietf-interfaces l Oparations | Device Settings Mame interface
=
¥ e interfaces 12 | Node Type list
p— Profile _ Create device profile
¥ i interface <get-config>
Data Type
4 name GigabitEthemet1/0/16 Platform _ =
Access read-write
¥ description I
Port
~ type ianaift:ethernetCsmacd hest 172.15.167.175 830 Presence
4 I
enabled Username | ciscol Password | ciscol Koy
# |ink-up-down-trap-enable v| | Mandatory
[ [ |
iterfaces-sate @ NetCont O RestCon Scrt Deouit
| Encoding | Console | path ieti-
ls| interfaces/
interfaces/
interface
Description The list of
tyAr configured
interfaces
—-— on the
_ device.
The

Status : Recieved HTTP Result for request type rpc

& I=|

operational |*

IETF %3

After the YANG formatted NETCONF RPC message is generated, Run is selected in order to send it to the
Catalyst 3850. The Catalyst 3850 replies with a Y ANG formatted message that states that the interface
GigabitEthernet 1/0/16 configuration has enabled = false now which means that the interface was shut

down.




® O ® /[ localhest x Mike

< C | @O localhost:8088/static/YangExplorer.htm! 1
Vg gre 06013t e e s
Explorer Values o]} | = | Collectiors | Menage Models | | Property Value
¥ @ icti-interfaces | Operations | Device Settings | | | Mame interface
¥ & interfaces D
b Mode T list
— Profile Create device profile SRype =
¥ interface <get-config> | Data T
ata Type
» name GigabitEthernet1/0/16 Platform _ 1
. Access read-write
® description
g Port
» oo anaift:ethernetCsmacd Hont TS 18710 830 Presence
¥ anabl
SO Username | ciscol Password | ciscol Key
link-up-down-trap-enable v| | Mandatory
L < 5 -
interfaces-state O MNetConf RestConf Capabilities Default
| Encoding | Console |4 Path ietf-
<rf o= i 4Ta-9940-8305113bfich” interfaces/
interfaces/
interface

Description The list of

configured
interfaces
on the
device.
The
| operational |~
Status : Recieved HTTP Result for request: run-rpc ETF 93

Catalyst 3850 CL 1| Display of the I nterface Configuration both Before and After the Previous
NETCONF/YANG Configuration Change

At the time of the previous Y ang Explorer configuration change operation, thisis output from the CLI of the
Catalyst 3850. Interface GigabitEthernet 1/0/16 was in the default no shutdown state until the NETCONF
RPC message is received as seen in the log message on the Catalyst 3850. After the NETCONF RPC
message is received that contains the Y ANG formatted request to shutdown the interface, the operation is
completed, the interface is shutdown, and the running configuration is modified to reflect this. Thisalso
demonstrates how the confd software process on the Catalyst 3850 converts the received Y ANG formatted
NETCONF RPC message into standard Cisco IOS CLI. This means that a user can still use regular Cisco
IOS CLI to modify the configuration and execute show commands in addition to using NETCONF/YANG
to do the same.

3850-1# show running-config interface gigabitEthernet 1/0/16 O
Building configuration...

Current configuration : 39 bytes O
'O

interface GigabitEthernetl/0/16
Oend

3850-1# show startup-config | begin 1/0/16

Ointerface GigabitEthernetl/0/16 O
!

*Jan 5 17:05:55.345: %DMI-5-CONFIG_I:Switch 1 RO/0: nesd: Configured from NETCONF/RESTCONF by ciscol, t
*Jan 5 17:05:57.335: %LINK-5-CHANGED: Interface GigabitEthernetl/0/16, changed state to administrativel

3850-1# show running-config interface gigabitEthernet 1/0/16
OBuilding configuration...



Current configuration : 49 bytes O
|

Ointerface GigabitEthernetl/0/16 O
shutdown ---------——————-—————————— > the interface is shutdown now
Oend

3850-1#

% Note: The configuration has not been saved (copied from running configuration to the startup
configuration) on the Catalyst 3850 yet.

3850-1# show startup-config | begin 1/0/16

interface GigabitEthernetl/0/16
!

Save the Configuration on a Catalyst 3850

The running configuration can be saved to the startup configuration on the Catalyst 3850 by sending this
Y ANG formatted NETCONF RPC message to the Catalyst 3850 via NETCONF-.

<?xml version="1.0" encoding="utf-8"7>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="cisco/yang/cisco-ia"
</rpc>

Thisis done when you cut and paste this into the Y ang Explorer application as a Custom RPC.



® 0 @ /[ jocalhost:8088/static/YangE: % || Mike

< C | @ localhost:8088 static/YangExplorer.html % H
bt [ Adwin | [ & oot ]

Explorer | Values 7] | Buld [ Cobections | Manags Models — |v-|u¢

¥ fhietf-interfaces [ Operations | Devico Settings ] Nama anabled =

¥ & interfaces

e o R
Data Type boolean
o e
thes
™ = Access read-write

Node Type leaf

# description -
o0 Host 172.16.167.175 Port | 830 Presence
¥ enabled Key
) Username | Ciscol Password | ciscol
¥ ink-up-down-trap-anable Mandatory
* & interfaces-state
Default true =

* ficd.netzonf-monitoring ® NetCont RestConf RPC Scri i
- c Script [ Capabilities
3 N D r——
I E_V_ﬂ-;m_ ——\\\ || interfacesfinterface/

<%l version="1.0% encoding= -8 %> enabled

<rpc xmlna= 1ietf:params:xnl netconf:base:l.0" message-id="">
<cisco-ia!save-config »mlna:cisco-ia="htup://cisco.con/yang/oiaco-1an/>

<frper

Deseription Thig leaf contains the
configured, desired
state of the

interface.

Systems that implement
the IF-MIB use the
value of this

leaf in the ‘running’

/_,.———_\ datastone 1o set

| Status: Clear completed IETF 93

Run is selected in order to send the custom RPC message to the Catalyst 3850 via NETCONF. The Catalyst
3850 replies back with a successful message.

o0 e /[ lacalnost:8088/static Yange:. x D Mike
l(— C | (D localhost 8088 static/YangExplorer.html ; K : |
P ——r— D Y
Explorer | Values Iag.yﬁ Build ] Colloctions | Manage Models | Froperty |Wu¢
* Wistiinterfaces Operations | Dievico Settings ] Mame anabled =

¥ B interfaces

Data Type boolean
o -
the:
™ = Access reac-write

Node Type leaf

# description z
o Host 172.16.167.175 Port | 830 Prasance
# enabled ) i Key
Usarname | Ciscol Password | ciscol
 fink-up-down-trap-anable Mandatory
* £ interfaces-state
Default true —

* fiev.neteonf-monitoring @ NatConf RestCont ities
- RPC Script Capabilities
[ sciotJ capaie: JETN =
|| Encoding | Conscle I interfaces/interface/

wid: 1c492018-3717-4125-a8%ab-d22a0d6 e 204" enabled
toonf:base:l 0"

natcons ibase:l.0">
m/yargfeisco-ia=>Save

Description This leaf comains the
configured, desired
state of the

successful<
- .
™ Ly>

interface.

Systems that implement
the IF-MIB use the
vabse of this

leaf in the ‘running’

datagtore to set

O conte O Oper e e ey |9 - (D D IFA facminSatus

Status : Recieved HTTP Result for request: run-pe IETF 93

A

Catalyst 3850 CL I Display of the Saved Startup Configuration After the Previous NETCONF/YANG
Configuration Save Operation

The startup configuration now matches the running configuration:



3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...

Current configuration :

49 bytes

interface GigabitEthernetl/0/16

shutdown
end

3850-1# show startup-config | begin 1/0/16
interface GigabitEthernetl/0/16

shutdown
|

Configurethe Catalyst 3850 from the CLI

As mentioned previously, the regular Catalyst 3850 CL 1 can still be used to configure the switch and collect
show command data in addition to using NETCONF/Y ANG to do the same. When the Catalyst 3850 CL1 is
used instead of NETCONF/Y ANG to configure the switch, the new running-config is synchronized with the
DataModel Interface (DMI) on the Catalyst 3850 via the syncfd software process.

3850-1# show running-config interface gigabitEthernet 1/0/16
Building configuration...

Current configuration
|

: 49 bytes

interface GigabitEthernetl/0/16

shutdown
end

3850-1# config t

Enter configuration commands, one per line. End with CNTL/Z.
3850-1(config)# interface gigabitEthernet 1/0/16
3850-1(config-if)#no shutdown

3850-1(config-if)# exit

3850-1(config)# exit
3850-1#

*Jan 24 16:39:09.968:
*Jan 24 16:39:13.479:
*Jan 24 16:39:15.208:
*Jan 24 16:39:43.290:
3850-1#

%LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed state to down
%SYS-5-CONFIG_I: Configured from console by console
%DMI-5-SYNC_START:Switch 1 R0O/0: syncfd: External change to running configuratio

%DMI-5-SYNC_COMPLETE:Switch 1 R0/0: syncfd:

The running configuration has been s

The next time the Y ang Explorer application requests a copy of the interface configuration after the CLI
change, the change is reflected properly in the Y ANG output.
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¥ i inmclsn agm-canfigs
Dats Typs
A RBT GigabaEthemat /D4
Arrd Fina - Wi
W description -
L o Haat 17214.167.171 Port | 230 Presonoe
& prabled Key
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Run is selected in order to send the RPC get-config message for GigabitEthernet1/0/16 to the Catalyst 3850
viaNETCONF. The Catalyst 3850 replies back with the GigabitEthernet1/0/16 interface configuration

which shows enabled = true.

[ localhost: 8088 static/YangEx X Mike
L i | @ localhost:B0B8/static/YangExplorer.htmi i
rg o D808 = =
T— T— T i T .
Explorar Values 1 | Property | Value
I Operations | Device Settings = =
> . cisco-process-cpu |4 MName interface =
= ﬂciscn—pw ——
@ Type
S - :
e bl Access read-write =
i Host 172.16.167.178 | Port| 830
* R ciscomvirtual-service Prasence
* Reommon. mpls-static Usarname | ciscol Password | giscol Key
» et -diffserv-classifier L] Mandatory
- ﬁi-et!diﬂsarv-poliw |
MNetConf RestConf - — Default
o ° Coc)
= Path iotf-interf;
¥ & interfaces [ Encoding | Console W s e o
— - interfacesfinterface
T _imerdace <get-config> crpe-reply message-id="urmiveid: 832eibde-T1fe-4063-0bf4-6ead81131951"
/" name GigabitEthernet 1/0/16 iparams:ysl:nsinetesnf base:1.0"> Description  The list of configured
. = interfaces on the
description <interfaces xmlms="urniietf:params:xnlinsiyang:ietf-interfaces”> )
- <interface> device,
type | J16¢/ name>
P anabled fiparans:xnlins:yang:iana-if-
anal The operational state of
AT rans:xalins:iyang:ietf-ip™/> an interface is available
* T interfaces-state xalns="urn:ietf:parans:xmlins:yang:ietf-ip™/> In the
Tace>
* fieif-key-chain finterfaces-state/
» #hietf-netconf-monitoring interface list. If the
2 g-.“g_,.wuﬂg configuration of &

Config (&) Oper

v
£ e

Status : Recieved HTTR Result for request: run-mpe

system-controled
v

[=

e, (D D
| [

T interface cannot be =

IETF 93

3. Check What SNMP MIB Operational Data is Available via GET Request

Operations

The SNMP MIB data that can be returned with NETCONF GET operationsis not user configurable. All



supported SNMP MIBs that are converted into structured data defined by Y ANG data models are part of the
Cisco XE software on the Catalyst 3850. To discover what MIB datais available in GET requests, there are
three options stated. All supported MIBs can include smiv2 in the capability response.

Option 1. The Capabilities button can be selected in the Y ang Explorer application GUI. The Catalyst 3850
replies back with its capability list that contains smiv2 MIB entries.

® O ® | [ localhost:B088/static/YangE: X Mike

i C | (D localhost: B0BB/static/YangExplorer. htm fr i
s cosbisonie o) [_Oteo N g admin N3 Refresh | & guest |
Explorer Values Oparation | Build | Caollections | Manage Models | Property Value
5 R.c'." intorfaces Oiparations | Device Settings | | | Name name
MNode Type loaf
Data Type netconf-datastore-type

Access read-only

Hest 172.16.167.175 Pert | 230 Prasence
Key true
Usernams | ciscol Passward | ciscol
Mandatory true
L M Default
@ HetConf RestConf m Serip: -
Path ietf-netconf-monitoring/
| Encoding | Conscle | | netconf-state/datastores’

e

damstore/nama

Description Mame of the datastore
associated with this list
entry.Name of the
datastore associated with

this list entry.None

g :aniv: VEN-TC MIBInodule=VEN

:

Status ; Rochoved HTTP Result for request: get-cap ETF 93

Option 2. This YANG formatted NETCONF RPC message can be sent to the Catalyst 3850 viaNETCONF
in order to retrieve the capabilities list which includes available smiv2 MIB models.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<get>
<filter type="subtree">
<ncm:netconf-state xmlns:ncm="urn:ietf:params:xml:ns:yang:ietf-netconf-monitoring">
<ncm:capabilities/>
</ncm:netconf-state>
</filter>
</get>
</rpc>

Thisis done when you cut and paste into the Y ang Explorer application as a Custom RPC.



e0e __.a"’D localhost:B088/static/Yang? - x-\".D Mike

€ C | @ localhost: 8088 static/YangExplorer.html =
e
Explorar | Values o [ Buid | Colectons | Manage Modeis Property | Value
> Riotf-interfaces | Operations I Durvice Settings | M name
. ) Node Type leaf
o R
Data Type netconf-datastone-type
Accass read-only
Host 172.16.167.175 Port | 830 Presence
Koy true
Usarnamae | ciscol Password | ciscol
Mandatory true
! Default
(&) NetConf () RestConf Capabiities
EEBED | ..  cecortmonony
Encodi Gnsoly Il netconf-state/datastores/
[#Tieml versi 0" encodings "7 datastore/name
/(:'D{‘ xnlnsg="yurn:ietf:params:xnl netconf:base:l.0" message~-id="">
aget Description  Name of the datastore
<filter type="subtree"> . -
< netconf-state xalnsincw="urn:ietf:parans:ixmlins:yang:ietf-netconf- associated with this list
aonitoring”> - eniry.Name of the
<ncaicapabilities/>
</neninetconi-atate> datastone associated with
</filkez> -
\ </gut> this kst entry.None
po>
O contie O oper EX7D B 9 \9 coomrre TN GETED BT BT
Status : Clear completed IETF 93

Run is selected in order to send the custom RPC message to the Catalyst 3850 viaNETCONF. The Catalyst
3850 replies back with a capability list that includes the smiv2 MIBs supported.

° /[ localhost:8088fstatic/¥angEx % [\ a ]
< & @ localhost:B088/static/YangExplorer.htmi % K :
Explorer ‘ Values o . Build ] Collections ] Manage Models | | Reapasy |v‘u.

* Bietf-interfaces Operations | Daevice Settings Name name

Node Type  leaf

e D e
Data Type netconf-datastore-type
Platform
_ Access read-only

Host 172.16.167.175 Port | 830 Presence

Usarnama | ciscol Password | ciscol |
Mandatory  true

Default
© et © b e T o Jeou i
Path itf-netconf-monitardng/
|| Encoding | Consale I netwoni-state/datastones/
TLLT R SO IT IO S v a s wa e 1o/ CAPID L Lty a daastore/name
<capability>uzn:leti:pazans:xnl insiyang ianivi:BOP4-HIBTmodule=BGR4 - B
MIB&amp;revision=1994-05-05</capability>
n Name of the datast
<capability>urn: ietf:params:xml :ns:yang:amiv2:BRIDGE-MIB? Descriptio RO COmTOe
nodule=BRIDGE-MIBSanp ion=2005-00-10¢/capability> essocisted with this list
<capabilitysurn:ietfrparams:xnal ins:yang:smiv2:CISCO-AAR-SERVER-MIB?
nodule=ClSCO-ARA-SERVER-MIBLanp; revisisns= 17« /capabilitys L entry.Name of the
<capability>urn:ietf:p 1 tyang:smiv2:CISCO-AAA-SESSION-MIB?  [E] . .
nodule=CISCO-AAA-SESST -03-21</capability> dlstavions swocisted with
<capability»u this list entry.None
ACCOUNT ING-MIB7nodule
MIB&amp;revision=2002-07=26</cap:
<capability»u :yhng 1smiv2:CISCO-BGR4-MIB?
nodule=CISCO-BGF4-MIB apability>
<capability>u ) v BRI LLE-NIBT
nodule=CISCO-BULK-FIL 10</capability>
<capability>uzn:iecs; anivi:CISCO-CBP-TARGET-HIB?
nodule-CISCO-CHE-TARGET-| d</capability> -
corte O oo £XZB e e = =
Status : Recioved HTTP Result for reguest: run-rpe IETF 93
L i

Option 3. A list of available MIB models can be viewed in the NETCONF capabilities and Hello message
returned by the Catalyst 3850 in response to an SSH connection from the Centralized Management Platform

(Laptop).



USER1-M-902T:~ USER1$ ssh -s cisco0l1@172.16.167.175 -p 830 netconf
Cisc0l1@172.16.167.175’s password: ciscol

<?xml version="1.0" encoding="UTF-8"?7>
<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>
<capability>urn
<capability>urn
<capability>urn
<capability>urn
<capability>urn
<capability>urn
<capability>urn
--snip--
<capability>urn
<capability>urn
<capability>urn
--snip--
</capabilities>

rietf:
rietf:
rietf:
rietf:
rietf:
rietf:
rietf:

ietf:
ietf:
ietf:

params:
:netconf:base:1.1</capability>
params:
params:
params:
params:
params:

params

params:
:xml:
params:

params

netconf:base:1.0</capability>

netconf:capability:writable-running:1.0</capability>
netconf:capability:xpath:1.0</capability>
netconf:capability:validate:1.0</capability>
netconf:capability:validate:1.1</capability>
netconf:capability:rollback-on-error:1.0</capability

xml:

xml:

<session-i1d>2870</session-id></

Use < AC > to exit

ns:yang:smiv2:CISCO-CONFIG-MAN-MIB?module=CISCO-CONFIG-MAN-MIB&amp; revi
ns:yang:smiv2:CISCO-CONTEXT-MAPPING-MIB?module=CISCO-CONTEXT-MAPPING-MI
ns:yang:smiv2:CISCO-DATA-COLLECTION-MIB?module=CISCO-DATA-COLLECTION-MI

hello >11>11>

L oad Additional YANG Data Models

Thislink contains additional Y ANG data model files. These files alow additional operations to be executed
viaNETCONF/Y ANG that relates to other Catalyst 3850 features such as to configure | Pv4 unicast routing,

QoS, and so on.

GitHub Yang Models

The standard (common, Internet Engineering Task Force (IETF)) models that apply to all vendors can be
found by choosing standard, ietf, rfc. This provides the standards based Y ANG data models taken from
RFC publications by the IETF standards body.

GitHub Yang Models Tree Master Standard

The Cisco native (device, vendor specific) models can be found by selecting vendor, cisco, xe, 1632. This
provides the proprietary Y ANG data models for Cisco 10S XE software version 16.3.2 for the Catalyst

3850.

GitHub Yang Models Yang Tree Master Vendor



https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/standard/ietf/RFC
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1632

® e O yang/vendor/ciscolxef1632.. -+

(- 1 & GitHub, Inc. (US) ttps:figithub.com/YangModels{yang/tree, sterfvend i ;’ciscnyangmudels > ﬁ' E + #H 6 - =
<> Code ssues M Pull requests 1 Projects 0 Fulse Graphs
Branch: master~  yang /[ vendor [ cisco [ xe [ 1632 § Find file  History

elease Yang Models Latest commit s5bd294 on Mov 28, 2016

MIBS Cisco I0S XE 16.3.2 Release Yang Models
README.md Cisco 105 XE 16.3.2 Release Yang Models
cat3k-netconf-capability. xm

check-models.sh
cisco-acl-oper.yang

cisco-bfd-state.yang

cisco-bgp-sta

cisco-bric

cisco-brid

cisco-cfm-stats-dev.yang

cisco-cfm ats.yang

cisco-checkpoint-archive.yang
BNC.

These files can be downloaded onto the Centralized Management Platform (Iaptop) and then, in turn loaded
into the Y ang Explorer application. There are two ways to do this. The first isto load in the various YANG
datamodd filesindividually, the second is a bulk loading of al thefiles.

1. Load the Various YANG Data Model Files Individually

p Tip: rawait can be required to download the files from Github. To download files from github select
the Raw button associated with the YANG file. If aURL is given instead of afile download option,
the URL can be pasted into rawait which can in turn provide a production URL . Paste this new
production URL into a browser and it can provide the file download option.

In this example, cisco-ethernet.yang has already been downloaded from github onto the Centralized
Management Platform (laptop). Here are the steps to load the file into the Y ang Explorer application GUI
and then Subscribeto it so that it isloaded into the Explorer section of the tool.

p Tip: NETCONF capabilities functionality can be used to determine which data models are supported
by the Catalyst 3850 software. See section 2. of Configuring the Centralized Management Platform

(laptop).
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[] iethinterfaces@2013-12-23,yang lsubscribed|
Presence
1 ietf-netconf-monitoring@2010-10-04.yang
(] ietfyang-types.yang ey
Mandatory
Default
Path
| Description
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€« C | @ localhost: 08¢
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Showing & models Mode Type
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T . Access
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(] ieth-netconf-monitoring®2010-10-04.yang Key
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Default
Path
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Status : Recerved HTTP Result for module mauest ETF 93

2. Bulk Load of All the YANG Data M odel Filesat Once

This procedure is also mentioned in section 5.2.2 here: github.

From aterminal prompt on the centralized management platform (Iaptop - Apple MacBook Pro running
macOS Sierra10.12.2):

USER1-M-902T:~ USER1$ cd yang-explorer O
USER1-M-902T:yang-explorer USER1$ cd server O
USER1-M-902T:server USER1$ python manage.py bulkupload --user guest --git https://github.com/YangModels

Git upload .. O

Cloning into '/Users/USER1/yang-explorer/server/data/session/tmpk7vV406'...
Oremote: Counting objects: 5610, done. O

remote: Total 5610 (delta 0), reused 0 (delta 0), pack-reused 5610 O
Receiving objects: 100% (5610/5610), 11.80 MiB | 2.34 MiB/s, done. O
Resolving deltas: 100% (3159/3159), done. O

Checking out files: 100% (3529/3529), done.

OCleaning up /Users/USER1/yang-explorer/server/data/session/tmpk7V406 O
Compiling : user: guest, file: /Users/USER1/yang-explorer/server/data/session/tmpHTAEP3/cisco-acl-oper.
ODEBUG: root:Compiling session dependency ...

0//anaconda/bin/pyang O

DEBUG:root:Rebuilding dependencies for user guest

O--snip--

All of the Y ang data models are now seen in the Y ang Explorer application GUI. The files associated with
the features of interest can be selected when you click Subscribe which then adds them into the Explorer
section of the tool.


https://github.com/

p Tip: NETCONF capabilities functionality can be used to determine which data models are supported
by the Catalyst software. See section 2. of Configuring the Centralized Management Platform

(laptop).
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Other tasks can now be completed such as to generate the NETCONF/Y ANG RPC required to save the
configuration on the Catalyst 3850. This is done when you select the save-conf RPC in the Explorer section



on the left hand side of the Y ang Explorer application. Then, RPC is selected to generate the YANG
formatted NETCONF RPC that can be sent to the Catalyst 3850 via NETCONF to save the configuration on

the Catalyst 3850.
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Run is selected to send the custom RPC message to the Catalyst 3850 via NETCONF. The Catalyst 3850
replies back with a successful message.
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Notable YANG Data M odels

cisco-ia.yang Data M odel

Here are some RPC examples for the cisco-ia.yang data model. They are notable since they involve
operations such as to save the Catalyst 3850 configuration, to synchronize the Catalyst 3850 running-config
to the local Data Model Interface (DMI) data store, and reset the DM interface on the Catalyst 3850.

Thefirst step isto Subscribe to the cisco-ia.yang data model so that it appears in the Explorer section on the
left of the Y ANG Explorer application GUI.
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Once the cisco-ia data model is expanded in the Explorer section on the left of the Y ANG Explorer
application GUI, the various operational options are seen. As an example, to use one of the available cisco-
ia.yang data model options, the save-config operation is selected and the associated RPC is generated when
you select the RPC button.
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Next, Run is selected in order to send the RPC message to the Catalyst 3850 viaNETCONF. The Catalyst

3850 replies back with a successful message to let the user know the operation was successful.
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All of the various cisco-ia.yang data model operations are described here:
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sync-from - This RPC causes the NETCONF interface on the Catalyst 3850 to synchronize the NETCONF
datastore representation of the device running configuration with the running configuration on the device.
Both of these exist on the Catalyst 3850 itself.



<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:sync-from xmins:cisco-ia
</rpc>

The default behavior of this RPC is to perform a sync without-defaults which causes the output of a show
running-config command sent to the device to be synced with the NETCONF datastore. If sync-defaultsis
present, the NETCONF interface a so reads the default configuration information provided by feature code.
In most cases this option is not used. Typically thiswould only be used if the NETCONF interface user
wanted to use the NET CONF replace commands to replace complete sections of the device configuration.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:sync-from xmlns:cisco-ia/>
<cisco-ia:sync-defaults/>
</cisco-ia:sync-from>
</rpc>

save-config - This RPC executes awrite memory (copy running-config startup-config) command to save the
current device running configuration to the device startup-configuration.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmins:cisco-ia
</rpc>

checkpoint - This RPC causes the NETCONF interface to save the running configuration to non-volatile
storage using the Cisco 10Sd built-in configuration archive feature.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:checkpoint xmlns:cisco-ia
</rpc>

rollback - This RPC causes the NETCONF interface to rollback the running-configuration of the deviceto a
running configuration that was saved with the checkpoint RPC or any other valid running configuration
saved on the device.

target-url string (name of the saved checkpoint file)
verbose? Boolean (show detail during rollback process)
nolock? Boolean (lock configuration)

revert-on-error? Empty (if error occurs during rollback, leave running unchanged)
revert-timer? intlé (time in seconds before revets to the original configuration)



<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:rollback xmlns:cisco-ia=
<cisco-ia:target-url>saved-config</cisco-ia:target-url>
<cisco-ia:verbose>true</cisco-ia:verbose>
<cisco-ia:nolock>true</cisco-ia:nolock>
<cisco-ia:revert-on-error></cisco-ia:revert-on-error>
<cisco-ia:revert-timer>10</cisco-ia:revert-timer>
</cisco-ia:rollback>
</rpc>

revert - This RPC causes the NETCONF interface to change the revert-timer from the rollback RPC. This
cancels the timed rollback and triggers the rollback immediately, or reset parameters for the timed rollback.

now? empty
timer? 1intl6
idle? intl6

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:revert xmlns:cisco-ia
<cisco-ia:now/>
<cisco-ia:timer>10</cisco-ia:timer>
<cisco-ia:idle>60</cisco-ia:idle>
</cisco-ia:revert>
</rpc>

reset - The NETCONF interface can be restarted with this RPC. If reinitialize is true, the NETCONF
interface clears all the state information that exists in the writable-running datastore. If false (the default) the
NETCONF configuration datastore state information is preserved.

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:reset xmlns:cisco-ia
<cisco-ia:reinitialize>true</cisco-ia:reinitialize>
</cisco-ia:reset>
</rpc>

N Note: Some Cisco platforms or Cisco 10S software versions cannot support all of the given
functionality at this time. For example, when you send the previous reset to a Catalyst 3850 running
IOS 16.3.3, “Reset not supported” error is returned by the Catalyst 3850 to the Centralized
Management Platform (Iaptop) as an RPC reply.

<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>
<nc:error-tag>operation-failed</nc:error-tag>



<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:cisco-ia

<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">Reset not supported</nc:er

<nc:error-info>
<nc:bad-element>reset</nc:bad-element>
</nc:error-info>
</nc:rpc-error>

ned.yang Data M odel

The Network Elements Driver (NED) data models such as ned.yang provide the most power in terms of the
Cisco device (Catalyst 3850) configuration. Here are some screencaptures that demonstrate this.

Thefirst step isto Subscribe to the ned.yang data model so that it appears in the Explorer section on the left
of the YANG Explorer application GUI.
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Scrolling through the available options in the Explorer section on the | eft side of the YANG Explorer
application, GUI shows along list of configurable Catalyst 3850 features in the ned.yang data model.
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As an example, these screencaptures demonstrate how to display the OSPF routing configuration of the
Catalyst 3850 after first scrolling down the list of available ned.yang data model configuration optionsin the
Explorer section on the left side of the Y ANG Explorer application GUI. The ospf sub-option islocated
inside of the router option. The associated get-config RPC is generated when you select the RPC button.
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Next, Run is selected in order to send the RPC message to the Catalyst 3850 via NETCONF. The Catalyst

3850 replies back with its OSPF routing configuration.
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Hereis an expansion of the OSPF routing configuration returned by the Catalyst 3850 in response to the get-
config RPC operation.

<rpc-reply message-id="urn:uuid:0e2c04cf-9119-4e6a-8c05-238ee7f25208" xmlns="urn:ietf:params:xml:ns:net
<data>

<native xmlns>
<router>
<ospf>
<id>100</1id>
<redistribute>
<connected>
<redist-options>
<subnets/>
</redist-options>
</connected>
</redistribute>
<network>
<ip>10.10.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.20.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
<network>
<ip>10.100.0.0</1ip>
<mask>0.0.255.255</mask>
<area>0</area>
</network>
</ospf>
</router>
</native>



</data>
</rpc-reply>

The YANG formatted OSPF routing configuration that was retrieved from the Catalyst 3850 viaNETCONF
is human readable and matches what is seen when you look at the Catalyst 3850 configuration via the
Catalyst 3850's CLI.

<#root>

3850-1#

show runni ng-config | section ospf

router ospf 100

redistribute connected subnets
network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0
network 10.100.0.0 0.0.255.255 area 0
3850-1#

If desired, the ned.yang data model can also be used to modify the OSPF routing configuration. In this
example, new network parameters are added to the existing OSPF routing configuration on the Catalyst
3850 by first entering the desired parameters in the Explorer section of the Y ang Explorer application GUI
on the left (OSPF router 1D 100 was also input but is not seen due to Explorer screen scrolling) and then
generating the associated Y ANG formatted RPC and hit the RPC button.
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Next, Run is selected in order to send the RPC message to the Catalyst 3850 viaNETCONF. The Catalyst
3850 replies back with an ok message to let the user know the operation was successful.
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ThisNETCONF/YANG RPC operation to modify the OSPF routing configuration via the ned.yang data
model isreflected in the Catalyst 3850 configuration as seen viathe Catalyst 3850's CLI. Thereisalso a
syslog message on the Catalyst 3850 that indicates that a configuration change was made via NETCONF.

3850-1#
*Jan 30 14:13:41.659: %DMI-5-CONFIG_I:Switch 1 RO/0: nesd: Configured from NETCONF/RESTCONF by ciscol,

3850-1# show running-config | section ospf
router ospf 100

redistribute connected subnets

network 10.10.0.0 0.0.255.255 area 0
network 10.20.0.0 0.0.255.255 area 0

network 10.30.0.0 0.0.255.255 area 0 ------ > new line added to OSPF configuration
network 10.100.0.0 0.0.255.255 area 0
3850-1#

Refer to the save-config operation mentioned in the previous section cisco-ia.yang Data Model for details on
how to save the running-config to the startup-config on the Catalyst 3850 via NETCONF/Y ANG.

Python Scripting

Generate a Python Script from the Yang Explorer Application GUI

The Y ang Explore application GUI can aso be used to generate a Python script for agiven
NETCONF/Y ANG operation. A key benefit of Python scripting isthat it allows for the orchestration and
automation of NETCONF/Y ANG operations.

In this example, a save-config operation is selected in the Explorer window on the left hand side of the Y ang



Explorer application GUI on the centralized management platform (laptop). Next, the Script button is
selected to generate the Python script. The Copy button can then be selected to copy the script so that it can
in turn be pasted into afile that can be saved on the centralized management platform (Iaptop) with a Python
.py file extention. For this example, (not shown) this file has been named example.py.

% Note: In the next example that uses Platform type other in the GUI resulted in an error when running
the Python script. As aresult, the"Platform type was changed to csr since the Cisco CSR router also
runs Cisco 10S XE software just as the Catalyst 3850 does. This avoided the error.
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Hereis an expansion of the Python script that was generated and then copy and pasted into afile called
example.py on the centralized management platform (laptop).

% Note: The comments at the start of the example.py file that was generated by the Y ang Explorer
application GUI include the steps required to run the Python script. The payload includes the
NETCONF/Y ANG operation that the script can execute. In this example it is a save-config operation.

mirn D
Netconf python example by yang-explorer (https://github.com/CiscoDevNet/yang-explorer)

Installing python dependencies: O
> pip install Txml ncclient

Running script: (save as example.py) O
> python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830 O

import 1xml.etree as ET O

from argparse import ArgumentParser O
from ncclient import manager

Ofrom ncclient.operations import RPCError



payload =
D”""

O<save-config xmlns

if _name__ == '_main_":
parser = ArgumentParser(description="'Usage:"')
# script arguments O

parser.add_argument('-a', '--host', type=str, required=True, O
help="Device IP address or Hostname") O

parser.add_argument('-u', '--username', type=str, required=True, O
help="Device Username (netconf agent username)") 0O

parser.add_argument('-p', '--password', type=str, required=True, O

help="Device Password (netconf agent password)'") O
parser.add_argument('--port', type=int, default=830, O
help="Netconf agent port") O
args = parser.parse_args(Q

# connect to netconf agent O

with manager.connect(host=args.host, O
port=args.port, O
username=args.username, 0O
password=args.password, 0O
timeout=90, O
hostkey_verify=False, O
device_params={'name': 'csr'}) as m:

# execute netconf operation

dtry: O
response = m.dispatch(ET.fromstring(payload)).xml O
data = ET.fromstring(response) 0O

except RPCError as e: O
data = e._raw

# beautify output

Oprint(ET.tostring(data, pretty_print=True))

Run a Python Script from the Centralized Management Platform (L aptop)

Hereisthe Catalyst 3850 CLI check before you run the Python script example.py that can save the running-
config to the startup-config. At this point, the shutdown command is in the running-config but not in the
startup-config for interface GigabitEthernet1/0/10.

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!
interface GigabitEthernetl/0/10
shutdown
end

3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10
|

interface GigabitEthernetl/0/11
|

interface GigabitEthernetl/0/12
!



interface GigabitEthernetl/0/13
!

From aregular terminal prompt on the centralized management platform (laptop), the Python file
example.py that was generated by the Yang Explorer application GUI isfirst copied to the yang-explore
directory on the laptop.

USER1-M-902T:~ USER1$ pwd

/Users/USER1

USER1-M-902T:~ USER1$ cp /Users/USER1/Desktop/example.py /Users/USER1/yang-explorer
USER1-M-902T:~ USER1$ cd yang-explorer
USER1-M-902T:yang-explorer USER1$ Ts -1

total 112

-rw-r--r-- 1 USER1 staff 11358 Jan 4 17:59 LICENSE
-rw-r--r-- 1 USER1 staff 13635 Jan 4 17:59 README.md
drwxr-xr-x 12 USER1 staff 408 Jan 4 17:59 YangExplorer
drwxr-xr-x 7 USER1 staff 238 Jan 4 17:59 default-models
drwxr-xr-x 3 USER1 staff 102 Jan 4 17:59 docs

-rw-r--r-- 1 USER1 staff 72 Jan 4 17:59 env.sh
-rw-r--r--@ 1 USER1 staff 1990 Jan 30 17:50 example.py
-rw-r--r-- 1 USER1 staff 207 Jan 4 17:59 requirements.txt
drwxr-xr-x 11 USER1 staff 374 Jan 5 14:37 server
-rwxr-xr-x 1 USER1 staff 4038 Jan 4 17:59 setup.sh
-rwxr-xr-x 1 USER1 staff 640 Jan 4 17:59 start.sh
drwxr-xr-x 5 USER1 staff 170 Jan 4 18:00 v
USER1-M-902T:yang-explorer USER1$

Next, from aregular terminal prompt on the centralized management platform (laptop), these two
commands are executed which were provided in the comment section at the start of the example.py file that
was generated by the Y ang Explorer application GUI (refer to the previous section, Generating a Python
Script from the Y ang Explorer Application GUI).

USER1-M-902T:yang-explorer USER1$ pip install Ixml ncclient
Collecting 1xml

Downloading 1xml1-3.7.2.tar.gz (3.8MB)

100% | [N EEEEEEEER | VB 328KkB/s

Collecting ncclient

Downloading ncclient-0.5.3.tar.gz (63kB)

100% | [NEEEEEEEERR, 7118 3.5MB/s

Requirement already satisfied: setuptools>0.6 in /Library/Frameworks/Python.framework/Versions/2.7/11ib
Collecting paramiko>=1.15.0 (from ncclient)

Downloading paramiko-2.1.1-py2.py3-none-any.whl (172kB)

100% | [N | 174kB 3.1MB/s

Collecting six (from ncclient)

Using cached six-1.10.0-py2.py3-none-any.whl

Collecting cryptography>=1.1 (from paramiko>=1.15.0->ncclient)

Using cached cryptography-1.7.2-cp27-cp27m-macosx_10_6_intel.whl
Collecting pyasnl>=0.1.7 (from paramiko>=1.15.0->ncclient)

Using cached pyasnl-0.1.9-py2.py3-none-any.whl

Collecting cffi>=1.4.1 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)
Using cached cffi-1.9.1-cp27-cp27m-macosx_10_10_intel.whl

Collecting enum34 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)
Using cached enum34-1.1.6-py2-none-any.whl



Collecting ipaddress (from cryptography>=1.1->paramiko>=1.15.0->ncclient)

Using cached ipaddress-1.0.18-py2-none-any.whl

Collecting idna>=2.0 (from cryptography>=1.1->paramiko>=1.15.0->ncclient)

Using cached idna-2.2-py2.py3-none-any.whl

Collecting pycparser (from cffi>=1.4.1->cryptography>=1.1->paramiko>=1.15.0->ncclient)

Downloading pycparser-2.17.tar.gz (231kB)

100% | I | 2:5kB 2.6MB/s

Installing collected packages: 1xml, six, pycparser, cffi, pyasnl, enum34, ipaddress, idna, cryptograp
Running setup.py install for 1xml ... -

done
Running setup.py install for pycparser ... done
Running setup.py install for ncclient ... done

Successfully installed cffi-1.9.1 cryptography-1.7.2 enum34-1.1.6 idna-2.2 ipaddress-1.0.18 1xml1-3.7.2
USER1-M-902T:yang-explorer USER1$

The 2nd command runs the Python script example.py against the Catalyst 3850 at |P address 172.16.167.174
with the username/password ciscol/ciscol via TCP port 830 (netconf-ssh). The Catalyst 3850 sends an RPC
reply back to the centralized management platform (laptop) that the save-config operation was successful.

USER1-M-902T:yang-explorer USER1$ python example.py -a 172.16.167.174 -u ciscol -p ciscol --port 830

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns:nc="urn:ietf:params:xml:ns:netconf:bas
</result>
</rpc-reply>

USER1-M-902T:yang-explorer USER1

Hereisthe Catalyst 3850 CLI check after you run the Python script example.py that saved the running-
config to the start-up config. The shutdown command is now present in both the running-config and the
startup-config for interface GigabitEthernet1/0/10 due to the successful save-config NETCONF/YANG
operation.

3850-1# show running-config interface gigabitEthernet 1/0/10
Building configuration...

Current configuration : 49 bytes
!
interface GigabitEthernetl/0/10
shutdown
end

3850-1# show startup-config | begin 1/0/10
interface GigabitEthernetl/0/10

shutdown

|

interface GigabitEthernetl/0/11
|

interface GigabitEthernetl/0/12
|

interface GigabitEthernetl/0/13
!



Troubleshoot

This section provides information you can use to troubleshoot your configuration.

NETCONF Error Messages

The NETCONF protocol defines a set of operations and messages that are exchanged between the
NETCONF Client (Centralized Management Platform (Iaptop)) and the NETCONF implementation on the
Server device (Catalyst 3850). Commonly used NETCONF operations include:

<get>, <get-config>, <edit-config>, and <rpc>

The format and other constraints on the NETCONF message content are defined by Y ANG data models.
The NETCONF Client and Server interact by sending RPCs.

If thereisan error in the format of NETCONF message, or the content of the message does not match the
definitionsin the Y ANG data models implemented by the device, the NETCONF server on the device can
return an RPC error.

<error-type>application</error-type>

These RPC errors do not indicate that the NETCONF interface is not working, these errors indicate that the
client istrying to perform an operation that is not supported by the YANG data models implemented on the
server device. Users must review the Y ANG data models implemented on the server device to identify and
resolve the causes for these errors.

RPC Error Example

In this example an incorrect Interface type ianaift:fastEtherFX is used to generate the Y ANG formatted
<edit-config> NETCONF RPC message to send via NETCONF to the Catalyst 3850.
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Once Run is selected to send the RPC message to the Catalyst 3850, the Catalyst 3850 replies with an error

message.
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Here isthe error that was returned by the Catalyst 3850. Notice that it contains an error tag “ operation-
failed” and further detail that concerns the error says “Unsupported - value must be ethernetCsmacd or
softwarel oopback" </nc:error-message>".

<#root>



<nc:rpc-error xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:error-type>application</nc:error-type>
<nc:error-tag>operation-failed</nc:error-tag>
<nc:error-severity>error</nc:error-severity>
<nc:error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:int
<nc:error-message lang="en" xmlns="https://www.w3.0rg/XML/1998/namespace">/interfaces/interface[name:

"Unsupported - val ue nust be ethernetCsnmacd or softwarelLoopback"</nc:error-nessage>

<nc:error-info>
<nc:bad-element>type</nc:bad-element>
</nc:error-info>
</nc:rpc-error>

Next, let usfix the error and specify the correct interface type ianaift:ethernetCsmacd in The RPC message
sent to the Catalyst 3850 so that the Catalyst 3850 replies with an ok message instead of an error.
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Thistime, once Run is selected to send the RPC message to the Catalyst 3850, the Catalyst 3850 replies
with an ok message to indicate that the operation was successful.
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Tip: When unsure what the correct Explorer Values format can be, the configuration that exists can be
looked at before you attempt to make a change to it’s parameters. This can be done with the get-
config operation (Oper) as shown.
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Once Run is selected to send the RPC message to the Catalyst 3850, the Catalyst 3850 replies with the
Y ANG formatted interface configuration which shows that interface type is ianaift:ethernetCsmacd.
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Other RPC Error Type Examples

1. "In-use" (config-locked) RPC Error Reply Message

ThisisaNETCONF error response to an <edit-config> request. The <error-tag> indicates "in-use”. The
response indicates that the server device (Catalyst 3850) NETCONF running datastore is currently locked
and the NETCONF <edit-config> operation could not be performed at this time. This does not indicate an
error in the NETCONF interface implementation. If a NETCONF client attempts awrite to the NETCONF
running datastore when the datastore isin use, the client receives this RPC response. The NETCONF client
can retry the NETCONF edit-config message. This response can be received when the device is performing
async-from-device internal operation to synchronize the NETCONF running datastore with the device 10Sd

configuration.

NETCONF Response from server (Catalyst 3850) to client (Centralized Management Platform (L aptop)).

<?xml version="1.0" encoding="utf-8"?>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">

<rpc-errorx>
<error-type>application</error-type>
<error-tag>in-use</error-tag>
<error-severity>error</error-severity>
<error-app-tag>config-Tocked</error-app-tag>
<error-info>

<session-id>0</session-id>
</error-info>
</rpc-error>
</rpc-reply>

2. "Data-missing” RPC Error Reply Message



In this example, an <edit-config> RPC was sent to the Catalyst 3850 for a loopback interface that was not
configured. An error was returned since you cannot configure an interface that does not exist on the Catalyst
3850.

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="3">
<rpc-error>
<error-type>application</error-type>
<error-tag>data-missing</error-tag>
<error-severity>error</error-severity>
<error-path xmlns:if="urn:ietf:params:xml:ns:yang:ietf-interfaces">/rpc/edit-config/config/if:inte
<error-message xml:lang="en">/interfaces/interface[name="Loopbackl111l']/type is not configured</er
<error-info>
<bad-element>type</bad-element>
</error-info>
</rpc-error>
</rpc-reply>

3. "Missing Data Model" RPC Error Reply Message

If arequest is made for a data model that does not exist on the Catalyst 3850 or arequest is made for aleaf
that is not implemented in a data model, the Server (Catalyst 3850) responds with an empty data response.
Thisis expected behavior.

p Tip: Use the NETCONF capabilities functionality to determine which data models are supported by
the Catalyst software. See section 2. of Configuring the Centralized Management Platform (laptop).

<?xml version="1.0" encoding="utf-8"7>
<data xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"/>

4. "Invalid-value" RPC Error Reply Message

In some cases a NETCONF message can contain content that is valid based on the Y ANG data models,
however, the device (Catalyst 3850) is unable to implement what is requested. When the NETCONF
interface on the Catalyst 3850 sends configurations to |OSd that 10Sd can’'t successfully apply, a specific
RPC error response is returned to the NETCONF Client.

In this example, an invalid logging buffered value of bogusis sent in the RPC message to the Catalyst 3850.
The error-tag in the reply from the Catalyst 3850 indicates invalid-value. The error-message indicates that
the Catalyst 3850 |OS Parser was unabl e to configure the logging buffered severity level to bogus since this
isnot avalid value.

<?xml version="1.0" encoding="utf-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="6">
<rpc-error>
<error-type>application</error-type>
<error-tag>invalid-value</error-tag>
<error-severity>error</error-severity>
<error-message xml:Tlang="en">inconsistent value: Device refused command "Togging buffered bogus" a



</rpc-error>
</rpc-reply>



