Troubleshoot DNA Center And CMX Server
With Playback

Contents

Introduction

Prerequisites

Requirements

Components Used

Troubleshoot

DNA Center

Step 1. Verify DNA Maps Service status on DNAC CLI

Step 2. Verify CMX Server is configured on DNA Center Web GUI and it is reachable by ping
Step 3. Turn ON dna-maps debugging level

Step 4. Start collecting service logs for analysis

Step 5. Trigger the DNAC API to send the GET request to the CMX Server. On DNAC Web GUI
Related Information

Introduction

This document describes the basic configuration and troubleshooting for Playback feature on a
Digital Network Architecture Center (DNAC) and Connected Mobile Experience (CMX) Server
integration.

Playback is part of the CMX location services which provides end host live location and tracking
over Wireless floor maps which can be integrated with DNA Analytics functionality.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:
- DNA Center and CMX must be already integrated.

- Floor map have been added or imported on DNAC WebGUI > Design > Network Hierarchy
section.

- End hosts are displayed on the corresponding map.
- Basic linux foundation.
Components Used

The information in this document is based on these software and hardware versions:



- DNA Center running version 2.1.2.5

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document have been configured for testing purposes. If your network is
live, ensure that you understand the potential impact of any command.

Troubleshoot
This section provides information you can use in order to troubleshoot your configuration.
DNA Center

Step 1. Verify DNA Maps Service status on DNAC CLI

$ magctl appstack status | egrep "STATUS|dna-maps-service“

NAMVESPACE NAME READY STATUS RESTARTS AGE | P NODE NOVI NATED NODE

fusi on dna-maps-service-7d££49d6b6-58qjb 1/ 1 Running 3 133d
<none>

It would be required to have service in Ready and Running Status.

$ magctl service status dna-maps-service
Narme: dna- maps-servi ce- 7df f d9d6b6- 58qj b
Namespace: fusion

Node:

Start Tinme: Tue, 01 Dec 2020 19:43:27 +0000
Label s: pod-tenpl at e-hash=3899858262

servi ceNane=dna- naps- servi ce
version=7.14.117. 62009

Annot ati ons: <none>

St at us: Running

| P:
Controll ed By: ReplicaSet/dna-maps-service-7df fdod6b6
Cont ai ners:

dna- maps- servi ce:

Cont ai ner I D: docker://ddbe6999823a6830983611c1900c4a5d255b40b5a1957bef 2d2ecddcd606a0b9

I mage: nagl ev-regi stry. magl ev-system svc. cl uster. | ocal : 5000/ f usi on/ dna- naps-

service: 7.14.117. 62009

I mage I D: docker-pullable://mgl ev-regi stry. magl ev-system svc. cl uster. | ocal : 5000/ f usi on/ dna-
maps- servi ce@ha256: 0b6510¢1c29d260492647b586f f b714f 1689ae7ec9d5f 63905bb0ad4dac738c9

Ports: 22222/ TCP, 11111/ TCP

Host Ports: 0/ TCP, 0/ TCP

State: Running

<Output omitted>

Condi ti ons:

Type Status
Initialized True
Ready True

Cont ai ner sReady True
PodSchedul ed True

<Output omitted>



Events: <none>

Note: It is recommended to run this set of commands a couple of times (each 10 minutes) to
ensure the service is not having constant restarts. In case the service is reloading constantly,
refer to the second command to verify the last service Events section for more detail.

Step 2. Verify CMX Server is configured on DNA Center Web GUI and it is reachable by ping

1. Click on the == icon on the top left of the DNAC Web GUI.

2. Go to System > Settings > DNA Spaces/CMX Servers.

3. Confirm the CMX Server/s are added into the correct section and marked as Registered status.
4. From DNAC CLI ping the CMX Server.

5. Click on the == icon on the top left of the DNAC Web GUI.

6. Go to Design > Network Settings > Wireless.

7. Confirm on the DNA Spaces/CMX Servers section that the desired server is Selected and
Saved on the Global Hierarchy or the desired site.

Step 3. Turn ON dna-maps debugging level
1. Click on the = icon on the top left of the DNAC Web GUI

2. Go to System > Settings > Debugging logs.

3. On Service list, select dna-maps-service. Then select Debug as Logging Level and define a
timestamp.



= Cisco DMNA Center System . Settings

4 Search Settings Settings | System Configuration

Debugging Logs

Use this form to configure the logging of Cisco DNA Center internal processes and arrors.
viklanage

System Configuration W
dna-maps-service L
Debugging Logs
High Availability Logger Mama*
COM.CISCO
Integration Settings
Login Message
Praxy Config Debug -
System Health Notifications
Terms and Conditions e 30 Mins W

Telematry Collaction

Trust & Privacy v m

4. Click on Save and this will automatically start debugging our selected service.

Note: Before DNAC version 2.1.2.x (Wolverine), running dna-maps debugging is not
supported through DNAC Web GUI. So, it is required to turn ON service debugs manually on
DNAC CLI

To generate debug level on dna-maps-service we would need to connect to DNAC CLI and modify
the API parameters to the needed value:

Generate Authentication Token

$ curl -s -k -u admin -X POST https://<bpNac_1IP>/ dna/ system api/vl/auth/token | jq -r .Token

Use the following CURL command to enable debugging for the dna-maps-service. Ensure that the
response comes back as a 200 OK

$ curl -k -i -X POST 'https://<DNAC_IP>/ api/vl/ dna- maps-
servicel/testing/l oggi ng/l evel ?l oggi ngLevel =5 ' --header ' X- Aut h-
Token: <TOKEN_FROM_PREVIOUS_STEP>' --form' Content-Type='

Example:

$ curl -k -i -X POST 'https://x.x.x.x/api/vll dna-maps-

servicel/testing/logging/level ?l oggi ngLevel =5 ' --header 'X-Auth

Token: eyJOeXAi G JKV1Q LCIhbGei O JSUzI 1N J9. eyJzdW i O | 1Zj 2NDZk OGE3NMQ4ZDAWY2 Uz Nz A4ZWYi LCIhdXRoU
291cmN | j oi aWs0ZXJuYWAi LCIOZWBhbnROYWLI | j 0i VESUMCI s| nJvbGVzI j pbl j VANDYONMQ4YTc 2ZDhk MDBj ZTMVBNDhI Z
SJIdLCIOZWBhbnRIZCI 61 j VANDYONMQBYTc2ZDhk MDBj ZTMBVDhI Yyl s| mv4cCl 6 MI'Yx ODQyNDE3OOW aWFO! j oxNj EANDI wN
Tc4LCIqdCki O | wTUAYW/mYS03ZTgwL TR OGUt ODg4OCOWODBI NTk4ZWWDNTci LCI1c2Vybntt ZSI 61 nFkbW ul n0. Li 0BG
N3VeVRI eW r Usd94hnQ Ox| Cx0f JHCAt gOpQ7wx OMMCLUM ntuFabHXUgVHe Dr | Agds5Gy BnNaPKf gs9qsvn) hdyVHZAT7_
f 8YJ2Bi hkgEokf Jbl kch7Ul p7Aql zceACYpZXeBnf @ DCNDyJveoz1XLaKu69JYzAr f 8UaPzg3j HVoq9nbN50hy pMC-
prsp87- ShOGoD- 2x660K7Ankzqqt xwdvhyApOat cYuj Pg0- 8GAf kOPr LE-

Cw6SXb8Yonr j W/Pbr Bwf qENTr 6sUj 7Sr Pl H CVBGzRG20YxaYvn_yeGEBE1pbCgDEK2U; yRaH FMBBHI qY3TNUI f Ondv@ -



-form ' Cont ent - Type=
HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 OK

Step 4. Start collecting service logs for analysis

$ magctl service logs -rf dna-maps-service | 1ql

This will start displaying the logs on the CLlI, it is recommended to save the logging on the
application terminal or add the option > log.txt at the end of the command to automatically store
the outputs into a log file on /home/maglev path.

Step 5. Trigger the DNAC API to send the GET request to the CMX Server. On DNAC Web
GUI

1. Go into the Floor map where a non working end host is located at.

2. Click on the end host blue icon. This will open a new side tab with the Client 360 information
with the MAC Address, IP and related information.

3. Click again on the Playback tab.

At this point, the DNA Center would be displaying on CLI the backend service debugs with the
conversion between DNAC and CMX Server.

Example:

| 2021- 03-31 16:23:13,024 | DEBUG | scheduler-12 | | o.s.web.client.RestTenplate | - Created CET
request for "https://x.x.x.x/api/location/v3/clients/count?associ atedOnly=true "

| 2021- 03-31 16:23:13,024 | DEBUG | scheduler-12 | | o.s.web.client.RestTenplate | - Setting
request Accept header to [application/xm, text/xm, application/json, application/*+xm,
appl i cation/ *+j son]

| 2021- 03-31 16:23:16,028 | DEBUG | scheduler-12 | | o.s.web.client.RestTenplate | - GET request
for "https://x.x.x.x/api/location/v3/clients/count?associ atedOnly=true " resulted in 503
(Service Unavail abl e); invoking error handler

| 2021- 03-31 16:23:16,030 | ERROR | scheduler-12 | | c.c.a.mc.p.i.CWXVerificati onRestCientlnpl

| - Error occurred during interaction with CMX to get client counts for CMX IpAddr x.x.xX.X
org.springframework.web.client.HttpServerErrorException: 503 Service Unavailable at
org.springframework.web.client.DefaultResponseErrorHandler.handleError (DefaultResponseErrorHandl
er.java:89)

~[ spri ng-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. spri ngfranmewor k. web. cl i ent. Rest Tenpl at e. handl eResponse( Rest Tenpl ate. j ava: 708)

~[ spri ng-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. springfranmewor k. web. cli ent. Rest Tenpl at e. doExecut e( Rest Tenpl ate. j ava: 661)

~[ spri ng-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. spri ngfranmewor k. web. cli ent. Rest Tenpl at e. execut e( Rest Tenpl ate. j ava: 621)

~[ spri ng-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. springfranmewor k. web. cl i ent. Rest Tenpl at e. exchange( Rest Tenpl at e. j ava: 539)



~[ spring-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
com ci sco. api cem maps. cnx. proxy. i nmpl . CMXVerificationRestd ientlnpl.checkCMXServi ceability(CvXVer
ificationRestdientlnpl.java: 169)

~[ cmx- proxy-7. 14. 264. 62702. j ar: 7. 14. 264. 62702] at
com ci sco. csg. ngnaps. i npl . api cem i nt egrati on. di agnosti c. cmx. CMXDi agnost i cJob. di agnose( CMXDi agnos
ticJob.java: 114)

~[cl asses/:na] at jdk.internal.reflect.GeneratedMethodAccessor118. i nvoke( Unknown Source)
~[ na: na]

Caution: Once troubleshooting is done, it is required to set again debugging level to default
in case it was configured on DNAC CLI

$ curl -k -i -X POST 'https://<DNAC_IP>/ api /v1l/ dna- maps-
service/testing/logging/l evel ?l oggi ngLevel =3 ' --header ' X- Aut h-
Token: <TOKEN_ FROM_PREVIOUS_STEP>' --form' Content-Type='

Example:

$ curl -k -i -X POST 'https://x.x.x.x/api/vl/ dna- maps-

servi ce/testing/loggi ng/l evel ?l oggi ngLevel = 3" --header 'X- Auth-

Token: eyJOeXAi O JKV1Q LCIhbGeci O JSUzIl 1Ni J9. eyJzdW i O | 1Zj Q2NDZk OGE3NMY4ZDAWY2Uz Nz A4ZWYi LCIhdXRoU
291cmN | j oi aWb0ZXJuYWhi LCI0ZWshbnROYWLI | j oi VESUMCI sl nJvbGVzl j pbl j VAMNDYONMQ4YTc2ZDhk MDBj ZTMBNDhI Z
SJdALCI0ZWshbnRIZCl 61 j VMNDYONNMBYTc2ZDhk MDBj ZTMBNVDhI Yyl sl nV4cCl 6 MTYxODQy NDE3OOw aWFOI j oxNj E4ANDI wN
Tc4LCIgdGki O | wyTU4AYWmYS03ZTgwL TRl OGUt ODg4 OCOWODBi NTk4ZWWDNTci LCI1c2Vybnft ZSI 61 nFkbW ul n0. Li 0BG
N3VeVRI eW r Usd94hnQ@ Ox| Cx0f JHCAt gOpQ7wx 9OMMCLUM ntuFabHXUgViHe Dr | Agds5Gy BnNaPKf gs9qsvnj hdyVHZAT7_
f 8YJ2Bi hkgEokf Jbl kcb7Ul p7Aql zceACYpZXeBnf Q¢ DCNDyJveoz1XLaKu69JYzAr f 8UaPzg3j HVoq9nbN50hy pMC-
prsp87- ShOGoD- 2x660K7Ankzqqt xwdvhyApOat cYuj Pg0- 8GAf kOPr LE-

Cw6SXb8Yonr j W/Pbr Bwf qENTr 6sUj 7Sr Pl H CVBGzR&20YxaYvn_yeGEBE1pbCgDEK2U) yRaH FMBBHI qY3TNUI f Ondv@ -
-form ' Cont ent - Type='

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 OK

Related Information

. Cisco DNA Assurance Release Notes



https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-assurance/2-1-2/b_cisco_dna_assurance_2_1_2_ug/b_cisco_dna_assurance_2_1_1_ug_chapter_010000.html
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