Total Network Configuration: RV260P with
CBW and the Cisco Business Mobile App

Objective:

This guide will show you how to configure a wireless mesh network using an RV260P
router, a CBW140AC access point, two CBW142ACM mesh extenders, and the Cisco
Business Wireless application.
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Introduction

Here you are, ready to set up your new network. It's an exciting day! In this scenario,
we are using an RV260P router. This router provides Power over Ethernet (PoE) which
allows you to plug a Cisco Business Wireless (CBW) 140AC into the router instead of a
switch. The CBW140AC access point and the CBW142ACM mesh extenders will be
used to create a wireless mesh network.

If you are unfamiliar with some of the terms used in this document or want more details
about Mesh Networking, check out the following articles:

. Welcome to Cisco Business Wireless Mesh Networking
- Frequently Asked Questions (FAQ) for a Cisco Business Wireless Network

The mobile application is recommended as the easiest way to set basic configurations


https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1768-tzep-Cisco-Business-Introduces-Wireless-Mesh-Networking.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/1769-tz-Frequently-Asked-Questions-for-a-Cisco-Business-Mesh-Network.html

on CBW, however, not all features can be configured on the application. If you are new
to the Cisco Business Wireless app, check out the following articles:

. Get Familiar with Cisco Business CB-Wireless-Mesh App
. Cisco Business Wireless: CBW App vs Web Ul Features

If you prefer to use the Web Ul when configuring your mesh wireless network, click to
view the version that only uses the Web UI.

Are you ready? Let's get to it!

Applicable Devices | Software Version

- RV260P | 1.0.0.17
- CBW140AC | 10.3.1.0
. CBW142ACM | 10.3.1.0 (at least one mesh extender is needed for the mesh network)

Table of Contents

. Configure the RV260P Router
. Configure the CBW140AC
. Configure the CBW142ACM Mesh Extenders

Before you Get Started
1. Make sure you have a current Internet connection for setup.

2. Contact your ISP to find out any special instructions they have when using your RV260
router. Some ISPs offer gateways with built-in routers. If you have a gateway with an
integrated router, you may have to disable the router and pass the Wide Area Network
(WAN) IP address (the unique Internet protocol address that the Internet provider
assigns to your account) and all network traffic through to your new router.

3. Decide where to place the router. You will want an open area if possible. This may not
be easy because you must connect the router to the broadband gateway (modem) from
your Internet Service Provider (ISP).

Configure the RV260P Router

A router is essential in a network because it routes packets. It enables a computer to
communicate with other computers that are not on the same network or subnet. A
router accesses a routing table to determine where packets should be sent. The
routing table lists destination addresses. Static and dynamic configurations can both be
listed on the routing table in order to get packets to their specific destination.

Your RV260P comes with default settings that are optimized for many small


https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2084-Get-familiar-with-Cisco-Business-Mobile-App.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/2117-mobile-app-vs-web-ui-cbw-support.html
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2333-tz-Total-Network-Configuration-RV260P-CBW-Web-UI.html

businesses. However, your network demands or Internet Service Provider (ISP) might
require you to modify a few of these settings. After you contact your ISP for the
requirements, you can make changes using the Web User Interface (Ul).

RV260P Out of the Box
Step 1

Connect the Ethernet cable from one of the RV260P LAN (Ethernet) ports to the
Ethernet port on the computer. You will need an adapter if your computer doesn’t have
an Ethernet port. The terminal must be in the same wired subnetwork as the RV260P
to perform the initial configuration.

Step 2
Be sure to use the power adapter that is supplied with the RV260P. Using a different
power adapter could damage the RV260P or cause USB dongles to fail. The power

switch is on by default.

Connect the power adapter to the 12VDC port of the RV260P, but don’t plug it into
power yet.

Step 3
Make sure your modem is also turned off.
Step 4

Use an Ethernet cable to connect your cable or DSL modem to the WAN port on the
RV260P.

Step 5

Plug the other end of the RV260P adapter into an electrical outlet. This will power on
the RV260. Plug the modem back in so it can power up as well. The power light on the
front panel is solid green when the power adapter is connected properly and the
RV260P is finished booting.

Set Up the Router

The prep work is done, now it’s time to do some configurations! To launch the Web Ul,
follow these steps:

Step 1

If your computer is configured to become a Dynamic Host Configuration Protocol
(DHCP) client, an IP address in the 192.168.1.x range is assigned to the PC. DHCP
automates the process of assigning IP addresses, subnet masks, default gateways,



and other settings to computers. Computers must be set to participate in the DHCP
process to obtain an address. This is done by selecting to obtain an IP address
automatically in the properties of TCP/IP on the computer.

Step 2

Open a web browser such as Safari, Internet Explorer, or Firefox. In the address batr,
enter the default IP address of the RV260P, 192.168.1.1.

C @ 192.168.1.1

Apps aws Small Business Suj &
Step 3

The browser might issue a warning that the website is untrusted. Continue to the
website. If you are not connected, jump down to Troubleshooting the Internet
Connection.

A

Your connection is not private

ciscobusiness. cisco (T L

Back 1o safety

Step 4

When the sign-in page appears, enter the default username cisco and the default
password cisco. Both the username and password are case sensitive.
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Step 5

Click Login. The Getting Started page appears. Now that you have confirmed the
connection and logged in to the router, jump to the Initial Configuration section of this
article.

Troubleshooting the Internet Connection

Dang it, if you are reading this you are probably having trouble connecting to the
Internet or the Web Ul. One of these solutions should help.

On your connected Windows OS, you can test your network connection by opening the
command prompt. Enter ping 192.168.1.1 (the default IP address of the router). If the
request times out, you are not able to communicate with the router. If you receive a
response, you have connectivity and can move on to the Initial Configuration section
of this article.

If connectivity is not happening, you can check out Troubleshooting on RV160 and
RV260 Routers.

Some other things to try:

1. Verify that your web browser is not set to Work Offline.

2. Check the local area network connection settings for your Ethernet adapter. The PC
should obtain an IP address through DHCP. Alternatively, the PC can have a static IP
address in the 192.168.1.x range with the default gateway set to 192.168.1.1 (the
default IP address of the RV260P). To connect, you may need to modify the network
settings of the RV260P. If you are using Windows 10, check out Windows 10
directions to modify the network settings of the RV260P.

3. If you have existing equipment occupying the 192.168.1.1 IP address, you'll need to


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5857-troubleshooting-on-rv160x-and-rv260x.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5857-troubleshooting-on-rv160x-and-rv260x.html
https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings
https://support.microsoft.com/en-us/help/15089/windows-change-tcp-ip-settings

resolve this conflict for the network to operate. More on this at the end of this section,
or click here to be taken there directly.

4. Reset the modem and the RV260P by powering off both devices. Next, power on the
modem and let it sit idle for about 2 minutes. Then power on the RV260P. You should
now receive a WAN IP address.

5. If you have a DSL modem, ask your ISP to put the DSL modem into bridge mode.
Initial Configuration

We recommend that you go through the Initial Setup Wizard steps listed in this section.
You can change these settings at any time. If there are articles for a specific setting,
they will be listed at the end of the step.

Step 1

Click Initial Setup Wizard from the Getting Started Page.
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O Do not show on startup

Step 2

This step confirms the cables are connected. Since you confirmed this already, click
Next.



Initial Router Setup

1 Welcome This Setup Wizard helps you to install your Cisco router

Before you begin, make sure your router is connected to an Internet gateway device
(such as a cable modem or a DSL modem) as described in the Quick Start Guide.

& Don't show on startup

Step 3

This step covers basic steps to make sure your router is connected. Since you have
already confirmed this, click Next.

Initial Router Setup

© Check Connection

2 Check Connection

A\ Please follow these steps to ensure your router is connected properly:

1) Make sure your Internet connection device (such as a cable modem or a DSL
modem) is connected via Ethernet cable to the WAN port on the back of your new
router.

2) Make sure your Internet connection device is plugged into an active electrical
outlet and turned on.

3) Did you connect and power on both the router and the modem in the manner
outlined in the quick start installation guide? Power down both devices and repeat
the indicated installation process at this point.

Back Cancel

Step 4

The next screen displays your options for assigning IP addresses to your router. You
need to select DHCP in this scenario. Click Next.



Initial Router Setup

Configure Router - Select Connection Type (Step 1 of 4)

Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
O Static IP Address

QO PPPoE

O PPTP (Common in Europe)

QO L2TP (Common in Europe)

Learn more about the different connection types

Back Cancel

Although you must use DHCP for this initial setup, you can select to Learn more
about the different connection types toward the bottom of your screen the future
reference. For more details on this, check out:

.- WAN Configuration on RV160x and RV260x Devices
. Configuring Static Routing on the RV160 and RV260

o Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
Q Static IP Address

O PPPoE

Q PPTP (Common in Europe)

O L2TP (Common in Europe)

[ Learn more about the different connection types ]

Step 5

Next, you will be prompted to set your router time settings. This is important because it
enables precision when reviewing logs or troubleshooting events. Select your Time
Zone and then click Next.


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/configure-WAN-on-the-rv160-and-rv260.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/kmgmt-2334-Static-Routing-RV160-RV260.html

Initial Router Setup

o Configure Router - Set System Date and Time (Step 3 of 4)

o Enter the router's time zone, date and time.

3 Configure Router [Time Zorie: (UTC -08:00) Pacific Time (US & Canada ~ ‘ ] o

©® Enable Network Time Protocol Synchronization

O Set the date and time manually, or click here to import them from your computer

Date: 2018/09/14 (yyyy/mmijdd)

Time: 0518 :

Step 6

Next, you will select what MAC addresses to assign to devices. Most often, you will use
the default address. Click Next.

Initial Router Setup

Configure Router - Set Router MAC Address (Step 4 of 4)

o Each device on your network has its own unique identifier called MAC address. In most
cases, you should choose 'Use Default Address! If your ISP requires you to connect using a
3 Configure Router specific MAC address, you may change it here.
Choose a MAC Address
® Use Default Address (Recommended)
O Use this computer's address

O Use this address

CanC61

Step 7

The following page is a summary of the selected options. Review and click Next if
satisfied.



Initial Router Setup

o Summary

o Please review the following settings and ensure that the data is correct.

Connection Type: DHCP
3 Configure Router
MAGC Address:

Step 8

For the next step, you will select a password to use when logging into the router. The
standard for passwords is to contain at least 8 characters (both upper and lower case)
and include numbers. Enter a password that conforms with the strength requirements.
Click Next. Take note of your password for future logins.

Initial Router Setup

Enable Security - Set Router Password (Step 1 of 4)

The administrative router password protects your router from unauthorized access. For
security reasons, you should change the router password from its default setting. Please

o
o
O write this password down for future reference.
Enter a new router password: (At least 8 characters composed of lower and upper case
letters as well as numbers)
Router Password:
Confirm Password:
Learn more about passwords

O Disable Password Strength Enforcement

Back Cancel

It is not recommended that you select Disable Password Strength Enforcement. This
option would let you select a password as simple as 123, which would be as easy as 1-2-3
for malicious actors to crack.

Step 9



Click the Save icon.
2 Q A © -~ % &
Upgrade Firmware if Needed
This is important, don’t skip it!
Step 1

Choose Administration > File Management.

In the System Information area, the following sub-areas describe the following:

- Device Model - Displays the model of your device.

- PID VID - Product ID and Vendor ID of the router.

- Current Firmware Version - Firmware that is currently running on the device.

. Latest Version Available on Cisco.com - Latest version of the software available on the

Cisco website.
- Firmware last updated - Date and time of the last firmware update made on the router.

File Management

System Information

Device Model: RV260P
PID VID: RV260P-K9 VO1
(Current Firmware Version: 1.0.00.1 5)

Latest Version Available on Cisco.com: -

Firmware Last Updated: 2019-Apr-17, 18:28:12



Step 2

Under Manual Upgrade section, click on the Firmware Image radio button for File
Type.

Manual Upgrade

File Type: (G) Firmware Image | O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC O USB £

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulsls|i=lsc0 1 The device will be automatically rebooted after the upgrade is complete.
Step 3

On the Manual Upgrade page, click on a radio button to select cisco.com. There are a
few other options for this, but this is the easiest way to do an upgrade. This process
installs the latest upgrade file directly from the Cisco Software Downloads webpage.

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC O USB 3

O Reset all configurations/settings to factory defaults

Uole|=ls[:80 The device will be automatically rebooted after the upgrade is complete.

Download to USB

Step 4

Click on Upgrade.

Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver
Upgrade From: @® cisco.com O PC O USB 3

O Reset all configurations/settings to factory defaults

Uele|rzlo[s80 The device will be automatically rebooted after the upgrade is complete.

Download to USB

Step 5



Click Yes in the confirmation window to continue.

Confirm

A Are you sure you want to upgrade the firmware right now?

The update process needs to run without interruption. You will get the following message
on the screen while the upgrade is in progress.

o ® ° Upgrade is in progress. Do not power off or
° @ reset the device. It may take a few minutes
.0 complete.

Once the upgrade has been completed, a notification window will pop-up to inform you
that the router will be Restarting with a countdown of the estimated time for the process
to finish. Following this, you will be logged out.

A\ Restarting

Please wait for 176 seconds...

Step 6

Log back into the web-based utility to verify that the router firmware has been
upgraded, scroll to the System Information. The Current Firmware Version area should
now display the upgraded firmware version.



File Management

System Information

Device Model:

PID VID:

Current Firmware Version:

Latest Version Available on Cisco.com:

Firmware Last Updated:

RV260P

RV260P-K9 VO1

1.0.00.15

2019-Apr-17, 18:28:12

Congratulations, your basic settings on your router are complete! You have some
configuration options moving forward.

We encourage you to keep scrolling through the article to learn more about these
options and if they apply to you. If you prefer, you can click any of the hyperlinks to
jump to a section instead.

. Virtual Local Area Networks (VLANS)

.- Edit IP Address

- Add static IP addresses

- I'm ready to configure the Mesh Wireless portion of my network

Configure VLANs (Optional)

A Virtual Local Area Network (VLAN) allows you to logically segment a Local Area
Network (LAN) into different broadcast domains. In scenarios where sensitive data may
be broadcast on a network, VLANSs can be created to enhance security by designating
a broadcast to a specific VLAN. VLANs can also be used to enhance performance by
reducing the need to send broadcasts and multicasts to unnecessary destinations. You
can create a VLAN, but this has no effect until the VLAN is attached to at least one
port, either manually or dynamically. Ports must always belong to one or more VLANS.

If you do not want to create VLANS, you can skip to the next section.

Step 1

Navigate to LAN > VLAN Settings.



Getting Started
Status and Statistics
Administration
System Configuration
WAN
1

Port Settings

2
Option 82 Settings
Static DHCP
802.1X Configuration
Router Advertisement
Routing
Firewall

VPN

Security

Step 2

Click Add to create a new VLAN.

M -
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VLAN Settings

Create new VLANs

Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
Step 3

Enter the VLAN ID that you want to create and a Name for it. The VLAN ID range is
from 1-4093.

We entered 200 as our VLAN ID and Engineering as the Name for the VLAN.
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
92.16 j24
o 1 Default Enabled Enabled | 32'1‘? ! '_1'2
255.265.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O j200 Engineering ] m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
Step 4

Uncheck the Enabled box for both Inter-VLAN Routing and Device Management if
desired.

Inter-VLAN routing is used to route packets from one VLAN to another VLAN. In
general, this is not recommended for guest networks as you will want to isolate guest
users it leaves VLANS less secure. There are times when it may be necessary for
VLANS to route between each other. If this is the case, check out Inter-VLAN Routing
on an RV34x Router with Targeted ACL Restrictions to configure specific traffic that
you allow between VLANSs.

Device Management is the software that allows you to use your browser to log into the
Web Ul of the RV260P, from the VLAN, and manage the RV260P. This should also be
disabled on Guest networks.

In this example, we did not enable either the Inter-VLAN Routing or Device
Management to keep the VLAN more secure.


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/1393-Inter-VLAN-Routing-with-Targeted-ACL-Restrictions.html
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
92.16 124
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering [m] [m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
Step 5

The private IPv4 address will auto-populate in the IP Address field. You can adjust this
if you choose. In this example, the subnet has 192.168.2.100-192.168.2.149 IP
addresses available for DHCP. 192.168.2.1-192.168.2.99, and 192.168.2.150-
192.168.2.254 are available for static IP addresses.
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O 200 Engineering m} m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.2565.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
Step 6

The subnet mask under Subnet Mask will auto-populate. If you make changes, this will
automatically adjust the field.

For this demonstration, we will be leaving the Subnet Mask as 255.255.255.0 or /24.



] _
@ Uil Rvicow-routersear71

VLAN Settings

Create new VLANs

+Zw
Inter-
VLAN Device
O VLANID Name Routing Management [Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering m} m] IP Address: 192.168.2.1 .fl24 I
Subnet Mask: |1255.255.255 0 |
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
Step 7

Select a Dynamic Host Configuration Protocol (DHCP) Type. The following options are:

Disabled — Disables the DHCP IPv4 server on VLAN. This is recommended in a test
environment. In this scenario, all IP addresses would need to be manually configured
and all communication would be internal.

Server - This is the most often used option.

. Lease Time — Enter a time value of 5 to 43,200 minutes. The default is 1440 minutes

(equal to 24 hours).

- Range Start and Range End — Enter the range start and end of IP addresses that can be

assigned dynamically.

- DNS Server — Select to use a DNS server as a proxy, or from ISP from the drop-down

list.

. WINS Server — Enter the WINS server name.
- DHCP Options:

- Option 66 — Enter the IP address of the TFTP server.
= Option 150 — Enter the IP address of a list of TFTP servers.
o Option 67 — Enter the configuration filename.

- Relay — Enter the remote DHCP server IPv4 address to configure the DHCP relay agent.

This is a more advanced configuration.

e bl pyi60wW-routers64F71
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VLAN Settings

Create new VLANs

+Z0
Inter-
VLAN Device
O VLANID Name Routing Management [|Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O 200

Engineering a a IP Address: 192.168.2.1 [ 24



Step 8

Click Apply to create the new VLAN.

Apply Cancel

Assign VLANSs to Ports

16 VLANSs can be configured on the RV260, with one VLAN for the Wide Area Network
(WAN). VLANSs that are not on a port should be Excluded. This keeps the traffic on that
port exclusively for the VLAN/VLANS the user specifically assigned. It is considered a
best practice.

Ports can be set to be an Access Port or a Trunk Port:
- Access Port - Assigned one VLAN. Untagged frames are passed.
- Trunk Port - Can carry more than one VLAN. 802.1q. Trunking allows for a native VLAN
to be Untagged. VLANS that you don’'t want on the Trunk should be Excluded.
One VLAN assigned its own port:
- Considered an Access port.
- The VLAN that is assigned this port should be labeled Untagged.
- All other VLANSs should be labeled Excluded for that port.
Two or more VLANS that share one port:
- Considered a Trunk Port.
- One of the VLANSs can be labeled Untagged.
. The rest of the VLANS that are part of the Trunk Port should be labeled Tagged.
- The VLANS that are not part of the Trunk Port should be labeled Excluded for that port.
Note: In this example, there are no trunks.
Step 9

Select the VLAN IDs to edit. Click Edit.

In this example, we have selected VLAN 1 and VLAN 200.



Assign VLANSs to ports

O VLANID LAN1 LAN2

& 41 Untagged A Excluded v

& J 200 Excluded v Untagged v
Step 10

Click Edit to assign a VLAN to a LAN port and specify each setting as Tagged,
Untagged, or Excluded.

In this example, on LAN1 we assigned VLAN 1 as Untagged and VLAN 200 as
Excluded. For LAN2 we assigned VLAN 1 as Excluded and VLAN 200 as Untagged.

Assign VLANs to ports

@

O VLANID LAN1 LANZ

& 1 Untagged v Excluded v

& 200 Excluded v Untagged v
Step 11

Click Apply to save the configuration.

Apply Cance

You should now have successfully created a new VLAN and configured VLANS to ports
on the RV260. Repeat the process to create the other VLANSs. For example, VLAN300
would be created for Marketing with a subnet of 192.168.3.x and VLAN400 would be
created for Accounting with a subnet of 192.168.4.x.

That’s the basics of VLANSs. Click on the hyperlink to learn more about VLAN Best
Practices and Security Tips for Cisco Business Routers.

Edit an IP address (Optional)

After completing the Initial Setup Wizard, you can set a static IP address on the router
by editing the VLAN settings. Skip re-running the initial setup wizard, to perform this
change follow the steps below.

If you don’t need to edit an IP address, you can move to the next section of this
article.

Step 1

In the left-hand menu-bar click the LAN button and then click VLAN Settings.


The objective of this article is to explain the concepts and steps for performing best practices and security tips when configuring VLANs on Cisco Business equipment.
The objective of this article is to explain the concepts and steps for performing best practices and security tips when configuring VLANs on Cisco Business equipment.

Port Settings

U
Option 82 Settings
Static DHCP

802.1X Configuration

Router Advertisement
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Step 2

Then select the VLAN that contains your routing device, then click the edit icon.
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Step 3

Enter your desired static IP address and click Apply in the upper-right hand corner.
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Step 4 (Optional)

If your router is not the DHCP server/device assigning IP addresses, you can use the



DHCP Relay feature to direct DHCP requests to a specific IP address. The IP address
is likely to be the router connected to the WAN/Internet.
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Add a Static IP (Optional)

If you would like a certain device to be reachable to other VLANS, you can give that
device a static IP address and create an access rule to make it accessible. This only
works if Inter-VLAN routing is enabled.

If you don’t need to add a static IP address, you can move to the next section of this
article to configure the Access Points.

Step 1
Navigate to LAN > Static DHCP. Click on the plus icon.
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Step 2

Add the Static DHCP information for the device. In this example, the device is a

printer.
Static DHCP Cancel
Static DHCP Table ~
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O  Name MAC address Static IPvd4 Address Enabled

¥ | Printer 00:11:22:33:44:55 192.168.2.10 Enabled

If you need more information on setting static IP addresses, check out Best Practices
for Setting Static IP Addresses on Cisco Business Hardware.



https://www.cisco.com/c/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html
https://www.cisco.com/c/en/us/support/docs/smb/General/Best-practices-for-setting-a-static-IP-addresses-in-Cisco-Small-Business.html

Congratulations, you have completed the configuration of your RV260P router. We will
now configure your Cisco Business Wireless devices.

Configure the CBW140AC

CBW140AC Out of the Box

Start by plugging an Ethernet cable from the PoE port on your CBW140AC to a PoE
port on the RV260P. The first 4 ports on the RV260P can supply PoE, so any of them
can be used.

Check the status of the indicator lights. The access point will take about 10 minutes to
boot. The LED will blink green in multiple patterns, alternating rapidly through green,
red, and amber before turning green again. There may be small variations in the LED
color intensity and hue from unit to unit. When the LED light is blinking green, proceed
to the next step.

The PoE Ethernet uplink port on the Primary AP can ONLY be used to provide an
uplink to the LAN, and NOT to connect to any other Primary capable or mesh extender
devices.

If your access point isn’t new, out of the box, make sure it is reset to factory default
settings for the CiscoBusiness-Setup SSID to show up in your Wi-Fi options. For
assistance with this, check out How to Reboot and Reset to Factory Default
Settings on RV160 and RV260 Routers.

Set Up the 140AC Mobile Application Wireless Access Point

In this section, you will be using the mobile application to set up the Mobile Application
Wireless Access point.

Keep in mind that the application has frequent updates and the look/layout may change

over time.

On the back of the 140AC, plug the cable that came with the AP into the yellow PoE
plug your 140 AC. Plug the other end into one of the RV260P LAN ports.

If you have trouble connecting, refer to the Wireless Troubleshooting Tips section of
this article.

Step 1

Download the Cisco Business Wireless App available on Google Play or the Apple
App Store on your mobile device. You will need one of the following Operating
Systems:


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5858-reboot-and-reset-rv16x-and-rv260x-routers.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5858-reboot-and-reset-rv16x-and-rv260x-routers.html
https://play.google.com/store/apps/details?id=com.cisco.business
https://apps.apple.com/us/app/cisco-business/id1483862452
https://apps.apple.com/us/app/cisco-business/id1483862452

. Android version 5.0 or above
. i0S version 8.0 or above

Step 2

Open the Cisco Business Wireless Application on your mobile device.

—@—l
A O

Step 3

Connect to the CiscoBusiness-Setup wireless network on your mobile device. The
passphrase is cisco123.

12:49 = Bk a0

< Wi-Fi

Current network

e F4+0

Wi-Fi Direct  Advanced

—
Q=)

CiscoBusiness-Setup) 9

Internet may not be available

Available networks




cisco Cisco Business

Step 4

The app automatically detects the mobile network. Select Set up My Network.



cisco. CISCO BUSINESS @

Monitor My Network Set up My Network

Q Enter the name of the Primary AP / IP

Discovered Primary

Step 5
To set up the network enter the following:

- Create admin username

- Create admin password

- Confirm admin password by reentering it

- (Optional) Check the checkbox to Show Password.

Select Get Started.



< Cisco Business Wireless 140AC Access Point

o Name and Place @

Primary AP Name
TestAP

Country
9 United States (US)

Date and Time
e 04/09/2021 05:05:37 PM

Timezone
0 Central Time (US and Canada)

Mesh



Step 6

To configure Name and Place, accurately enter the following information. If you enter
conflicting information, it can lead to unpredictable behavior.

- Mobile Application AP Name for your wireless network.
- Country

- Date

- Time

- Timezone

< Cisco Business Wireless 140AC Access Point
o Name and Place @

Primary AP Name

o TestAP

Country
e United States (US)

Date and Time
e 04/09/2021 05:05:37 PM

Timezone
o Central Time (US and Canada)

Mesh

Step 7

Turn on the toggle for Mesh. Click Next.



( Cisco Business Wireless 140AC Access Point

o Name and Place @

Primary AP Name
TestAP

Country
United States (US)

Date and Time
04/09/2021 05:05:37 PM

Timezone

Central Time (US and Canada)

@
O Mesh



Step 8

(Optional) You can choose to enable Static IP for your Mobile Application AP for
management purposes. If not, your DHCP server will assign an IP address. If you do
not wish to configure static IP for your access point, click Next.

o Connect to Network ?

o Would you like Static IP for
your Primary AP?

9 ‘ Next

Alternatively, to Connect to Network:

Select Static IP for your Mobile Application AP. By default, this option is disabled.
- Enter the Management IP Address
- Subnet Mask

. Default Gateway

Click Save.



© Connect to Network (?)

Would you like Static IP for
o your Primary AP?
MANAGEMENT IP ADDRESS
0.0.0.0

SUBNET MASK
0.0.0.0

DEFAULT GATEWAY
0.0.0.0

‘ Save ’ 6

Configure the Wireless Network by entering the following:

Step 9

- Network Name/SSID

. Security

. Passphrase

. Confirm passphrase

- (Optional) Check Show Passphrase

Click Next.
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© Wireless Network P,

Network Name

cbwwlan

Security
WPA2

Passphrase

Pum

Confirm Passphrase

P
@how Passphrase

0 ‘ Next '

Wi-Fi protected Access (WPA) version 2 (WPA2), is the current standard for Wi-Fi
security.

Step 10

To confirm settings on the Submit to Mobile Application AP screen, click Submit.



( Cisco Business Wireless 140AC Access Point

v 0 Name and Place

v ° Connect to Network Edit o

v e Wireless Network Edit o

o Submit to Primary AP

You have done all the configurations,
please submit to Primary AP.

Note: After initial setup and reboot, the
Primary AP needs to be connected to a
DHCP server even if the management
|IP address was set to static (access
point functionality and client
connections use dynamically assigned

o)




Step 11

Wait for the reboot to complete.

Saving the configuration...
This may take a minute.

The reboot can take up to 10 minutes. During a reboot, the LED in the access point will
go through multiple color patterns. When the LED is blinking green, proceed to the next
step. If the LED does not get past the red flashing pattern, it indicates that there is no
DHCP server in your network. Ensure that the AP is connected to a switch or a router
with a DHCP server.

Step 12

You will see the following Confirmation screen. Click OK.



Confirmation

The Primary AP has been fully
configured and will restart in 6
minutes. After the Primary AP Is
restarted, it will be accessible from the
network by going to this URL -
https://ciscobusiness.cisco via
browser or using Discovered Primary
list In Cisco Business Mobile
Application provided client should be
connected to configured ' TestAP '
SSID.

OK

Step 13

Close the app, connect to your newly created wireless network, and relaunch it to
successfully complete the first part of your wireless network.

Wireless Troubleshooting Tips
If you have any issues, check out the following tips:

- Make sure the correct Service Set Identifier (SSID) is selected. This is the name that you
created for the wireless network.

- Disconnect any VPN for either the mobile app or on a laptop. You might even be
connected to a VPN that your mobile service provider uses that you might not even
know. For example, an Android (Pixel 3) phone with Google Fi as a service provider



there is a built-in VPN that auto-connects without notification. This would need to be
disabled to find the Mobile Application AP.

- Log into the Mobile Application AP with https://<IP address of the Mobile Application
AP>.

- Once you do the initial setup, be sure https:// is being used whether you are logging into
ciscobusiness.cisco or by entering the IP address into your web browser. Depending on
your settings, your computer may have auto-populated with http:// since that is what you
used the very first time you logged in.

- To help with problems related to accessing the Web Ul or browser issues during the use
of the AP, in the web browser (Firefox in this case) click on the Open menu, go to Help >
Troubleshooting Information and click on Refresh Firefox.

Configure the CBW142ACM Mesh Extenders

You are in the home stretch of setting up this network, you just need to add your mesh
extenders!

Log into the Cisco Business app on your mobile device.
Step 1

Navigate to Devices. Double-check that Mesh is enabled.

BT O LY T
CBW

-
Home Overvi Devices WLAN Chents
Mesh 9 &«

Name Clients Usage
APA453.0E1E.2338* 0 0 Bytes
AP4ACBC.48C0.748B8 0 0 Bytes
APA453.0E22.0A70 0 0 Bytes
AP6BCA.E46E.1650 0 2 MB
AP68CA.E470.0500 0 11 MB

Step 2

You must enter the MAC address of all Mesh Extenders that you want to use in the
mesh network with the Mobile Application AP. To add the MAC address, click on Add
Mesh Extenders from the menu.



Home Overview Devices WLAN Clients

Network Summary

‘v Wireless Dashboard

AP Performance

Client Performance

—+  Add Mesh Extenders

Step 3

You can add the MAC address by either scanning a QR code or by manually entering
the MAC address. In this example, Scan a QR code is selected.
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Home Overview Devices WLAN Clients

Network Summary

v Wireless Dashboard

AP Performance
Client Performance

-+ Add Mesh Extenders

Scan a QR Code

Enter MAC Address

Step 4

A QR code reader will appear to scan the QR code.

[m] 2 [m]
[m] 5

You will see the following screen once the QR code of the Mesh Extender has been
scanned.




Cisco Business Mesh
Extender has been

scanned.

Step 5 (Optional)

If you prefer, enter a Description for Mesh Extender. Click OK.

Do you want to provide
Description for Mesh Extender ?

D I

Cancel

Step 6

Review the Summary and click Submit.



Summary

Almost done. The following Mesh Extenders will
be added to your site. If you are done adding Mesh
Extenders, click submit.

> Mesh Extenders To Be Added

Scanned MAC Address

A4l o m 0 office desk @

Step 7

Click on Add More Mesh Extenders to add other mesh extenders to your network.
Once your mesh extenders have all been added, click Done.



#

Done! Your Mesh Extender has
been added

Good News! You've successfully added your Mesh
Extender

Mesh Extender Status .

A4 0 SUCCESS

What's Next ?

(Add More Mesh Extenders )

Repeat for each mesh extender.

You now have the basic settings ready to roll. Before you move on, make sure you
check and update software if needed.

Check and Update Software on the Mobile App
Updating software is extremely important, so don’t skip this part!
Step 1

On your mobile app, under the More tab, click the Check for update button. Follow
the prompts to update the software to the latest version.



<  System Information Q
J/_D E = C‘E\\ @ eee

ome Overview Devices WLAN Clients More
SYSTEM NAME: o
Model CBW140AC-B
Serial Number FGL2419LCQN 9
Software Version 10.3.1.0 @t
Step 2

You will see the download progress as it loads.



ol ATET = 3:23 PM T41% 8

{ Software Update

The upgrade has been initiated. When the
Primary AP reboots, the app will be
disconnected.

AP Name Download Progress
*AP6C71.0D55.73C4 4%
21%

AP6C71.0D55.5DA4



Step 3

A pop-up confirmation will notify you of the conclusion of the software upgrade. Click
OK.

Create WLANS using the Mobile App

This section allows you to create Wireless Local Area Networks (WLANS).
Step 1

Open the Cisco Business Wireless App. _

G
A

Step 2

Connect to your Cisco Business wireless network on your mobile. Log into the
application. Click on the WLAN icon at the top of the page.



S 7] %

Dences WLAN Clients

11l

Home

Network Summary

Wireless Dashboard

] AP Performance

Client Performance

-+ Add Mesh Extenders

Step 3

The Add New WLAN screen opens. You will see the existing WLANSs. Select Add New

— @ = ! seo
Overview Devices WUAN Clients More
SSID Security Policy Radio Policy
® Engineering Personal(WPA2) ALL

Step 4



Enter a Profile Name and SSID. Fill in the rest of the fields or leave at the default
settings. If you enabled Application Visibility Control, you will have other configurations
explained in Step 6. Click Next.

< WLAN
— =) = (o] see
Overview DEEE‘S '|'|'L'AH CI1.21;|:5 More
General
WLANID 3

o Profile Name* labnet
9 SSID* labnet

Admin State  Enabled

Radio Policy  ALL

Braodcast SSID [ ON |
Client Profiling | ON |

Application Visibility
Control

e Next

Step 5 (Optional)

If you enabled Application Visibility Control in step 4, you may configure other settings,
including a Guest Network, The details for this can be found in the next section.
Captive Network Assistant, Security Type, Passphrase, and Password Expiry can be
added here as well. When you have added all configurations, click Next.



< WLAN

— —_

Overview Devices WLAN Clients More

Security

Guest Network

Captive Network
Assistant

Security Type  WPAZ2 Personal

Passphrase Format  ASCII

Passphrase*

Confirm Passphrase*

Show Passphrase

Password Expiry

Previous

When using the mobile application, the only options for Security Type are Open or
WPAZ2 Personal. For more advanced options, log into the Web Ul of the Mobile
Application AP instead.

Step 6 (Optional)

This screen gives you the options for Traffic Shaping. In this example, no traffic
shaping has been configured. Click Submit.



< WLAN

—y

— — LO "TY
Overview D:"I'II::!"S WLAN {:Iieﬁta More
Traffic Shaping (Optional)
Rate limits per client
Average downstream
bandwidth limit  ~ kbps
Average real-time
downstream bandwidth 0O kbps
limit
Average upstream
bandwidth limit Kbps
Average real-time upstream
bandwidth limit kbps
Rate limits per WLA
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth U kbps
limit
Average upstream -
bandwidth limit kbps
Average real-time upstream kbps

bandwidth limit

Previous

1 O

Step 7

You will see a confirmation pop-up. Click Ok.




Confirmation

WLAN Created successfully

Step 8

You will see the New WLAN added to the network as well as a reminder to save the
configuration.



— LQJ eee
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Oveview  Devioes  WLAN Chients More
Add New WLAN
SSID Security Policy Radio Policy
® CBWWireless Personal(WPA2) ALL
® EZ1KWireless2  Personal(WPA2) ALL
2bnet Personal(WPA2) ALL

Please save the configuration to

retain the changes (More >> Save
Configuration)

Step 9

Save your configuration by clicking the More tab and then select Save Configuration
from the drop-down menu.

< WLAN
1= 8 2 B (»

Create a Guest WLAN using the Mobile App

Step 1



Connect to your Cisco Business wireless network on your mobile device. Log into the
application.

O
A O

Step 2
Click on the WLAN icon at the top of the page.

—_—
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Home Qverview Devices WLAN Clients

[z Network Summary

Wireless Dashboard

AP Performance

Client Performance

-+ Add Mesh Extenders
Step 3

The Add New WLAN screen opens. You will see any existing WLANSs. Select Add New
WLAN.



= @ = @ o
Overview Devices WLAN Clients More

Add New WLAN

SSID Security Policy Radio Policy

® Engineering Personal(WPA2) ALL

Step 4

Enter a Profile Name and SSID. Fill in the rest of the fields or leave at the default
settings. Click Next.

4 WLAN
= g = @
Owerview Devices WLAN Clients Mor
General
WLAN ID 4
@ Profile Name* Guest

@ ssi- Guest
Admin State  Enabled
Radio Policy ALL

Braodcast SSID

Client Profiling

Application Visibility
Control

0 .Next

I @] <
Step 5



Turn on Guest Network. In this example, Captive Network Assistant is also toggled on,
but this is optional. You have options for Access Type. In this case, Social Login is

selected.
< WLAN
— B - Lol see
b L
Overview Devices WLAN Clients Mode
Security

Guest Network | ON | o
Captive Network m 9

Assistant

Access Type Local User Account

: Local User Account
Previous
Web Consent

Email Address

WPA?2 Personal

Social Login 9

11 O <
Step 6

This screen gives you the options for Traffic Shaping (Optional). In this example, no
traffic shaping has been configured. Click Submit.



: (=) —_— : *ee
Overview D:vll:;s WLAN Clier.l'ts More
Traffic Shaping (Optional)
Rate limits per client
Average downstream
bandwidth limit kbps
Average real-time
downstream bandwidth 0 kbps
limit
Average upstream
bandwidth limit Kbps
Average real-time upstream
bandwidth limit Kbps
Rate limits per WLA
Average downstream
bandwidth limit  ° kbps
Average real-time
downstream bandwidth 0 kbps
limit
Average upstream n
bandwidth limit kbps
Average real-time upstream
bandwidth limit kbps
Previous | Submit
1] O <

Step 7

You will see a confirmation pop-up. Click Ok.



Confirmation

WLAN Created successfully

Step 8

Save your configuration by clicking the More tab and then select Save Configuration
from the drop-down menu.

3 WLAN
— () _ [q] see
—  — o é
Overviow Devices WLAM Clients Mode
Conclusion

You now have a complete set up for your network. Take a minute to celebrate and then



get to work!

If you want to add Application Profiling or Client Profiling to your wireless mesh
network, you will want to use the Web User Interface (Ul). Click to set up these
features.

We want the best for our customers, so you have any comments or suggestions
regarding this topic, please send us an email to the Cisco Content Team.

If you would like to read other articles and documentation, check out the support pages
for your hardware:

. Cisco RV260P VPN Router with PoE
. Cisco Business 140AC Access Point
. Cisco Business 142ACM Mesh Extender



https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
https://www.cisco.com/c/en/us/support/docs/smb/wireless/CB-Wireless-Mesh/kmgmt-2552-tz-total-network-configuration-RV345P-CBW-web-ui.html#application-profiling-using-the-web-ui-optional
mailto:sbsc_content@cisco.com
https://www.cisco.com/c/en/us/support/routers/rv260p-vpn-router-poe/model.html
https://www.cisco.com/c/en/us/support/wireless/business-140ac-access-point/model.html
https://www.cisco.com/c/en/us/support/wireless/business-142acm-mesh-extender/model.html
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