How to Import Certificate on Sx350 and
Sx550X Series Switches

Objective

This objective of this document is to provide the steps to successfully import a certificate on Sx350
and Sx550X series switches using the Graphical User Interface (GUI) and the Command Line
Interface (CLI).
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Introduction

One of the issues encountered when importing a certificate on Sx350 and Sx550X switches is that
the user faces key header is missing and/or failed to load public key errors. This document will
explain how to get past these errors to successfully import a certificate. A certificate is an
electronic document that identifies an individual, a server, a company, or other entity and
associates that entity with a public key. Certificates are used in a network to provide secure
access. Certificates can be self-signed or digitally signed by an external Certificate Authority (CA).
A self-signed certificate, as the name indicates, is signed by its own creator. CAs manage
certificate requests and issue certificates to participating entities such as hosts, network devices,
or users. A CA-signed digital certificate is considered industry standard and more secure.

Applicable Devices and Software Version

- SG350 version 2.5.0.83

- SG350X version 2.5.0.83

- SG350XG version 2.5.0.83
- SF350 version 2.5.0.83

- SG550X version 2.5.0.83

- SF550X version 2.5.0.83

- SG550XG version 2.5.0.83
. SX550X version 2.5.0.83

Prerequisites

You must have a self-signed or Certificate Authority (CA) certificate. Steps for obtaining a self-
signed certificate are included in this article. To learn more about CA certificates, click here.


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/5_0/configuration/guides/sec/nxos/sec/digicert.html#37318

Import using GUI

Step 1

Log in to the GUI of the switch by entering your Username and Password. Click Log In.

Jlealne Switch

CISCO N[l 0B Switch Management

Username:
Password:

Language:

Step 2

From the Display Mode on the top right side of the GUI, choose Advanced using the drop-down
option.

Display Mode:

Advanced

Step 3
Navigate to Security > SSL Server > SSL Server Authentication.

* Security

2
SSL Server Authenticatio/ 3

Step 4

Select one of the certificates that is Auto Generated. Select the Certificate ID 1 or 2 and click on
the Edit button.



SSL Active Certificate Number: @ 1
O 2

[ Gertificate ID Organization Unit | Organization Name valid From | Valid To Certificate Source
LI @
2 2 0000 2015-Dec-10 2016-Dec-09 Auto Generated

Step 5

To generate a self-signed certificate, on the new pop-up window enable Regenerate RSA Key
and enter the following parameters:

Key Length

Common Name

Organization Unit

Organization Name

Location

State

Country

Duration

Click Generate.



A Not secure| 192.168.1.254/csf94298e9/mts/ssl/ssl_serverauth_e_jg.htm

Certificate ID: O
@ 2
(Regenerate RSAKey: ¢ )
Key Length: (® 2048 bits ) 9
() 3072 bits
% Common Name: ‘Cisco (5/64 characters used; Default: 0.0.0.0)
QOrganization Unit: ‘US (2/64 characters used)

Organization Name: ‘Cisco (5/64 characters used)

State: ‘California (10/64 characters used)

Country: Us 3072 bits

|
|
|
Location: ‘San Jose | (8/64 characters used)
|
|
|

Days (Range: 30 - 3650, Default: 365)

# Duration: \355
© \

You may also create a certificate from a third-party CA.

Step 6

Now you will be able to see the User Defined certificate under the SSL Server Key Table. Select
the newly created certificate and click on Details.

SSL Active Certificate Number: @ 1

O 2

m Certificate ID Organization Unit = Organization Name m Valid From Valid To Certificate Source
L]

1 2 Cisco us Cisco San Jose California US 2019-Mar-13  2020-Mar-12 User Defined

Step 7

On the pop-up window you will be able to see the Certificate, Public Key and Private Key
(Encrypted) details. You may copy those on a separate notepad file. Click Display Sensitive Data
as Plaintext.



@ SSL Details - Google Chrome = O

@ Not secure | 192.168.1.254/csf94298e9/mts/ssl/ss|_serverauth_d_jg.htm

Certificate:

Public Key:

Certificate ID:

2

F---—-BEGIN CERTIFICATE-—--
MIIDRzCCAIBCEEQ0bzMCJXp/nT+78tBROBWDQYJKOZInveNAQELBQAWYJELMAKG
A1UEBhMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMB4X
DTESMDYxODA1NTc1NIoXDTIwMDYxNzA1NTc1NlowY]ELMAKGA1UEBhMCVVMxXEZAR
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD

F—-—-BEGIN RSA PUBLIC KEY-—-
MIIBCgKCAQEAuUXUF71CPBJ6asoghDOEZbiFnXhfIPSFDIu0SGDwQHJ7doPp6XVMh7ZZC1TuVWdV5jpelJp
BCFuMH/Azj9JDR1fsVgBAFU2vOL+jhPS5VDNGB3iUHjeAhICMmAX1pegbLvb/A+ginie TgB/Z2EL3eT2xjJTOMyqFI
mBPNuL4awjvit9E7IEXhBt1HLONr/cuWTLmMAQIDmMImKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3G6wxACel2n4d
mK4GFQvOxzS0ASPcsKUMEfaeF/afcBvRepyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkir8L8yHSSD 1BWB09X5fjv1
LQNAMQ+QIDAQAB

Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6

Private Key (Encrypted): [--—BEGIN RSA ENCRYPTED PRIVATE KEY—-

olAbmgdHV/WOCsWTno8EsO1FXk81mvaSRGX2rBMhCDJjzeZjmj6aa8y4rDJmcrF98ri5CBJ+WVESKbjvH3UsR
Km1b7WO0jcoh7CYBkGIAxeS5p24pgXf5QWPH2830A0qY0dAIInwlZkwPat9BUkVV913eY 1tHzHFN/1kvOpvKggus
0085USFgFMFUpFD94YDgQ+Xpp+LDuiVPjgFh6DCXg2wBnFBzws7doSHMBU77LHOFNWybmzzmT63DNFN
igoUlpOnwskdPoigiHLjrtESSJbx/tlzkfdx2rGreHz2AMwa 1urtJv/+ysGu+R4TO++1RKkiUJISCYZW7kmtwFdichMBv1
[YJWPQZ0I9znTXOXgZQbtR1MGISNgrTb1V110sltb63dgRQKJ4XUdTIdQpRPgrhTrXUwXHgegCpBtglLg1D6Hp

[ Close

A

Display Sensitive Data as Plaintext

Step 8

A pop-up window will open to confirm the display of Private Key as plaintext, click OK.

& Confirm Display Method Change - Google C... = ] X

@® Not secure | 192.168.1.254/csf94298e9/mts/kubrick/co...

plaintext. Your HTTP web session is insecure. Do you want to

ﬂ Sensitive data for the current page will be displayed as

continue?

(] Don't show me this again

Step 9

Now you will be able to see the Private Key in plaintext form. Copy that plaintext output on a
notepad file. Click Close.
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Certificate ID: 2

Certificate: -—--BEGIN CERTIFICATE--——- a
MIIDRzCCAISCEE90bzMCJXp/nT+78tBROBWDQY JKoZIhveNAQELBQAWYJELMAKG ||
IATUEBhMCVVMXEZARBgNVBAgMCKNBTEIGT 1JOSUEXETAPBEgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGA1UECgwFQ2IzY28xCzAJBgNVBASMAIVTMB4X

DTE5MDYXODA1NTc1NIoXDTIwMDYxNzA1NTc1NIowY]ELMAKGA1UEBhMCVVMXEZAR e
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NIMQ4wDAYDVQQDDAVD

Public Key: [____BEGIN RSA PUBLIC KEY—
MIIBCgKCAQEAUXUF71CPBJ6asoghDOEZbiFnXhflPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1 TuvWdV5jpe0Jp
BCFuMHr‘AszJDR1fquBAFU2v0L+th85VDN63iUHjeAhICMmAx1pegvabfA+gInieTngZZELSeTijJTDMquII
MBPNuL4awjvit9E7IEXhBt1HLONKcUWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEWXACEI2n4d
IMK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIrsL8yHSSD1BWB09X5fv1 ™

o o > |

DQNAMQ+QIDAQAB
Fingerprint(Hex): 4F:49:F5:A0:36:C5:AC:C8:F5:A1:E1:62:4F:AD:05:B8:E7:CC:5A:D6
Private Key (Plaintext): [-—--BEGIN RSA PRIVATE KEY-—

-~
MIIEogIBAAKCAQEAuUXUF71CPBJ6asoghDOEZbiFnXhfIPSFDIu0SGDtwQHJ7doPp6XVMh7ZZC1TuVWdVSjp Il
e0Jp8CFuMH/Azj9JDR1fsVqBAFU2vOL+jhPS5VDNG3iUHjeAhICMmAXx1pegbLvb/A+ginie TgB/Z2EL3eT2xjJTO
MyqFImBPNuL4awjvtt9E7IEXhBtTHLONr/cuWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQoJbE3GEWXAC
el2n4dmK4GFQvOxzS0A5PcsKUMEfaeF/afcBvRcpyv+y88P/DQ/Spg4xsBwjrZUDafqt2aSkIr8L8yHSSD1BWB0O ™

9X57jv10QNAMQ+QIDAQABAOCIBAAIZHOLg 1V/145VC/SPkZmOczkr426J04DDhFcXdzMIBPZQ6EIKEXUHOYpY 4

ho« By

Step 10

Select the newly created User Defined certificate and click Import Certificate.

SSL Active Certificate Number: @ 1

O 2

San Jose California US 2019-Mar-13  2020-Mar-12 User Defined

Step 11

On the new pop-up window, enable Import RSA Key-Pair option and paste the private key (copied
in step 9) in plaintext format. Click Apply.
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Certificate 1D:

Certificate Source:

& Certificate:

When a Cerificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

.

User Defined

-—-BEGIN CERTIFICATE-—---

-
MIIDRzZCCAISCEE30bzMCJXp/nT+T8IBROtBWDQYJKOZINVCNAQELBQAWY]ELMAKG
ATUEBRMCVVMXEZARBgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaxXNjbzEOMAWGATUECgWFQ2IzY28xCzAJBgNVBASMAINVTIMBAX v
DTESMDYXODATNTCTINIOXDTIWMDY XxNZATNTCTNIowY]ELMAKGATUEBhMCVVMXEZAR
BaNVBAGMCKNBTEIGT1JOSUEXETAPBGNVBACMCFNNDIBKb3NIMQ4wDAYDVQQADDAVD S

Gmport RSA Key-Pair:

L4} Enabla

£ Public Key:

% Private Key:

) Encrypted

- BEGIN RSA PUBLIC KEY—

MIIBCgKCAQEAUXUF71CPBJ6as0ghDOEZbiFnXhIPSFDIU0S GDwWRHJ7doPp6XVMh7ZZC 1 TuVWdVsijpe
0Jp8CFUMHIAZ]9JDR11sVgBAFU2vOL+hPS5VDNG3IUHjeANICMmAX 1 pegbLvb/A+ginie TgB/Z2EL3e T2xJT
OMygFImBPNuL4awjvit9E7IEXhBt HLONI/CUWTLMAOIDMIMKN2CRHuz2cxjp0+uA2bY85bNefQobESGEW v
XACeI2n4dmK4GFQVOXZS0ASP csKUMEfaeF/afcBVRCpyv+y 88P/DQ/Spg4xsBwjrZUDafqt2aSkIrsLayHSSD
1BWB09X5fjv10QNAMQ+QIDAQAB “

(® Plaintext

-—---BEGIN RSA PRIVATE KEY---—
MIIEogIBAAKCAQEAUXUFT1CPBJGasoghDOEZDIFNXniIPSFDIU0SGDWQHJI7doPpeXVMhTZZC1 TuvWdV
5jpe0Jp8CFuMH/AZI9JDR1fsVOBAFUZVOL +jnPSSVDNE3IUHeANICMmAX1pegbLvb/A+ginie TaB/Z2EL 3eT2
X TOMygFImBPNulL4awjvit9ETIEXhBIIHLONIcuWTLmADIDmMIMKN2CRHuz2cxjp0+uA2bY §5bNefQaJbES
GEWXACelZn4dmK4AGEQvOxzS0ASPcsKUMEfaer/afcBvRCcpyv+y88P/DQ/3pgdxsBwirZUDafqt2asSkirs LeyH
SSD1BWBOIXSIVI0QANAMO+QIDAQABACIBAAIZHOLg1V/45VC/SPKZmOCczkrd26J04DDhFCXdzMISPZ

@[ Close ] [ Display Sensitive Data as Plaintext ]

In this example the key word, RSA, is included at the BEGIN and END of the Public Key.

Step 12

You will see the success notification on the screen. You may close this window and save the

configuration on the switch.
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@ Success. To permanently save the configuration, go to the File Operations page or click the Save iCDD

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.
Certificate 1D: 1
. 2
Certificate Source: User Defined
& Cerificate:. | BEGIN CERTIFICATE---—-
MIIDRzCCAISCEESObzMCJXp/nT+7EIBROWBWDQYJKoZIhveNAQELBQAWYJELMAKG
A1UEBhMCVVMxEZARBgNYVBAGMCKNBTEIGT1JOSUEXETAPBgNYBACMCFNNDIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgwWFQ2IzY28xCzAJBgNVBASMAINTMB4X -
DTESMDYXODATNTCINIoXDTIWMDY xNzATNTC1NIowY]ELMAKGAT1UEBhMCVYVMXEZAR
BgNVBAQMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhDIBKb3NIMQ4wDAY DVQQDDAVD S
Import RSA Key-Pair: Enable
w
S
b
s

| Apply|| Close || Display Sensitive Data as Plaintext

Possible Errors

The errors discussed pertain to the public key. Normally there are two types of public key formats
that are used:

1. RSA Public Key file (PKCS#1): This is specific for RSA keys.
It starts and ends with the tags:

2. Public Key file (PKCS#8): This is a more generic key format that identifies the type of public key
and contains the relevant data.
It starts and ends with the tags:

Key header is missing error

Scenario 1: You generated the certificate from a third-party CA. You copied and pasted the Public
Key and clicked Apply.
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When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate 1D: o1
Certificate Source: User Defined
% Certificate. |- BEGIN CERTIFICATE--—- -
MIIDRzCCAISCEE90bzMCJXp/nT+78tBROtBWDQY JKoZIhveNAQELBQAWY]ELMAKG
A1TUEBhMCVVMxEzARBgNVBAGMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbIBKb3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgwFQ21zY28xCzAJBgNVBASMANTMB4X -
DTESMDYxODA1TNTcINIoXDTIwMDYxNzA1NTc1NlowY]ELMAKGA1UEBhMCVVMXEZAR
BgNVBAgMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD A
Import RSA Key-Pair l# Enable
.
% Public Key: ( ----- BEGIN PUBLIC KEY--—-—- a
UX J6asoghDOEZbiFnXhfIPSFDIu0SGDtwQHJ7doPpEXVYMh7ZZ C1TuVWdVvsjpeldJ

p8CFuUMH/AZ]9JDR1fsVaBAFU2vOL +hPS5VDNBE3IUHIeAhICMmAX 1 pegbLvb/A+glnie TgB/Z2EL 3e T2xJTOMY
gEImBPNuL dawjvit9E 7TIEXhBEIHLONI/cuWTLmAQIDMIMKN2CRHuz2cxip0+uA2bY85bNeiQoJbE3GEwxACe!
2n4dmKAGFQvOxzS0ASPcsKUMEfaeF /afcBvRcpyv+y88P/DQ/Spg4xsBwirZUDafgt2aSkir8L8yHSSD 1BWEBO
9X5fiv1 0QNAMQ+QIDAQAB #

£ Private Key. () Encrypted

® Plaintext | BEGIN RSA PRIVATE KEY-—-- a
MIIEogIBAAKCAQEAuUxUFT71CPBJ6asoghDOEZbiFnXhilPSFDIu0SGDIwQHJ7doPp6XVMh7ZZCA TuVWdV5j
pe0Jp8CFuMH/AZI9JDR1sVaBAFU2v0L +1hPSSVDNE31IUHIeANCMmAX1pegbLvb/A+ginieTaB/Z2EL 3 T2x)JT
OMygFImBPNul 4awjvit9E7IEXhBt1HLONH/cuWTLmAOIDmImKN2CRHuz2cxip0+uA2bY 85bNefQoJbE3GEwx

ACel2n4dmK4G FQVOXZSOASPCSKUMEfaeFfachchpywyBBPf___QfSQg4xs BwirZUDafgt2aSkir8L8yHSSD1B v
DhFcXdzMIBP EIKExU

f—
g[ Close l [ Display Sensitive Data as Plaintext l

You received the message, Error: Key header is missing. Close the window. A few modifications
can be made to make this problem disappear.
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‘o Error: Key header is missina

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

Certificate |D: o1
- 2
Certificate Source: User Defined
& Certificate: -—-BEGIN CERTIFICATE----- -
MIIDRzZCCAISCEEI0bzMC JXp/NT+TEIBROIBWDQY JKoZIhveNAQELBQAWYJELMAKG
A1UEBhMCVVMXEZARBgNVBAQMCKNBTEIGT1JOSUEXETAPBgNVBACMCFNNDIBKD3NI
MQ4wDAYDVQQDDAVDaXNjbzEOMAWGATUECgWFQ2IzY28xCzAJBgNVBASMANTMBAX v
DTESMDYXODATNTCINIoXDTIwMDYxNzATNTc1NIlowY]ELMAKGATUEBhMCVVMXEZAR
BgNVBAgMCKNBTEIGT 1JOSUEXETAPBgNVBACMCFNhbiBKb3NIMQ4wDAYDVQQDDAVD 5
Import RSA Key-Pair: | Enable
£ Public Key: [ — BEGIN RSA PUBLIC KEY-—-

rF Y
MIIBCgKCAQEAuUxUF71CPBJ6asoghDOEZbiFnXhfIPSFDIU0SGDiwQHJ7doPp6XVMh7ZZC 1 TuvWwdV5jpe
0JpSCFUMH/AZ|9.JDR1TsVgBAFU2vOL+hPSSVDNGE3iUHjeARICMmAX 1 pegbLvb/A+gInie TgB/Z2EL3eT2xjJT
OMygFImBPNuL4awjvitSEFIEXhBHTHLONMcuWTLMAOIDmImKN2CRHuz2cxjp0+uAZbY85bNefQoJbE3GEW
xACel2nddmK4GFQvOxzS0ASPcsKUMETaeF/afcBvRcpyv+y38P/DQ/SpgdxsBwijrZUDafgi2aSkirLAyHSSD

1BWBO09X5Tv10QNAMO+QIDAQAB v

# Private Key: @ Encrypted
A

Plaintext
i

M [ Close ] [ Display Sensitive Data as Plaintext

To fix this error:

Add the key word, RSA, to the beginning of the Public Key: BEGIN RSA PUBLIC KEY

Add the key word, RSA, to the end of the Public Key: END RSA PUBLIC KEY

Remove the first 32 characters from the key code. The highlighted portion shown below is an
example of the first 32 characters.

8, PUBLIC KEY-——- B

MIIBC ok CAQEApAqowACDSESor Y wilhvin 'EI'_|'d-r'g,'F"3FQIGEDHIE“D5MS':CHTQ5IE;IND|1WEL[EHE]E-DIIEHDlLJ

07 P 28mgdVFHX pIAKS 3CHUD S T2+ ARG GV IS PG EgKwSSHWREIM o Ovbig DL iTALx|fi

blJomil MM%*W&W&H@MH&&%M
p11qDOVYy4FAGIR 10IDIAY He/sVXUCCUAF 192aDPeK 1ZCMACD aMaQ4inaX KmbugBvBePl 1y aw

.-"'

When you apply the settings, you will not get the Key header is missing error in most cases.

Failed to load public key error

Scenario 2: You generated a certificate on one switch and imported it onto another switch. You
copied and pasted the Public Key after removing the first 32 characters and clicked Apply.
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Certificate |1D:

Certificate Source:

& Certificate:

Import RSA Key-Pair
£ Public Key

& Private Key: (' Encrypted

@ Plaintext

2]

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers

1
User Defined

————— BEGIN CERTIFICATE----- -
MIIDSTCCAJECEHV4M/bIKGoJFHMCvny TWUwWDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XxEDACBgNVBAgMBOhhcnihbmEXEDAOBgNVBACMBOd1cmdhb24xEDAO
BgNVBAMMBzAUMC4wLjAxDjJAMBgNVBAOMBUNpc2NvMQ4wDAYDVQQLDAVDaXNjbzAe
FwOxOTA2ZMTkwM|QyMzRaFw0yMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAYTAKIOMRAwW

Dg¥DVQQIDAIY XJ5YWShMRAWDgY DVQAHDAIHAXInYW9uMRAwWDgY DVQUDDAcwLIAU v
¥ Enable

N
----- BEGIN RSA PUBLIC KEY-— N\

."05«'4lyP3fQI OSQHfZQsMSCCHrq5repNDfoRVSLtBFIqZSQlIBHDIL.J 07Pj29madVFHX/p3ArKS3QuUDST21/+A0CGYN
J5ZPG8gKwISHWRIMcyvOvblgD.JI/ej0aYiGA10GX8eT8IxIvblJomiFd/MWOBC2/3nmbhKk/LsKI+koTucChquVf
shpwP2WdWWReDU9gb8WILFRANNQhGWR/NT794HgAuOHYyxpT7gDOVIYVAEAGIR 1pbIDdAY He8/sWXUCCUAFIl

92aDPeK1ZCMACDJaMaQ4trxgX/KmGvaBnvBePl1yaWiSQaaG0zgiir/ Y QIDAQAB
—-—-END RSA PUBLIC KEY--- y
- —

S

————— BEGIN RSA PRIVATE KEY--—--- a
MIIEpQIBAAKCAQEAPAGavACD58ScvYwWWavzx/oy4ryP3fqiO8QHIZQAsMSCCHrgdrepNDILIRVELIBFIQ3QIIBH
DILJO7Pj29mgdVFHX/p3ArKS3QUDST2I+AQOCGYNJSZPGBgKwSHWRIMcyvOvbigDJIl/ej0aYIGA10GX8eiTs
IxIfMblJomilFd/MWOSC2/3nmbhKk/LsKl+koTucCbauVfshpwP2WdWWReDU9gb8WIL FRANNQhGWR/N794H

aAUOHyxpT7aDOVIYv4FAGIR 1pblDdAY He8/sVXUCCuAFil92aDPeK1ZCMACDJaMaQ4trxgX/KméGvgBnvBeP| M
1yaWiSOgaG0zgjjr7YQIDAQABAoCIBAQCTUvpS1Qvzi21FbNZmhBYkmMoxTpYKHguvoxwbZqlSOTKdPFSv 2

P—
@[ Close l [ Display Sensitive Data as Plaintext l

You got the Failed to load public key error on the screen.
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@ Failed to load public k%

Certificate 1D:

Certificate Source:

“ Certificate:

Import RSA Key-Pair:
# Public Key:

%t Private Key: @® Encrypted

Plaintext

When a Certificate and/or a Key is entered, it should contain the "BEGIN" and "END" markers.

User Defined

-—--BEGIN CERTIFICATE----

MIIDSTCCAJECEHV4jm/bIKGoJFHMCvny TWUwDQY JKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4XEDAOCBgNVBAGMBOhhcninbomEXEDAOBgNVBACMBOd1cmdnb24xEDAC
BaNVBAMMBZAUMCAWLJAXDJAMBONVBAOMBUNpPCZNVIMQ4wDAY DVQQLDAVDaxXNjbzAe v
FwOxOTAZMTkwMjQyMzRaFwOyMDAZMTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAW

DgYDVQQIDAdIY XJSYWShMRAWDgYDVQQHDAJHIXJNYWIUMRAWDgYDVQQDDACWL]JAU Vs

[J Enable

----- BEGIN RSA PUBLIC KEY— N
MIIBCgKCAQEAPAGQVACD58ScvYwWsvzx/oy4ryP3fgiO8QHzQsMSCCHIgq5repNDILRVSLIBFIg3QiIBHDIL
J07Pj29mgdVFHX/p3ArKS3QjuUDST2I/+A0CGVNI5ZPGE gKw5SHWRIMCyvOvVblgDJI/ej0aYiGA10GX8eiT8Ix
IAviblJomiiFd/MWOTBC2/3nmbhKk/LsKI+koTucCbquVishpwP2WAWWReDUIgb8WLFRANNQhGWRINTI4H
gAUOHYXpT7qDOVIYv4FAGIR1pbIDdAYHe8/sVXUCCUAFiI92aDPekK1ZCMACDJaMaQ4trxgX/KmévgBnvBe
Pl1yaWiSOqaG0zgjji7YQIDAQAB /4

fewhpplys | Ciose || Display sensitive Data as Piaintext |

To fix this error, DO NOT delete the first 32 characters of the public key in this case.




A Not secure | 192.168.1.254/csf94298e9/mts/ss|/ssl_serverauth_imp_jq.htm

Certificate 1D

Certificate Source:

£ Certificate:

Import RSA Key-Pair:
Public Key-

1

it

Private Key: Encrypted

® Plaintext

When a Certificate and/or a Key is entered it should contain the "BEGIN" and "END" markers

1
e 2

User Defined

MIIDSTCCAJECEHV4)M/bIKGoJFHMCynyTWUwDQYJKoZIhveNAQELBQAWYZELMAKG
ATUEBhMCSU4xEDAOBgNVBAgMBOhhcnihbmExEDAOBgNVBACMBOd 1cmdhb24xEDAD
BgNVBAMMBzAUMC4wLjAxDJAMBgNVBAoMBUNpc2ZNvMQ4wDAYDVQQLDAVDaXNjbzAe
FwixOTA2ZMTkwMjQyMzRaFw0OyMDA2MTgwMjQyMzRaMGMxCzAJBgNVBAY TAKIOMRAwW
DgYDVQQIDAIYXJSYWShMRAWDGYDVQQHDAIHAXJnYWIUMRAWDgYDVQQDDACWLjAU 4

« Enable

----- BEGIN RSA PUBLIC KEY-—--
Lo o e N N fo (T D e A § VL Y e /0y 4ry P 3qi08QH Iz QsMSCCHrgSrepNDILRVELIBFlg3QilBHDtLJ
07Pj29mgdVFHX/p3ArKS3QuDST21/+A0CGVYNJSZPG8gKw5SSHWRIMcyvOvblgDJI/ej0aYiGA10GXSei T8IxIIM

blJomilEd/MWOTBC2/3nmbhKk/LsKl+koTucCbauVfshpwP2WdWWReDUIgb8WLFRANNQhGWR/NT94HaAUD
HyxpT7qDOVIYVv4FAGIR 1pbIDdAYHe8/sVXUCCuAFII92aDPeK1ZCMACDJaMaQ4trxagx/KmbévgBnvBeP | 1yaW

iISOgaG0zgjr/ YQIDAQAB o

S

roiJNnzjgteU9ggz GvAGre 1+{9z4tawGn+9/reRa3J 16w8vriA3wucP9ImyRIUCOY EAVUIASK3f+pRGBO/NDmMOWD &
IFkSmIG6azhiA4IYTRQPVISUEU /ne T 7edoNTX|XeB/zptOhQBHicyl 1xscogv2Kyvp Tx8k0usuBavinP1gGsEuePc
(G+ynDTRAYIMZLcOpDEtGWBKV362YnyX4rCZT6TRVXBRI3geAmN30DgpygcYLMCgYEAIghyEg9cWrkQSo3
e904IVACLgjVG05nkfE6Q1BFt8sTDDOGOoSKGZLY hRxIIKLOXRP990Z2Gugt3xKlvLighFmZHOYaSTLKEY 8hzr/
uTe]GQLoCYNoZAOzC1Ac+QneCbQ4GIDualamyetkAJIEUog7cx2skgozjQSIC3dw2FStw=

----- END RSA PRIVATE KEY——-- Vi

HﬂH [ Close J [ Display Sensitive Data as Plaintext J

Import using

Step 1

CLI

To import certificate using CLI, enter the following command.

swi tch(confi g) #crypto certificate [certificate number] import

Certificate 2 is imported in this example.

swi tch(confi g) #crypto certificate 2 import

Step 2

Paste the input; add a period (.) on a separate line after the input.

M | Evgl BADANBgkghki GOWOBAQEFAASCBKgwggSkAgEAAol BAQT r ZQ6f Or j 8neA
...truncated 24 lines....

h27zh+aWK7dxakaoF5Qok BTqWDHe MAVNI uwG Z/ OBBQYgSH | +SYr ZXAbUi Svf | R4
NC1WjkWe ML6j W+521 DY GoknlJ

----- END RSA PRI VATE KEY--- - -

----- BEG N RSA PUBLI C KEY-----

M | BCgKCAQEAV62Un9K4/ J3gCAk7i 9nYL5z Ytk QVGhCecAo7uGhl Epr xdVikf TOI

...truncated 3 lines.

64j c5f zI f \nE2QogBX/ 9MAOE41BX5Z0B/ QI DAQAB




M | FvTCCBKWJAW BAgl RACOBW)4bk St dWPv CNY] HpbYWDQYJKoZI hvc NAQEL BQAW
---truncated 28 lines...

8S+39mOWPACZi pl 0JAL/ 0l eG7ChLWOXKnc MeZW/TI UZaEwVFf OcUzgXwQJcsTr W
JDPt nbKXGE6WOTr ecu6U@Hs UBoDONl sN5ZBHt 1Vyj AP

----- END CERTI FI CATE- - - - -

Certificate inported successfully

Issued by : C=xx, ST=Gxxxxx, L=xx, O=xx CA Limited, CN=xx RSA Organization Validation Secure
Server CA

Valid From Jun 14 00: 00: 00 2017 GMVI

Valid to: Sep 11 23:59:59 2020 GVI

Subj ect: C=DE/ post al Code=xxx, ST=xx, L=xx/street=xxx 2, O=xxx , OU=IT, CN=*.kow .eu

SHA Fi ngerprint: XXXXXX

Conclusion

You have now learned the steps to successfully import a certificate on the Sx350 and Sx550X
series switches using the GUI and CLI.
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