Diagnose Link Flapping on a Switch

Objective

The objective of this article is to show how to diagnose and troubleshoot link flapping
issues on a switch using SG350X as an example.

Applicable Devices | Software Version

- Sx350 | 2.5.7.85 (Download latest)
. SG350X | 2.5.7.85 (Download latest)
. Sx550X | 2.5.7.85 (Download latest)

Introduction

A port flap, also referred to as a link flap, is a situation in which a physical interface on
the switch continually goes up and down, three or more times a second for duration of
at least ten seconds. The common cause is usually related to bad, unsupported, or
non-standard cable or Small Form-Factor Pluggable (SFP) or related to other link
synchronization issues. The cause for link flapping can be intermittent or permanent.

Since link flapping tends to be a physical interference, this document will explain the
steps and procedures that can be taken to diagnose and prevent it. In addition, the
article will also cover the settings that can be configured on the switch to prevent or
solve a link flapping issue.
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Identifying Link Flapping

Link flapping is easy to identify in a network. Connectivity of certain devices will be
intermittent. Link flapping can be seen and identified in the device’s syslog; syslog
messages provide information about the events, errors or any serious problems which
can happen within the switch. When reviewing your syslogs, look for “Up” and “Down”
entries that seem to be back-to-back in a short span of time. Those entries will also
describe exactly which port is causing the issue, and you can proceed to troubleshoot
that specific port.



Log Index = Log Time Severity Description

Checking the physical and hardware of the device including cables

The common cause for link flapping is usually related to bad, unsupported, or non-
standard cable or Small Form-Factor Pluggable (SFP) or related to other link
synchronization issues. Test the ethernet cables and cables being used on the ports
giving issues. Be sure your device is on the latest firmware.

Step 1
Try changing cables and monitor. If the issue persists, proceed to Step 2.
Step 2

Go to Status and Statistics > Diagnostics > Copper Test.

+ Status and Statistics 1

Copper Test

Step 3

Select the Port from the drop-down menu. In this example, GE16 is selected. Click on
Copper Test.



Copper Test

Note that basic cable test results would be accurate only if Short Reach is disabled.
Short Reach is currently disabled.

Select the port on which to run the copper test.

Port;

Copper Test

Step 4

A warning will appear. Be aware that the port will be shut down for a short period of
time. Choose OK.

The port is shut down during the brief testing period.
Click OK to continue or Cancel to stop the test.

(] Don't show me this again

- OK- | Cancel

Step 5

The Test Results will be displayed. If it says OK, it is most likely not the cable. If the
results are not OK, change the cable and repeat the copper test to confirm that it is not

the cable.
Test Results
Last Update: 2021-Jan-18 09:13:50
Test Results: OK

Distance to Fault:

Operational Port Status: Up

Analyzing your Topology

To confirm it is a physical problem and not a configuration issue on the switch, you
need to analyze the devices connected to your switch. Check the following:

1. What devices are connected to the switch?

- Analyze each device connected to the switch. Have you experienced any
issues with those devices?

3. Which ports are causing the problem and which devices are connected to those ports?

- Test the ports by connecting other devices and verifying if the problem



continues.

- See if the device is causing issues on another port.

6. Is it the port or the device?

- Determining whether it is the port, or the device determines how to
continue the troubleshooting process.

- If it is the device, you may have to contact support management for that
device.

- If you have determined it is the port, it is time to check whether the issue is
related to configuration or a physical one.

How to Configure Link Flap Prevention

Link flap prevention minimizes the disruption to the switch and network operations. It
stabilizes the network topology by automatically setting the ports that experience
excessive link flap events to err-disable state ports. This mechanism also provides time
to debug and locate root cause for flapping. A syslog message or Simple Network
Management Protocol (SNMP) trap is sent to alert regarding link flap and port
shutdown. The interface will become active again only if specifically enabled by the
system administrator. For CLI-based instructions, check out the article Configure Link
Flap Prevention Settings on a Switch through the CLI.

Step 1

Log in to the graphical user interface (GUI) of the switch.


https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5783-configure-the-link-flap-prevention-settings-on-a-switch-thro.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-350-series-managed-switches/smb5783-configure-the-link-flap-prevention-settings-on-a-switch-thro.html
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Step 2

Choose Advanced Display Mode.

Display Mode:
Step 3

Go to Port Management > Port Settings.

Step 4

On the Port Settings page, enable Link Flap Prevention by checking the Enable box.
Click Apply.

Port Settings

lLink Flap Prevention: Enable l
Jumbo Frames: (J Enable

Jumbo frames configuration changes will take effect after saving the configuration and rebooting the switch.

o] o
Step 5

Click Save.



Disabling Energy Efficient Ethernet (EEE)

Are you are still experiencing link flapping after checking your topology, devices, and
enabling Link flap prevention? Try disabling Energy Efficient Ethernet (EEE). The
purpose of EEE is that ethernet links have idle time and the opportunity to save energy.
However, not all devices are compatible with EEE 802.3AZ and disabling it may be the
best course of action.

Step 1

Log in to the switch GUI.
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Step 2

Choose Advanced Display Mode.

Display Mode:

Step 3

Go to Port Management > Green Ethernet > Properties.




Step 4

Disable 802.3 Energy Efficient Ethernet (EEE) by unchecking the Enable box. Click

Apply.
Properties
For the functions and/or parameters configured on this page to become effective,
you may have to configure the corresponding port based parameters on Port Settings page.
Energy Detect Mode: () Enable
Short Reach: () Enable
Port LEDs: Enable

802.3 Energy Efficient Ethernet (EEE): | (] Enable

—Apply—{ Cancel H Reset Energy Saving Counter

Step 5

Click Save.

[ s

Disable Smartport

The Smartport feature applies a pre-configured setup to the switch port based on the
type of device that is trying to connect. Auto Smartport lets the switch apply these
configurations to interfaces automatically when it detects the device. At times,
Smartport may detect the device incorrectly, which can cause that specific port to
“flap”. To prevent this, you can disable Smartport.

Step 1

Choose Smartport > Properties.

Search

» Status and Statistics

»  Administration

» Port Management

Smartport Type Settings
Interface Settings

» VLAN Management

Step 2

Select Disable next to Administrative Auto Smartport to disable the Smartport globally
on the switch. Click Apply.



Properties

Telephony OUL is currently disabled. Auto Smartport and Telephony QUI are mutually exclusive.

Administrative Auto Smartport: (®) Disable Operational Auto Smartport: Disabled
(O Enable
(O Enable by Auto Voice VLAN

Auto Smartport Device Detection Method: CDP Operational CDP Status: Enabled
LLDP Operational LLDP Status:  Enabled

Auto Smartport Device Detection: ] Host
IP Phone
[ IP Phone + Desktop
Switch
[] Router
Wireless Access Point

- Apply-||  Cancel

This will disable the Smartport on all interfaces but will not affect manual VLAN

configurations.

Having Smartport issues? Learn how to identify, troubleshoot, and disable the
Smartport feature if it is causing problems with your switch.

Conclusion

Link flapping can be debilitating in a network. But now with all this information that you
have learned, you can diagnose, prevent, and solve link flapping issues with ease.
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