Configure Transmission Control Protocol
(TCP) and User Datagram Protocol (UDP)
Service Settings on a Cisco Business 250 or
350 Series Switch

Objective

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) are transportation
protocols which are some of the core protocols of the Internet protocol suite. Both TCP and UDP
work at the transport layer of the TCP/IP model. TCP uses a three-way handshake to establish the
reliable connection, whereas UDP is unreliable but faster when compared to TCP. The network
device offers some of the services which use either TCP or UDP for easy management of the
device. The services can be enabled or disabled based on the requirement.

The TCP and UDP services information are shown in the TCP and UDP Service tables of the web-
based utility page of the switch. The information showed in these tables depict the current status
of the enabled TCP and UDP services. You can use this information to manage and troubleshoot
any of the enabled services on the switch.

This article provides instructions on how to configure the TCP and UDP services on your Cisco
Business 250 or 350 series switch.

Applicable Devices | Software Version

- CBS250 (DataSheet) | 3.0.0.69 (Download latest)

. CBS350 (Data Sheet) | 3.0.0.69 (Download latest)

. CBS350-2X (Data Sheet) | 3.0.0.69 (Download latest)
- CBS350-4X (Data Sheet) | 3.0.0.69 (Download latest)

Configure TCP/UDP Services on your Switch

Configure TCP/UDP Services

The TCP/UDP Services page enables TCP or UDP-based services on the device, usually for
security reasons. Follow these steps to enable or disable a specific service:

Step 1. Log in to the web-based utility of your switch then choose Security > TCP/UDP Services.


https://www.cisco.com/c/en/us/products/collateral/switches/business-250-series-smart-switches/nb-06-bus250-smart-switch-ds-cte-en.html
https://software.cisco.com/download/home/286325765
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
https://www.cisco.com/c/en/us/products/collateral/switches/business-350-series-managed-switches/datasheet-c78-744156.html
https://software.cisco.com/download/home/286325769
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Step 2. Check the Enable HTTP to enable the Hyper Text Transfer Protocol (HTTP) service on
your switch. By default, Cisco Small Business Switches can be configured through the web-based
utility using a web browser thus this service is checked by default.

TCP/UDP Services

HTTP Service: ((v/)Enable

Step 3. Check the Enable HTTPS to enable the Hyper Text Transfer Protocol Secure (HTTPS)
service on your switch. Connectivity between the administrator and the switch using HTTP is
unencrypted. You can enable the HTTPS service which works with Secure Socket Layer (SSL)
protocol to offer to the administrator a more secure web browser connection with the configuration
utility of the switch. This service is enabled by default.

TCP/UDP Services

HTTP Service: (v Enable
HTTPS Service:((v/ JEnable

Step 4. Check the Enable SNMP to enable the Simple Network Management Protocol (SNMP)
service on your switch. SNMP is an application layer protocol that is used to manage and monitor
a network. For the different SNMP features to work properly, you first need to enable the SNMP
service.



CP/UDP Services

HTTP Service: [+ Enable
HTTPS Service: (v Enable
SNMP Service: (v JEnable

Note: In this example, SNMP Service is enabled.

Step 5. Check the Enable Telnet Service check box to enable the Telnet service on your switch.
Telnet is a network protocol that allows a device to be controlled by a command line interface over
the Internet or a LAN. When Telnet is enabled, an administrator can configure the switch through
the use of a Telnet client application. However, since Telnet messages are not encrypted, it is
recommended that you use SSH service.

TCP/UDP Services

HTTP Service: (v Enable
HTTPS Service: (v Enable
SNMP Service: (v Enable

Telnet Service: ([ )Enable

Note: In this example, Telnet Service is disabled.

Step 6. Check the Enable SSH Service check box to enable the Secure Shell (SSH) service on
your switch. SSH allows the administrator to configure the switch through a command line
interface (CLI) with a third party program. In CLI mode via SSH, the administrator can execute
more advanced configurations in a secure connection.



TCP/UDP Services

HTTP Service: [+ Enable
HTTPS Service: (M Enable
SNMP Service: (¥ Enable
Telnet Service: () Enable

SSH Service: @Enable

Note: In this example, Telnet Service is enabled.

Step 7. Click Apply to save the settings.

TCP/UDP Services @ —

HTTP Service: (¥ Enable
HTTPS Service: (v Enable
SNMP Service: [+ Enable
Telnet Service: () Enable
SSH Service: (v Enable

Step 8. (Optional) Click Save to save settings to the startup configuration file.
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TCP/UDP Services

HTTP Service: (v Enable
HTTPS Service: (v Enable
SNMP Service: (¥ Enable
Telnet Service: () Enable
SSH Service: (¢ Enable

You should now have configured the TCP/UDP Services on your switch.

View TCP Service Table

The TCP Service table displays the next information:

TCP Service Table

Service Name  Type

Local IP Address

Local Port Remote IP Address

Q @

Remote Port State

HTTP TCP
HTTPS TCP
HTTP TCP
HTTP TCP
HTTP TCP
HTTP TCP6
HTTPS TCP6

All

All

192.168.1.254

192.168.1.254

192.168.1.254

All

All

80

443

80

80

80

80

443

All
All
192.168.1.50
192.168.1.50
192.168.1.50
All
All

0
0
61975
61978

61979

- Service Name - The different access services currently enabled for TCP connections.
- Type - The TCP type used by each service. The two types are:

- TCP - offers a reliable connection between IPv4 hosts.

- TCP6 - offers a reliable connection between both IPv4 and IPv6 hosts.

- Local IP Address - The IP address used by the switch to offer TCP connections.
- Local Port - The port number used by the switch for each TCP service to receive connection

requests.

- Remote IP Address - The IP address of the device that requests a TCP connection through
the specified TCP service.



- Remote Port - The port number used by the remote device to connect to the specified TCP
service.
- State - The current state of the connection. Some of the states are:

- Listen - The switch takes any connection for this Service on the Local Port.
- Established - Indicates an active connection.

- Time wait - Indicates a connection that has been closed, but tracked so that out-of-order packets
can still arrive to the destination.

You should now have viewed the TCP Service Table on your switch.

View UDP Service Table

The UDP Service table displays the next information:
UDP Service Table

Service Name Type Local IP Address Local Port Application Instance

UDP  All 123 1
UDP6  All 546 1
Bonjour UDP6  All 5353 1

- Service Name - The different access services currently enabled for UDP connections.
- Type - The UDP type used by each service. The two types are:

- UDP - offers a connection between IPv4 hosts.

- UDP®6 - offers a connection between both IPv4 and IPv6 hosts.

- Local IP Address - The IP address used by the switch to offer UDP connections.

- Local Port - The port number used by the switch for each UDP service to receive connection
requests.

- Application Instance - The current UDP service instance.

You have now viewed the UDP Service Table on your Cisco Business 250 or 350 series switch.

Looking for more articles on your CBS250 or CBS350 switch? Check out any of the links below for
more information!

SNMP Settings SNMP Views SNMP Groups DHCP Image Upgrade Password Strength Port
Security Time Settings Upgrade Firmware Smartport Best Practices Troubleshoot: No IP Address
Troubleshoot Smartports Troubleshoot Link Flapping Create VLANS



https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2779-configure-simple-network-time-protocol-sntp-settings-on-a-sw-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2513-configure-snmp-views-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2514-configure-snmp-groups-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2511-configure-dynamic-host-configuration-protocol-dhcp-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2512-configure-password-strength-and-complexity-settings-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2944-demonstration-port-security-default-changes.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2525-2543-configure-system-time-settings-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2524-2545-upgrade-firmware-cbs.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2797-smartport-best-practices-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2629-port-security-default-v-3-1.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2634-identify-disable-smartports-CBS.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/kmgmt-2960-cbs350-port-flapping.html
https://www.cisco.com/c/en/us/support/docs/smb/switches/Cisco-Business-Switching/2526-2527-create-vlan-cbs250--cbs350-switch.html
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