Configure Port Forwarding/Port
Triggering/NAT on RV34x Series Routers

Objective

Explain the purpose of port forwarding and port triggering and provide instructions to set up
these features on your RV34x Series router.

- Comparing Port Forwarding and Port Triggering
- Setting Up Port Forwarding and Port Triggering
- Setting up Network Address Translation (NAT)

Applicable Devices

. RV34x Router series

Software Version

- 1.0.01.17

Comparing Port Forwarding and Port Triggering

These features allow some internet users to have access to specific resources on your
network, while protecting the resources that you want to keep private. Some examples of
when this is used: hosting web/email servers, alarm system and security cameras (to send
the video back to an offsite computer). Port forwarding opens ports in response to inbound
traffic for a specified service.

A list of these ports and their description are set up when you enter the information in the
Service Management section of the set up wizard. When you set these up, you cannot use
the same port number for both port forwarding and port triggering.

Port Forwarding

Port forwarding is a technology that allows public access to services on network devices on
the Local Area Network (LAN) by opening a specific port for a service in response to inbound
traffic. This ensures that the packets have a clear path to the intended destination, which
allows for faster download speeds and lower latency. This is set for a single computer on
your network. You need to add the specific computer's IP address and it cannot change.

This is a static operation that opens a specific range of ports that you select and doesn't
change. This may increase security risk as the configured ports are always open.

Imagine that a door is always open on that port to that device that it was assigned.

Port Triggering

Port triggering is similar to port forwarding but a little more secure. The difference is that the



trigger port is not always open for that specific traffic. After a resource on your LAN sends
outbound traffic through a trigger port, the router listens for inbound traffic through a
specified port or port range. Triggered ports are closed when there is no activity, which adds
to the security. Another benefit is that more than one computer on your network can access
this port at different times. Therefore, you do not need to know the IP address of the
computer that will trigger it in advance, it does this automatically.

Think of you giving someone a pass but there is a doorman there that checks your pass
each time you enter and then closes the door until the next person with a pass arrives.

Setting Up Port Forwarding and Port Triggering

Port Forwarding

To configure port forwarding, follow these steps:

Step 1. Log in to the web configuration utility. Enter the IP address for the router in the
search/address bar. The browser might issue a warning that the website is untrusted.
Continue to the website. For more guidance with this step, click here.

Enter the username and password for the router and click Log In. The default username and
password is cisco.
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Step 2.From the main menu on the left side,Click Firewall > Port Forwarding
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In the Port Forwarding Table, click Add or select the row and click Edit to configure the
following:


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb381-accessing-the-web-based-setup-page-of-cisco-vpn-routers.html
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For example, a company hosts a web server (with an internal IP address of 192.0.2.1) on
their LAN. A port forwarding rule for HTTP traffic could be enabled. This would allow
requests from the internet into that network. The company sets the port number 80 (HTTP)
to be forwarded to IP address 192.0.2.1, then all HTTP requests from outside users will be
forwarded to 192.0.2.1. It is set up for that specific device in the network.

Step 3 .Click Service Management
In the Service Table, click Add or select a row and click Edit and configure the following:

- Application Name — Name of the service or application

- Protocol — Required protocol. Refer to the documentation for the service that you are hosting
- Port Start/ICMP Type/IP Protocol — Range of port numbers reserved for this service

- Port End — Last number of the port, reserved for this service

Service Management

Service Table
] Application Mama Protoced * Port StartICMP Type/IP Proiocol Post End
| -]
[ sue TCP 25 25
[[] SHMP-TCFP TCP 161 161
|_| SNMP-TRAPS-TCP TCP 162 162
|:| SHMP-TRAPS-UDP LnP 162 182
[ SHMP-UDP UoP 161 181
[l SSH-TCP TCP 22 2
|_] SSH-UDP UnP 22 2
[0 TAaCACE TCP 49 49
[ TELWET TCP 23 23
L )
TFTP DP 64 -]

(] | | TP 10000 10000
*'When a sandice is in use by Port Forwarding / Porl Triggering seftings, this service can not apply ICMPAP on the Protocol Type

Ean | Delete |

| Back || Cancel |
Step 4. Click Apply

Port Triggering

To configure port triggering, follow these steps:

Step 1.Log in to the web configuration utility. From the main menu on the left side,click
Firewall > Port Triggering
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Step 2.To add or edit a service to the port triggering table, configure the following:
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Click Add (or select the row and click Edit) and enter the following information:

Port Triggering
Part Triggering Takbils
1 Enable Application Name Trigger Service Incoming Sendce Inferfaces
1 [= Al Traffic FTP WAMN1
| d All Trafhic FTP WAMNT
| Ax | | service Management |

Step 3. Click Service Management, to add or edit an entry on the Service list.

In the Service Table, click Add or Edit and configure the following:

- Application Name — Name of the service or application

- Protocol — Required protocol. Refer to the documentation for the service that you are hosting
- Port Start/ICMP Type/IP Protocol — Range of port numbers reserved for this service

- Port End — Last number of the port, reserved for this service
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Step 4 .Click Apply

Network Address Translation

Network address translation (NAT) enables private IP networks with unregistered IP
addresses to connect to the public network. This is a commonly configured protocol in most
networks. NAT translates the private IP addresses of the internal network to public IP
addresses before packets are forwarded to the public network. This allows a large number of
hosts on an internal network to access the internet through a limited number of public IP
addresses. This also helps to protect the private IP addresses from any malicious attack or
discovery as the private IP addresses are kept hidden.

To configure NAT, follow these steps

Step 1.Click Firewall> Network Address Translation
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Step 2. In the NAT Table, check Enable NAT for each applicable Interface on the list to
enable

Network Address Translation

‘ NAT Table
Interface Enable NAT
VWAN1 A1
WANZ 1
UsSB1 1
UsB2
’ Apply | | Cancel ]

Step 3. Click Apply

You have now successfully configured Port forwarding, Port Triggering, and NAT.
Other Resources

- For configuration of Static NAT, click here

- For answers to many questions about routers, including the RV3xx series, click here

- For FAQs on RV34x series, click here

- For more information on RV345 and RV345P, click here

- For more information on configuring Service Management on the RV34x series, click here

View a video related to this article...


https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5461-configure-the-static-network-address-translation-nat-on-the.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5364-router-frequently-asked-questions.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5538-rv34x-series-router-frequently-asked-questions-faqs.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5520-get-to-know-the-rv345-dual-wan-gigabit-vpn-router-and-the-rv.html
https://www.cisco.com/c/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5532-configure-service-management-on-the-rv34x-series-router.html

Click here to view other Tech Talks from Cisco
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