Setup Wizard on RV215W

Objective

The Setup Wizard allows a network administrator to configure the basic settings for the
RV215W quickly and conveniently. This article explains how to configure the Setup Wizard
for the RV215W.

Applicable Devices

* RV215W

Software Version

*«1.1.05

Advanced VPN Setup

Configure WAN with DHCP

Dynamic Host Configuration Protocol (DHCP) allows you to connect your router to the
Internet automatically. The Internet Service Provider (ISP) uses DHCP to configure the
settings for the router for you. Perform this procedure if your ISP uses DHCP for Internet
connectivity.

Step 1. Log in to the web configuration utility and choose Administration > Setup Wizard.
The Setup Wizard page opens:

Router Setup Wizard Language: English ~

1.Welcome
Thank you for choosing Cisco Small Business. This Setup Wizard will

help you install your Cisco Small Business VPN Firewall Router.

To set up the router manually, you may cancel the Setup Wizard now. (Mot
recommended.)

Before continuing, make sure your router is connected to an internet
gateway device { such as a cable modem or DSL modem ) as described
in the Quick start installation quide.

Click Next to check your network connection.

[¥] Don't show on start up
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Step 2. Check the Don't show on start up check box to prevent the display of the Setup
Wizard after login.

Step 3. Click Next.
Router Setup Wizard
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e 1. Welcome 2.Check Connection 3.Configure Router 4

Check Connection

=~ Network connection has been detected.

Click Hext to configure your router

Back || Mext || Cancel |

Step 4. The RV215W checks for an Internet connection. After it finishes, click Next.
Router Setup Wizard

& 1. Welcome « 2. Check Connection 3.Configure Router 4.Enable Security

Configure Router - Select Connection Type (Step 1 of 4)

Your internet connection type cannot be detected. Selectthe correct type from the options below. If you are not sure what
the correct type is, call your Internet Service Provider.

@ Dynamic IP Address, or DHCP (Recommended)
() Static IP Address

I PPPOE

) PPTP (Europe Only)

) L2TP (Europe Only)

@ Learn more about the different connection types

Click Next to continue.

| Back || Mext || Cancel |

Step 5. Click the Dynamic IP Address, or DHCP (Recommended) radio button
Step 6. Click Next.
Configure WAN with Static IP Address

A static IP address is an address that does not change. These generally have to be
purchased from an ISP. Perform this procedure if your ISP uses static IP addresses for



Internet connectivity. This procedure explains how to configure a static IP WAN connection
with the Setup Wizard.

Step 1. Log in to the web configuration utility and choose Administration > Setup Wizard.
The Setup Wizard page opens:

Router Setup Wizard Language: English

1.Welcome 2.Check Connection 3.Configure Router

Welcome

Thank you for choosing Cisco Small Business. This Setup Wizard will
help you install your Cisco Small Business VPN Firewall Router.

To set up the router manually, you may cancel the Setup Wizard now. (Mot
recommended.)

Before continuing, make sure your router is connected to an internet
gateway device ( such as a cable modem or DSL modem ) as described
in the Quick start installation guide.

Click Next to check your network connection.

Dont show on start up

| Back | | Mext | | Cancel |

Step 2. Check the Don't show on start up check box to prevent the display of the Setup
Wizard after login.

Step 3. Click Next.
Router Setup Wizard

& 1.Welcome 2.Check Connection

Check Connectio

=" Network connection has been detected.

Click Hext to configure your router

Back || et || Cancel |

Step 4. The RV215W checks for an Internet connection. After it finishes, click Next.



Router Setup Wizard
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Configure Router - Select Connection Type (Step 1 of 4)

Your internet connection type cannot be detected. Selectthe correct type from the options below. If you are not sure what
the correct type is, call your Internet Service Provider.

& Dynamic IP Address, or DHCP (Recommended)
@ Static IP Address

) PPPoE

) PPTP (Europe Only)

) L2TP (Europe Only)

@ Learn more about the different connection types

Click Next to continue.

Back | | Mext | | Cancel
Step 5. Click the Static IP radio button.
Step 6. Click Next.
Router Setup Wizard
% 1.Welcome « 2.Check Connection 3.Configure Router 4 Enable Security

Configure Router - Settings for your Static Account (Step 2 of 4)

To set up your connnection to the Internet, enter the following information.

— ™
Static IP Address 209 165 200 226
Subnet Mask 255 | 255 | 255 | 224
Gateway IP 209 165 | 200 225
DMS 209 165 200 227
Secondary DMNS (optional k209 165 200 228

"

These details are typically included in the welcome letter you received from yaour ISP If you do not have this information,
contact your ISP,

Click Next to continue.

| Back || Mext || Cancel |

Step 7. In the Static IP Address field, enter the static IP address of the WAN interface.

Step 8. In the Subnet Mask field, enter the subnet mask for the static WAN interface
address.

Step 9. In the Gateway IP field, enter the IP address of the gateway that the WAN interface



is to use to connect to the Internet.

Step 10. In the DNS field, enter the IP address of the primary Domain Name System (DNS)
server. A DNS server maps domain names to IP addresses to be used by network devices.

Step 11. (Optional) In the Secondary DNS (optional) field, enter the IP address of the
secondary Domain Name System (DNS) server.

Step 12. Click Next.

Configure WAN with PPPoE

Point-to-Point Protocol over Ethernet (PPPOE) uses a simple username and password to
access the Internet connection of the ISP. Perform this procedure if your ISP uses PPPoE
for Internet connectivity. The procedure explains how to configure settings for PPPOE.

Step 1. Log in to the web configuration utility and choose Administration > Setup Wizard.
The Setup Wizard page opens:

Router Setup Wizard Language: English ~

1.Welcome

[q*
=
=
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Thank you for choosing Cisco Small Business This Setup Wizard will
help you install your Cisco Small Business VPN Firewall Router,

To set up the router manually, you may cancel the Setup Wizard now. (Mot
recommended.)

Befare continuing, make sure your router is connected to an internet
gateway device { such as a cable modem or DSL modem ) as described
in the Quick start installation guide.

Click Next to check your network connection.

[¥] Dont show on startup

I Bac | | et | | Cancel |

Step 2. Check the Don't show on start up check box to prevent the display of the Setup
Wizard after login.

Step 3. Click Next.



Router Setup Wizard

e 1. Welcome 2.Check Connection 3.Configure Router 4. Enable Security

Check Connection

=~ Network connection has been detected.

Click Hext to configure your router

Back || Mext || Cancel |

Step 4. The RV215W checks for an Internet connection. After it finishes, click Next.
Router Setup Wizard

1. Welcome &/ 2 Check Connection 3.Configure Router 4. Enable Security

Configure Router - Select Connection Type (Step 1 of 4)

Your internet connection type cannot be detected. Select the correct type from the options below. If you are not sure what
the correct type is, call your Internet Service Provider.

) Dynamic IP Address, or DHCP (Recommended)
) Static IP Address

@ PPPoE

) PPTP (Europe Only)

0 L2TP (Europe Only)

@ Learn more about the different connection tvpes

Click Next to continue.

Back | | Mext | | Cancel

Step 5. Click the PPPoE radio button.

Step 6. Click Next.



Router Setup Wizard

o 1. Welcome « 2 Check Connection 3.Configure Router 4 Enable Securit

Configure Router - Settings for your PPPoE Account (Step 2 of 4)

Enter the settings provided by your Internet Service Provider. Cisco Setup Wizard will configure the router with your
account settings, so the router can automatically connect to the Internet for you. You will not longer need to manually
enter your PPPoE details in order to connect.

Your account name is usually of the form name@IlSPname.net.

Account Mame user@examcplelSP.net
Password ssssasee

Confirm Passworg sesssssss

Click Next to continue.

| Back || Mext || Cancel |

Step 7. In the Account Name field, enter the account name registered with the ISP.
Step 8. In the Password field, enter the password for the PPPoE account.
Step 9. In the Confirm Password field, retype the password.

Step 10. Click Next.
Configure WAN with PPTP

Point-to-Point Tunneling Protocol (PPTP) uses both a static IP address and an account with
the ISP to connect to the Internet. Perform this procedure if your ISP uses a PPTP

connection for Internet connectivity. This procedure explains how to configure settings for
PPTP.

Step 1. Log in to the web configuration utility and choose Administration > Setup Wizard.
The Setup Wizard page opens:



Router Setup Wizard Language: English

1.Welcome 2.Check Connection 3.Co ; 1 Enable Sec

3.Configure Router

Welcome

Thank you for choosing Cisco Small Business. This Setup Wizard will
help you install your Cisco Small Business VPN Firewall Router.

To set up the router manually, you may cancel the Setup Wizard now. (Mot
recommended.)

Before continuing, make sure your router is connected to an internet
gateway device ( such as a cable modem or DSL modem ) as described
in the Quick start installation guide.

Click Next to check your network connection.

Dont show on start up

| Back || Mext || Cancel |

Step 2. Check the Don't show on start up check box to prevent the display of the Setup
Wizard after login.

Step 3. Click Next.

Router Setup Wizard
& 1.Welcome 2.Check Connection 3.Configure Router 4 Enable Security
Check Connection
=" Network connection has been detected.
Click Hext to configure your router
Back | | et | | Cancel |

Step 4. The RV215W checks for an Internet connection. After it finishes, click Next.



Router Setup Wizard

o 1.Welcome o/ 2 Check Connection 3.Configure Router 4 Enable Security
Configure Router - Select Connection Type (Step 1 of 4)

Your internet connection type cannot be detected. Selectthe correct type from the options below. If you are not sure what
the correct type is, call your Internet Service Provider.

) Dynamic IP Address, or DHCP (Recommended)
() Static IP Address

~) PPPOE

® PPTP (Europe Only)

) L2TP (Europe Only)

@ Learn more about the different connection tvpes

Click Next to continue.

| Back | | Mext | | Cancel
Step 5. Click the PPTP (Europe Only) radio button
Step 6. Click Next.
Router Setup Wizard
" 1. Welcome « 2. Check Connection 3.Configure Router 4 Enable Securit

Configure Router - Settings for your PPTP Account (Step 2 of 4)

Enter the settings provided by your Internet Service Provider, Cisco Setup Wizard will configure the router with your
account settings, so the router can automatically connectto the Internet for you. You will not longer need to manually
enter your PPTP details in order to connect.

Your account name is usually of the form name@ISPname.net.

Account Mame user@examplelSP.net Static IP Address 209 165 200 226
Password sassanes Subnet Mask 255 | 255 | 255 (224
Confirm Password [TTTTTTT] Gateway IP 209 165 200 225

Server IP Address 209 165 200 227

Click Next to continue.

| Back || Mext || Cancel |

Step 7. In the Account Name field, enter the account name registered with the ISP.
Step 8. In the Password field, enter the password for the PPTP account.
Step 9. In the Confirm Password field, retype the password.

Step 10. In the Static IP Address field, enter the static IP address of the WAN interface.



Step 11. In the Subnet Mask field, enter the subnet mask for the static WAN interface
address.

Step 12. In the Gateway IP field, enter the IP address of the gateway that the WAN interface
IS to use to connect to the Internet.

Step 13. In the Server field, enter the IP address of the Internet server for the ISP.

Step 14. Click Next.

Configure WAN with L2TP

Layer 2 Tunneling Protocol (L2TP) also uses both a static IP address and an account with
the ISP to connect to the Internet. Perform this procedure if your ISP uses an I12TP
connection for Internet connectivity. This procedure explains how to configure settings for
L2TP.

Step 1. Log in to the web configuration utility and choose Administration > Setup Wizard.
The Setup Wizard page opens:

Router Setup Wizard Language: English ~

1.Welcome

[q*
=
=
[4E

Thank you for choosing Cisco Small Business This Setup Wizard will
help you install your Cisco Small Business VPN Firewall Router,

To set up the router manually, you may cancel the Setup Wizard now. (Mot
recommended.)

Befare continuing, make sure your router is connected to an internet
gateway device { such as a cable modem or DSL modem ) as described
in the Quick start installation guide.

Click Next to check your network connection.

[¥] Dont show on startup

| Back  ||uoomes || cancel |

Step 2. Check the Don't show on start up check box to prevent the display of the Setup
Wizard after login.

Step 3. Click Next.



Router Setup Wizard

e 1. Welcome 2.Check Connection 3.Configure Router 4. Enable Security

Check Connection

=~ Network connection has been detected.

Click Hext to configure your router

Back || Mext || Cancel |

Step 4. The RV215W checks for an Internet connection. After it finishes, click Next.
Router Setup Wizard

o 1.Welcome o 2 Check Connection J.Configure Router 4 Enable Security

Configure Router - Select Connection Type (Step 1 of 4)

Your internet connection type cannot be detected. Selectthe correct type from the options below. If you are not sure what
the correct type is, call your Internet Service Provider.

& Dynamic IP Address, or DHCP (Recommended)
) Static IP Address

) PPPoE

) PPTP (Europe Only)

@ | 2TP (Europe Only)

@ Learn more about the different connection tvpes

Click Next to continue.

| Back | | Mext | | Cancel

Step 5. Click the L2TP (Europe Only) radio button
Step 6. Click Next.



Router Setup Wizard

« 1. Welcome o/ 2 Check Connection 3.Configure Router

Configure Router - Settings for your L2TP Account (Step 2 of 4)

Enter the settings provided by your Internet Service Pravider. Cisco Setup Wizard will configure the router with your
account settings, so the router can automatically connect to the Internet for you. You will not longer need to manually
enter your L2TF details in order to connect.

Your account name is usually of the form name@I|SPname.net.

Account Mame user@examplelSP.net Static IP Address 209 165 200 226
Password sssssans Subnet Mask 255 255 2585 224
Confirm Password | esssssse Gateway IP 209 165 200 225

Server IP Address | 209 165 200 227

Click Next to continue.

| Back || MNext || Cancel |

Step 7. In the Account Name field, enter the account name registered with the ISP.
Step 8. In the Password field, enter the password for the L2TP account.

Step 9. In the Confirm Password field, retype the password.

Step 10. In the Static IP Address field, enter the static IP address of the WAN interface.

Step 11. In the Subnet Mask field, enter the subnet mask for the static WAN interface
address.

Step 12. In the Gateway IP field, enter the IP address of the gateway that the WAN interface
is to use to connect to the Internet.

Step 13. In the Server field, enter the IP address of the Internet server for the ISP.

Step 14. Click Next.

Final Settings

Perform this procedure after you have configure the WAN Internet connection type. This
procedure explains how to configure the final settings for the Setup Wizard.



Router Setup Wizard

e/ 1\Welcome «F 2.Check Connection 3.Configure Router

[ ]

Configure Router - Set System Date and Time (Step 3 of 4)

Enter the router's time zone, date and time.

Time Zone (GMT-08:00) Pacific Time (LISA & Canada) E|

Enable Metwork Time Protocol synchronization

@ Set the date and time manually, or click here to import them fram your computer
Year. 2012 - Month: 10 - Day 31 -
Time: 03 = 27 = FM -

Click Next to continue.

| Back || Mext || Cancel |

Step 1. From the Time Zone drop-down list, choose a time zone to apply to the RV215W.

Step 2. Perform one of the following actions:

» Enable Network Time Protocol synchronization — Click this radio button to use an
Internet resource to set the date and time on the RV215W.

* Set the date and time manually — Click this radio button to manually set the date and
time on the RV215W.

* click here to import them from your computer — Click the here link to automatically set the
date and time to the date and time of the connected computer.

Step 3. (Optional) If you chose Set the date and time manually in Step 2, choose the date
and time from the Year, Month, Day, and Time drop-down lists.

Step 4. Click Next.



Router Setup Wizard
¥ 1. Welcome %/ 2.Check Connection 3.Configure Router

Configure Router - Set Router MAC Address (Step 4 of 4)

Each device on your network has its own unique identifier called a MAC address. In most cases, you should choose ‘Use
Default Address " If your I3P requires you to connect using a specific MAC address, you may change it here.

Choose a MAC Address to use.

@ Use Default Address (Recommended)
' Use This Computers Address
' Use This Address: | 12.34.56.78:954BC

Click Submit to configure your new Cisco router.

| Back || Submit || Cancel

Step 5. Click a radio button according to the desired type of MAC address.

» Use Default Address (Recommended) — This option sets the default MAC address of the
RV215W as the MAC address for the RV215W. This option should be used in most
situations.

» Use This Computer's Address — This option sets the MAC address of the connected
computer as the MAC address for the RV215W.

» Use This Address — This option allows you to enter a MAC address for the device to use.
Use this option if your ISP requires the RV215W to have a specific MAC address



Router Setup Wizard

& 1. Welcome «/ 2 Check Connection J.Configure Router 4 Enable Security

Configure Router - Set Router MAC Address (Step 4 of 4)

Each device on your network has its own unique identifier called a MAC address. In most cases, you should choose "Use
Default Address " If your ISP requires you to connect using a specific MAC address, you may change it here.

Choose a MAC Address to use.

) Use Default Address (Recommended)
) Use This Computer's Address
@ Use This Address:(12:34:5E:?B:QA:EIC J

Click Submit to configure your new Cisco router.

| Back || Submit || Cancel |

Step 6. (Optional) If you chose Use This Address in Step 5, enter the MAC address in the
adjacent text-entry field to Use This Address.

Step 7. Click Submit.
Router Setup Wizard

e 1. Welcome e 2 Check Connection  3.Configure Router 4 Enable Security

Configure Router - Update Router Settings

o’ Successfully configured router
= Internet connection detected

The Cisco Setup Wizard has detected your Internet connection.

Click Next to configure your network security.

Back | | et | | Cancel

Step 8. Click Next.



Router Setup Wizard

' 1. Welcome %/ 2 Check Connection « 3.Configure Router 4.Enable Security
Enable Security - Set Router Password (Step 1 of 4)

The administrative router passwaord protects your router from unauthorized access. For security reasons, you should
change the router password from its default setting. Please write this password down for future reference.

Enter a new router password: (Weeds 8 characters composed of lower and upper case letters as well as numbers)

Router Password | essssess

Confirm Password) esssssss

9 Learn more about passwords

Disable Password Strength Enforcement

Click Next to continue.

| Back || Mext || Cancel |

Step 9. In the Router Password, enter the password for the administrative account.
Step 10. In the Confirm Password, re-enter the password for the administrative account.

Step 11. (Optional) Check the Disable Password Strength Enforcement check box to
disable password strength requirements. This option makes your network less secure.

Step 12. Click Next.

Router Setup Wizard
« 1.Welcome « 2. Check Connection « 3.Configure Router 4.Enable Security
Enable Security - Mame Your Wireless Network (Step 2 of 4)

The name, or 351D, your wireless network identifies your network so that wireless devices can find it.

Enter a name for your wireless netwark:

Metwork Mame] MyBusinesshNetwork )

For example: MyMetwark

@ Learn more about network names

Click Next to continue.

| Back || Mext || Cancel |

Step 13. In the Network Name field, enter a name with which the network to be identified.



Step 14. Click Next.

Router Setup Wizard
o 1.Welcome o 2 Check Connection « 3.Configure Router 4.Enable Security
Enable Security - Secure Your Wireless Network (Step 3 of 4)

Select the type of network security.

@ Best Security (WPAZ Personal - AES)
Recommended for new wireless computers and devices. Older wireless devices may not support this option.

) Better Security WPA Personal - TKIPIAES)
Recommended for older wireless computers and devices that may not support WPAZ.

' Mo Security (Mot Recommended)
Enter a security key with 8-63 characters or 64 hexadecimal digits, or use the randomly-generated security key below.
OUREM]IZEDYWRTCwREYSM]Y 30 [TTT I ] Strong

@ Learn more about vour network security options

Click Next to continue.

| Back || Mext || Cancel |

Step 15. Click a radio button according to the desired type of network security.

* Best Security (WPA2 Personal - AES) — This option is the most secure for wireless
networks but does not work with all devices especially older devices.

* Better Security (WPA Personal - TKIP/AES) — This option is not as secure as WPA2
Personal - AES but works with most devices.

* No Security (Not Recommended) — This option uses no security for the wireless network
and leaves network vulnerable. This option is not recommended.



Router Setup Wizard

o 1.Welcome o 2 Check Connection « 3.Configure Router 4.Enable Security

Enable Security - Secure Your Wireless Network (Step 3 of 4)

Select the type of network security.

@ Best Security (WPAZ Personal - AES)
Recommended for new wireless computers and devices. Older wireless devices may not support this option.

) Better Security WPA Personal - TKIPIAES)
Recommended for older wireless computers and devices that may not support WPAZ.

1 No Security (Not Recommended)

Enter a security key with 8-63 characters or 64 hexadecimal digits, or use the randomly-generated security key below.

(_DUREI'n.-'IjI2RDYWRTI:WRE‘(5I-;1JY30.] ] Strong

@ Learn more about vour network security options

Click Next to continue.

| Back || Mext || Cancel |

Step 16. In the text-entry field, enter a 8 to 63 characters or 64 hexadecimal digits for the
security key, or use the automatically generated security key provided in the field.

Step 17. Click Next.

Router Setup Wizard
' 1. \Welcome w2 .Check Connection «/ 3.Configure Router 4.Enable Security
Enable Security - Confirm security Settings (Step 4 of 4)

Please review the followings settings and ensure the data is correct.

Metwork Name (SSID): MyBusinesshMetwoaork
Metwork Security Type: Best Security (WPAZ Personal - AES)
Security Key: OUREMjIZRDYWRTewREYSMY 30

Click Submit to enable security on your new Cisco router.

| Back || Submit || Cancel

Step 18. Click Submit. The Setup Wizard finalizes your settings.



Router Setup Wizard

& 1.Welcome &/ 2.Check Connection & 3.Configure Router «/ 4 Enable Security

Router Setup Complete

.| Congratulations, your router has been set up successfully. We strongly recommend that you save these settings on
== your desktop or print them out. You need this information later if you want to add other wireless computers or
devices to your network.

Metwork Mame (S31D): MyBusinessMetwark
Metwork Security Type: Best Security (WPAZ Personal - AES)
Security Key: QUREMJIZRDYWRTcwREYBM]Y 30

B save security settings () Print security settings

Click Finish to close this wizard.

Back || Finish || Cancel

Step 19. Click Finish.



