Configuration of Shrew VPN Client on RV042,
RV042G and RV082 VPN Routers through
Windows

Objective

A Virtual Private Network (VPN) is a method for remote users to virtually connect to a private
network over the Internet. A Client to Gateway VPN connects the desktop or laptop of a user
to a remote network using VPN client software. Client to Gateway VPN connections are
useful for remote employees who want to securely connect to the office network remotely.
Shrew VPN Client is software configured on a remote host device that provides easy and
secure VPN connectivity.

The objective of this document is to show you how to configure Shrew VPN Client for a
computer that connects to a RV042, RvV042G or RV082 VPN Router.

Note: This document assumes you have already downloaded the Shrew VPN Client on the
Windows computer. Otherwise you need to configure a Client to Gateway VPN connection
before you can start to configure the Shrew VPN. To know more on how to configure Client
to Gateway VPN, refer to Set Up a Remote Access Tunnel (Client to Gateway) for VPN
Clients on RV042, RV042G and RV082 VPN Routers.

Applicable Devices
* RV042

* RV042G
* RV082

Software Version

e v4.2.2.08

Configure the Shrew VPN Client Connection on Windows

Step 1. Click the Shrew VPN Client program on the computer and open it. The Shrew Soft
VPN Access Manager window opens:



(5] VPN Access Manager ==
File Edit Wiew Help

Add

Step 2. Click Add. The VPN Site Configuration window appears:
VPN Site Configuration

General | Client | Mame Fesolution | &uthenticatic * | *

Rermote Host

Hozt Hame aor IP Address Part
RO0

Auta Configuration ike config pull W

Local Host

Adapter Mode

Ilze a wirtual adapter and azsigned address

MTL Dbtain Autormatically
1380 Address

Metmaszk

Save Cancel

General Configuration

Step 1. Click the General tab.



VPN Site Configuration

Elient Mame Beszolution | Authenticatic * [ ¥

Femote Host

Hozt Mame or IP Address Puart
B00

Auto Configuration ke config pull W

Local Host

Adapter Mode

Ilze a witual adapter and aszigned address v

MTU Obtain Autamatically
1330 Address

Metmask.

Save | Cancel

Note: The General section is used to configure the Remote and Local Host IP addresses.
These are used to define the network parameters for the Client to Gateway connection.

Step 2. In the Host Name or IP Address field, enter the remote host IP address, which is the
IP address of the configured WAN.

Step 3. In the Port field, enter the number of the port to be used for the connection. The port
number used in the pictured example is 400.

VPN Site Configuration

General | Client | Mame Fesolution | Authenticatic * | *

Remote Host
Host Mame or [P Address Port
2131633141 400

Auto Configuratian ike config pull W

Local Host
Adapter Mode

Ilze a wirtual adapter and azsigned address W

MTU Obtain Automatically
1380 Address

Metmaszk

| Save | Cancel

Step 4. From the Auto Configuration drop-down list, choose the desired configuration.
 Disabled — The disabled option disables any automatic client configurations.

« IKE Config Pull — Allows setting requests from a computer by the client. With the support



of the Pull method by the computer, the request returns a list of settings that are supported
by the client.

* IKE Config Push — Gives a computer the opportunity to offer settings to the client through
the configuration process. With the support of the Push method by the computer, the
request returns a list of settings that are supported by the client.

* DHCP Over IPSec — Gives the client the opportunity to request settings from the
computer through DHCP over IPSec.

VPN Site Configuration

Gereral | Client | Mame Fesolution | Authenticatic * | *

Remote Host
Host Mame or [P Address Part
2131683314 400

like config pull W
dizabled
ike config pull

Auto Configuration

Local Host : :
ike config puzh
Adapter Mode dhep over ipsec

Ilze a witual adapter and aszigned addrezs W

MTU Obtain Automatically
1330 Address

Metmasgk

Save | Cancel

Step 5. From the Adapter Mode drop-down list, choose the desired adapter mode for local
host based on the Auto Configuration.

» Use a Virtual Adapter and Assigned Address — Allows the client to use a virtual adapter
with a specified address.

» Use a Virtual Adapter and Random Address — Allows the client to use a virtual adapter
with random address.

» Use an Existing Adapter and Current Address — Uses an existing adapter and its
address. No additional information needs to be entered.



VPN Site Configuration

Gereral | Client | Mame Fesolution | Authenticatic * | *

Remote Host
Host Mame or [P Address Part
2131683314 400

Auto Configuration dizabled W

Local Host
Adanter Mode

Use a vitual adapter and assigned address  w '

se a virtual adapter and as sigre d address
Ize a witual adapter and random address

Save Cancel

Step 6. Enter the maximum transmission unit (MTU) in the MTU field if you chose Use a
Virtual Adapter and Assigned Address from the Adapter Mode drop-down list in Step 5.
The maximum transmission unit helps to resolve IP fragmentation problems. The default
value is 1380.

Step 7. (Optional) To get the Address and Subnet Mask automatically through DHCP server,
check the Obtain Automatically check box. This option is not available for all
configurations.

Step 8. Enter the IP address of the remote client in the Address field if you chose Use a
Virtual Adapter and Assigned Address from the Adapter Mode drop-down list in Step 5.

Step 9. Enter Subnet Mask of the IP address of the remote client in the Netmask field if you
chose Use a Virtual Adapter and Assigned Address from the Adapter Mode drop-down
list in Step 5.



VPN Site Configuration

General | Client | Mame Resolution | Authenticatic * | *

Remote Host

Host Mame or [P Addreszs Puart

213163314 400
Ao Configuration ike config pull W
Local Host

Adapter Mode

Ilze a wirtual adapter and azzigned addrezs

BT Obtain Automatically
1430 Address

M etmasgk

Save Cancel

Step 10. Click Save to save the settings.

Client Configuration

Step 1. Click the Client tab.
VPN Site Configuration

General Mame Rezolution | Authenticatic) 4 | *

Firewsall Optionz

MAT Traversal enahble W
MAT Traversal Port 4500
Keep-alive packet rate 15 Secs
|KE Fragmentation enable W
b awirmum packet size 540) Bytes
Qther Optionz

Enable Dead Peer Detection
Enable 15AKMP Failure Matifications
Enable Chent Login Banner

Save -| Cancel

Note: In the Client section, you can configure the Firewall options, Dead Peer Detection, and
ISAKMP (Internet Security Association and Key Management Protocol) Failure Notifications.

The settings define which configuration options are manually configured and which are
automatically obtained.

Step 2. Choose the appropriate NAT (Network Address Translation) traversal option from
the NAT Traversal drop-down list.



* Disable — NAT protocol is disabled.

* Enable — IKE fragmentation is only used if the gateway indicates support through
negotiations.

* Force Draft — The draft version of the NAT protocol. It is used if the gateway indicates
support through the negotiation or the detection of the NAT.

» Force RFC — The RFC version of the NAT protocol. It is used if the gateway indicates
support through the negotiation or the detection of the NAT.

VPN Site Configuration

Gereral | Clent | Mame Resolution | Authenticatic) 4 | ¥

Firewall Optionz

AT Traverzal

enable v
dizable

MAT Traversal Port

force-draft
force-rfc
force-cizco-ud

K.eep-alive packet rate
|E.E Fragrmentation

b awirmum packet zize 540 Butes
Other Optionz

Enable Dead Peer Detection

Enable 154KMP Failure Hotifications
Enable Client Login Banner

Save Caricel

Step 3. Enter the UDP port for the NAT in the NAT Traversal Port field. The default value is
4500.

Step 4. In the Keep-alive packet rate field, enter a value for the rate keep-alive packets are
sent. The value is measured in seconds. The default value is 30 seconds.



VPN Site Configuration

General | Client | pame Resolution | Authenticatic * | *

Firewall Optionz

MAT Traversal farce-draft W
MAT Traversal Port 4400
K.eep-alive packet rate 1? Secs
|K.E Fragmentation enable W
b awirnum packet zize 540 Butes
Other Optionz

Enable Dead Peer Detection
Enable 154kKMP Failure Hotifications
Enahble Client Lagin Banner

Save Cancel

Step 5. In the IKE Fragmentation drop-down list, choose the appropriate option.

* Disable — IKE fragmentation is not used.

* Enable — IKE fragmentation is only used if the gateway indicates support through
negotiations.

» Force — IKE fragmentation is used regardless of indications or detection.
VPN Site Configuration

General| Client | pame Resaolution | Authenticatic * | *

Firewall Optionz

MAT Traverzal force-draft W
MAT Traversal Port 4400
Keep-alive packet rate 17 Secs
IE.E Fragrnentation enal:ule V
b awimum packet size '.

force |

Other Optionz
Enable Dead Peer Detection
Enable 15AKMP Failure Matifications
Enable Client Login B anner

Save Cancel

Step 6. Enter the maximum packet size in the Maximum packet size field in Bytes. If the

packet size is larger than the maximum packet size, IKE fragmentation is performed. The
default value is 540 Bytes.

Step 7. (Optional) To allow the computer and client to detect when the other is no longer



able to respond, check the Enable Dead Peer Detection check box.

Step 8. (Optional) To send failure notifications by the VPN client, check the Enable ISAKMP
Failure Notifications check box.

Step 9. (Optional) To show a login banner by the client when the connection is established
with the gateway, check the Enable Client Login check box.

VPN 5ite Configuration

General | Client | Mame Resolution | Authenticatic * | *

Firewall Options

MAT Traversal force-draft W
MAT Traversal Part 4400
Keep-alive packet rate 17 Secs
IK.E Fragmentation force W

rM aximum packet zize 520 Bytes h
Qther Optionz

Enable Dead Peer Detection
Enable [S4kKMP Failure Matifications
L Enable Chent Login Banrner

Save Cancel

Step 10. Click Save to save the settings.

Name Resolution Configuration

Step 1. Click the Name Resolution tab.



VPN Site Configuration

Gereral | Client || Mame Resolution | Authenticatic * | *

DMNS  wiNS

Enable DMS Qbtain Autoratically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DMS Suffis

Save Cancel

Note: The Name Resolution section is used to configure DNS (Domain Name System)
and WIN (Windows Internet Name Service) settings.

Step 2. Click the DNS tab.

VPN Site Configuration

General | Client | Mame Resolution | Ajthenticatic * | *

WINS

Enable DS Obtain Automatically
Server Address #1
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DME Suffix

Save Cancel

Step 3. Check Enable DNS to enable Domain Name System (DNS).

Step 4. (Optional) To get the DNS server address automatically, check the Obtain
Automatically check box. If you choose this option, skip to Step 6.

Step 5. Enter the DNS server address in the Server Address #1 field. If there is another DNS
server, enter the address of those servers in the remaining Server Address fields.



VPN Site Configuration

General | Client | Mame Resdlubion | Apthenticatic * | *

DNS | wiNg

Enable DHS [] Obtain Automatically
Server Address #1 21316 .33 .14
Server Address #2
Server Address #3
Server Address #4

Obtain Automatically
DMS Suffis

Save Cancel

Step 6. (Optional) To get the suffix of the DNS server automatically, check the Obtain
Automatically check box. If you choose this option, skip to Step 8.

Step 7. Enter the suffix of the DNS server in the DNS Suffix field.
Step 8. Click Save to save the settings.

Step 9. Click the WINS tab.
VPN 5ite Configuration

General | Client | Mame Resolution | &uthenticatic 4 | *

DM | WINS

Enable WINS Obtain Automatically
Server Address #1
Server Address #2

Save Cancel

Step 10. Check Enable WINS to enable Windows Internet Name Server (WINS).

Step 11. (Optional) To get the DNS server address automatically, check the Obtain
Automatically check box. If you choose this option, skip to Step 13.



Step 12. Enter the address of the WINS server in the Server Address #1 field. If there are
other DNS servers, enter the address of those servers in the remaining Server Address
fields.

VPN Site Configuration
Gereral | Client | Mame Resolution | &uthenticatic * | *
OMS | WINS

Enable ‘\wINS [ ] Obtain Automatically
Server Address #1 213,16 . 33 .144
Server Address #2

| Save Cancel

Step 13. Click Save to save the settings.

Authentication

Step 1. Click the Authentication tab.

WPN 5ite Configuration

Client | Mame Fesolution | Authentication | Phase 4 |+

Authentication Method | Hybrid BS54 + =auth W
Local ldentity | Bemate |dentity | Credentials

|dentification Type

Fully Clualified Domain Hame W

FEDH String

Save Cancel

Note: In the Authentication section, you can configure the parameters for the client to handle
authentication when it attempts to establish an ISAKMP SA.



Step 2. Choose the appropriate method of authentication from the Authentication Method
drop-down list.

» Hybrid RSA + XAuth — The client credential is not needed. The client will authenticate the
gateway. The credentials will be in the form of PEM or PKCS12 certificate files or key files

type.

» Hybrid GRP + XAuth — The client credential is not needed. The client will authenticate
the gateway. The credentials will be in the form of PEM or PKCS12 certificate file and a
shared secret string.

* Mutual RSA + XAuth — Client and gateway both need credentials to authenticate. The
credentials will be in the form of PEM or PKCS12 certificate files or key type.

» Mutual PSK + XAuth — Client and gateway both need credentials to authenticate. The
credentials will be in the form of a shared secret string.

» Mutual RSA — Client and gateway both need credentials to authenticate. The credentials
will be in the form of PEM or PKCS12 certificate files or key type.

» Mutual PSK — Client and gateway both need credentials to authenticate. The credentials
will be in the form of a shared secret string.

WPN 5Site Configuration

Client | Mame Resolution | Authentication | Phage 4 |+

Authentication Methad || Hybrid RS54 + Xauth |

: wbnid BSA + =Auth
Localldentity | Remole Hybiid GRP + éuth
kutual BS54 + =auth
Identification Type || Mutual PSK + Xauth
- bAutual FSA
Mutual PSK,

Fully Gualified Domd

i

FRDM String

Save | Cancel

Local Identity Configuration

Step 1. Click the Local Identity tab.



VPN Site Configuration

Client | Mame Resolution | Authentication | Phage 4 | *

Authentication Method | Hubrid BSa + Hauth W

Local Identity §Remate [dentity | Credential:

|dentification Type
Fully Qualified Domain Mame W

FGDM String

Save Cancel

Note: Local Identity sets the ID that is sent to the Gateway for verification. In the Local
Identity section, the Identification Type and FQDN (Fully Qualified Domain Name) String is
configured to determine how the ID is sent.

Step 2. Choose the appropriate identification option from the Identification Type drop-down
list. Not all options are available for all authentication modes.

* Fully Qualified Domain Name — The client identification of the local identity is based on a
Fully Qualified Domain Name. If you choose this option, follow Step 3 and then skip to Step
7.

 User Fully Qualified Domain Name — Client identification of the local identity is based on
User Fully Qualified Domain Name. If you choose this option, follow Step 4 and then skip to
Step 7.

* IP Address — Client identification of the local identity is based on IP address. If you
check Use a discovered local host address, the IP address is discovered automatically.
If you choose this option, follow Step 5 and then skip to Step 7.

« Key Identifier — Client identification of the local client is identified based on a key
identifier. If you choose this option, follow Step 6 and Step 7.



VPN Site Configuration

Client | Mame Fesolution | Authentication | Phase 4 | *

Authentication Method | Hybrid BSA + =a0th W

Local ldentity | Remate [dentity | Credentials

|dastificabion Tune
A

|£u||_l,l Cualified Domain Mame W |
Fully Qualified D omain M ame
[dzer Fully Qualified Domain M ame
IP Address

F.ey |dentifier

Save Cancel

Step 3. Enter the fully qualified domain name as DNS string in the FQDN String field.

Step 4. Enter the user fully qualified domain name as DNS string in the UFQDN String field.
Step 5. Enter the IP address in the UFQDN String field.

Step 6. Enter the key identifier to identify the local client in the Key ID String.

Step 7. Click Save to save the settings.
Remote Identity Configuration

Step 1. Click the Remote Identity tab.



VPN Site Configuration

Client | Mame Resolution | Authentication | Phage 4 |+

Authentication kMethod | Hybrid BS54 + =auth W

Local Identity { Remote Identity } Credentials

|dentification Type
Ay W

Save -| Cancel

Note: Remote Identity verifies the ID from the Gateway. In the Remote Identity section, the
Identification Type is configured to determine how the ID is verified.

Step 2. Choose the appropriate identification option from the Identification Type drop-down
list.

* Any — The remote client can accept any value or ID to authenticate.

» ASN.1 Distinguished Name — The remote client is identified automatically from a PEM or
PKCS12 certificate file. You are only able to choose this option if you choose an RSA
authentication method in Step 2 of the Authentication section. Check the Use the subject
in the received certificate but don't compare it with a specific value check box to
automatically receive the certificate. If you choose this option, follow Step 3 and then skip
to Step 8.

* Fully Qualified Domain Name — Client identification of the remote identity is based on
Fully Qualified Domain Name. You are only able to choose this option if you choose a PSK
authentication method in Step 2 of the Authentication section. If you choose this option,
follow Step 4 and then skip to Step 8.

 User Fully Qualified Domain Name — Client identification of the remote identity is based
on User Fully Qualified Domain Name. You are only able to choose this option if you
choose a PSK authentication method in Step 2 of the Authentication section. If you choose
this option, follow Step 5 and then skip to Step 8.

* IP Address — Client identification of the remote identity is based on IP address. If you
check Use a discovered local host address, the IP address is discovered automatically.
If you choose this option, follow Step 6 and then skip to Step 8.

 Key Identifier — Client identification of the remote client is identify is based on a key
identifier. If you choose this option, follow Step 7 and Step 8.



VPN Site Configuration
Client | Mame Resolution | Authentication | Phage 4 | *
Authentication Method | Hybrid RS2 + Hauth W

Local ldentity | Remate |dentity | Credentialz

|dentification Tune

Ay v

A5M.1 Diztinguizhed Mame

Fully Cualified Domain Hame
Uzer Fully Qualified Domain Mame
IP Address

LKE_',' | dentifier

Save Caricel

Step 3. Enter the ASN.1 DN string in the ASN.1 DN String field.

Step 4. Enter the fully qualified domain name as a DNS string in the FQDN String field.
Step 5. Enter the user fully qualified domain name as DNS string in the UFQDN String field.
Step 6. Enter the IP address in the UFQDN String field.

Step 7. Enter the key identifier to identify the local client in the Key ID String field.

Step 8. Click Save to save the settings.
Credentials Configuration

Step 1. Click the Credentials tab.



VPN Site Configuration

Client | Mame Fesolution | Authentication | Phase 4 | *

Authentication Method | Hybrid BSA + =auth W

Local Identity | Femote [dentity | Credentials

Server Certificate Sutarity File
Client Certificate File

Client Private ey File

Pre Shared Key

| Save | Cancel

Note: In the Credentials section, the Pre Shared Key is configured.
VPN Site Configuration

Client | Mame Resolution | Authentication | Phage 4 |+

Authentication kMethod | kutual PSE W
Local Identity | Femote Identity | Credentials

Server Certificate Autarity File

Client Certificate File
Client Private Key File

Pre Shared Key
(111121 1]

Save Cancel

Step 2. To choose the Server Certificate File, click the ... icon next to the the Server
Certificate Authority File field and choose the path where you saved the Server Certificate
File on your PC.

Step 3. To choose the Client Certificate File, click the ... icon next to the Client Certificate
File field and choose the path where you saved the Client Certificate File on your PC.

Step 4. To choose the Client Private Key File, click the ... icon next to the Client Private Key
File field and choose the path where you saved the Client Private Key File in your PC.

Step 5. Enter the preshared key in the PreShared Key field. This should be the same key



that you use during the configuration of the tunnel.
Step 6. Click Save to save the settings.
Phase 1 Configuration

Step 1. Click the Phase 1 tab.
WPN 5ite Configuration

Mame Resolution | Authentication Pha) * | *

Propozal Parameters

Exchange Type aggressive W
D'H Exchange qroup 2 W
Cipher Algarithm auto L
Cipher Key Length Bits
Hazh Algorithm auto W
k.ey Life Time limit 86400| Secs
K.z Lite Data limit 0 Khytes

[ ] Enable Check Paint Compatible Yendar (D

L Save . Cancel

Note: In the Phase 1 section, you can configure the parameters such that an ISAKMP SA
with the client gateway can be established.

Step 2. Choose the appropriate key exchange type from the Exchange Type drop-down list.
* Main — The identity of the peers are secured.

» Aggressive — The identity of the peers are not secured.



VPN Site Configuration

Mame Fesolution | Authentication | Phase1 | Pha) 4 |
Fropozal Parameters
Exchange Tupe | aggressive v |

DH Exchange

aggreszive
rain

Cipker Algarithm auto W
Cipher E.ey Length Bits
Hazh Algorithm auto W
K.ey Life Time limit 86400 Secz
K.ey Life D1ata lirmit 0] Khytes

[ ] Enable Check Point Compatible Yendar 1D

Save |

Step 3. In the DH Exchange drop-down list, choose the appropriate group that was chosen
during the configuration of the VPN Connection.

Cancel

Step 4. In the Cipher Algorithm drop-down list, choose the appropriate option that was
chosen during the configuration of the VPN Connection.

Step 5. In the Cipher Key Length drop-down list, choose the option that matches the key
length of the option that was chosen during your configuration of the VPN Connection.

Step 6. In the Hash Algorithm drop-down list, choose the option that was chosen during your
configuration of the VPN Connection.

Step 7. In the Key Life Time limit field, enter the value used during your configuration of the
VPN Connection.

Step 8. In the Key Life Data limit field, enter the value in kilobytes to protect. The default
value is 0 which turns off the feature.

Step 9. (Optional) Check the Enable Check Point Compatible Vendor ID check box.



VPN Site Configuration

Mame Fiezolution | Authentication | Phase 1| Pha) 4 |

Propozal Parameters

[ Exchange Type agaressive W B
DH Exchange graup 1 W
Cipher Algorithm dez W
Cipher k.ey Length Bits
Hazh Algorithm md5 W
K.y Life Time lirnit 25400 Secs
K.y Life Data limit 100 Khytes

L Enable Check Point Compatible YYendor [D

Save Cancel

Step 10. Click Save to save the settings.

Phase 2 Configuration

Step 1. Click the Phase 2 tab.

WPN 5ite Configuration

Authentication | Phase 1 F'EI"E_'.-' i [

Propozal Parameters

Transform Algarithm auto W
Transform ey Length Bits
HAL Algorithm auto W
PFS Exchange dizabled L
Compress Algarithm dizabled L
K.y Life Time limit 3600 Secs
k.ey Life Data limit 0| kbytes

| Save Cancel

Note: In the Phase 2 section, you can configure the parameters such that an IPsec SA with
the remote client gateway can be established.

Step 2. In the Transform Algorithm drop-down list, choose the option that was chosen during
the configuration of the VPN connection.

Step 3. In the Transform Key Length drop-down list, choose the option that matches the key



length of the option that was chosen during the configuration of the VPN connection.

Step 4. In the HMAC Algorithm drop-down list, choose the option that was chosen during the
configuration of the VPN connection.

Step 5. In the PFES Exchange drop-down list, choose the option that was chosen during the
configuration of the VPN connection.

Step 6. In the Key Life Time limit field, enter the value used during the configuration of the
VPN connection.

Step 7. In the Key Life Data limit field, enter the value in kilobytes to protect. The default
value is 0 which turns off the feature.

VPN 5ite Configuration

Authentication | Phase 1| Phase 2 | Policy ] e

Propozal Parameters

Tranzform Algorithm ezp-ddes W
Tranzform F.ey Length Bits
HKAL Algarithm md5 LY
FFS Exchange group 1 W
Compress Algarithm deflate W
ke Life Time limit 3500 Secs
K.ey Life Data lirmit 10 Khytes

Step 8. Click Save to save the settings.

Policy Configuration

Step 1.Click the Policy tab.



VPN 5ite Configuration

Authentication | Phaze 1 F'haseE 10F

IPSEC Paolicy Configuration
Palicy Generation Lewvel auta ¥

[ ] Maintain Persistent Security Assaciations

Obtain Topology Automatically or Tunnel Al

Remate Metwark. Resource

Add kA addify Delete

Save Cancel

Note: In the Policy section, the IPSEC Policy is defined, which is required for the client to
communicate with the host for the site configuration.

Step 2. In the Policy Generation Level drop-down list, choose the appropriate option.
* Auto — The necessary IPsec Policy level is automatically determined.
* Require — A unique security association for each policy is not negotiated.
» Unique — A unique security association for each policy is negotiated.

» Shared — The appropriate policy is generated at the necessary level.

VPN Site Configuration

Authentication | Phaze 1 | Phage 2 | Policy i)t

IPSELC Policy Configuration

Pualicy Generation Lewvel auta W
[ ] Maintain Persistent Securit m
) | require
Obtain Topology Automnatidi unique
ghared

Remaote Metwark Resource

Add bd odify Delete

Save Cancel

Step 3. (Optional) To change the IPSec negotiations, check the Maintain Persistent



Security Associations check box. If enabled, negotiation is made for each policy directly
after connected. If disabled, negotiation is made on a need basis.

Step 4. (Optional) To receive an automatically provided list of networks from the device, or to
send all packets to the RVOXX by default, check the Obtain Topology Automatically or
Tunnel All check box. If unchecked, the configuration must be performed manually. If this is
checked, skip to Step 10.

VPN Site Configuration

Authentication | Phaze 1 | Phage 2 | Policy i)t

IPSELC Palicy Configuration

Pualicy Generation Lewvel auto

W
Maintain Persistent Security Azsociations
Cbtain Topology Automatically or Tunnel Al

Remate Metwark. Resource

Add b ccdify Delete

Save Caricel

Step 5. Click Add to add a Topology entry into the table. The Topology Entry window
appears.

Topology Entry

Type Include v
Addreszs

MHetmaszk.

| EIL Cancel

Step 6. In the Type drop-down list, choose the appropriate option.
* Include — The network is accessed through a VPN gateway.

* Exclude — The network is accessed through local connectivity.



Topology Entry “

F_ -
Type | Inciude W

Address e

Ewchude

M etmask,

Step 7. In the Address field, enter the IP address of the RVOXX.

Step 8. In the Netmask field, enter the subnet mask address of the device.

Topology Entry

Type Include W

Address 1921681 .0

M etrnazk 265255255 0
Cancel

Step 9. Click OK. The IP address and the subnet mask address of the RVOXX are displayed
in the Remote Network Resource list.

VPN Site Configuration

Authentication | Phase 1 | Phaze 2 | Policy i

IPSEC Policy Configuration
Folicy Generation Level shared ¥

M aintain Persistent Security Aszociations
[ ] Obtain Topalogy Automatically or Tunnel Al

Remaote Netwark. Resource

-
LH 132168.1.0 / 255.255.255.0 _)

Add kd cdify Delete

Save Cancel

Step 10. Click Save, which returns the user to the VPN Access Manager window where the
new VPN connection is displayed.



File Edit View Help

Connect

3,

231633141

Add  Moedify  Delete

Connect

This section explains how to setup the VPN connection after all the settings are configured.
The required log in information is the same as the VPN Client Access configured on the
device.

Step 1. Click the desired VPN connection.

Step 2. Click Connect.



File Edit WView Help

Connect Add  Modify  Delete

2131633141

The VPN Connect window appears:

File Edit WYiew Help

Connect Add  Modify  Delete

@ ) VPN Connect - 213.16.33.141 | = x|

2131633141 | | Connect | Network |

config loaded for site '213.16.33.141°

Credentials

Uzemame  Tunnell

Pazzword esessess

Connect l i E xit ]

Step 3. Enter the username for the VPN in the Username field.
Step 4. Enter the password for the VPN user account in the Password field.

Step 5. Click Connect. The Shrew Soft VPN Connect window appears:



‘gﬂﬁmr:w'_srnui’tWﬂ Connect - Cis... !-1::-" 5 |3
Connect | Network |

config loaded for site
configuring clhient settings ...
attached to key daemon ...
peer configured

iskarnp proposal configured
esp proposal corfiqured
chent configured

local id configured
pre-shared key configured
brirging up turinel

network, device configured
tunnel enabled

Digconnect Cancel

Step 6. (Optional) To disable the connection, click Disconnect.



