Configuration of Access Rule through Wizard
on RV016, RV082, RV042 and RV042G VPN
Routers

Objective

Access rule is used to determine whether the traffic is allowed to enter in the network
through the firewall of the router or not to ensure security in the network. An access rule is
configured based on various criteria in order to allow or deny access to the network. Access
rule is scheduled according to the time when the access rules need to be applied to the
router.

This article explains how to configure access rules through a wizard on the RV016, RV082,
RV042 and RV042G VPN routers.

Note: You can configure access rule through Firewall. To know more on how to configure
access rule through Firewall refer to Configuration of an IPv4 Access Rule on RV016,
RV082, RV042 and RV042G VPN Routers for IPv4 access rule and Configuration of an IPv6
Access Rule on RV042, RV016 and RV042G VPN Routers for IPv6 access rule. You can
schedule the access rule also through Firewall. To know more on how to schedule the
access rule through Firewall refer to Schedule Access Rule on RV016, RV082, RvV042 and
RV042G.

Applicable Devices

* RV042
* RV042G
* RV082
* RV016

Software Version

*v4.2.1.02

Access Rule Setup

Step 1. Use the Router Configuration Utility to choose Wizard. The Wizard page opens:

Wizard
Basic Setup

Launch "Basic Setup” Wizard : To help you quickly setup the router to access internet, you may launch the Basic setup wizard.

Access Rule Setup

Launch “Access Rule Setup” Wizard : To help you easily setup the security policy for router, you may launch the Access Rule setup wizard.
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Step 2. Click Launch Now of the Access Rule Setup section to configure the Access Rule



Installation Wizard. The page explains about the access rules and default rules of the
router.The Welcome to the Access Rules Installation Wizard window opens:

Welcome to the Access Rules Installation Wizard

Metwork Access Rules evaluate network fraffic’s Source IP address, Destination IP address,
and IP protocol type to decide ifthe IP traffic is allowed to pass through the firewall. Custom
rules take precedence, and may override RV042G's default stateful packet inspection.

The ability to define Metwork Access Rules is avery powerful tool. Using custom rules, itis
possible to disable all firewall protection or block all access to the Internet. Use extreme
caution when creating or deleting Metwork Access Rules.

RY0423 has the following default rules ;

= All traffic from the LAM to the WAN is allowed.
* All traffic from the WARN to the LAM is denied.
- All traffic from the LAMN to the DMZ is allowed.
* All traffic from the DMZ to the LAN is denied.

* All traffic from the WAN to the DMZ is allowed.
* All traffic from the DMZ to the WAN is allowed.

Custom rules can be created to override the RV042G default rules.
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Step 3. Click Next to continue with the setup.

m Select the Action.
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Select Allow or Deny depending on the intent of the rule. For example, to configure the Router
Log to allow all FTP fraffic access from the LAN to the Internet. Thus select Allow. Or, to restrict all
FTP traffic access from the LAN to the Internet. Thus select Deny.
Source Interface — -
Action: | | Allow |»

Source P

Allow
Destination 1P Ceny
Schedule
Summary
Finish
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Step 4. Choose the appropriate radio button from the Action drop-down list to allow or restrict
the FTP traffic from the LAN / WAN to the internet.




* Allow — It allows all the FTP traffic to access in the internet from the LAN / WAN.
» Deny — It restricts all the FTP traffic to access in the internet from the LAN / WAN.

Step 5. Click Next to continue with the setup.

¥ Action Select the Service.
Selectthe service that will be allowed or denied from the Service menu.
Log r =\
Senvice: || All Traffic [TCP&UDP/M~G65535] W
e
ek DNS [UDP/53~53]
FTP [TCP/21~21]
Destination IP HTTP [TCP/80~a0]
HTTP Secondary [TCP/3080~3080]
Schedule HTTPS [TCP/443~443]
HTTPS Secondary [TCP/3443~8443]
Summary TFTP [UDP/89~69]
. IMAP [TCPM43~143]
Finish

MMNTP [TCPM119~119]

POP3 [TCPA10~110]

SNMP [UDPHME1~161]

SMTP [TCF25~25]

TELNET [TCP23~23]

TELMET Secondary [TCP/B023~8023]
TELMET S5L [TCP/292~992]

DHCP [UDPIGET~67]

L2TP [UDPMT01~1701]

PPTP [TCPHT23~1723]

le’Sec [UDP/500~500] hd

| [ ]

Step 6. Choose the appropriate service which you need to be allowed or denied from the
Service drop-down list.

Step 7. Click Next to continue with the setup.



¥ Action Select the Log.

v Serivce

Source Interface

You can select Log packets match this rule or Not log.

Log: || Log packets match this rule | w

Log packets match this rule
Mot log

Source IP

Destination IP
Schedule
summary

Finish
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Step 8. Choose the appropriate Log option from the Log drop-down list.

 Log packets match this access rule — Enables the router to keep log tracking for the
service which has been selected.

* Not Log — Disables the router to keep log tracking.

Step 9. Click Next to continue.

v Action Select the Source Interface.
' Serivce ,
Select the source, either WAMN, LAN, DMZ or Any from the Source Interface menu. For example,
v Log allow all FTP traffic access from the LAM to the Internet. Thus select the LAN as source.
Source Interface Interface:
Source IP

Destination [P

Schedule
Summary

Finish

Sl




Step 10. Choose the appropriate source interface from the Interface drop-down list.

* LAN — The source interface is Local Area Network. The access rule affects only to the
LAN traffic.

* WAN 1 — The source interface is Wide Area Network 1. The access rule affects only to
the WAN 1 traffic.

* WAN 2 — The source interface is Wide Area Network 2. The access rule affects only to
the WAN 2 traffic.

* Any — Source interface can be any network. The access rule affects any traffic.

Step 11. Click Next to continue.

v Action Select the Source IP type and enter the IP address.

+ Serivce ) )
For example, allow all users on LAN side to access the Internet. Thus select Any. Allow certain

v Log user(s) on LAM side to access the Internet. Thus select Single or Range and enter the [P
address.

+ Source Interface

Step 12. Choose the appropriate source IP address or a range of IP addresses to which the
access rule is applied from the Source IP drop-down list.

* Any — Any user with any IP address can access to the internet.

* Single — Only the single user with the single IP address can access to the internet. If you
choose Single, you need to enter the specific IP address.

* Range — Only the users with the range of IP address can access to the internet. If you
choose Range, you need to enter the starting and ending IP addresses.

Step 13. Scroll down and click Next to continue with the setup.

' Action Select the Destination IP type and enter the IP address.
' Serivce s : ! e
Selectthe destination, either Any, Single or Range * from the Destination IP pull-down menu.
v Log For example, allows Internet can access the DMZ por, thus select Single or Range and enter
the IP address of DMZ port.
+ Source Interface

v Source IP

Step 14. Choose the appropriate destination IP address or range of IP addresses for the
Access rule from the Destination IP drop-down list.

* Any — Destination interface can have any IP address.

* Single — Destination interface can be the specific single IP address. If you choose Single,



you need to enter the specific single IP address.

* Range — Destination interface can be any of the IP address of the given range. If you
choose Range, you need to enter the starting and ending IP addresses.

Step 15. Scroll down and click Next to continue with the setup.

¥ Action When it works
+ Serivce : ; =

Select the scheduling for this rule to be enforced.
v Log

@ Always:
' Source Interface Select Always from the Apply this rule menu if the rule is always in effect.
v Source P () Interval:

Select Interval to define the specific time and day of week range for this rule to be

+ Destination IP enforced.

Step 16. Click the appropriate radio button to choose the time when you want to apply the
access rule on the router.

» Always — Access rules always apply on the router. If you choose this option, skip Step
17 to Step 19. The default is Always.

* Interval — Access rules are applied for some specific times according to the time it is set.
If you choose this option you need to enter the time interval for the access rule to be
enforced.

v Action Enter the Scheduling
v Serivce
Time Setting
v Log Enter the time of day (in 24-hour format) to begin and end enforcement.
+ Source Interface ; :
From: |03:10 (hh:mm) To:  |[10:10 (hh:mm)
« Source IP
+ Destination IP
Date Setting

Enter the day of week to begin and end enforcement.

O Everyday [ sun Mon Tue [ wed [ Thu Fri [ sat
Step 17. Enter the time from when you want to apply schedule for the access list in the From
field. The format for the time is hh: mm.

Step 18. Enter the time till when you want to apply the schedule for the access list in the To
field. The format for the time is hh: mm.

Step 19. Check the specific check box when you want to apply the schedule for the access
list.

Step 20. Scroll down and click Next to continue with the setup. The Summery window with
detail information of the access rule opens:



" Action Summar'_.l.r
+ Serivce
Action; Allow
v Log
Service: All Traffic [TCP&UDPM~G5535]
+ Source Interface
o ik B Log: Log packets match this rule
' Destination IP Source Interface: LAN
+ Schedule Source IP: Any
DR oestinationp: sy
Finish !
Schedule: From 031010 10:10, Mon , Tue |, Fri

Step 21. Scroll down and click Install to install the setup.

Step 22. Click OK to save the settings and return to the Wizard page.



