Installing Operating Systems (VMware,
Windows) with M.2 SSD's on UCS B200 M5
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Introduction

This document describes the installation of Operating Systems (VMware, Windows) with M.2
SSD's on UCS B200 M5

The Cisco UCS B200 M5 blade server has a mini-storage module option that plugs into a

motherboard socket to provide additional internal storage. The mini-storage module can be one of
the following types:

- An SD card module that supports up to two SD cards. (Uses UCS-MSTOR-SD catridge)
- An M.2 SSD module that supports up to two SATA M.2 SSDs. (Uses UCS-MSTOR-
M2 catridge)
Contributed by Brian Morrissey and Mohammed Majid Hussain, Cisco TAC Engineers.

Prerequisites
Requirements

- Understanding of UCS, policies and profiles
Components Used

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

UCSM 3.2.2b or higher



UCS B200 M5 (Server firvmare 3.2.2b or higher)

Capability Catalog 3.2.3i or higher

Background Information

The M.2 cartridge consists of the UCS-MSTOR-M2 carrier holding the UCS-M2-XXXGB SATA
drives

You can use one or two M.2 SSDs in the carrier.

M.2 socket 1 is on the top side of the carrier; M.2 socket 2 is on the underside of the carrier (the
same side as the carrier's connector to the server board socket)

This is depicted in the pictures (both slots have been populated with M.2 SSD drives)
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Underside

Top side (slot 1)

M.2 UCS-MSTOR-M2 inventory in UCSM



Equipment /| Chassis / Chassis 1 / Servers /| Server7

General ’ Inventory Virtual Machines Installed Firmware CIMC Sessions

Motherboard CIMC CPUs GPUs Memory Adapters HBAs NICs

SEL Logs VIF Paths Health

iSCSI vNICs Security

5

(=) Mini Storage

ID o1

Model © UCS-MSTOR-M2
Type . M2

Vendor . Cisco Systems Inc
Revision © 0

Serial : _
VID © Vo1

Part Number : 73-17926-05

Product Name : Cisco UCS Mini-Storage Carrier for M.2

Caption . Cisco UCS Mini-Storage Carrier for M.2 (holds up to 2)
Description  : Dual M.2 Mini-Storage Carrier (holds up to 2 M.2 modules)
ControllerID : 1

Controller Type : PCH

Any addition or removal of the disks will be updated to UCSM inventory only after a re-

acknowledgement of the server as there is no CIMC sensor for the PCH controller and the M.2

Sata drives.

The UCSM will warn you about any hardware changes to the mini storage and will also request

that you re-acknowledge the server.

Properties

Affected object

Description

D
Cause

Code

Original severity :

Previous severity :

. sys/chassis-1/blade-7/board/mini-storage-M2-1/inv-status

. Mini storage inventory mismatch

: 13155391 Type

. hardware-mismatch Created at

: F1901 Number of Occurrences :
Critical
Critical Highest severity

. equipment

: 2018-09-26T17:13:582

. Critical



Properties

Affected object  : sys/chassis-1/blade-7

Description . Server 1/7 hardware inventory mismatch. Acknowledge the server to clear the fault

ID : 13155390 Type . equipment

Cause . hardware-inventory-mismatch Created at : 2018-09-26T17:13:58Z
Code : F1913 Number of Occurrences : 1

Original severity : Critical

Previous severity ;. Critical Highest severity . Critical

After the server has been re-acknowledged the storage inventory should update (In this case, a
M.2 ssd was added in slot 2).

Equipmant / Chassis /| Chassis 1 | Servers | Server 7

Configure

The onboard Lewisburg sSSATA controller is used to manage both types of M.2 cartridges but does
not manage any front panel drives.

The PCH controller operates in AHCI mode or SWRAID mode.
AHCI Mode: Disks are presented as JBOD disks.

SWRAID Mode: Disks can either be in RAIDO or RAID1 based on user configuraiton in policy.

Desired BIOS P-SATA Storage Profile Controller

Raid Setting Definition Setting Notes

RAIDO, SWRAID RAIDO OR RAID 1 Only UEFI. boot supported. OS requit
RAID1 megasr driver.

JBOD Disabled NORAID Legacy or UEFI boot

VMware ESX/ESXi operating system is not supported with the embedded SATA MegaRAID
controller in SW RAID mode, as VMWare does not have a software raid driver. You can use
VMWare in AHCI mode.

Microsoft Windows Server 2016 Hyper-V hypervisor is supported for use with the embedded
MegaRAID controller in SW RAID mode, but all other hyperviors are not supported.

All Hypervisors are supported in AHCI mode.



AHCI Mode

This is an example of installing VMware ESXi with the PCH controller in AHCI Mode.

Create a Strorage Profile with RAID Level set to No RAID.

Create Controller Definition

Name : ‘ NO_RAID

Controller Mode Configuration

Protect Configuration : Cd

RAID Level . |No RAID

Create a BIOS Policy with P-SATA mode set to AHCI



BIOS Policy

Main Advanced Boot Options | Server Management Events
Yo Advanced Filter 4 Export & Print
BIOS Setting Value

Cool Down Time (sec)

Number of Retries

Boot option retry

SAS RAID module

SAS RAID

Onboard SCU Storage Support
P-SATA mode

Power On Password

IPW6 PXE Support

Create a Boot Policy
Set the Boot Mode to UEFI
Select "Add CD/DVD"

Select "Add Embedded Local Disk"

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

Platform Default

AHCI

Platform Default

Platform Default



Create Boot Policy ?

MName : | AHCI_Boot

Description

Reboot on Boot Order Change : U

Enforce vNIC/vHBASISCSI Name : #

Boot Mode H Legacy (») Uefi

Boot Security H

WARNINGS:

The type (primary/secondary) does not indicate a boot order presence.

The effective order of boot devices within the same device class (LAMN/Storage/iSCSI) is determined by PCle bus scan order,

If Enforce vNIC/VHBASCSI Name is selected and the vNIC/WHBA/SISCS| does not exist, a config error will be reported.

If it is not selected, the vNICs/vHBAS are selected if they exist, otherwise the vNIC/VHEA with the lowest PCle bus scan order is used.

(=) Local Devices Boot Order
+ ~— TY,Advanced Filter 4 Export & Print f=
afme Wi pe | J Slot N i
Add Local LUN Mame Or.. = wiNIC/... Type LUN ... WWN Slot N... Boot.. Boot.. Descri.
Add Local JEOD cD/DVD 1
Add 5D Card + Embedded Disk &
Add Internal USB Embedded Disk Image Primary 1
Add External USB
Add Embedded Local LUN
Add Embedded Local Disk
[l Delete

Set Uefi Boot Parameters

Select the appropriate options from the "Add Embedded Local Disk" section

If "Any" is chosen, then the default order is Disk1, Disk2

Add Embedded Local Disk ? X

Type . |(®) Primary () Secondary () Any

Disk Slot Number : 1

Cancel




Specify the Uefi Boot Paramters

Set Uefi Boot Parameters ? X

Uefi Boot Parameters

Boot Loader Name . | BOOTx64.EFI
Boot Loader Path . [\EFNBOOT

Boot Loader Description : | VMware ESXi

Assign the BIOS Policy you created earlier to the Service Profile

Servers | Service Profiles |/ root | Service Profile M.2_AHCI
General Storage Natwork BG5S vNICs viledia Paolicy Boot Order Virtual Machines FC Zones Palicies | Server Details CIMC Sessions FSM

Actions Policies

Change Serial gver LAN Policy =) BIOS Policy
Change Power Sync Policy

BIOS Policy] AHCI » Create BIOS Palicy

BIOS Palicy Instance @ org-roat/bios-praf-AHCI

Assign the Storage Profile you created earlier to the Service Profile



Servers |/ Service Profiles |/ root /| Service Profile M.2_AHCI

General | Storage Network iISCSI vNICs vMedia Policy Boot Order Virtual Machines

Storage Profiles Local Disk Configuration Policy vHBAs vHBA Initiator Groups

Actions Storage Profile Policy
Modify Storage Profile Name . AHCI_SP
Description

Storage Profile Instance : org-root/profile-AHCI_SP

Local LUNs Controller Definitions Security Policy Faults

Y, Advanced Filter 4 Export ™ Print

Name

NO_RAID

UCSM view of embedded PCH controller in AHCI mode

General Irventany Wirtual Machines Installed Firmware CIMC Sessions SEL Logs WIF Paths Health DRagnostics Faults Events FSM Statistics Temperatures

Matharboard CIMC CPUs GPUs Meamory Adapters HBAs MICs ISCS1 vMICs Sacurity

Controller

+ = TYeAdvanced Filter 4 Export % Print

NarmE o Type Subtype

Storage Coniroller PCH 1 1 PCH A

General FEM Faukts Events Statistics

Iﬁ\r:linn:: D 1 Mami . Lewisburg SSATA Controller [AHCI mode]
Description : Lewisburg SSATA Controller [AHC! moda]
Model . Lewisburg SSATA Controller [AHCI mode) PID - NiA
Revision o NIA Serial . LSIROME-0
Cancel Storage Operations Subtype Ty
RAID Support © RAIDOD, RAIDT Viendor . Intal Corp.

QOB Interface Supported : No
PCle Address ;00175 PCI Slat
Mumber of Local Disks 2 Rebuild Rate . NiA

Pinned Cache Status @ Unknown

This is the view from F2 BIOS menu

Notice the pSATA is set to AHCI



Notice the UEFI policy is named VMware ESXi (specified in our boot policy earlier)

Setup Prompt Timeout

SWRAID Mode

This is an example of installing Microsoft Windows Server 2016 with the PCH controller in
SWRAID Mode




Create a Strorage Profile with RAID Level set to RAID1 for redundancy.

Create Controller Definition

MName :  RAID1

Controller Mode Configuration

Protect Configuration : ]

RAID Level - |RAID 1 Mirrored

n | Cancel |

Create a BIOS Policy with P-SATA mode set to SWRAID



BIOS Policy

Create a Boot Policy
Set the Boot Mode to UEFI
Select "Add CD/DVD"

Select "Add Embedded Local LUN"

Main Advanced | Boot Options Server Management Events
Yo Advanced Filter 4 Export ™ Print o
BIOS Setting Value
Cool Down Time (sec) Platform Default
Number of Retries Platform Default
Boot option retry Platform Default
SAS RAID module Platform Default
SAS RAID Platform Default
Onboard SCU Storage Support Platform Default
P-SATA mode LSI SW RAID
Power On Password Platform Default
IPV6 PXE Support Platform Default
OK Cancel Help




Create Boot Policy G
Name: ;| embeddediun
Description
Reboot on Boot Order Change @ I
Enforce vNIC/VHBAJISCS! Name :
Boot Mode . | Legacy (e) Ueh
Boot Security - @
WARNINGS:
The type (primary/secondary) does not indicate a boot order presence.
The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.
If Enforce vNIC/VHBA/ISCSI Name is selected and the vNIC/WHBAMISCSI does not exist, a config error will be reported.
If it is not selected, the wNICs/vHBAS are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.
(=) Local Devices Boot Order
+ =— T,AdvancedFilter 4 Export & Print T
Add Local LUN Name Order «  wNIC/WH... Type LUN Na.. WWN Slot MNu... Boot Na... Boot Path Descript...
Add Local JBOD co/.. 1
Add SD Card Emb.. 2

Add Intarnal USB
Add External USB

Add Embedded Local Disk

+ Move Up Mov wn [ Delete

Set Uefi Boot Parameters

Specify the UEFI Boot Paramaters




Modify Uefi Boot Parameters

Uefi Boot Parameters

Boot Loader Name : |BOOTx64.EFI

Boot Loader Path . \EF\BOOT\

Boot Loader Description : | Windows

Assign the BIOS Policy you created earlier to the Service Profile
iISCSI vNICs vMedia Policy Boot Order Virtual Machines FC Zones | Policies | Server Details

Policies

(=) BIOS Policy

BIOS Policy:| embeddedlun_Bios ¥ Create BIOS Policy

Assign the Storage Profile you created earlier to the Service Profile



Properties for: Service Profile embedded|un

General Storage Network iISCSI vNICs vMedia Policy
Storage Profiles Local Disk Configuration Policy vHBAs vHBA Inil
Actions Storage Profile Policy
Modify Storage Profile Name

Description
Storage Profile Instance :
Local LUNs | Controller Definitions ‘ Security Policy Faults

Y, Advanced Filter 4 Export  #% Print

Name

‘ RAID1

UCSM view of embedded PCH controller in SWRAID mode




Gl Investony Wirtul Machings Installod Firmmaig CIMC Sgssions SEL Logs VI Paths Hizalth Diagnostics Faults

Motherboard CIMC CPUs GPls Memory Adapters HEAs NICs ISCSI vMICs Security

Evarnits FSM Hatstics Tomporatures Powvgs

Cantralior

# = TpAdvanced Fiter 4 Export & Priy
Name e} Type Subtype
| Storago Controllor FCH 1 1 PCH 'y
Srorage Controller SAS 1 1 SAS N1
Genoral FSM Faulis Everis Statistics
Actions : i
a1 il | Mame . Lewisburg SSATA Controller [SWRAID mode]
Description . Lewisburg SSATA Controller [SWRAID mode]
Mioded | Lawisburg SSATA Controller [SWRAID moda] PID . NIA
Rexvision © NA Serial © LSIROMB-0
Cancgl Storage Dporations Subtype © NA
RAID Support ¢ RAIDO, RAIDY Vgndor © Intel Corp.
008 Interface Supported : Mo
PCile Addross B PCI Shat
Numbior of Local Disks @ 2 Rebuild Rate L

This is the view from F2 BIOS menu

Notice the pSATA is set to AHCI

[LSI SW RAID]

Notice the LSI Software RAID Configuration Utility (SSATA) show up



Aptio Setup Utility - Copyright (C) 2017 Amer ican

» LSI Software RAID Configuration Utility (sSATA)

We can confirm that the Virtual Drive is set to RAID1 in BIOS

Aptio Setup Utility - Copyright (C) 2017 American M

» Apply Changes

After you map the Windows Operating System, when you reach the section to install the driver,
browse the contents of the drivers folders to the location of the embedded MegaRAID drivers:
Storage/Intel/C600-M5/<0OS>/




G g% Windows Setup

Select the driver to install

LSI Embedded MegaRAID (D:\Storage\Intel\C600-M5\W2K16\:64'\MegaSR1.inf)

RAID Virtual Device (D:\Storage\Intel\C600-M5\W2K16\x64\nodev.inf)

We should be able to detect the Virtual Drive we created

Click "New"

@ %) Windows Setup

Where do you want to install Windows?

I Name | Total size Free space | Type
| - Drive 2 Unallocated Space 2226 GB 2226 GB
44 Refresh % Delete &/ Eormat 3 New
&% Load driver 3 Extend

The disk should partition like so and allow you to install windows on the Primary partition.



[ LX)
@ §) Windows Setup
Where do you want to install Windows?
] Name ] Total size | Free space | Type
p :i? Drive 2 Partition 1: Recovery 450.0 MB 4330 MB Recovery
r':i? Drive 2 Partition 2 100.0 MB 950 MB System
— Drive 2 Partition 3 16.0 MB 160 MB MSR (Reserved)
- Drive 2 Partition 4 2220 GB 2220 GB Primary
+4 Refresh /¥ Delete & Format New
€% Load driver Q Extend

Once the OS has installed, you can verify the mapping in the Actual Boot order

Equipment /| Chassis / Chassis 1 / Servers | Server 7

General | Inventory Virtual Machines Installed Firmware CIMC Sessions SEL Logs VIF Paths Health Diagnostics Faults
Adapters 1
NICs = 1 HB4
Original UUID . 2622df36-0baf-42ba-a107-b04a8fd02658

(#) Part Details
# CIMC Connection Details
(#) Power Budget

(=) Boot Order Details

Configured Boot Order Actual Boot Order

There may be a delay of a few minutes before the actual boot order is updated.

4+ = 4 Export & Print

Name

w OnboardHDDANY
(1) Windows Boot Manager
w OnboardHDDANY

(2) Windows

Notice the parameters in Actual Boot Order are identical to parameters in Boot Options in the
BIOS



Boot Option #2 [Windows]

Clean up

If you want to install a different OS or want to shift the controller to AHCI mode, then you would
need to scrub the disks.

In order to do so, apply a scrub policy to your Service Profile with Disk Scrub set to yes, then
disassociate the Service Profile for srub to take effect.

Actions Properties
Delete Name . diskscrub
Show Policy Usage Description

Cwner . Local

Disk Scrub g |Q No (o Yes

BIOS Settings Scrub: [(®)No () Yes

FlexFlash Scrub : |I’-) No () Yes I

s

After the Service Profile has been disassociated, the drive state should move to Unconfigured
Good.



Equipment / Chassis / Chassis 1 / Servers | Server?7

General Inventory Virtual Machines Installed Firmware CIMC Sessions SEL Logs VIF Paths Health Diagnostics Fav >

Motherboard CIMC CPUs GPUs Memory Adapters HBAs MNICs iSCSI wNICs Security

4+ ~— TYsAdvanced Filter 4 Export & Print e

Mame Size (MB) Serial Operability Drive State Presence Technology Bootable

w Storage Co...
Disk 1 228936 17191708379C Operable Unconfigured Good Equipped 55D Unknown

Disk 2 228936 173819147CCD Operable Unconfigured Good Equipped S5D Unknown
The M.2 SSD's can only be scrubbed in SWRAID mode and not in AHCI.

Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration
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