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to Get a Digital Certificate and a SSL Certificate
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Introduction

This document includes step—by-step instructions on how to configure the Cisco VPN 3000 Series
Concentrators to authenticate with the use of digital or identity certificates and SSL certificates.

Note: In the VPN Concentrator, load balancing must be disabled before you generate another SSL certificat
since this prevents the certificate generation.

Refer to How to obtain a Digital Certificate from a Microsoft Windows CA using ASDM on an ASA in order
to learn more about the same scenario with PIX/ASA 7 .x.

Refer to Cisco I0OS Certificate Enrollment Using Enhanced Enrollment Commands Configuration Example ir
order to learn more about the same scenario with Cisco IOS® Platforms.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on the Cisco VPN 3000 Concentrator that runs Version 4.7.
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.



Install Digital Certificates on the VPN Concentrator

Complete these steps:

1. Choose Administration > Certificate Management > Enroll in order to select the digital or identity
certificate request.

This section allows you to create an SSL or identity certificate request. The identity certificate request allows the
VPN 3000 Concentrator to be enrolled into the PKI. The certificate request can be sent to a CA, which will
1ssue a certificate. The CA's certificate must be installed as a Certificate Authonty before installing the
certificate you requested.

Choose the type of certficate request to create

«Tdentity certificate
o SSL certficate

1

<< Go back to Certfficate Management

2.Choose Administration > Certificate Management > Enroliment > Identity Certificate and click
Enroll via PKCS10 Request(Manual).

Select the enrollment method for the identity certficate. To install a certificate wath SCEP, the i1ssuing CA's
certficate must also be installed with SCEP. Click here to mstall a new CA usmg SCEP before enrolling,

"i_EE:?l;a PECS10 Request 11-.{-.1:‘.151__:_-"?
e Enroll via SCEP at RS! 0otMD 5srvCIN

e Enroll ma SCEP at TestCA6-8 at Cisco

<< Go back and choose a different type of certificate

3. Fill out the requested fields, and then click Enroll.
These fields are filled out in this example.

Common Name altiga30

Organizational Unit IPSECCERT (the OU should match the configured IPsec groupname)
Organization Cisco Systems

Locality RTP

State/Province NorthCarolina

Country US

Fully Qualified Domain Name (not used here)

Key Size¥12

Note: If you request either an SSL certificate or an identity certificate using Simple Certificate
Enrollment Protocol (SCEP), these are the only RSA options available.

* & & 6 6 O 0o

¢ RSA 512 bits
¢ RSA 768 bits
¢+ RSA 1024 bits
¢+ RSA 2048 bits
¢ DSA 512 bits



¢ DSA 768 bits
¢ DSA 1024 bits

Administration | Certificate Management | Enroll | Identity Centificate | PKCS10
Enter the information to be mcluded m the certficate request. The CA'S certificate must be installed as a Certificate Authority
before installing the certificate you requested. Please wait for the operation to finish.
" Enter the common name for the VPN 3000 Concentrator
Common Name (CN) |altiga30 1o be used in this PKI
Organizational Unit (OU) [IPSECCERT Enter the department.
Organization (0) |Cisco Systems Enter the Organization or company.
Locality (L) [RTP Enter the city or town.
State/Province (SP) [NorthCarolina Enter the State or Province.
Enter the two-letter country abbrewation (e g United
Country (C) [US States = US)
Subject AlternativeName [ Enter the Fully Qualfied Domain Name for the VPN
(FQDN) 3000 Concentrator to be used m this PET
Subject AlternativeName (E- ] Enter the E-Mail Address for the VPN 3000
Mail Address) Concentrator to be used i thus PKI
Key Size |RSA 512 bits 'I Select the key size for the generated RSA/DSA key parr.
Enoll | Cancel |

4. After you click Enroll, several windows appear. The first window confirms that you have requested a
certificate.

Administration | Certificate Management | Enrollment | Request Generated

A certificate request has been generated. In a few seconds, a new browser window wall open up with the certficate request The
request can be saved as a file, or copied then pasted mto a CA's management mterface.

The request 1s located on the VPN 3000 Concentrator with the filename pkes0001.txt . When you are done, you should delete
thus file, go to the File Management page to delete the certificate request

o Go to Certificate Management
o Go to Certificate Enrollment
o Go to Certificate Installanon

A new browser window also opens and displays your PKCS request file.
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5. On your Certification Authority (CA) server, highlight the request and paste it in your CA server in
order to submit your request. Click Next.

]*u-n-oga‘amwwA%«O
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Home

Welcome

You use this web site to request @ certificate for your web browser, e-mail chent, or other secure program, Once you acquire a certificate, you
will be able to securaly identify yourself 10 other people over the web, Sign your &-mail messages, encrypt your e.masl meassages, and more
depending upon the type of cenificate you request

Select a task:
€ Retrieve the CA certificate or certificate revocation list
® Request a centificate
€ Chack on a pending certificate

6. Select Advanced request and click Next.
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Choose Request Type

Ploase select the type of request you would kke to make

€ User centhicate request

& Aodvanced request




7. Select Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request
using a base64 encoded PKCS #7 file, and then click Next.
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Advanced Certificate Requests

You can request a certificate for yoursel, another user, or a computer using one of the followeng methods Note that the policy of the certification
authority (CA) will determine the certificates that you can oblain

€ Submit a centificate request 1o this CA using a form

& Submit a cenificate request using a basetd encoded PKCS #10 file or 8 renewal request using a basetd encoded PKCS £7 fike

¢ Request a centificate for @ smarnt card on behalf of another user using the Smart Card Enroliment Stason
You must have an envoliment agent centificate 1o submit 9 request for ancther user

(s> )

8. Cut and paste your PKCS file into the text field under the Saved Request section. Then click Submit.
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Submit A Saved Request

Paste a basefd encoded PKCS #10 centficate request or PKCS #7 renewal request generated by an external application (such as a web
Server) into the request field to submit the request to the cerificaion authonty (CA)

Saved Reg

TrENOQY/ MUN’BO'JU*"'BCAW'QQYJ&OZIBVCNB
[QLAT)Su7BILupqRAIqQr ZiBQExG LI TD4wHEEp+bzd
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Certificate Request |-~ IND NEW CERTIFICATE REQUEST-—---
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9. Issue the identity certificate on the CA server.
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10.Download the root and the identity certificates. On your CA server, select Check on a pending
certificate, and click Next.
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Home

Welcome

You use this web site to request a certificate for your web browser, e-mad chent, or other secure program. Once you acquire a cerficate, you
will De able to securely identify yoursell 1o other people over the web, Sign your -mall messages, encrypl your e-mall messages, and more
depending upon the type of certificate you request

Select a task:
€ Retrieve the CA centificate or certificate revocation list
€ Request a cenficate
@ Check on a pending certificate

11.Select Base 64 encoded, and click Download CA certificate on the CA server.
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Certificate Issued

The centificate you requested was issued to you

C DER encoded or @ Base 64 encoded

12.Save the identity certificate on your local drive.

Savein: | [d] Desktop =] « ok B

History

@

Desktop

= My Documents
A my Computer
15E My Network Places

My Documents

My Corﬁputer

= File name:
My Metwork P... -

Save as type: l Security Certificate Zl

13.0n the CA server, select Retrieve the CA certificate or certificate revocation list in order to get the
root certificate. Then click Next.
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Weicome

You use this web site to request 8 centificate for your wab browser, e-mail chent, or other secure program. Once you acquire a certificate, you
wall be able 1o securely identify yoursell 10 other people over the web, Sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request

Select a task:
@ Retrieve the CA certificate or cerntificate revocation st
€ Request a cenficate
€ Check on a pending certificate

14.Save the root certificate on your local drive.

Savein | [} Desktop 7]+ & ok

My Documents

A= My Computer

(512 My Network Places
= certnew. cer

History

My Documents

=]

My Computer

My Network P,

Saveastype:  |Secuity Certificate =l Cancel

w/
15. Install the root and identity certificates on the VPN 3000 Concentrator. In order to do this, select
Administration > Certificate Manager > Installation > Install certificate obtained via
enroliment. Under Enroliment Status, click Install.

ement | Install certificate obtained via enrollment

Select a enrollment request to mstall

E!lfollmem Status

( Subject N ,,,| Issuer ’ Date ﬁls: ' Reason ﬁ\;iethodﬁ Status
lalnga30 at Cisco Systems N4 (052202003 [ID [Iutial  Manual [In Progress

I .
Actions

[
|View | Install | Delete

<< Go back and choose a different type of certificate

16.Click Upload File from Workstation.
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17.Click Browse and select the root certificate file that you saved to your local drive.

Select Install to install the identity certificate on the VPN Concentrator. The Administration |
Certificate Management window appears as a confirmation, and your new identity certificate appears

in the Identity Certificates table.

Enter the name of the identity certificate file

Filename |

Install | Cancel |

Browse...

Note: Complete these steps to generate a new certificate if the Certificate fails.

a. Select Administration > Certificate Management.
b. Click Delete in the Actions box for the SSL Certificate listing.

c. Select Administration > System Reboot.

d. Select Save the active configuration at time of reboot, choose Now, and click Apply. You
are now able to generate a new certificate after the reload is complete.

Install SSL Certificates on the VPN Concentrator

If you use a secure connection between your browser and the VPN Concentrator, the VPN Concentrator
requires an SSL certificate. You also need an SSL certificate on the interface that you use to manage the VI
Concentrator and for WebVPN, and for each interface that terminates WebVPN tunnels.

The interface SSL certificates, if non—existent, are automatically generated when the VPN 3000 Concentrat
reboots after you upgrade the VPN 3000 Concentrator software. Because a self-signed certificate is
self-generated, this certificate is not verifiable. No Certificate Authority has guaranteed its identity. But this
certificate allows you to make initial contact with the VPN Concentrator using the browser. If you want to



replace it with another self-signed SSL certificate, complete these steps:

1. Choose Administration > Certificate Management.

RE"GS!]@
Thas section lets you view and manage certficates on the VPN 2000 Concentrator
o Click heseto ergoll with a Centfficate Authority
. O c
Certificate Anthorities [ Vaw 41 CRL Caches | Clear All CRL Caches ] (ourrent: 1, mazximam: 200
Subject Issuer Expiration SCEP Issuer Actons
ms-1001-sha-06-2001 at cisco ms-root-sha-06-2001 at cisco 060472022 No View | Configue | Delete
Identity Certificates (cument: {, maxinnun 20)
Subject Issuer | Expiration Actions
Gateway A at Cisco Systems ms-toct-sha-05-2001 at cisco [024134/2004 Yiew | Rexew | Delete
SSL Certificates
Dbaterface Subject Iouer Expiration Actions
Prvate 103561 at Cisco Systems, [nc. 10561 atCisco Systems, Inc. 020172006 "-'rwl Renew | Delete | Export |\l.;'v-ﬂ|-lﬂ?-1 Enroll | [mport
SSH Host Key
Key Size Key Type Daie Generated [ Actions
1024 bits RSA 01/05/2004 [Coremste

2. Click Generate in order to display the new certificate in the SSL Certificate table and replace the
existing one.

This window allows you to configure fields for SSL certificates the VPN Concentrator generates
automatically. These SSL certificates are for interfaces and for load balancing.

You are about to generate a certificate for the Public Interface . The cernficate wall have the followang DN for both Subject and Issuer

The certificate will be valid for 3 years from yesterday

Common Name (CIN) [10.86.194.175

Enter the Common Name, usually the IP or DNS address of this mterfacq

Organizational Tnit (O1)) l‘ﬂ‘ "N 3000 Concentrator

Enter the department

Organization (0) |Cisca Systems. Inc

Enter the Orgamzation ot company

Locality (L) IF":'"”"'

Enter the city or town

State/Province (SP) Ih’nss:chus—:atts

Enter the State or Province

Country (C) |LIS Enter the two-letter country abbreviation (e.g United States = US)
RSA Key Size |1024-bil:: '| Select the key size for the generated RSA key parr
Generate | Cancel I

If you want to obtain a verifiable SSL certificate (that is, one issued by a Certificate Authority), see
the Install Digital Certificates on the VPN Concentrator section of this document in order to use the
same procedure you use to obtain identity certificates. But this time, on the Administration >
Certificate Management > Enroll window, click SSL certificate (instead of Identity Certificate).

Note: Refer to the Administration | Certificate Management section of VPN 3000 Concentrator
Reference Volume Il: Administration and Monitoring Release 4.7 for complete information about
digital certificates and SSL certificates.



Renew SSL Certificates on the VPN Concentrator
This section describes how to renew the SSL certificates:

If this is for the SSL certificate generated by the VPN Concentrator, go to Administration > Certificate
Management on the SSL section. Click the renew option, and that renews the SSL certificate.

If this is for a certificate granted by an external CA server, complete these steps:

1. Choose Administration > Certificate Management >Delete under SSL Certificates in order to
delete the expired certificates from the public interface.

Adiministration | Certiicate Management ‘Wednesday, 19 September 2007 00:01:4
Refresh@

This section lets you view and manage certificates on the VPN 3000 Concentrator

o Click here to enroll with a Certificate Authority
o Click here to install a certificate

Certificate Authorities [ View Al CRL Caches | Clear 81l CRL Caches ) (current: 1, masimum: 6)

SCEP
. Subject Issuer Expiration i Actions
Thavrte Test CA Root at Thawte Thawte Test CA Root at Thawte
Centification Certification ~12’311‘2’020 No View | Configure | Delete

Identity Certificates (current: (), masamum: 2)

Subject | Issuer Expiration Actions
No Identity Certificates

SSL Certificates
:lnterface Subject I Issuer 'szlratlon | Actions
10.163 116.116 at Cisco 10.163 116.116 at Cisco
7
Private Systems, Inc. Systems. Inc. l09/l 12010 »Vz_wlenwlDelzleIE_rmlGemMelEamnllggon
lP'ub!iC [peartygates. ocp.org at quifex Secure Certificate 03/16/2008 Vew| R::nwl Export | Generate | Enzoll | Import
| [peariygates. ocp.org ut... at Equafax e A — e

fr

Click Yes in order to confirm the deletion of the SSL certificate.



Administration | Certificate Management | Delete

Subject Issuer
CN=pearlygates.ocp.org OU=Equifax Secure Certificate Authonty
OU=Domain Control Validated - QuickSSL Premium(R) O=Equifax
OU=5ee www geotrust com/resources/cps (c)07 C=US
OU=GT94824223
O=pearlygates.ocp.org
C=US
Serial Number 07E267
Signing Algorithm SHAIWithRSA
Public Key Type RSA (1024 bits)

Certificate Usage Digital Signature Non Repudiation Key Encipherment Data Encipherment
MDS Thuni)prlm 2C:EC:8D:6B:FE: 59:9D: F5:04: A6:B2:1B:C5:09: 84: 27
SHAL Thumbprint SE:9A:7C:D3:02: FE: 10: 1C: 75:79: 00: AA: 6A: 73:84: 54: C2: DC:BE: 95
Validity 8/16/2007 at 17:26:35 to 8/16/2008 at 17:26:35
CRL Distribution Point http://crl geotrust. com/crls/secureca.crl

Are you sure you want to delete this certificate?

Yes l No l

i Ter——

2.Choose Administration > Certificate Management > Generate in order to generate the new SSL
certificate.

Administration | Certificate Management

Wednesday, 19 September 2007 0005z

Refresh(

This section lets you wiew and manage certificates on the VPN 3000 Concentrator.

o Click here to enroll with a Certificate Authont:

* Click here to mnstall a certificate
Certificate Authorities [ Vew Al CRL Caches | Char ALl CEL Caches ] (current. |, masimurn: 6)

| scep
Subject Issuer npﬁamn} B Actions

Thawte Test CA Root at Thawte Thawte Test CA Root at Thawte \ | |
Festteieyod i 123172020 No [¥iew|Configue | Delete

Identity Certificates (current 0, massmum: 2)

l Subject | Issuer IL Expiration | Actions.
No Identity Certificates
SSL Certificates
[lnterfacef Subject Issuer fEmlmunnl[ Actions

d [10.168.116.116 at Cisco 10.163.116.116 at Cisco il ‘
Private |Systems, Inc. B heons: Tao: 09/17:‘2010iMIRJuWIDekMMIGmmoIMIM‘
Public  |No Certificate Installed. [Oenerate) Ensoll | Lusport

|

The new SSL certificate for the public interface appears.



Administiation | Certificate Managernent

Wednesday, 19 September 2007 00:06

Refresh
Thus section lets you view and manage certificates on the VPN 3000 Concentrator.
o Click here to enroll with a Certificate Authority
e Click here to install a certificate
Certificate Authorities [ View All CRL Cackes | Clear AICRL Cacles ] (current 1, masarmurm: 6)
[
, SRR SCEP .
‘ Subject ‘ Issuer lEvptmmn S ’ Actions
Thawte Test CA Root at Thawte Thawte Test CA Root at Thawte [ :
Certification Cestification \12!31/‘2020] Mo View | Confizure | Delete
Identity Certificates (current 0, masamum: 2)
I Subject Issuer Expiration [ Actions
[No Identity Certificates
SSL Certificates
Interface | Subject ' Issuer |Espiration | Actions
S 10.163.116.116 at Cisco 10.168.116.116 at Cisco
Private B o TR 09/17/2010)|View | Revew | Delete | Export | Generate | Engoll | [mport
Public b‘:c‘ 1.5 at Clsco Systams, ]‘EC‘ 1.2.8k:Cisco Systems, owlanolﬂ Visw | Reew | Delste | Export | Generate | Ensoll | Lispost
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