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Introduction

This document describes how to configure a redundant VPN failover if a remote site loses its VPN 3000
Concentrator or Internet connectivity. In this example, assume that the corporate network located behind the
VPN 3030B uses Open Shortest Path First (OSPF) as its default routing protocol.

Note: When you redistribute between routing protocols, you can form a routing loop which can cause trouble
on the network. OSPF is used in this example, but it is not the only routing protocol that can be used.

The goal of this example is to have the 192.168.1.0 network use the red tunnel (under normal operating
circumstances), depicted in the Network Diagram section, to reach 192.168.3.x. If the tunnel, VPN
Concentrator, or ISP drops, then the192.168.3.0 network is learned over a dynamic routing protocol over the
green tunnel. Also, connectivity is not lost to the 192.168.3.0 site. Once the issue is resolved, the traffic
automatically reverts back to the red tunnel.

Note: RIP has a three minute aging timer before it allows a new route to be accepted over an invalid route.
Also, assume that the tunnels are created and that traffic can pass among the peers.

Prerequisites

Requirements

There are no specific requirements for this document.



Components Used
The information in this document is based on these software and hardware versions:
* Cisco Routers 3620 and 3640
 Cisco VPN 3080 Concentrator — Version: Cisco Systems, Inc./VPN 3000 Concentrator Version 4.7

 Cisco VPN 3060 Concentrator — Version: Cisco Systems, Inc./VPN 3000 Concentrator Series
Version 4.7

 Cisco VPN 3030 Concentrator — Version: Cisco Systems, Inc./VPN 3000 Concentrator Series
Version 4.7
The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

For more information on document conventions, refer to the Cisco Technical Tips Conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: To find additional information on the commands used in this document, use the Command Lookup
Tool (registered customers only) .

Network Diagram

This document uses this network setup:
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The blue dashes indicate that OSPF is enabled from VPN 3030b to RTR-3640 and RTR-3620.

The green dashes indicate that RIPv2 is enabled from private VPN 3060a to RTR-3620, RTR-3640, and
private VPN 3030b.

RIPv2 is also enabled on the red and green VPN tunnels because network discovery is enabled. It is not
necessary to enable RIP on the VPN 3080 private interface. There is also no RIP on the 192.168.4.x networ
because all routes are learned by OSPF over this link.

Note: PCs on the 192.168.2.x and 192.168.3.x networks need to have their default gateways pointing to the
routers and not to the VPN Concentrators. Allow the routers to decide on where to route the packets.

Router Configurations
This document uses these router configurations:

* Router 3620
* Router 3640

Router 3620

rtr—3620#write terminal
Building configuration...

Current configuration : 873 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
|




hostname rtr-3620
!
ip subnet-zero

!

interface Ethernet1/0

ip address 192.168.3.2 255.255.255.0
half-duplex

!

interface Ethernetl1/1

ip address 192.168.4.2 255.255.255.0
half-duplex

!

router ospf 1

log—adjacency-changes

I-——To pass the routes learned through RIP into the OSPF process,
I-—— use the redistribute command.

I-——To prevent a routing loop, block the 192.168.1.0 network

1-—— from entering the OSPF process. It should only be learned

I-—— through the RIP process. No two different routing processes
I-—— exchange information unless you implicitly use the

I—-—- redistribute command.

I-——The 192.168.1.x network is learned through OSPF from the
1-—-192.168.2.x side. However, since the admin distance is changed,
I-—— it is not installed into the table

I-—- because RIP has an administrative distance of 120,

I-——and all of the OSPF distances are 130.

redistribute rip subnets route—map block192.168.1.0

I-——To enable the OSPF process for the interfaces that are included
I-——in the 192.168.x.x networks:

network 192.168.0.0 0.0.255.255 area 0

I-—- Since RIP's default admin distance is 120 and OSPF's is 110,
I-—— make RIP a preferable metric for communications

1-—— over the "backup" network.

I-—— Change any learned OSPF routes from neighbor 192.168.4.1
I-——to an admin distance of 130.

distance 130 192.168.4.1 0.0.0.0
!

I-—— To enable RIP on the Ethernet 1/0 interface and set it to
I-—— use version 2:

router rip

version 2

network 192.168.3.0
!
ip classless
!
!

access-list 1 deny 192.168.1.0 0.0.0.255
access-list 1 permit any

route—-map block192.168.1.0 permit 10
match ip address 1

!

line con 0

exec—timeout 0 0

line aux 0

linevty 04

|

end




Router 3640

rtr—3640#write terminal
Building configuration...

Current configuration : 1129 bytes
!
version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname rtr—3640
|

ip subnet-zero

!

interface Ethernet0/0

ip address 192.168.2.2 255.255.255.0
half-duplex

|

interface Ethernet0/1

ip address 192.168.4.1 255.255.255.0
half-duplex

|

router ospf 1
log—adjacency-changes

I-—- Use this command to push RIP learned routes into OSPF.
I-—-You need this when the VPN 3060a or the connection drops and
I-—-the 192.168.3.0 route needs to be injected into the OSPF backbone.

redistribute rip subnets
I-—— Place all 192.168.x.x networks into area 0.
network 192.168.0.0 0.0.255.255 area O

I-—- Since RIP's default admin distance is 120 and OSPF's is 110,
I-——make RIP a preferable metric for communications

I-—— over the "backup" network.

I-—— Change any learned OSPF routes from neighbor 192.168.4.2
I-—-to an admin distance of 130.

distance 130 192.168.4.2 0.0.0.0
!

I-—— To enable RIP on the Ethernet 0/0 interface and set it to
I-—— use version 2:

router rip

version 2

network 192.168.2.0
|

ip classless

!

line con O
exec—timeout 0 0
line aux O

linevty 04

|

end




VPN 3080 Concentrator Configuration
LAN-to-LAN VPN 3080 to VPN 3030b

Select Configuration > Tunneling and Security > IPSec > IPSec LAN-to—LAN. Since Network
Autodiscovery is used, there is no need to fill out the local and remote network lists.

Note: VPN Concentrators that run software version 3.1 and earlier have a check box for autodiscovery.
Software version 3.5 (used on the VPN 3080) uses a drop—down menu, such as the one pictured here.

Configuration | Tunneling and Security | IPSec | LAN-to-LAN | Add

Add anew [PSec LAN-to-LAN connection

Enable [~ Check to enable this LAN-to-LAN connection
Name I3080—30 30b Enter the name for this LAN.-to-LAN connection.
Interface lEthemet 2 (Public) (172.18.1241349) zl Select the interface for thas LAN-to-LAN connection
. [—j' Choose the type of LAN.to.LAN connection. An Originate-Only|
Coxnection Type | Bi-direciionel may have multiple peers specified below.
172.18.124.132 |
Enter the remote peer [P addresses for thuis LAN-to-LAN connecty
Peers Originate-Only connection may spectfy up to ten peer IP addresd
one [P address per line
=
Digital Certificate | None (Use Preshored Keys) =| Select the digital certificate to use.

Certificate { Entire cestificate chain

Choose how to send the ds certificate to the JKE peer
Transmission  Jdentity centificate only gt F

Preshared Key I Enter the preshared key for this LAN-to-LAN connection
Authentication I ESPMDS/HMAC-128 ;l Specify the packet authentication mechanism to use.
Encryption l 3DES-168 'I Specify the encryption mechanism to use
IKE Propesal IIKE-3DES-MDS ;I Select the IKE Proposal to use for this LAN-to-LAN connection
= Choose the filter to apply to the traffic that 1s tunneled through tH
i I HOR= :l LAN connection.
under NAT Transparency.
Bandwidth Policy |—None— 'I Choose the bandwidth policy to apply to this LAN-to-LAN conn
- Choose the routing mechanism to use Parameters below are igng
Routing | Network Autodiscovery | R SR T Wi

Local Network [fa LAN-to-LAN NAT rule 15 used, ths is the Translated Network address
Network List IUSE IP Address/Wildcard-mask below;l Specify the local network address list or the [P address and wilde

this LAN-to-LAN connection.
IP Address |
Note: Enter a wildcard mask, which is the reverse of a submet my

wildcard mask has 15 m bit positions to ignore, 05 in bit positiong
Wildeard Mask | For example, 10.10.1 0/0.0.0.255 = all 10.10.1 nnn addresses

Remote Network [fa LAN-to-LAN NAT rule 15 used, thas is the Remote Network address
Network List IUse IP Address/Wildcard-mask below :I Specify the remote network address list or the [P address and wil

for this LAN-to-LAN connection
IP Address |
Note: Enter a wildcard mask, which is the reverse of a subnet my
Wildcard Mask [— wildcard mask has 15 in bit positions to ignore, 0¢ in bit positiong

For example, 10.10.1 0000255 = all 10.10 1 nnn addresses
[ Add | cancel |




LAN-to-LAN VPN 3080 to VPN 3060a

Select Configuration > Tunneling and Security > IPSec > IPSec LAN-to—LAN. Since Network
Autodiscovery is used, there is no need to fill out the local and remote network lists.

Note: VPN Concentrators that run software version 3.1 and earlier have a check box for autodiscovery.
Software version 3.5 (used on the VPN 3080) uses a drop—down menu, such as the one pictured here.

Configuration | Tunneling and Security | IPSec | LAN-to.LAN | Add

Add s new IPSec LAN-to-LAN connection

Enable [~ Check to eneble this LAN.t0.LAN connection
Name W Enter the name for this LAN-to-LAN connection.
Interface Itheme? 2 (Public) (172.18.124.134) ;I Select the interface for this LAN-to-LAN connection.
Coxnection Type m Choose the type of LAN-to-LAN connection. An Oviginate-Only cf

may have multiple peers specified below.

172.18.124.131| ~l

Enter the remote peer IP addresses for this LAN-10-LAN connectior
Peers Originate-Oniy connection may specify up to ten peer [P addresses
one IP address per line.

Digital Certificate |None (Use Prashared Kays) ;I Select the digital certificate to use
Certificate  Entire certificate chain . :
Choose how to send the digital certificate to the IKE peer.
Transmission  Jdensity certificate only
Preshared Key I Enter the preshared key for this LAN-to-LAN connection.
Authentication IE SP/MD5/MHMAC-128 3 Specify the packet authenticstion mechanism to use
Encryption I 3DES-168 « I Specify the encryption mechenism to use.
IKE Proposal | IKE-3DES-MD5 j Select the IKE Proposal to use for this LAN-to-LAN connection
— Choose the filter to spply to the traffic that 1s tunneled through this
LS I None— :I LAN connection
Checkto let NAT.T compatible [PSec peers establish this LAN-to.1|
IPSec NAT-T [ connection through a NAT device. You must also ensble IPSec ove
under NAT Transparency.
Bandwidth Pelicy | —None— ’I Chotse the bandwidth policy to apply to this LAN.to.LAN connec|
: Chotse the routing mechanism to use Parameters below are ignory
Reuting | Network Autodiscovery v ) e e

Local Network: If s LAN-to-LAN NAT rule 15 used, thus 15 the Translated Netwosk addsess,
Network List I Use IP AddressAVildcard-mask below;l Specify the local network address bist or the [P address and wildear

pe
this LAN-to.LAN connection
IP Address |
Note: Enter a wildcard mask, which is the reverse of a subnet mas

l— wildeard mask has 1 m bit positions to ignore, 0 in bit positions 4
e Mesk For example, 10.10.1 0000255 = all 10.10.1 finn addresses

Remote Network [fa LAN-to-LAN NAT rule is used, this 15 the Remote Network address
Network List I Use IP AddressAWildcard-mask below:] Specify the remote network address List or the IP address and wilde
fi

o1 this LAN-to-LAN connection.
IP Address I
Note: Enter a wildcard mask, which is the reverse of a submet “4

Wikdeawd 3 I wildcard mask has 15 i bit positions to ignore, Us in bit positions &

VPN 3060a Concentrator Configuration



LAN-to-LAN VPN 3060a to VPN 3080

Select Configuration > Tunneling and Security > IPSec > IPSec LAN-to—LAN.

Note: There is a check box on the VPN 3060 for Network Autodiscovery instead of the drop—down menu as

in software version 3.5 and later.

Add anew [PSec LAN-to-LAN connection.

Enable [~
Name | 3060a-3060
Interface | Ethernet 2 (Public) (172.18.124.131) |

Comnection Type IBl-dlreChoncl 'I

172.18.124.134

2

Peers

=
Digital Certificate |None (Use Preshared Keys) v |

Certificate ¢ Entire certificate chain
Transmission  [dentity cenificate only

Preshared Key I

Authentication | ESP/MD5/HMAC-128 v

Encryption I JDES-168 'I

IKE Propesal | [KE-3DES-MD5

-

Filter I-None—

IPSec NAT-T [~

Bandwidth Policy [—one— +|

Routing | Network Autodiscovery |

Network List | Use IP Address/ildcard-mask below »|

P Address[
Wildeard Mask |

Local Network [fa LAN.to.LAN NAT rule is uged, this 1s the Translated Network address

Check to enable this LAN-to-LAN connection
Enter the name for this LAN-to-LAN connection.

Select the interface for this LAN.to.LAN connection

Choose the type of LAN-to.LAN connection. An Originate-Only ¢
may have multiple peers specified below.

Enter the remote peer [P addresses for this LAN-to-LAN connectio
Originafe-Only connection may specify up to ten peer IP addresse
one IP address per line

Select the digital centificate to use,
Choose how to send the digital certificate to the IKE peer.

Enter the preshared key for this LAN.to.LAN connection.
Specify the packet authentication mechanism to use.
Specify the encryption mechanism to use

Select the IKE Proposal to use for this LAN-to.LAN connection

Choose the filtes to apply to the traffic that is tunneled through this|
LAN connection

Checkto let NAT-T compatible [PSec peers establish this LAN-to-1]
connection through a NAT device. You must also enable IPSec ove
under NAT Transparency.
Choose the bandwidth policy to apply to this LAN-to-LAN connec]

Choose the routing mechansm to use Parameters below are ignon
Network Autodiscovery is chosen.

Specify the local network address list or the [P address and wildcar
this LAN-to-LAN connection,

Nete: Exter a wildcard mask, which is the reverse of a submet mas
wildeard mask has 15 in bt positions to ignore, 0 in bit positions ¢
For example, 10.10,1.00,00.255 = all 10,10.1 nnn addresses

Network List | Use IP Addressildcard-mask below v |

PAddress[

Wildeawd Macle l

Remote Network: If a LAN-to-LAN NAT rule 15 used, this is the Remote Network address

Specify the remote network address list or the IP address and wilde
for this LAN-to-LAN connection.

Nete: Exter a wildcard mask, which is the reverse of a submet mas
wildcard mask has 15 in bit positions to ignore, 05 in bit positions

Enable RIP to Pass the Tunnel-Learned Routes to the VPN 3620 Router

Select Configuration > Interfaces > Private > RIP. Change the drop—down menu to RIPv2 Only and click
Apply. Then select Configuration > System > Tunneling Protocols > IPSec > LAN-to—LAN.

Note: The default is outbound RIP, and it is disabled for the private interface.
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VPN 3030b Concentrator Configuration

LAN-to—LAN VPN 3030b to VPN 3080

Select Configuration > Tunneling and Security > IPSec > LAN-to—LAN.



Configuration | Tunneling and Sec | IPSec | LAN-to-LAN | Add

Add anew [PSec LAN-to-LAN connection.

Enable [~ Check to enable this LAN-to-LAN connection.
Name III]JB-IHJ Enter the name for this LAN-to.LAN connection.
Interface IE1herne1 2 (Public) (172.18.124132} :] Select the interface for this LAN-to-LAN connection.
lﬁ. Choose the type of LAN-to-LAN connection. An Originate-Only ¢
Cenmsctien Typs | Bi-directonel g may have multiple peers specified below.
172.18.124.134 2l
Enter the remote peer [P addresses for this LAN-to-LAN connectiod
Peers Originafe-Only connection may specify up to ten peer [P addsesse
one IP address per line
Digital Certificate | None (Use Preshared Keys) »| Select the digital centificate to use.

Certificate ( Entire centificate chain

Choose how to send the digital certficate to the IKE peer
Transmission ™ Jgentity centificate only .

Preshared Key l— Enter the preshared key for this LAN-to-LAN connection.
Authentication I ESP/MD5/HMAC-128 EI Specify the packet authentication mechanism to use.
Encryption IMH Specify the encryption mechanism to use,
IKE Proposal I IKE-3DES-MD5 ;l Select the IKE Proposal to use for this LAN-to-LAN connection.
Filter I-None— ll CL::‘O::&:‘?‘?::IQO apply to the traffic that 15 tunneled through this

Check to let NAT-T compatible IPSec peers establish this LAN-to-]]

IPSec NAT.T [ connection through a NAT device. You must slso ensble IPSec ové
under NAT Transparency.
Bandwidth Policy I-—None—- 'I Choose the bandwidth policy to spply to this LAN-to.LAN connec]
. = Ch the routing mecharism 1o use Parameters below are ignory
Routing | Network Autodiscovery | ek A o L e

Lecal Network: If a LAN-to-LAN NAT rule is used, this 15 the Translated Network address
Network List IUse IP Address/Wildcard-mask belowi] Sgec?y the local network address list or the [P address and wildcar(

this LAN-to.LAN connection.
IP Address |
Note: Enter a wildcard mask, which is the reverse of a submet mas|

. wildcard mask has 15 in bit positions to ignore, 0 m bit positions U
Wikdcard Mask | For examgple, 10.10.1 0/0.0.0255 = all 10.10.1 nnn addresses.

Remote Network: [If a LAN-to-LAN NAT rule 15 used, thas is the Remote Network address
Network List I Use IP AddressAWildcard-mask below;] Specify the remote network address list or the IP address and wilde

for this LAN-to.LAN connection.
IP Address I
Note: Enter a wildcard mask, which is the reverse of a submet mas

W ldened Mack wildcard mask has 15 in bit positions to ignore, 0s m bit positions U

Enable RIP to Pass the Tunnel-Learned Routes to the VPN 3640 Router
Follow the steps listed earlier in this document for VPN 3060a Concentrator.
Enable OSPF to Pass the Backbone—-Learned Routes to the VPN 3030b Concentrator

Select Configuration > System > IP Routing > OSPF and enter the router ID.
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rtr—3640#show ip ospf neighbor
Neighbor ID  Pri State Dead Time Address Interface
192.168.4.2 1 FULL/DR 00:00:39 192.168.4.2 Ethernet0/1

1-—— For troubleshooting purposes, it helps to make the router ID the
I-—— IP address of the private interface.

192.168.2.1 1 FULL/BDR 00:00:36 192.168.2.1 Ethernet0/0

The area ID needs to match the ID on the wire. Since the area in this example is 0, it is represented by 0.0.(
Also, check the Enable OSPF box and click Apply.
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Configuring Ethernet Intesface 1 (Private).

Araibute

OSPF Parameters

1 Valua Description
) Check to enable OSPF on thus inbarface.
0000 |Eater the OSPF Area ID foc this intecface. The format is the same as an IP address.
|Eatec fhe OSPF Priority for fhis mechace.
|Eatec fhe OSPF Metric for fhis meciace.
[Eatec the OSPF Retransm Inberval for thus inberface.
[Eatec the OSPF Hello Inberval for this inberfaca.
|me|hu OSPF Dead Intecval foc this ntecice.
— |Eatec fbs OSPF Transt Delay for fhis nechace.
Nore a ISdemhe OSPF Authechicatica moethed to use.

-Iﬂmribu OSPF Password whan Seepile Fassword or MDY is selactad abore.

Make sure that your OSPF timers match that of the router. To verify the routers timers, use the show ip ospf
interface <interface name> command.

rtr—3640#show ip ospf interface ethernet 0/0
Ethernet0/0 is up, line protocol is up
Internet Address 192.168.2.2/24, Area 0
Process ID 1, Router ID 192.168.4.1, Network Type BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 192.168.4.1, Interface address 192.168.2.2
Backup Designated router (ID) 192.168.2.1, Interface address 192.168.2.1
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 2
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.2.1 (Backup Designated Router)
Suppress hello for 0 neighbor(s)

For more information on OSPF, refer to RFC 1247

Verify

This section provides information you can use to confirm your configuration is working properly.

Certain show commands are supported by the Output Interpreter Tool (registered customers only) , which
allows you to view an analysis of show command output.

This command output shows accurate routing tables.

rtr—3620#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M — mobile, B - BGP



D - EIGRP, EX - EIGRP external, O — OSPF, IA — OSPF inter area
Gateway of last resort is not set
172.18.0.0/24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:11, Ethernet1/0
C 192.168.4.0/24 is directly connected, Ethernetl/1

I-—— The 192.168.1.x network is learned from the
I-—— VPN 3060a Concentrator.

R 192.168.1.0/24 [120/2] via 192.168.3.1, 00:00:11, Ethernet1/0

I-—— The 192.168.3.x network traverses the 192.168.4.x network
I-——to get to the 192.168.2.x network.

O 192.168.2.0/24 [130/20] via 192.168.4.1, 00:01:07, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernet1/0

rtr—3640#show ip route
Codes: C - connected, S - static, | - IGRP, R — RIP, M — mobile, B - BGP
D - EIGRP, EX — EIGRP external, O — OSPF, IA — OSPF inter area
Gateway of last resort is not set
172.18.0.0/24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.2.1, 00:00:23, Ethernet0/0
C 192.168.4.0/24 is directly connected, Ethernet0/1

I-—— The 192.168.1.x network is learned from the
1-—— VPN 3030b Concentrator.

R 192.168.1.0/24 [120/2] via 192.168.2.1, 00:00:23, Ethernet0/0
C 192.168.2.0/24 is directly connected, Ethernet0/0

I-—— The 192.168.2.x network traverses the 192.168.4.x network
1-——to get to the 192.168.3.x network.
I-—— This is an example of perfect symmetrical routing.

O 192.168.3.0/24 [130/20] via 192.168.4.2, 00:00:58, Ethernet0/1

Thisis the VPN 3080 Concentrator routing table under normal circumstances.
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Networks 192.168.2.x and 192.168.3.x are both learned through the VPN tunnels 172.18.124.132 and
172.18.124.131, respectively. The 192.168.4.x network is learned through the 172.18.124.132 tunnel becau
the router's OSPF advertisements are placed into the VPN 3030b Concentrator's routing table. Then the
routing table advertises the network out to the remote VPN peers.

This is the VPN 3030b Concentrator routing table under normal circumstances.

VPN 3

7 — Concentral

| Adtvess | Mask | NextHop [Intesface

[ 0000 0000 172181241 |2
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The red box highlights that the 192.168.1.x network is learned from the VPN tunnel. The blue box highlights

that networks 192.168.3.x and 192.168.4.x are learned through the core OSPF process.

This is the VPN 3060a Concentrator routing table under normal circumstances.
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Network 192.168.1.x is the only network here, and it can be reached through the VPN tunnel. There is no
192.168.2.0 network since no process (such as RIP) passes along that route. There is nothing lost as long &
the PCs on the 192.168.3.x network do not point their default gateway to the VPN Concentrator. You can
always add a static route if you choose. However, for this example, the VPN Concentrator itself does not ne

to reach the 192.168.2.0 network.

Troubleshoot

Simulated Fault

This is a simulated fault in the configuration. If you remove the filter to the public interface, then the VPN
tunnel drops. This causes the route for the 192.168.1.0 learned through the tunnel to drop as well. It takes
approximately three minutes for the RIP process to purge out the route. Therefore, you can potentially have
three-minute outage until the route times itself out.



W Osco Systens, Inc. Wi 3080 Concentrator Series (192,168, 5.1] - Microsalt bateraet Explones

B E R Fyeomer Tk Heb

| dorack v o @) Q)] Dhewth Breeetss (Frutzey B & 27 I B
Adewns @] hero 00172 19,124, 13 ksccess hod I R et
i VPN 3000 Main | Help | Support | Logout
i ~ 71 Concentrator Series Manager Logged in adoe]
Configuraties | Admisistation | Monitoriey
Bk Wreapeed ’
o — Cloas Fouses
[EMaotoneg
o) Tatk: Valid Routes: %
e St Loy
T Addvess Mask Next Hop  Interface Protecal Age Meaic
p i 0000 0000 1v2.18.124.1.2 Debadt 10 |1
—&\z“"‘
gy 172.18.124. 5.010.0.0.0 2 Local 10 |1
[ uptas 19216830 2 5.00.0.0.0 1 Lol 10 |1
L gHon Tenlits
—EQavyyl Stapitice
Cisce Srerens
&) FReratie Ever: o] © oo

Once the RIP route expires, the new routing table on the routers appears similar to this:

rtr—3620#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M — mobile, B - BGP
D - EIGRP, EX — EIGRP external, O — OSPF, IA — OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
E1l - OSPF external type 1, E2 — OSPF external type 2, E - EGP
i—I1S-IS, L1 - IS-IS level-1, L2 — IS-IS level-2, ia — IS—IS inter area
* — candidate default, U — per—user static route, o — ODR
P — periodic downloaded static route

Gateway of last resort is not set

172.18.0.0/24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.3.1, 00:00:05, Ethernet1/0
C 192.168.4.0/24 is directly connected, Ethernetl/1

I-—— Now the 192.168.1.0 route is learned properly
1-—-—through the OSPF backbone.

O E2 192.168.1.0/24 [130/20] via 192.168.4.1, 00:00:05, Ethernet1/1
O 192.168.2.0/24 [130/20] via 192.168.4.1, 19:55:48, Ethernet1/1
C 192.168.3.0/24 is directly connected, Ethernet1/0

What Can Go Wrong?

If you forget to add in the admin distance change to 130, then you can possibly see this output. Note that bc
VPN tunnels are up.

VPN 3080 Concentrator

Note: This is the non—graphical user interface (GUI) version of the routing table.



Monitor —> 1

Routing Table

Number of Routes: 6

IP Address Mask Next Hop Intf Protocol Age Metric
0.0.0.0 0.0.0.0 172.18.124.1 2 Default 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 lLocal 0 1

192.168.2.0 255.255.255.0 172.18.124.132 2 RIP 10 2
192.168.3.0 255.255.255.0 172.18.124.131 2RIP 2 2
192.168.4.0 255.255.255.0 172.18.124.132 2 RIP 10 9

To get to the 192.168.3.0 network, the route needs to go through 172.18.124.131. However, the routing tabl
on RTR-3620 shows:

rtr—3620#show ip route

Codes: C - connected, S - static, | - IGRP, R — RIP, M — mobile, B - BGP
D - EIGRP, EX - EIGRP external, O — OSPF, IA - OSPF inter area
N1 — OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
E1l - OSPF external type 1, E2 — OSPF external type 2, E - EGP
i —1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* — candidate default, U — per—user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set
172.18.0.0/24 is subnetted, 1 subnets
O E2 172.18.124.0[110/20] via 192.168.4.1, 00:03:16, Ethernet1/1
C 192.168.4.0/24 is directly connected, Ethernetl/1
I-—— This is an example of asymmetric routing.
O E2 192.168.1.0/24 [110/20] via 192.168.4.1, 00:03:16, Ethernet1/1

O 192.168.2.0/24 [110/20] via 192.168.4.1, 00:03:16, Ethernetl/1
C 192.168.3.0/24 is directly connected, Ethernet1/0

To get back to the 192.168.1.0 network, the route needs to go through the backbone 192.168.4.x network.

The traffic still works since the autodiscovery generates the proper security association (SA) information on
the VPN 3030b Concentrator. For example:

Routing —> 1

Routing Table

Number of Routes: 6
IP Address Mask Next Hop Intf Protocol Age Metric

0.0.0.0 0.0.0.0 172.18.124.1 2Default 0 1
172.18.124.0 255.255.255.0 0.0.0.0 2local 0 1
192.168.1.0 255.255.255.0 0.0.0.0 lLocal 0 1
192.168.2.0 255.255.255.0 172.18.124.132 2RIP 28 2
192.168.3.0 255.255.255.0 172.18.124.131 2RIP 20 2
192.168.4.0 255.255.255.0 172.18.124.132 2RIP 28 9
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IKE Sessions: 1

IPSec Sessions: 2

| IKE Session
[ SessinID|1 ] n[3DES-168 -
| Hashing Algorithm|[MD5 { Group 2 (1024-bit)

| Authentication Mode [Pre-Shared Keys | TKE Negotiation Maode [Mas

| Rekey Time Interval 86400 seconds

IPSec Session
_ SessionID|2 | RemoteAddress|17218.124.132
_ Local Address|172.18.124.134 | Encryption Algorithm|3DES- 168
| Hashing Algorithm/[MD3 | Encapsulation Mods|Tuancl
[Rekey Time Interval[28800 seconds
_ BytesReceived[222048 | Bytes Transmitted 129584
IPSec Session
Session ID|3 ] 1 Remote Address|192,168,3,0/0,0.0.255
192.168.1.0/0.0.0255  Encryption Algorithm 3DES-168
| Encapsulation Mode Tuel

Bytes Received 220

f
]
| —

Even though the routing table says the peer should be 172.18.124.131, the actual SA (traffic flow) is througt
the VPN 3030b Concentrator at 172.18.124.132. The SA table takes precedence over the route table. Only
close examination of the route table and the SA table on the VPN 3060a Concentrator shows that traffic doe
not flow in the right direction.
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