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Introduction

This document describes the steps to Integrate Cisco Threat Response (CTR) with Threat Grid
(TG) Cloud in order to perform CTR investigations.

Contributed by Jesus Javier Martinez, and Edited by Yeraldin Sanchez, Cisco TAC Engineers.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

. Cisco Threat Response
- Threat Grid

Components Used
The information in this document is based on these software versions:

- CTR console (User account with Administrator rights)
- Threat Grid console (User account with Administrator rights)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Background Information

Cisco Threat Grid is an advanced and automated malware analysis and malware threat
intelligence platform in which suspicious files or web destinations can be detonated without
impacting the user environment.



In the integration with Cisco Threat Response, Threat Grid is a reference module and provides the
ability to pivot into the Threat Grid Portal to gather additional intelligence about file hashes, IPs,
domains, and URLs in the Threat Grid knowledge store.

Configure

CTR Console - Configure Threat Grid Module

Step 1. Log in to Cisco Threat Response using Administrator credentials.

Step 2. Navigate to Modules tab, select Modules > Add New Module, as shown in the image.
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Step 3. On the Available Modules page, select Add New Module in the Threat Grid module pane,
as shown in the image.

Threat Grid

Threat Grid combines advanced sandboxing with threat intelligence into one unified
solution to protect organizations from malware.

Add New Module Learn More Free Trial

Step 4. The Add New Module form opens. Complete the form as shown in the image.

- Module Name - Leave the default name or enter a name that is meaningful to you.
- URL - From the drop-down list, choose the appropriate URL for the location where your
Threat Grid account is based (North America or Europe). Ignore the Other option for now.
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‘ Threat Gnd ‘
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Step 5. Select Save to complete the Threat Grid module configuration.

Step 6. Threat Grid is now displayed under your configurations on the Modules page as shown in
the image.

(TG is available from pivot menus and in casebooks for improved threat investigation).
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Threat Grid console - Authorize Threat Grid to access Threat response

Step 1. Log in to Threat Grid using Administrator credentials.

Step 2. Navigate to My Account section, as shown in the image.
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Step 3. Navigate to the Connections section and select Connect Threat Response option as
shown in the image.
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Sep 4. Select Authorize option in order to allow Threat Grid to access to Cisco Threat Response,
as shown in the image.

Authorize Threat Grid to Access Threat
Response

Authorization will allow Threat Grid to access Threat Response threat
intelligence and enrichment capabilities.

If you've never accessed Threat Response, simply click the Authorize
button and log in to Threat Response using your Threat Grid or AMP

for Endpoints credentials.

Step 5. Select Authorize Threat Grid option in order to grant application access, as shown in the
image.




Grant Application Access

The application Threat Grid (panacea.threatgrid.com) would like access to your
Cisco Threat Response account.

Specifically, Threat Grid is requesting the following:

« casebook: access and modify your casebooks

« enrich: query your configured modules for threat intelligence (enrich:read)

+ global-intel: query AMP Global Intelligence

« inspect extract observables and data from text (inspect-read)

« integration. manage your integration modules configuration (integration:read)
« private-intel: access Private Intelligence

« profile

¢ registry (registry/user/ribbon)

« response: list and execute response actions using configured modules

« telemetry (fefemelry write)

¢ users (usersread)

ﬁ
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Step 6. The Access Authorized message appears to verify Threat Grid has access to Threat
Response threat intelligence and enrichment capabilities, as shown in the image.

Access Authorized

Threat Grid can now access Threat Response threat intelligence and
enrichment capabilities.

Increase and improve the threat intelligence that Threat Response
provides by configuring modules such as AMP for Endpoints,
Umbrella, and Virus Total.

Verify



Use this section to confirm that your configuration works properly.

In order to verify the CTR and TG Integration, you can do an Investigation on CTR console, when
all Investigation details appear, you are able to see Threat Grid option, as shown in the image.
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You can select Browse or Search Threat Grid option and it redirects into the Threat Grid Portal to
gather additional intelligence about files / hashes / IPs / domains / URLs in the Threat Grid
knowledge store, as shown in the image.
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