Migrate Firepower Threat Defense to Cloud-
delivered Firewall Management Center
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This document describes how to migrate a Firepower Thread Defense from an OnPrem FMC to Cloud-
Delivered FMC.

Prerequisites
Requirements

Cisco recommends knowledge of these topics:

Cloud-Delivered Firepower Management Center (cdFMC)
Cisco Defense Orchestrator (CDO)

Secure Firepower Threat Defense (FTDv)

Firepower Management Center (FMC)

Components Used

The information in this document is based on these software versions:

« FTD 7.2.7
* cdFMC
* FMC74.1

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, ensure
that you understand the potential impact of any command.

Background I nformation

Cisco Defense Orchestrator admin users can migrate threat defense devices to the cloud-delivered Firewall
Management Center from on-prem management centers running Version 7.2 or later. In addition, you can
migrate devices to the cloud-delivered Firewall Management Center from an on-prem management center
1000/2500/4500.

Before you begin the migration process, it is important to upgrade the on-prem management center models
to a CDO-supported version and onboarding it to CDO. Only after this step, you can proceed with the
migration of the devices that are associated with the on-prem management center.



Configure

1.- Onboard the OnPrem FMC to the CDO tenant

These pictures show the initial setup process needed to onboard your OnPrem FMC to your CDO tenant.

From the CDO home menu, navigate to Tools & Services > Firewall Management Center. On the Flrepower

Management Center page, notice there is a blue add button on the top right of the screen and select the add
button.

™

] Policies

Hide Manu

Dashboard

Multicloud
Defense R—

Inventory

Secure Connectors

Nama Version

Davices Type Status Last Heartbeat

Objects 3

VPN

Analytics

4, Change Log

Jobs

Tools & Services

} Settings

Cloud-Deliverad FMC 20240307

Image 1. Firepower Management Center page.

Select Firewall Management Center.
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Name your FMC so it can be display in the CDO inventory.

Enter the FMC IP address, hostname or FQDN with the correct GUI port so the CDO can stablish a
connection for the oboard process.
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Enter your device credentials.
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Image 5. FMC credentials.

At this point, the onboarding process has started. Select Go To Services to display the process.
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Image 6. Start the onboarding process.

The onboarding process is completed once you can see the status as synced.
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Image 7. The onboarding processis completed
2.- Migratethe FTD device from the OnPrem FMC to cdFMC

Once the OnPrem FM C onboarding process is completed we can start to migrate the FTD device.

Navigate to Tools & Services > Migrate FTD to cdFMC, on the Migrate FTD to cdFMC page, notice there is a blue
add button on the top right of the screen, select the add button.
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Image 8. Migrate FTD to cdFMC.

Select your FMC, thisis the one from where you want to migrate your FTD.
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Image 9. Select OnPrem FMC.

Select the FTD that you want to migrate to cdFMC, you need to select a commit Action from the drop down
menul.

There are two options, Retain on Onprem FMC for Analysis or Delete FTD from OnPrem FMC.
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Image 10. Select Devices.

Notice there is a checkbox enabled by default to auto deploy the configuration to the FTD after successful
migration. Y ou have the option to disable the autodeploy task if you want to aply changes later.

Select Migrate to cdFMC to start the migration process.
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Image 11. Start the migration process.

The migration process has now started, usally it takes about 15 minutes to be completed.

The migration process is completed once you can notice the status as successful.
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Image 12. The migration process is completed

3.- Commit changes

The last step is to commit the migraiton changes. You have 14 days to commit migration changes, we
recommend that you commit migration changes manually if you are convinced with your changes and not
waiting for Cisco Defense Orchestrator to auto commit changes. The Commit Migration Changes window
shows the remaining days to commit the migration to cloud-delivered Firewall Management Center or revert
the device to on-prem management center.

In order to commit changes, open the kebab menu on the rigth side of your screen, and select Commit Migration
Changes.
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Image 13. Commit migration changes.

Validate that the commit Action IS correct, and select the device you want to commit changes.
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Commit changes has now started , ussually it takes about 15 minutes to be compl eted.
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|-__'= Committing migrate FT0 to cdFME job Is in progress
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The migration is completed once you can see the migration status as Succesful and the commit status as

Comitted.
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Image 16. Migration process and commit changes completed.

Verify

Navigate to Tools & Services > Firepower Manager Center, and validate that now the device number on your OnPrem
FMC has decreased.

On the other hand, you can see how the device number of your cdFM C has increased, this means, the
migration process is compl eted.
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Image 17. Firepower Management Center list.

Login to your OnPrem FMC and validate the completed tasks, you can see how the FTD was migrated and

unregistered from the OnPrem FMC.
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Image 18. OnPrem FMC tasks validation.
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