Configure Static Routeswith FDM
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This document describes how to configure static routes on Firepower Device Manager (FDM).
Prerequisites
Requirements

It is recommended to have knowledge of these topics:

» Cisco Secure Firewall Threat Defense initial configuration.
Components Used

The information in this document is based on the software version:
* Firepower Threat Defense version 7.0.5.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Configurations

Step 1. Click Device and go to Routing.
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Step 2. Click on plusicon (+) to add Static route.
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Note: In case you have virtual routers, ensure you have selected the correct virtual router.

NAME NTERFACE P TYPE WETWORES GATEWAY B SLA MONITOR METRSC ACTIONS

Step 3. Proceed to configure the Static Route properties.

« Name: route name.



Description (optional): Detailed information on the route.

Interface: Select the interface to which the traffic must be sent.

Protocol: Specifies the routing protocol.

Networks: In the available network list, select or create the network object of the destination
networks.

» Gateway: Select or create the network object with the IP of the host to which al traffic to be sent.
Enter the values for Name and Host.

Add Network Object

I5P2

Descriplion

Typa

{®) Host

—_—
192.168.21

* Metric: Enter avalue between 1 and 254 for the administrative distance. Remember that the lower
valued, the more preferred the route is over others.

* SLA Monitor (optional): If you want to ensure that this route is always available, you must configure
thisfield. This option only works with the IPV4 protocol.



Add Static Route

MName
L ]

Syslog_Servers

Description
L]

WinirelaizTer=0

outside2 (GigabitEthernet0/2) v

Protocol
L ]

@ pva () IPv6

MNetworks

+

‘D IPv4-Private-172.16.0.0-12

Gatewax Metric
L ]
ISP2 A 1

sbAMonitor Applicable only for IPvd Protocol type

Please select an SLA Monitor o

CANCEL

» Click Ok to complete.



Step 4. Click on Deployment.
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Step 5. Deploy the policy.

Pending Changes

172.16.0.0/12 192.168.2.1 1

Q Last Deployment Completed Successfully
30 Jan 2024 12:30 PM. See Deployment History

Deployed Version (30 Jan 2024 12:30 PM)

c Static Route Added: Syslog_Servers

iface:

gateway:

networks:

o Physical Interface Edited: outside2

enabled: false

MORE ACTIONS

Pending Version O LecenD

metricValue: 1
ipType: IPwd

name: Syslog_Servers
outside?
ISP2

IPv4-Private-172.16.8.8-12

true

ipvd.ipAddress[@].standbyIpAddress:
ipvd.ipAddress[@].netmask: 255.255.255.8
ipvd.ipAddress[@].ipAddress: 192.168.2.2
ipv6.ipAddresses[@].standbyIpAddress:
ipv6.ipAddresses[@].ipAddress:

name: outside2
ipw6.linkLocalAddress.standbyIpAddress:
ipv6.linkLocalAddress.ipAddress:

subType: Host

value: 192.168.2.1
isSystemDefined: false
dnsResolution: IPV4_AND_IFVGE
name: I5P2

CANCEL




Verify

To confirm whether this setting has been applied correctly, you need to access your device via CLI.

In your CLI, run the command show running-config route.

> show running-config route
route outside2 172.16.0.0 255.240.0.0 192.168.2.1 1

Validate if the routeisin the routing table with show route.

» show route

Codes: L = lTocal, € = connected, 5§ = static, R = RIP, M = mobile, B = BGP

O - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inTér area

N1 - OSPF N5SA external type 1, NI - OSPF N5SA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i = IS=I5, su = IS5=I5 summary, L1 = IS=I5 level=1, LZ = IS=I5 level=2
ia - IS-I5 inter area, * - candidate default, U - per-user static route
o= 00R, P = periodic downloaded static route, + = replicated route

£ - Staric InTervar

Gateway of last resort 15 not set

FAEAW

172.16.0.0 255.240.0.0 [1/0] via 192.168.2.1, outsidel
192.168.2.0 255.255.255.0 15 directly connected, outside2
192.168.2.2 255.255.255.255 15 directly connected, outsidel
192.168.45.0 255.255.255.0 1is directly connected, inside
192.168.45.1 255.255.255,255 15 directly connected, inside



