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This document describes how to use the MITRE framework to view and act on potential threats in a secure
Firepower Management Center (FMC).

Background I nformation

The MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) Framework is an
extensive knowledge base and methodology that provides insights into the tactics, techniques, and
procedures (TTPs) distributed by threat actors aiming to harm systems. ATT& CK is compiled into matrices
that each represent operating systems or a particular platform. Each stage of an attack, known as "tactics’, is
mapped to the specific methods used to achieve those stages, known as "techniques’.

Each technique in the ATT& CK framework is accompanied by information about the technique, associated

procedures, probable defences and detections, and real-world examples. The MITRE ATT&CK framework

also incorporates Groups to refer to threat groups, activity groups, or threat actors based on the set of tactics
and techniques they employ. By using Groups, the framework helps categorize and document behaviors.

For more information about MITRE Please refer https://attack.mitre.org.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:
* Knowledge of Snort

* Secure FMC
» Secure Firepower Threat Defense (FTD)

Components Used

The information in this document is based on these software and hardware versions:


https://attack.mitre.org

» Thisdocument appliesto all Firepower platforms
» Secure FTD running software version 7.3.0
 Secure Firepower Management Center Virtual (FMC) running software version 7.3.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Benefits of MI TRE Framework

* MITRE Tactics, Techniques, and Procedures (TTPs) are added to intrusion events that enable
administrators to act on traffic based on the MITRE ATT&CK (Adversary Tactics Techniques and
Common Knowledge) framework. This enables administrators to view and handle traffic with more
granularity, and they can group rules by vulnerability type, target system, or threat category.

* You can organize intrusion rules according to the MITRE ATT& CK framework. This alowsyou to
customi ze policies according to specific attacker tactics and techniques.

View the MITRE Framework in your Intrusion Policy

The MITRE framework enables you to navigate through your intrusion rules. MITRE isjust another
category of rule groups and is part of the Talos rule groups. Rule navigation for severa levels of rule groups
is supported which provides more flexibility and logical grouping of rules.

1. Choose Policies > Intrusion.

2. Ensure that the intrusion Policiestab is chosen.

3. Click snort 3Versionnext to the intrusion policy you want to view or edit. Close the Snort helper guide that
pops up.

4. Click the Group Overrideslayer.

The Group Overrideslayer lists al the categories of rule groups in ahierarchical structure. Y ou can traverse to
thelast leaf rule group in each rule group.

Policies | Intrusion MITRE_ATTACK

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description MITRE_ATTACK

Base Policy . Group Overrides . Recommendations Mot in use + Rule Overrides Summary

Group Overrides @

2 ltems Overrid... t
+earch through all Rule Groups

~  MITRE (1 group) L]
MITRE

1 Groups

»  ATT&CK Framework (1 group)

Group Namie Security Level

ATTECK Framework

- mixed
MITRE ATT&CK is 2 globally-accessitde knowledge base of adversary tactics and techn...

6. Under Group Overrides, ensure that  Allis chosen in the drop-down list, so that all the rule groups for the
intrusion policy are visible in the |eft pane.



7. Click miTrein the left pane.

Note: For this example, MITRE is selected, but depending on your specific requirements, you can
choose the Rule Categories rule group or any other rule group and subsequent rule groups under it.
All the rule groups use the MITRE framework.

Base Policy: Balanced Security and Connectivity Mode: Prevention

Description test_policy

Base Policy . Group Override . Recommendations N . Rule Overrides Summary

Group Overrides @

101 items All

Rule Groups

Rule Categories (9 groups) To optimize intrusion policy configuration, you can configure the various rule group categories

enable or disable Qroups and increase or decrease security levels, thus enriching intrusion eve



8. Under mITRE, click ATT&ck Framework to expand it.

Base Policy: Balanced Security and Connectivity Meode: Prevention

Description test_policy

Base Policy + + Recommendations Notin use d Rule Overrides Summary

Group Overrides @

101 items All +
Search through all Rule Groups
~  MITRE (1 group) L
< MITRE / ATT&CK Framework
ATT&CK Framework (1 group) 1 Groups
Group Name Security Level
»  Enterprise (13 groups) o

9. Under ATT&CK Framework, click Enterprise to expand it.

Base Policy: Balanced Security and Connectivity Mode: | Prevention

Description test_policy

Base Policy — Group Overrides — Recommendations Not in use — Rule Overrides

Group Overrides @

101 items Al +
1 Search through all Rule Groups

v MITRE (1 group)
< MITRE /| ATT&CK Framework / Enterprise

v ATT&CK Framework (1 group) L 126wne

Group Name
Enterprise (13 groups)

10. Click Edit () next to the Security Level of the rule group to make bulk changes to the security level for all
the associated rule groups under the Enterpriserule group category.

Basa Policy - - Recommendations  Not in use - Rule Cverrides Summary

Group Overrides @

101 items All +
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~ MITRE (1 group) b
< MITRE/ ATTECK Framework | Enterprise / Collection (taocos)
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Group Kame Security Level @ Rule Count
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Input Capture (T1055)

oooa %6
Colletion (1 group) Adwersaries may use methods of capluring ser input 10 oblain credentials or collect inf... s o Inchuce

Edit security rule group

11. As an example, choose security level 3 in the Edit Security Level Wwindow and click save.



Edit Security Level @

Higher security with more detections for administrators who are
willing to tolerate some network latency and low level of false
positives, in an effort to catch more attacks.

+“ Revert to default Cancel

Security level

12. Under Enterprise, click Initial Accessto expand it.

13. Under Initial Access, Click Exploit Public-Facing Application, Which is the last leaf group.

Base Policy =+ Group Overrides — Recommendations Mot in use = Rule Ovemides Summary

: Caadbrtid 16 Bangalons Dus - S5L.
Group Overrides @
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Search through all Rule Groups
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5 Groups oooo 4
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> Exhiltration {1 group) L Drive-by Compromise (T1189) oooo S 8783 Ighade
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»  Impact (3 groups) o
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T
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1
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External Remote [ ]
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Dooo
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Phishing L

Initial access group

14. Click the view Rulesin Rule Overridesbutton to view the different rules, rule details, rule actions, and so on
for the different rules.



This group does not contain any children.
0 Groups /[ Group contains 8783 rules

View Rules in Rule Overrides

Rulesin Rule Overrides

15. Click the Recommendationslayer and then click start to start using Cisco-recommended rules. Y ou can use
the intrusion rule recommendations to target vul nerabilities associated with host assets detected in the
network. For more information.

Base Policy — Group Overrides — Recommendations — Rule Overrides Summary

Cisco Recommended Rules @

Start using recommendations

You can use Cisco Recommended Rules to target
vulnerabilities associated with host assets detected in the network

Recommendations



Cisco Recommended Rules 0 X

Security Level (Click to select)

T (e S| I |

Accept Recommendation to Disable Rules €

Higher Efficiency- Keeps existing rules that match potential vulnerabilities on
discovered hosts and disables rules for vulnerabilities not found on the network.

Protected Networks @

HAdd—l—’

Cancel Generate ’ Generate and Apply

16. Click the summarylayer for a holistic view of the current changesto the policy. You can view the rule
distribution of the policy, group overrides, rule overrides, and so on.

Base Palicy —_ Group Overrides — Recommendations Mot In use — Rule Ovarrides

Summary @
Rute Distributicn Report and Exporting
Active Rules 16591
S “5
Generate Report
Block — 10872 Quenidden Rulss 4 © View Effective Policy -
Disabled FELFELREESRESLEIIEESEEESREEES I347E Disabled Rules 33478
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Total Rules S0069
Base Configuration Group Overrides Rule Overrides
Base Pelicy: Balanced Security and Connectivity
Total 4 rule overrides
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4 Non=Apphcation Layer Pratocol — - - - W& 1E1683 $ Drop i A Adart

Recommendations @ Malicious File — © 161681 ¥ Drop © @ Block
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Usage: Notinuse Turn on recommendations

Policy summary
View Intrusion Events

You can view the MITRE ATT&CK techniques and rule groups in the intrusion events in the Classic Event
Viewer and Unified Event Viewer. Talos provides mappings from Snort rules (GID:SID) to MITRE
ATT&CK techniques and rule groups. These mappings are installed as part of the Lightweight Security
Package (LSP).




Before you begin, Intrusion and access control policies must be deployed to detect and log events triggered
by Snort rules.

1. Click Analysis> Intrusions > Events.

2. Click the TableView of Eventstab as shown in the image.

Events By Priority and Classification s veatea

Il 2022-07-19 09:05:58 - 202!

No Saarch Constraints (Edit Search)

Drillcdoen of Evant, Priority, and Clazsification I Table Vigw of Events Packets
Jump to...
+ Time * Priority ®  Impact % Irlrlhsl.::'u x Reasonx Source IP % :':“",:r'r'? % Destination P x

- 2022-07-19 111790 high 2 Waould black  Imerface in Pagsive or Tap made 01 182.168.0.227 C1 146.112.255.69

- 2022-07-19 11170 madium 2 Would black  Imtertaca in Passlve or Tap mode 03 192.768.5.254 [ 192.168.4. 106

- 222-07-1911:17:08  medium 3 Waould block  Imterface in Passive or Tap maode BAGRATF. 240 @ USA L 1492.168.7. 214

- 2022-07-1911:17:05  medium 3 Weould Block  Imerface in Passive or Tap made 0 192 1685254 L1192 168.7.241
Events

3. Inthe mITRE ATT&CKCOlUMN header, you can see the techniques for an intrusion event.

Access
. Metwork MITRE Rule
Access Control Policy X g:;:;:mt * Analysis Policy » ATTRCK Group

AC_with_security_intelligence_fle_file TestRuleFile Simple NAP Policy | 1 Technique] 1 Group

AC_with_security_intelligence_file_file TestRuleFile Simple NAP Policy 1 Group

AC _with_security_intelligence_file_file  TestRuleFile Simple NAP Policy 1 Group

Mitre column header

4. Click 1 Techniqueto view the MITRE ATT& CK Techniques, as shown in thisfigure. In this
example, Explait Public-Facing Applicationi S the technique.



MITRE ATT&CK Techniques

« Enterprise
k Initial Access
» Exploit Public-Facing Application

‘ Close ‘

MITRE ATT& CK Techniques

5. Click close.
6. Click Analysis> Unified Events.
7. You can click the column selector icon to enable the MITREATT&CKand Rule Groupcolumns.

Views... || S Select

() Showirg all 5,112 events {4 4,518 @ 594) + B 2022-07-19 10:71 8000 EOT
ﬁ Time Event Typa Devica MITRE ATTECGK Rube Group
.C'\ ke 5 2.168.7.115 1 Group
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MITRE ATT&CK T ool
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2.168.7.115
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14 selected Apply A—
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Enable the Mitre Attack

8. As shown in the example here, the intrusion event was triggered by an event that is mapped to one rule
group. Click 1 Group under the Rule Groupcolumn.




Wiews. .. - O Select

&) Showeing all 5,112 evenis (4 4,518 @ 594) & I, 2022-07-19 10:18:08 EDT - 2022-07-11
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Rule group

9. Asan example, you can view Protocol, which is the parent rule group, and the DNS rule group under it.

Wiews. ul Q, Selact...
=) Showing all 5,112 everits (5 4,518 § 5094) + I, 2022-07-18 10:19:08 EDT — 2023
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View protocol

10. You can click protocol to search for all the intrusion events that have at |east one rule group, that is
Protocol > DNS . The search results are displayed, as shown in the example here.

Wicmmes, -\.l'.l 'L'l__l Rula Geoup Pronacal  « Ix Salest o ._F
@) Showing all 501 evers [@ 5010+ B 20220712 10:19:00 EOT - 2022 07 10 111009 EDT b @
m Tirna Exarnt Typa Dharwics RITRE ATTECK Rule Group Sinore i
¥ 2022-07-19 11:19:08 @ IntrLsion ance 192.168.7.115 1 Croup 1:254:16
¥ MZ2-07-159 1182:07 ¥ Irtresion gre 12 1GR.F 115 . (BRI
& Fratocol
¥ 2022-07-19 1119003 % Inisior o 192,168.7.115 ojs 1.254:15
| AZE-0F-19 111802 P Infrusiorn arce  192,168,7.116 ’ 1:202:16
¥oOAE-OA-1E 18R = Inresion LR - O DGt A 1 Group 12hL
¥y 2022-07-19 11:18:38 ¥ Irtrisine B 192168.7.115 1 Group 125416
» APF-0F-1911R35 T Intrusiorn arc 102168 7 115 1 Group 106210
¥ 2022-07-19 1111831 F=HINTR=IN]] 2nc: 1920168.7.115 1 Croup 1:254:16

Rule group protocol



