Monitor Events Using Unified Event Viewer on
FMC GUI
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I ntroduction

This document describes the use of Unified Event Viewer on a graphical user interface (GUI) on Firewall
Management Center (FMC).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Accessto FMC with Admin or Security Analyst privileges
* FMC with version equal or higher than v7.0

Components Used

The information in this document is based on these software and hardware versions:
» Secure Firewall Management Center for VMware v7.2.5

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Explore

Step 1. Log into the FMC GUI.

e

csco SECURE

Secure Firewall
Management
Center

Usarname

| adrnin|

Step 2. Navigate to the Analysistab.
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Step 3. From the drop-down menu, click on Unified Events.
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Example of the Unified Event Page
El-r(?w.él!_.?anag\e:nem Santen Overview Analysis Policies Devices Objects Integration
—
Qr Select...
(2 Showing 10,000 events (5 10,000) of tens of thousands &
M Time Event Type Agtion :;u;t:::a::: Portl | Device Source IP I";:;:_:::" ! ::'cl‘::l iiiiia
¥ 2023-10-04 16:11:29 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.111 55046 / udp allow
»  2023-10-04 16:11:2¢ § & Connection S Allow $3 (domain) fud; GW 10.18.19.105 44563 [ udp allow
> 2023-10-04 16:11:20 % Connection © Aliow 443 (https) f tcp GW 10.18,19.166 53436 / top allow
» | 2023-10-04 16:11:20 % Connection © Aliow 443 (ntps) /1cp GW 10.18.19.166 53437 [ top allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 57541 [ udp allow
»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fudp GW 10.18.19.105 42318 [ udp allow
» | 2023-10-04 16:11:28 G Connection @ Allow 53 (domain) fud: GW 10.18.19.110 38758 | udp allaw
¥ 2023-10-04 16:11:28 5 Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 52776 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allaw
» 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 1018189111 47616 / udp allow
» | 2023-10-0416:11:28 & Connection S Allow 63 (domain) fwdy  GW 10.18.19.41 54037 | udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 60602 | udp allow
» | 2023-10-04 16:11:28 5 Connection & Allow 53 (domain) fud;  GW 10.18.19.230 59309 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 443 (htips) / tcp GW 10.18.19.230 34810 / tcp allow
»  2023-10-0416:11:28 & Connection © Allow 93 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
¥ 2023-10-04 16:11:27 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 50552 / udp allow

‘ 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:29 EOT 1h

Deploy Q. €° £ @ adminv Wb secupe

Review Events

Step 1. Click on the > icon.
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Management Center

flrew_a” Overview Analysis Policies Devices Objects Integration Deploy  Q, e £+ @ admin¥ SECURE
—
Q= Select... b4 Refre:
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
ﬁ Time Event Type Action :?IL:‘:::T:: Portd Device Source IP f:;::;;" ! ::Zr:l Rule '
2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16:11:29 ¢ 5 Connection & Allow 53 (domain) fud; GW 10.18,19.105 44563 [ udp allow
» | 2023-10-04 16;:11:29 4 Connection © Allow 443 (https) / top  GW 10.18.19.166 53436 | top allgw
¥ 2023-10-04 16:11:29 4 Connection © Allow 443 (https) ftop GW 10.18.19.166 53437 [ top allgw
¥ 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud;  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow
> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allaw
»  2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 38366 / udp allow
» | 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.111 47616 [ udp allow
| 2023-10-0416:11:28 & Connection S Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
> 2023-10-0416:11:28 5 Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allaw
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 101819111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection  Allow 443 (htps) ftcp  GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.156 52564 | udp allow
> 2023-10-04 16:11:27 5 Connection @ Aldlciw 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_
Step 2. The detailed information of the event is shown.
Overview Analysis Policies Devices Objects Integration Deploy O, e @ adminw ';',',';‘," SECURE
—
Qr Select ® || Refresh
(@ Showing 10,000 events (5 10,000) of tens of thousands B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Ml e Event Type Action r;':::r:::: Partl | oavice Source IP i}";'::\l:“ ! :“:n:;j s
v  2023-10-04 16:11:29 5 Connection © Aliow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
Evant Type: 4 Connection Business Relevance: ery High Ingress Virtual Router:  Glotal
Time: 2023-10-04 186:11:29 DHS Query: [Egress Virtual Router:  Global
Last Packet: 2023-10-04 16:11:39 DNS Response: Initiator Packets:
Action: & Allow DNS Record Type: 4 Responder Packets: [
Source IP: 10.18.19.111 Intrusion Events: [ GoS-Dropped Initiator Packats: 0
Source User: Mot Founc Files: 0 QoS-Dropped Responder Packets: [
Dastination IP: 10.1.5.107 Accoss Control Polley: © Initiator Bytas: 164
Ingress Security Zone: e Actess Control Rule: 2low Responder Bytes: (1
Egrass Sacurity Zone: ouiside Natwork Analysis Policy: Balanced Sacuity and Connectiity QoS-Dropped Initiator Bytes: [
‘Source Port | IGMP Type: 55046/ udp Prefilter Policy: allow QoS-Dropped Responder Bytes: [
Dastination Port / ICMP Code: 53 (doman) | udp QoS Polley: test Datection Type: AoplD
Client Application: DS Dornain: Global NAT Source IP: 1088 243 43
»  2023-10-04 16:11:29 5 Connection @ Allow 53 (domainm) [ ud; GW 10.18.19.105 44563 [ udp allow
¥  2023-10-04 16:11:29 4 Connection © Allow 443 (https) f tep  GW 10.18.19.166 53436 [ tcp allow
»  2023-10-04 16:11:29 ‘5 Connection © Allow 443 (https) M tep GW 10.18.19.166 53437 [ tcp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ ud;  GW 10.18.19.105 57541 [ udp allow

Per sonalize Columns

Step 1. Click on theicon






Firewall Management Center

Anslysls { Unified Bvas Overview Analysis Policies Devices Objects Integration Deploy  Q, f £ @ adminv Ml cEcyRe
—
Q= Select... b4 -
@ Showing 10,000 events (G 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
M fme Event Type Acton DostemtonPort! | poricn | Sourcerl Sowsebon | Aot !
y  2023-10-04 16:11:29 5 Connection © Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow
¥ 2023-10-04 16;11:22 § & Connection @ Aliow 53 (domain) fud; GW 10,18.19.105 44563 [ udp allaw
> 2023-10-04 16:11:29 5 Connection © Miow 443 (https) M top GW 10.18,19.1686 53436 | top allow
> 2023-10-04 16:11:29 % Connection © Allow 443 (https) ftcp - GW 10.18.19.166 53437 | tcp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud: GW 10.18.19.105 57541 [ udp allow
» | 2023=10-04 16:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 42318 [ udp allow
y  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.110 38758 / udp allow
¥ 2023-10-04 18:11:28 & Connaction @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.105 52776 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud;  GW 10.18.19.32 39366 / udp allaw
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 101819111 47676 / udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) f wdy  GW 10.18.19.41 54037 / udp allow
»  2023-10-0416:11:28 & Connection S Allow 53 (domain) fud;  GW 10.18.19.230 60602 [ udp allow
¥ 2023-10-04 16:11:28 45 Connection © Allow 53 (domain) fud; GW 10.18.19.230 59309 [ udp allow
» | 2023-10-04 16:11:28 4 Connection @ Allow 53 (domain) f ud:  GW 101819111 39941 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 443 (https) / tcp ~ GW 10.18.19.230 34810 | tcp allow
» 2023-10-04 16:11:28 5 Connection O Allow 53 (domain) fud: GW 10.18.19.156 52564 [ udp allow
> 2023-10-04 16:11:27 5 Connection © Alow 53 (domain) fud; GW 10.18.19.110 50552 [ udp allow _m_
Step 2. Select the event fields that you want on the table.
flzewaltlrﬂi:??ﬁ:nent Center Overview Analysis Policies Devices Objects Integration Deploy O @ 2 @ adminv Wl secure
—
[ Qr Select.. % -
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ W% 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:28 EDT 1h @ Go Live
M Time Event Type Action Reason Source IP Destination IP ;DM"::‘:;"J :jc‘::nc:::: Port! Wb Ap
S e ow 10.18.19.111 10.1.8.107 55046 | udp 53 (domain) / ud
[ seteet... bw 10.18.19.105 10.1.20.51 44563 / udp 53 (domain) / ud
ow 10.18.19.166 142.250.72.202 53436 / 1cp 443 (hitps) [ tep
IO\ Filter columns ow 10.18.19.166 142.250.72.202 53437 | tcp 443 (https) [ ep
Select none  Select default ow 10.18.19.106 10.27.20.51 57541 [ udp 53 (domain) [ ud
Event Type =2 10.18.19.105 10.1.20.51 42318 [ udp 53 (domain) / ud
& Action o 10.18.19.110 10.1.9.38 38758 / udp 53 (domain) / uc
Reason o 10.18.19.110 10,1810 53922 / udp 53 (domain) / ud
Source IP o 10.18.19.105 10.27.20.51 52776 [ udp 53 (domain) [ ug
Destination 1P oo 10.18.19.32 208.67.220.220 39366 / udp 53 (domain) / ud
G Source Port | ICMP Type X1 10.18.19.011 10.1.8.101 47616 / udp 53 (domain) | ud
Destination Port KM Goda v 10.18.19.41 208.67.220.220 54037 [ udp 53 (domain] / ud
W 10.18.19.230 173.37.87.157 G0B02 [ udp 53 (domain] / ud
Revert 1 selacted m ow 10.18.19.230 173.37.87.157 59300/ udp 53 {domain) / uc
> 0Z3-10-08 16:11:28 5 Connection & Allow 101819011 10.1.8.101 39941 / udp 53 (domain) | ud|

Step 3. (Optional) Search for the field to make navigation easier.



Saved Column Sets
[ select... l

2. Source X ]
Select 14 filtered Select default
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Revert 7 selected

Step 4. Click on an event field to disable or enable.
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Saved Column Sets

=elect...

2. Source

Select 14 filtered Select default
Source IP

| Source Port / ICMP Type

| NAT Source IP
"1 NAT Solirce Port
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Revert

Step 5. Click on Apply.

6 selected Apply




Saved Column Sets

Select...

Q. Filter columns

Select none  Select default
Event Type

Action

Destination Port / ICMP Code
Source P

Device

Revert 6 selected Apply

Step 6. (Optional) Y ou can reposition the columns by dragging each one to a different location.

L L Firewall Management Center

wnalysis | Unifie ENLS

Overview Analysis Paolicies Devices Objacts Integration Deploy Q @ IF @ adminv il SECURE

&) Showing 10,000 eventis (5 10,000) of tens of thousands ¥ B 2023-10-05 1220215 EDT — 2023-10-05 130215 EDT 1h @ Go Live

Wi e Event Type Action g::";'““"" ol Davice :‘::‘::I e
» 2023-10-05 13:02:15 + Connection © Allow 53 (domain) [ udp 10.18.1 Seurse P allow

> 2023-10-05 13:02:15 5 Connection © Allow 53 (domain) [ udp 10.18.19.110 GW allow

¥ 2023-10-0513:0215 5 Connection © Allow 443 (hups) / tep 10.18.19.230 GW allow

¥ 2023-10-0513:0215 5 Connection © Allew 63 (domain) [ udp 10.18.19.32 GW allow

¥ 2023-10-0513:02:14 5 Connection © Allow 53 (domain) [ udp 10.18.19.105 Gw allow

> 2023-10-0513:02:114 5 Connection @ Allow 53 (domain) [ udp 10.18.19.111 GW allow

> 2023-10-0513:02:14 5 Connection @ Allow 53 (domain) [ udp 10.18.19.111 GW allow

¥ 2023-10-0513:02:14 4 Connection O Allow 443 (https) [ tcp 10.18.19.230 GW allow

¥ 2023-10-0513:02:14 4 Connection © Allow 53 (domain) [ udp 10.18.19.105 GwW allow

3 2023-10-0513:02:14 % Connection © Allow 443 (nttps) / tep 10.18.19.230 GW allow

¥ 2023-10-0513:02:14 4 Connection Q Allow 443 (hnps) [ tep 10.18.19.230 GW allow

¥ 2023-10-0513:02:14 4 Connection © Allow 443 (hitps) [ tep 10.18.19.166 GwW allow

¥ 2023-10-0513:02:13 5 Connection @ Allow 53 (domain) [ udp 10.18.19.110 GwW allow

¥ 2023-10-05 13:02:13 5 Connection © Allow 53 (domain) [ udp 10.18.19.230 GW allow

> 2023-10-05 13:02:13 5 Connection Q Allow 443 (htps) [ wep 10.18.19.166 Gw allew

¥  2023-10-0513:0213 5

Connection © Allow 443 (hips) [ 1cp 10.18.19.166 GW allow m



Save Column Set

Step 1. Click on Saved Column Sets.

| !:"ewaltri???ﬂn ent Center Oveview  Analysis  Polices  Devices  Objects  Integration Deploy O, @ % @ adminv il secure
—
[r Select. x |[ Refresh
& Showing 10,000 events (§ 10,000) of tens of thousands ¥ 3 2023-10-04 15:11:28 EDT = 2023-10-04 16:11:28 EDT Th @ Go Live
Source Port | Dastination Part |
m Tima Evant Type Action Reason Source P Destination 1P 1CMP Type CMP Code Wab Ap
Saved Column Sets oW 10.1819.111 10.1.8.107 55046 / udp 53 (domain) | uc
.Select... ow 10.18.19.105 10.1.20.51 44563 [ udp 53 (domain) / ud
Dow 10.18.19.166 142.250.72.202 53436 [ tcp 443 (https) | tep
[O\ Filter columns ow 10.18.19.166 142.250.72.202 53437 / 1cp 443 (hps) [ wep
Select none  Select default oW 10.18.19.106 10.27.20.51 57541 | udp 53 (domain) | ud
Event Type o 10.18.19.106 10.1.20.51 42318/ udp 53 (domain) | ud
E Action ow 10.18.19.110 10.1.9.38 38758 / udp 53 (domain) [ ud
Reason oW 10.18.19.110 10.1.8.101 53922 [ udp 53 (domain) / ud
Source IP ow 10.18.19.105 10,27.20.51 52776 | udp 53 (domain) / ud
Destination 1P oW 10.18.19.32 208.67.220.220 39366 [ udp 53 (domain) [ ud
oW 101819011 10.1.8.101 47616 [ udp 53 (domain) | ud
& Source Port | IGMP Type '
o 10.18.19.41 208.67.220.220 54037 | udp 53 (domain) | ud
Destination Port / ICMP Code
oW 10.18.19.230 173.37.87.157 GOE02 [ udp 53 (domain] | uc
Revert 11 selected m bw 10.18.19.230 173.37.87.157 59300/ udp 53 (domain) [ uc
> 0Z73-T0-04 16:11:28 G Connection o Allow 101819011 10.1.8.101 39941 / udp 53 (domain) / ud

Step 2. Click on Create column set from current selection.

Firewall Management Center ) . ) ;
N s { Unified L_\Em Overview Analysis Policies Devices Objects Integration Deploy Q. @ #¥ @ adminv Ml secuRe
—
Q- Select... b4
(@ Showing 10,000 events (4 10,000) of tens of thousands I} 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1Th @ Go Live
N Destination Port / 2 Source Port [ Access
| E . Time | Event Type . Action Dastination 1P ICMP Cods Davice Source IR ICMP Type Cantrol Ruls
Saved Column Sets o 10.1.8.107 53 (domain) f udp GW 10,18.19.111 55046 [ udp allow
Rule match s | b 10.1.20.51 53 (domain) / udp  GW 10.18.19.105 44563 | udp allaw
o 142.250.72.202 443 (hitps) [ tcp GW 10.18.19.166 53436 | tcp allow
ow 142.250.72.202 443 (hups) / 1cp GW 10.18.19.166 53437 / wcp allow
ow 10.27.20.51 53 (domain) / wdp  GW 10.18.19.105 57541 [ udp allow
Saved Column Set 1 =
ow 10.1.20.51 53 (domain) / udp  GW 10.18.19.105 42318 | udp allow
Time| Event Type | Action |Reason | |Sowrce IP| | Destination P
o 10.1.9.38 53 (domain) f uwd; GW 10.18.19.110 38758 [ udp allow
—+ Create column set from current selection X
b 10.1.8.101 53 (domain) { wd;  GW 10.18.19.110 53922 |/ udp allow
® Source IP bow 10.27.20.51 53 (domain) f wd;  GW 10.18.19.105 52776 [ udp allcw
Destination IP o 208.67.220.220 53 (domain) { ud;  GW 10.18.19.32 39366 / udp allcw
- 1 { £ il 0 10.18.19.111 all
Source Port / IGMP Type ow 01810 53 (domain) f wd; GW [AE:R LA 47616 / udp alleww
- oW 208.67.220.220 53 (domain) / ud;  GW 10.18.09.41 54037 / udp allgw
Destination Port [ ICMP Code
oW 173.37.87.157 53 (domain) J udp  GW 10.18.19.230 60602 [ udp allow
R 11 seiecres ([T .. 173.37.87.167 | 53 (domain) J ud GW 10.18.19.230 59300 /udp  allow
» 2023-10-04 16:11:28 & Connection O_J\JI’QN 10.1.8.101 53 (domain) f ud; GW 10.18.19.111 39941 / udp allow
¥ | 2023-10-04 16:11:28 S Connection © Allow 108.156.211.71 443 (hups) / cp | GW 10.18.19.230 34810 / tcp allow

Step 3. (Optional) Change the name of column set.



Saved Column Sets i

Select... £

I Z saved column saets

Rule match w

LR . S e 7

Time | | Event Type | Action || Reason | | Source IP || Destination IP | | £

i
i i Lo =¥ | &5t i _I:
[

L et

| = Create column set from current selection

—— T

| NetFlow Source Autonomous System
|| MetFlow Source Prefix

T

Revert 6 selected

Step 4. You can edit an existing set by clicking on the ellipsis(...).

lil_?_a_wa,”l f::fﬂfgs:ﬂ&nt Center Overview Anatysis Policies Deviees Objects Integration Depley @ @ &t @ adminv  duil secyRE
ANalysss | U 20 Cvents
—
Q- Select... % |[ Refresh |
(2} Showing 10,000 events (% 10,000) of tens of thousands & B 2023-10-04 15:11:20 EDT —~ 2023-10-04 16:11:20 EDT 1h @ Go Live
2 Destination Port / Source Port /| Access
M Time Event Type Actian Destination IP sy Device Source IP i Casinol Pl
Saved Column Sets oW 10.1.8.107 52 (domain) / ud;  GW 10.18.19.111 55046 [ udp allcw
Rule match | pw 10.1.20.51 53 (domain) / ud;  GW 10.18.19.105 44563 [ udp allow
2 saved column sets oW 142.250.72.202 443 (hups) ficp | GW 10.18.19.166 53436 [ 1cp allow
oW 142.250.72.202 443 (hups) /cp  GW 10,18.19.166 53437 [ cp allow
10.27.20.51 53 (domain) / ud;  GW 10,18.19.105 57541 [ udp allow
Saved Column Set 1 Rename
10.1.20.51 53 (domain} / ud; GW 10.18.19.105 42318 | udp allcner
Time | |Event Type | Action | Reason | Source IP| | Destinatil Delete
— 10.1.9.38 53 (domain) / ud; GW 10.12.19.110 38758 | udp allow
=+ Create column set from current selection bbbkl
. ad 10.1.8101 53 (domain} / ud;  GW 10.18.19.110 53922 [ udp allonw
Source IP ow 10.27.20.51 53 (domain) f ud; GW 10.18.19.105 52776 | ucp allows
® Destination IP ow 208.67.220.220 53 (domain) / ud;  GW 10.18.19.32 39366 / udp allowe
Source Port / ICMP Type oW 10.1.8.101 53 (domain} / ud;  GW 10.18.19.111 47616 [ udp allow
o 208.67,220.220 53 (domain) / ud;  GW 10.18.19.41 54037 [ ud allwr
Destination Port | IGMP Code ¢ } il
bw 173.37.87.157 53 (domain) f ud; GW 10.18.19.230 60602 | udp allows
Revert fiisaiectes ow 173.37.87.157 53 (domain} f ud; GW 10.18.19.230 59309 / udp allows
¥  2023-10-04 16:11:28 5 Connection © Allow 10.1.8.101 53 (domain) J ud;  GW 10.18.19.111 39941 [ udp allcwr

A A S A e P - e samins S s Ay A s aa A Ammam e



Event Search

Step 1. To begin searching for specific events click on Select.

Firewall Management Center

A Unifi . Overview Analysis Policies Devices Objects Integration Deploy O @ I @ admin~v SECURE
—
I Qr Select... ® Refrash I
(2 Showing 10,000 events (% 10,000) of tens of thousands  + i 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
W Tme Event Typa Acton Destnaton POt/ | pee | Sourcet® Sorcebortl | Aocee !
¥ 2023-10-04 16:11:29 ‘5 Connection © Adiow 53 (domain) fud:  GW 10.18.19.111 55046 / udp allow
»  2023-10-04 16:11:29 i & Connection © Adiow 53 (domain) f GwW 10.18.19.105 44563 [ udp allgw
¥ 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) f top GW 10.18.19.166 53436 / tcp allow
¥ 2023-10-04 16:11:29 % Connection @ Alow 443 (https) / top  GW 10.18.19.166 53437 | top allaw
3 2023-10-04 18:11:28 4 Connection @ Allow B3 (domain) fud; GW 10.18,19.105 57541 [ udp allow
¥ 2023=10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.105 42318 [ udp allow
¥  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fwd: GW 10.18.19.110 38758 | udp allaw
¥ 2023-10-04 18:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 53922 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.105 52776 [ udp allaw
¥ 2023-10-04 16:11:28 4 Connection O Allow 53 (domain) fud; GW 10.18.19.32 39366 | udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud: GW 10.18.19.111 47616 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GWW 10.18.19.41 54037 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 53 (domain) fud; GW 10.18.19.230 60602 [ udp allow
»  2023-10-0416:11:28 & Connection S Allow 53 (domain) fud; GW 10.18.19.230 59309 / udp allow
¥ 2023-10-04 16:11:28 4 Connection & Allow 53 (demain) | 10.18.19.111 39941 [ udp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 443 (hps) ftcp | GW 10.18.19.230 34810 / tcp allow
¥ 2023-10-0416:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 / udp allow
»  2023-10-0416:11:27 & Connection & Allow 53 (domain) fud;  GW 10.18.19.110 50552 / udp allow n
Step 2. Select the field where you want to apply the filter.
f_l_n?wall\_:::?nagefnem Center Overview Analysis Policies Devices Objects Integration Deploy G @ i @ admin~» ';',';;{;' SECURE
—
| Qr source Es ” Refresh |
(@ 5| NAT Source IP ds & B 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
NAT Source Port . Déstination Port [ N Saurce Part | Aeeiss
Action Dievice Source IP
NetFlow Source Autonomous System ICMP Code ICMP Type Control Rule
> | NetFlow Source Prefix O Allow 53 (domain) f ud;  GW 10.18.19.M 55046 [ udp allow
* | NetFlow Source ToS ® Allow 53 {domain) [ ud; GW 10.18.19.105 44563 [ udp allow
> | Source Continent D Allow 443 (ntps) [ tocp . GW 10.18.19.166 53436 | 1cp allow
» | Sairee Country S Allow 443 (https) [/ tecp GW 10.18.19.166 53437 [ tcp allow
> | Sotres Device © Allow 53 {domain) [ ud;  GW 10.18.19.105 57541 [ udp allow
> | Source Host Criticality @ Allow 83 {domain) [ ud; GW 10.18.19.10% 42318 [ udp alloww
¥ @ Allow 53 (domain) [ ut; GW 10.18.19.110 38758 [ udp allow
> =04 16:71: 5 Connection © Allow 53 (domain) fud; GW 10.18.19.110 53822 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection o Allow 53 (dornain) [/ ud; GW 10.18.19.105 52776 [ udp allow
»  2023-10-04 16:11:28 5 Connection & Allow 53 (domain) [ ud; GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10181911 47616 [ udp allow
»  2023-10-04 16:11:28 45 Connection  Allow 53 (domain) [ udy GW 10.18.19.41 54037 [ udp allow
> 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ ud: GW 10.18.19.230 60602 [ udp allow
»  2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ ud;  GW 10.18.19.230 59309 [ udp allow
»  2023-10-04 16:11:28 5 Connection o A 53 {domain) [ ud; GW 101819111 38941 [ udp alloww
*»  2023-10-04 16:11:28 4 Connection © Allow 443 (https) [ tep GW 10.18.19.230 34810 [ wcp allow
¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud;  GW 10.18.19.156 52564 [ udp allow
»  2023-10-04 16:11:27 4 Connection © Allow 53 (domain) [ ud; GW 10.18.19.110 50552 [ udp allow

Step 3. Write the values to use asfilter.



+ SourcelP X Select...

Step 4. Click on Apply, to configure the filter.

Firewall Management Center
Iy s

o Overview Analysis Palicies Devices Objects Integration Deploy O, @ £+ @ adminv Ml cpcuRe
I

CQr  SourcelP 10.18.19.105 x X Select... Cancel

@ Shawing all 144 events (5 144) W5 2023-10-06 12:31:56 EDT — 2023-10-06 13:31:58 EOT 1h @ Go Live

Step 5. (Optional) Y ou can add multiple values to each filter.

Firewall Management Center .

Overview Analysis Policies Devices Objects Integration Deploy Q @& % @ admin~ o

Anabysis § Unified
Qr  SourcelP 101819111 x 10819105 X X Select.. x
") Showing 150 events (5 150) + W8 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
i Tme Event Type Action E:;‘;""“"" POrt/ICHE | evice Source IP IS(;’M"::;TI :::::I b
¥ 2023-10-04 16:11:29 4 Connec © Alow 53 (domain) [ udp GW 10.18.19.111 585046 | udp allow
»  2023-10-04 16:11:29 5 Connection © Allow 53 (dormain) [ udp GW 10.18.19.105 44563 [ udp allow
Y 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) / udp GW 10.18.19.105 57541 [ udp allow
¥ 2023-10-04 16:11:28 & Connection © Allow 53 (domain) [ udp GW 10.18.19.105 42318 / udp allow
y 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.105 S2776 [ udp allow
¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 47616 | udp allgw
¥ 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) / udp GW 10.18.19.111 39941 [ udp allow
¥ 2023-10-04 16:11:27 S Connection © Allaw 53 (domain) [ wdp GW 10.18.19.111 46739 / udp allow
> 2023-10-04 16:11:27 5 Conn n © Allow 53 (domain) [ udp GW 10.18.19.111 56045 | udp allow
¥ 2023-10-04 16:11:27 & Connection o Allow 53 (domain) [ udp Gw 10.18.19.105 43523 | udp allow
» | 2023-10-04 16:11:27 5 Connection @ Allow 53 (domain) [ udp GW 10.18.19.111 46938 | udp allow
¥ 2023-10-04 16:11:26 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 41931 [ udp allow
¥ | 2023-10-04 16:11:26 5 Connection © Allow 53 (domain) [ udp GW 10.18.19.111 42734 | udp allow
» | 2023-10-04 16:11:25 & Connection S Allgw 53 (domain) [ udp GW 10.18.18.105 54464 [ udp allow
»  2023-10-04 16:11:25 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 45681 |/ udp allow
¥ 2023-10-04 16:11:25 4 Connection © Allow 53 (domain) | udp GW 10.18.19.105 50585 | udp allow

» | 2023-10-04 16:11:25 G Conn

n O Allow 53 (domain) [ udp GW 10.18.19.105 48789 | udp allow

¥ | 2023-10-04 16:11:24 4 Connection © Allow 53 (domain) [ udp GW 10.18.19.105 45203 | udp allaw n

Step 6. (Optional) Add as many filters as you need.



f.te\,:zalti\:??a%g?em Center Overdew Analysis Policies Devices Objects Integration Deploy @ e £ @ adminv Ml cpcyuRe
—
IQ- Source IP 10119111 ¢ 101819906 ® X Destination Port | IEMP Code 8910 ® | ¥ Select.. b4 | Rafrash
(@ Shawing all 106 events (5 106) W 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h @& Go Live

ﬁ Time Event Type Action 2:::'“"9“ Post | GMP Davice Source IP mr::y::u :::‘:: Rule

¥ 2023-10-04 16:11:01 £ Connection © Allow 8910/ tcp GW 10.18.19.105 50786 [ tcp allow

» | 2023-10-04 16:10:51 G Connection © Allow 8910/ 1cp GW 10.18.19.105 45442 [ tep allow

» | 2023-10-04 16:10:11 & Connection © Allow 8910/ 1cp GW 10.18.19.105 50784 [ tep allow

»  2023-10-04 16:10:01 5 Connaction © Allow 8910/ tcp Gw 10.18.19.105 45440 [ tcp allow

> 2023-10-04 16:09:21 5 Connaction © Allow 8910/ 1cp GW 10.18.19.105 50782 e allow

»  2023-10-04 16:09:11 G Connection & Allow 8910/ t1cp GW 10.18.19.105 45438 [ep allow

» | 2023-10-04 16:08:31 4 Connection © Allow 8910/ tcp GwW 10.18.19.105 S0780 ! tcp allow

> 2023-10-04 16:08:21 4 Connection © Allow 8910/ 1cp GwW 10.18.19.105 45436 [ oo allow

» | 2023-10-04 16:07:41 S Connection © Allow 8910/ tcp GW 10.18.19.105 50778 [ tep allow

»  2023-10-04 16:07:31 & Connection & Allow 8910/ tcp Gaw 10.18.19.108 45434 [ep allow

»  2023-10-04 16:06:51 5 Connection © Allow 8910/ 1ep Gw 10.18.19.106 50776 tcp allow

¥ 2023-10-04 16:06:41 4 Connection o Allow 8910/ 1cp Gw 10.18.19.108 45432 [ tep allow

» | 2023-10-04 16:06:01 4 Connection O Allow 8910/ tcp Gw 10.18.19.108 50774 [ tep allow

» | 2023-10-04 16:05:51 5 Connection © Allow 8910/ tcp GwW 10.18.19.105 45430 [ tcp allow I
» 2023-10-04 16:05:11 & Connection © Aloww 8910/ tcp GW 10.18.19.105 50772 f tcp allow

» 2023-10-04 16:05:01 4 Connection © Allow 8910/ tcp GW 10.18.19.105 45428 [ top allow

H 2023-10-04 16:04:21 6 Connection & Allorw 8910/ tcp Gw 10.18.19.10% 50770 [ tep allow

¥ 2023-10-04 16:04:11 5

Connection © Allow 8910/ cp Gw 10.18.19.108 A5426 | tep allow m



Tip: You can use operators ( >,<, !, and so on) while writing the values.

Save Sear ch

It is possible to save searches so you can reuse the filters you have created.

Step 1. Click on the magnifying glassicon.



lf_lrewal!lwf?ragement Center Owerview Analysis Palicies Devices Ohbjects Intagration Daploy  Q, w £+ @ adminw o SECURE
—
Destination Port | ICMP Code 8310 4 Source IP 10.13.19.111 % 1LI1BI9105 % X Select,, -4 Refresh
Gaead saarchos (=n | B 2023-10-05 12:58:42 EDT —~ 2023-10-05 13:58:42 EDT 1h & Go Live
Ny Access
¥ Find saved search SO savics Control Ruls
10.18.19.105 GW allow
10.18.19.105 W allow
10.18.19.105 SV allow
10.18.19.105 GW allow
10.18.19.105 GW allow
10.18.19.105 GwW allow
I - o . 10.18.19.105 GwW allowr
10.18.19.105 SV allow
10.18.19.105 G allow
10.18.19.105 Gw allow
10.18.19.105 GW allgw
10.18.19.105 GW allow
10.18.19.105 GwW allow
e 10.16.19.105 Gw allowe
¥ 2023-10-05 13:52:14 5 Connection [ © Allow 8910 [ wp . 10.18.19.105 Gw allaw
¥ 2023-10-05 13:52:04 4 Connection S Allow 8910 / icp 10.18.19.105 G allow
[=
Step 2. Click on Save Sear ch.
Ililre.wa” ﬂsﬂagement Center Owerview Analysis Paolicies Devices Ohbjects Integration Deploy Q w {:(- o admin » o SECURE
—
Destination Port [ ICMP Code 8910 X Source IP 10.18.19.111 % WLIBI9.05 X X Select.. x Refresh
Sa:ed e [=n] | B, 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h @ Go Live
10.18.19.105 GW allow
10,18.19,105 W allowr
10.18.19.105 GW allow
10.18.19.105 GW allaw
10.18.19.105 Gw allow
10.18.19.105 GW allow
R - B 10.18.19.105 oW allow
10.18.19.105 GW allow
10.18.19.105 GW allow
10.18.19.105 GwW allow
10.18.19.105 GW allow
10.18.19.105 GW allow
10.18.19.105 GW allow
v SO ETE 10.18.19.105 GW allow
»  2023-10-05 13:52:14 G Connection I o Allow 8910/ wep ) 10.18.19.105 GwW allow
¥ 2023-10-05 13:52:04 5 Connection © Allow 8910/ tcp 10.18.19.105 GW allow

Step 3. (Optional) Change the name of the search.



Firewall Management Center .
Arahes 7 LIRS 9 Cverview Analysis Policies Devices Objects Integration Deploy O @& £+ @ adminv Ul cecupe
—
Source P 10.18.19.111 % 10.1819.105 ¥ x  Destination Port | IGMP Code 8910 * | X Select... x | Refresh
.
~ 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:20 EDT 1h @ Go Live
Saved searches ED | saved search # [} - 20 Liv
N Source Port | Access
* Fin (®] | peviee e ICMP Type Control Ruls
1 Filter Condition
| Betion = Whllow

hawd search 1 3 I

o kv a

Time Window

It iseasier to narrow relevant events, based on a specific time, by modifying the time window.

Step 1. To modify the window frame of events, click on date range.

F.lrewall Management Center Creerview Analysis Palicies Devices Objects Integration Deploy O @ & @ adminv M sEcuRe
—
Qr Select... ® m
@ Showing 10,000 events (% 10,000) of tens of thousands  + [ W& 2023-10-04 15:11:29 EDT — 2023-10-04 16:11:29 EDT 1h I ¥ Go Live

M Time Evant Type Action :;::;'E::: Portl | owvica Source IP Is;:::::‘ ! :::?::I - l

3 -04 16:11:29 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.111 55046 [ udp allow

3 =04 16:11:20 § & Connection © Allow 53 (domain) fud: GW 10.18.19.105 44563 [ udp allow

H 04 16:11:29 5 Connection © Allow 443 (htt G 10.18.19.166 53436 | tcp allow

y  2023-10-04 16:11:29 4 Connection @ Adlow 443 (https) p | GW 10.18.19.166 53437 | tcp allow

¥ 2023-10-04 18:11:28 4 Connection @ Allow 53 (domain) fud:  GW 10.18.19.105 57541 [ udp allow

3 2023-10-04 18:11:28 4 Connection @ Allow &3 (domain) fud; GW 10.18.19.105 42318 / udp allow

» 10-04 16:11:28 5 Connection © Allow 53 (domain) fud:  GW 10.18.19.110 38758 [ udp allaw

y =10-04 16:11:28 © Allow 53 (domai 10.18.19.110 53922 [ udp

H -04 16:11:28 & Allow 53 (domain) fud;  GW 10.18.19.105 52776 [ udp allow

> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) 10.18.19.32 39366 [ udp allow

¥ 10-04 16:11:28 4 Connection o Allow 53 (domai GW 101819111 476716 | udp allow

¥ 2023-10-04 16:17:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.41 54037 [ udp allow

¥ 2023-10-04 16:17:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.230 60602 [ udp allow

» 10-04 16:11:28 & Connection & Allow 53 (domain) fud;  GW 10.18.19.230 58309 | udp allow

» 10-04 16:11:28 5 Connection @ Allow 53 (domain) f 10.18.19.111 39941 [ udp allow

3 -10-04 16:11:28 5 Connection & Allow 443 (https) ftcp - GW 10.18.19.230 34810 / top allow

3 =04 16:11:28 4 Connection © Allow 53 (domain) GW 10.18.19.156 52564 [ udp allow

¥ 2023-10 1

-04 16:11:27 4 Connection © Allow 53 (domain) fuds  GW 10.18.19.110 50552 [ udp allow n

Step 2. Select the range of time in the pop-up window.



Firewal

Qr Select...

anagement Center

Overview

") Showing 167 events (5 187) of tens of thousands %

Evant Type

ﬁi Time

* 2023-10-04 16:11:29
> 2023-10-04 16:11:29
¥ 2023-10-04 16:11:29
¥ 2023-10-04 16:11:29
» | 2023-10-04 16:11:28
»  2023-10-04 16:11:28
> 2023-10-04 16:11:28
> 2023-10-04 16:11:28
> 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
»  2023-10-0416:11:28
¥ 2023-10-04 16:11:28
> 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
3 2023-10-04 16:11:28
¥ 2023-10-04 16:11:28
> 2023-10-04 16:11:27

4 Connection

Conne

onneclion

ONNEClon

B~ S = R -

Ci
Ci
Connection
Connection
4 Connection
4 Connection
Connaction
Connection
onnection

ONNeclion

[~ S S R~ -

Ci
Ci
Connection
Connection
& Connection
4 Connection

5 Connection

Action

@ Allow
S Allow
@ Allow
© Allow
& Allow
o Allow
© Allow
© Allow
@ Allow
© Allow
© Allow
@ Allow
© Allow
@ Allow
@ Allow
@ Allow
@ Allow
© Allow

alualie

Q @ i @ adminw

Analysis Policies Devices Objects Integration Deploy asce SECURE
—
x Refresh
B} 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EDT Th @ Go Live
Destination Port [ [CMP .
Code
53 (domain) [ udp GW 10. Start time End time Mow
53 (dorman) [ udp GW 10.| §| 2023-10-04 | | 163 [:| 1S || 2¢5 2023-10-04 | (163 || 113 e
443 thtip=) / 1op i " Select last: 5 minutes, 1 hour, & hours, 1 day, 2 weeks, 1 month
443 (https) [ top GW 10
53 (domain) / udp GW 10
< October 2023 > < October 2023 ?
53 (domain) / udp GW 10
53 (domain) / udp GW 10. Sy Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
53 (domnain) / udp GW 10 1 2 3 n 5
53 (domain) [ udp GW [}
53 (domain) / udp GW 10.
53 (doman) / udp GW 10
53 (domaan) [ udp GW 10
53 (dornain) / udp GW 10
53 (domain) / udp GW 10
53 (domain) / udp GW 10 1h selected
443 (https) [ top e 10.4 .
53 (dornain) [ udp GW 10.18.19.156 52564 [ udp allow
53 (dornain) / udp GW 10.18.19.110 50552 [ udp allow

Step 3. (Optional) Use Sliding Time Range to show events from a specific time to your current time.

Fixed Time Range

Show the last

1

Select last:

=iding Time Range

1819110

1819110

day

vl

month

falw

hclp

alloa

L]

s

b houwrs, 1 day, 2 weeks, 1 month

Step 4. Click on Apply to filter the events on the time range configured.




I fl.lre‘lgalll.:‘anagernent Center Overview Analysis Policies Devices Objects Integration Deploy Q, w It @ adminv  dul cecURE
—
Qr Select.. S @
() Showing 8,317 events (§ 8,317) of tens of thousands  + I 2023-10-04 15:11:20 EDT — 2023-10-04 16:11:28 EDT 1h @ Go Live
- ~
M Time Event Type Action zs::"a““" Port[IGMP | ovice 9 (“rired Time Range
> Z023-10-04 16:11:29 G Connection S Allow 53 {domain) / udp GW 1C.i Show the last
> 2023-10-04 16:11:29 4 Connection © Allow 53 (domain) | udp GwW 10 B hours
»  2023-10-04 16:11:29 4 Connection © Allow 443 (htips) [/ top GW 10.| ) _
Select last: 5 minutes, 1 hour, B hours, 1 day, 2 weeks, 1 manth
»  2023-10-04 16:11:29 % Connection © Allow 443 (https) / tep GW 10,
> 2023-10-04 16:11:28 & Connaction © Allow 53 (domain) [ udp GW 10.
3> 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) [ udp GW =
> 2023-10-04 16:11:28 4 Connection (-] 53 (domain) { udp GW 10.18.19.110 38758 [ udp allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 {domain) f udp GW 18.19.110 53922 f udp allow
»  2023-10-04 16:11:28 4 Connection @ Allow 53 {domain) | udp GW 10.18.19.105 52776 fudp allow
> 2023-10-04 16:11:28 G Connection @ Allow 53 {domain) [ udp GW 10.18.19.32 39366 [ udp allow
¥ 2023-10-04 16:11:28 % Connection 2 Allow 53 (domain) [ udp Gw 101819111 A7616 [ udn allow
»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) | udp Gw 10.18.19.41 54037 [ wdp allow
> 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) [ udp GW 18.19.230 60602 [ wdp allow
> 2023-10-04 16:17:28 G Connection S Allow 53 {domain) f udp GW 10.18.19.230 59309 f udp allow
» 2023-10-0416:101:28 5 Connection © Allow 53 (demain) | udp GW 10.18.19.111 39941 f udp allow

GolLive

Y ou can enable the Go Live feature to show eventsin real time. The events appear as they are generated.

To enable, click on Go Live.

flllr.t.awa-l!_m? nage:‘nent Center Overview Analysis Policies Devices Objects Integration Deploy Q @ £+ @ adminv L secupe
—
Qr Select... X || Refresh
@ Showing 10,000 events (4 10,000) of tens of thousands  + IF§ 2023-10-04 15:11:29 EDT = 2023-10-04 16:11:20 EOT 1h

M Time Evant Type Ation :}:l:t?::: Portl | pavica Saurce IP Is;::_:;;" ! :ii?:l .

»  2023-10-0416:11:29 & Connection S Allow 93 (domain) fud;  GW 10.18.19.111 55046 [ udp allow

»  2023-10-04 16:11:29 ¢ & Connection & Allow 53 (domain) fud; GW 10.18.19.105 44563 [ udp allow

»  2023-10-04 16:11:29 4 Connection © Allow 443 (https) ftcp  GW 10.18,19.166 53436 [ top allow

> 2023-10-04 16:11:29 4 Connection @ Allow 443 (https) /tcp GW 10.18.19.166 53437 / tcp allow

»  2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud;  GW 10.18.19.105 57541 [ udp allaw

¥ 2023-10-04 18:11:28 5 Connection @ Allow 53 (domain) fudp GW 10.18.19.105 42318 [ udp allow

¥ 2023-10-04 16:11:28 4 Connection © Allow 53 (domain) fud; GW 10.18.19.110 3B758 [ udp allow

» | 2023-10-04 16:11:28 5 Connection @ Allow 53 (domain) fud; GW 10.18.19.110 53922 | udp allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) f ud;  GW 10.18.19.105 52776 [ udp allaw

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) fud; GW 10.18.19.32 39366 / udp allaw

¥ 2023-10-04 16:11:28 5 Connection © Allow 63 (domain) fud;y  GW 10.18.19.111 47616 / udp allow

> 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) fud:  GW 10.18.19.41 54037 [ udp allow

> 2023-10-0416:11:28 5 Connecion © Allow 53 (domain) f wd;  GW 10.18.19.230 60602 | udp allow

¥ 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) fudr  GW 10.18.19.230 59309 [ udp allow

¥ 2023-10-04 16:11:28 45 Connection o Allow 53 (domain) fud; GW 10.18.19.111 39941 / udp allow

» 2023-10-0416:111:28 & Connection  Allow 443 (htps) ftep GW 10.18.19.230 34810 [ top allow

¥ 2023-10-04 16:11:28 5 Connection © Allow 53 (domain) f 10.18.19.156 52564 [ udp allow

¥ 2023-10-04 16:11:27 5 Connection © Allowr 53 (domain) f

10.18.19.110 50552 [ udp allgw m

Onceit isenabled, it displays the word Live.

© 2023-10-05 21:55:25 EDT — 2023-10-05 21:56:04 EDT 39s @ Live



Caution: When Liveisenabled it is not possible to modify the time window. In order to modify
the time window,first disable Live option by clicking on it again.

Download Events as Comma-separated Values (CSV)

Step 1. Click on the download icon to generate a file containing the events currently showing on the page.



CQ.»  Destination Port [ ICMP Code 8910 X ¥ SourcelP 100819011 % 1018109005 % X Sel

| [Reresn |

@ Shawing all 144 events [ 14 W 2023-10-05 12:58:42 EDT — 2023-10-05 13:58:42 EDT 1h @ Go Live
M Tme Event Type Action g::‘;"“'m" POrt/ICME | corce P Device x:f::. -
> 2023-10-05 13:58:04 5 Connection © Allow 8910/ 1cp 1001819105 GW allow
> 2023-10-05 13:57.54 5 Connection @ Allow 8910/ 1cp 10.18.19.105 GW allow
» 2023-10-0513:57:14 45 Connection & Allow 8910/ 1cp 10.18.19.105 GW allow
> 2023-10-0513:57.04 5 Connection © Allow 8910/ tcp 10,18.19.105 Gw allow
> 2023-10-05 12:56:24 5 Connection @ Allow 8910/ tcp 10,18.19.105 Gw allow
»  2023-10-05 13:56:14 @ Allow 8910/ tcp 10.18.19.105 GW all
»  2023-10-05 13:55:34 ;-1 © Allow 8910/ 1cp 10.18.19.105 GW allow
»  2023-10-05 13:55:24 5 Connection & Allow 8910/ cp 10.18.19.105 Gw allow
> 2023-10-05 13:54:44 4 Connection o Allow 8910/ 1ep 10.18.19.105 Gw allow
> 2023-10-05 13:54:34 5 Connection © Allow 8910 [ tep 10.18.19.105 GW allow
> 2023-10-05 13:53:54 45 Connection © Allow 8910/ tcp 10.18.19.105 GW allow
»  2023-10-05 13:53:44 4 Connection @ Allow 8910/ tcp 10.18.19.105 GW allow
*»  2023-10-05 13:53:04 4 Connection @ Allow 8910/ tcp 10,18.19.105 W allow
¥  2023-10-056 13:52:54 4 Connection @ Allow 8910/ tcp 10.18.19.105 GW allow
»  2023-10-05 13:52:14 5 Connection @ Allow 8910/ 1cp 10.18.19.105 GW allow
¥ 2023-10-0513:5204 2§

Connection © Allow 8910 / 1cp 10.18.19.105 GwW allow m

Step 2. Select the download folder, name and click on Save.

Favorites Save As: [ unified-events ]

A Applications
= Desktop

Tags:

18
<

<3 o ~ 7 Desktop

[3 Documents

@ Downloads
Yesterday

Locations

< iCloud Drive

Tags

® Red
Orange
Yellow
Green
Blue Format: CSV File
Purple

Gray New Folder Cancel

L m Al Tane

Step 3. Verify the CSV file.



Time Event Type Action Destination Port/ICMP Code Device Source IP Source Port / ICMP Type Access Control Rule

2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 37412/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 54766 / udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.166 54279/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 55185/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 46312/ udp allow
2023-10-05 15:21:29 | Connection Allow 53 (domain) / udp GW 10.18.19.105 36785/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 57394 / udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 57395/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.111 38278/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.105 44865/ udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.156 58387 /udp allow
2023-10-05 15:21:28 | Connection Allow 53 (domain) / udp GW 10.18.19.110 49873/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 51060/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.105 34103/ udp allow
2023-10-05 15:21:27 | Connection Allow 53 (domain) / udp GW 10.18.19.31 60020/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.110 43410/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 47406/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.105 43358/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GW 10.18.19.111 43336/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.111 42658/ udp allow
2023-10-05 15:21:26 | Connection Allow 53 (domain) / udp GwW 10.18.19.156 52923/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.110 46485/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GwW 10.18.19.201 52178/ udp allow
2023-10-05 15:21:25 | Connection Allow 53 (domain) / udp GW 10.18.19.111 55864 / udp allow

Related I nfor mation

« Working with the Unified Event Viewer
e Cisco Secure Firewall - Unified EventsViewer: Tips& Tricks
» Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/workflows.html#Cisco_Task_in_List_GUI.dita_a834592d-be65-4897-970d-ee11e0c133c4
https://www.youtube.com/watch?v=YMIK0I-NN3Y
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

