Identify Conditions to Trigger Automated
Actions in Secure Endpoint
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Introduction

This document describes conditions that need to be met in order to trigger Automated Actions.

Background Information

Automated Actions get triggered upon a compromise (means an un-compromised machine
becomes a compromised machine). If an already-compromised machine triggers a new detection,
this detection is added to the compromise, but since this is not a new compromise, it does not
trigger an automated action.

One exception to this is the severity level. Automated actions get triggered based on criteria which
is severity, nevertheless, compromises do not have severity by itself (onlyindividual detections do).
If an Automated Action is configured to a severity level of high and a detection triggers as medium
level, it does not trigger the action. If a subsequent event is added to the compromise that is high,

the action triggers as this new detection is in the compromise that already exists.

What is a compromised machine?

A compromised machine is an endpoint that has an active compromise associated with it. A
compromised machine can, by design, only have one compromise active at one time.

Applicability

Windows, Mac

Automated Actions Available

1. Take a forensic snapshot upon Compromise: Takes a Forensic Snapshot of a computer
when a compromise occurs. A compromise event is basically an event sent by a connector
that notifies of something potentially malicious that happens.

Conditions to trigger this automated action: Events that are the selected severity or higher,



trigger the automated
action.

Automated Actions

Automated Actions Action Logs =] &
¥ Take a Forensic Snapshot upon Compromise (3 computers in the selected group can take a Forensic Snapshot) Active (@
Low «| severity or higher in groups 1 selected
146 Compromise Events occurred in the last 7 days, affecting 1 distinct computer in the selected group.
(@© View Changes
This is an example of a compromised
machine:
»  DESK - 73GD detected zip a5 Win, Eicar: W32 EICAR.16g1 -"I"-'"-" Medium K| |SP af 8 t 2022-11-03 17:09:46 CST
F  DESKTOP-CONTIGD detectad 10d1e273-1cba-492 0a5-5 np a5 Win.R: LEICAR.16. ":""’ Medium .J: l_l'. n_,r t 2022-11-03 17:08:46 CST
P DESKTOP-CONTIGD detected sicar_com.zip as WinRansomware. Eicar=95.sbx.tg Tactics Medium [TAI[=T] [::r 4 2022-11-03 17:09:26 CST
P  DESKTOP-CONTIGD detectod d 632004 25 Win. JEicar:95.sbx.tg Toctics Nedm | WV | [@r n,’r tected 2022-11-03 17:00:07 CST
b DESKTOP-CONZ3IGD detectod fa3c-42ch-bbB5-Ticd3f054alatmp o5 WinRansomware. Eicar:95.sbatg Tactics Medium | =13 [:;., t Detected 2022-11-03 17:09:07 CST
P DESKTNB.AANTIGR indstod ol with sarsl umbhor 23482 [Sv] ¥y Policy Undare 2022-11-03 17:00:31 CST
DESKTOP-CONT3GD updated policy with serial number
23482
»  DESKTOP-CON73GD Signaturo sat updatod 2P| &g Signature Set Update Suc... 2022-11-03 15:37:40 CST
This is the Log of the automated action (from Audit Log
tab)
Event Detalls User IP Address Date
¥ Forensic Snapshot Request = DESKTOP-CON73GD Automated Action: Take... 2022-11-03 17:09:38 CST

Automated Action: “Take a Forensic Snapshot upon Compromise’ requested a forensic snapshot for DESKTOP-CON73GD (Connector GUID: a2f59408-b3b8-4457-
).

. Isolate a computer upon compromise: Isolates computers when a compromise
occurs.Conditions to trigger this automated action: Events that are the selected severity or
higher, trigger the automated action. The Rate Limit protects you against false positive
detections. The Rate Limit feature looks at the total number of isolations in a 24 hour rolling
window. If the number of isolations is greater than the limit, no further isolations are
triggered. Computers are isolated again once the number of compromise events falls to
fewer than the limit in the 24 hour rolling window or you stop isolation on computers that
were automatically
isolated.

Automated Actions

Automated Actions Action Logs

¥  Isolate a Computer upon Compromise (2 computers in the selected group can be isolated) Active [

| High | Severity or higher in groups 1 selected

2 Compromise Events occurred in the last 7 days, affecting 0 distinct computers in the selected group.

Rate Limit | 500

(@O View Changes

This is an example of a compromised
machine:




»  DESKTOP-CONTIGD o

> DESKTOP-CONT73GD started |

> DESKTOP-CONT3GD falled

etected eicar_com.zip a5 WinRansomware. Eicar:-95.sbi.tg

> DESKTOP- GD detectec

b DESKTOP-CONTIGD

P DESKTOP-CONZ3GD

F  DESKTOP-CONTIGD do

F  DESKTOP-CONT3IGD ¢

This is the Log of the automated action (from Audit Log

tab):

¥ lIsolation Started

Attribute

Isolation Status

o]

¥ Isolation Start Requested

Attribute

Comment

]

Unlack Code

i {1).zip a5 Win.

dotocted 2 (1).zip.cr

2% Win,

EICAR.1691

Eicar:W32.EICAR.16g1

detested eicar_com (1).zip 25 Win.Ransomware.Eicar:85,.sbx.tg

etected elcarcom2.zip a5 WinRansomware. EicarzW32.EICAR. 1691

() DESKTOP-CON73GD

Old

Nane

None

[} DESKTOP-CON73GD

Old

None

MNone

Naone

«d elcar_com (1)zip.crdownload a5 WinRansomware.Elcar:95.sbx.tg

Medium lP[vPJ .’f

(7] 3 otan
(=r] 3% =

wedim) (v (Qv] @
wedim) [mr] (2v] @
wadim) (v ] (2r] @
R +

Medium jﬁv:[_vl [ +73

Mew

On

2022-11-03 18:57:23 CST

2022-11-03 18:57:23 CST

2022-11-03 18:57:23 CST

2022-11-03 18:57:10 CST

2022-11-03 1B:57:10 CST

2022-11-03 18:57:06 G5T

2022-11-03 18:57:05 CST

2022-11-03 18:57:02 CST

03 18:57:25 CST

bfc47fab-6fe2-4158-Bd1e-25a250e0d46c

Automated Action: Isala...

Analytics for File Analysis when a detection occurs.

Mew

Triggered by Automated Action

2022-11-03 18:57:23 CST

90cbb986-B8ad-4ce7-87fb-a3cb90fb3B51

yddfof

3. Submit to Secure Malware Analytics upon Detection: Submit a file to Secure Malware

Conditions to trigger this automated action: Events that are the selected severity or higher,
trigger the automated

action.

Automated Actions

Automated Actions

Action Logs

¥ Submit to Secure Malware Analytics upon Detection (3 computers in the selected group can submit files to Secure Malware Ana...

High w

2 Compromise Events accurred In the last T days, affecting 0 distinct computers in the selected group.

@ Wiew Changes

severity or higher in groups | 1 selected

Example of a compromised

machine:
P DESKTOP-CONT3IGD detected elcarcom as elcarTestFile
F  DESKTOP-CONTIGD detected sicar_com.zip 2= WinRansomware. Eicar:95.sho.tg
*  DESKTOP-CONT3IGD detected (1).zip a5 Win -EICAR.18g1
B DESKTOP-CONT3IGD detected (1).zlp. d a3 Win. EICAR.16g1

Tactics

Wadie) (W) (S7) €3y st Detscted
el (W) (2] @ st Detsctea
et (M) (Sv) @) st ot

et (W) (37) €8, Theest Detected

2022-11-04 12:38:15 CST

2022-11-04 12:36:08 CST

2022-11-04 12:37:57 CST

2022-11-04 12:37:56 CST

In this case, the file was submitted to Secure Malware analytics previously, so the file

analysis was already done. Example as

follows:




Analysis for

sHA: @1105070...e747b387 |~

¥ eicarcom2.zip { @1105070.,.e747b397 'VQ?-
Fingerprint (SHA-258) a1105070... 7470397 |~ P
File name eicarcom2.zip
Threat Score 95
Name

antivirus-semvice-flagged-artifact
Behavioral Indicators antlvirus-flagged-ariifact
artifact-flagged-anomaly

artifact-eicar

2022-08-08 09:26:04 COT

Scaore
a5
7e
48

1

5Te)

Report 95

4. Move Computer to group upon Compromise: Move computers from their current groups to
another group when the action is triggered. This allows you to move compromised computers
to a group with a policy that has more aggressive scanning and engine settings to remediate

the compromise.

Conditions to trigger this automated action: Events that are the selected severity or higher, trigger

the automated action.

Automated Actions

Automated Actions Action Logs

¥  Move Computer to Group upon Compromise (11 computers in the selected group can be moved)

[ kedium w| severity or higher in groups 1 selected -

146 Compromise Events occurmed in the last 7 days, affecting 0 distinct computers in the selected group.

Destination Group | 00 Demo Grupo

Rate Limit | 10

te Iimit must De Dabweaean 1 and 1

(D View Changes

This is the computer in the original group:

Active L]



[J ¥ &8 DESKTOP-CON73GD in group iscarden_8.0.1_694092275 . Definitions Up To Date

» 32 Notlisolated

Hostname DESKTOP-CON73GD Group L iscarden_8.0.1_694092275
Operating System Windows 10 Pro (Build 19045.2130) Policy iscarden_default_secure_client
Connector Version 8.0.1.21164 Internal 1P
Install Date 2022-11-02 14:55:21 CST External [P
Connector GUID H Last Seen 2022-11-04 12:01:45 CST
Processor ID 1fBbfbff000906ea Definition Version TETRA 64 bit (daily version: 89215)
Definitions Last Updated  2022-11-03 18:34:07 CST Update Server tetra-defs.amp._cisco.com
Cisco Secure Client ID NIA Kenna Risk Score (3 Score Unavailable: Windows 10 required.

Take Forensic Snapshot | View Snapshot | T Orbital Query 4 Events | Device Trajectory % Diagnostics (U View Changes

28 Start Isolation || € Scan... I { %1 Diagnose... ] I & Move to Group... I \ w Delete I
These are the events of compromise:
F  DESKTOP-CONZIGD dotocted elcancom os elcarTestFile "'_“'"‘“ Medium [ 1] Bﬂ, Threat Detected 2022-11-04 12:05:49 CST
»  DESKTOP-CON73GD detocted eicar_com.zip as WinRansomware.Eicar=05.sbx.tg Tocticn Maodium =TT} “9 Threat Datectad 2022-11-04 12:05:42 CST
b DESKTOP-CON7IGD detecied elcarcomZ.aip as Win, Ei EICAR.16g1 Tactics Modiemn (=[] ﬂ,? Threat Detected 2022-11-04 12:05:05 CST
b DESKTOP-GONT3GD detected eicar 2ip d a5 Win EIGAR. 1691 Tactics Medium SF] By Tveat Detected 2022-11-04 12:05:04 CST
F  DESKTOP-CONTIGD detected H3009b9-105d-4270-93ad-cfdc52b80%a8.tmp o5 Win Ransomwars Eicar:W32EICAR. 1691 r:""" Medivm & ny Threat Detected 2022-11-04 12:05:04 CST
b DESKTOP-CONT3GD detoctod co34eda-bba0-4dch-9061-facl02fdaT4.tmp o5 WinRansomware, Elcar:95,sbx.tg Tactcs | e Qp] BBy Thveat Detected 2022-11-04 12:05:00 CST
b DESKTOP-CON73GD detected elcar_com.zip. a5 Wi Eicarz95.sbx.tg Toascs Modium Threat Detected 2022-11-04 12:05:00 CST
P DESKTOP-CONT3GD detacted alcar_com.zip = WinRansomware.Eicar=05.shtg Taation Modim (=13 n} Theeat Detected 2022-11-04 12:04:59 CST
This is the Log of the automated action (from Audit Log tab):
¥ Update &4 DESKTOP-CON73GD 2022-11-04 12:06:01 CST

Moved to group 00 Demo Grupo from group iscarden_8.0.1_694092275 by Automated Action

The computer was moved to specified group in the Automated Action setting:

[ ¥ =8 DESKTOP-CON73GD in group 00 Demo Grupo ~ Definitions Up To Date

» 32 Notlsolated

Hostname DESKTOP-CONT3GD Group L 00 Demo Grupo
Operating System Windows 10 Pro (Build 19045.2130) Policy 00 Test Policy
Connector Version 8.0.1.21164 Internal IP
Install Date 2022-11-02 14:55:21 CST External IP
Connector GUID Last Seen 2022-11-04 12:07:15 CST
Processor 1D 1f8bibf000906ea Definition Version TETRA 64 bit (daily version: 89223)
Definitions Last Updated 2022-11-04 11:47:52 CST Update Server tetra-defs.amp.cisco.com
Cisco Secure Clent ID NfA Kenna Risk Score {3 Score Unavailable: Windows 10 required.
B Take Forensic Snapshot | View Snapshot 2. Orbital Query 4 Events ' Device Trajectory '& Diagnostics @ View Changes

[ 28 Start Isolation ] [ Q, Scan... J [ Iy Diagnose... J [ & Move to Group... ] [ w Delete I

Action Logs



This is the full list of the Automated Action Logs from Automated Actions tab:

Secure Endpoint o £ @ Lo | oo
Premier g kA | <isco SECURE
Dashboard Analysis v  Outbreak Control~ Management Accounts Search Q

Automated Actions

Automated Actions Action Logs Stop All Isolations...

¥ DESKTOP-CON73GD  Moved to 00 Demo Grupo group from iscarden_8....  Threat Detected 2022-11-04 12:05:55 C5T
F DESKTOP-CON73GD  Moved to 00 Demo Grupo group from iscarden_8.... Threat Detected 2022-11-04 12:05:55 CST
¥ DESKTOP-CON73GD  Moved to 00 Demo Grupo group from iscarden_8.... Threat Detected 2022-11-04 12:05:54 CST
¥ DESKTOP-CON73GD  Endpoint Isolation on Medium Severity Threat Detected 2022-11-03 18:57:23 CST
Y DESKTOP-CON73GD  Endpoint Isolation on Medium Severity Threat Detected 2022-11-03 18:57:23 C5T
P DESKTOP-CON73GD  Forensic Snapshot on Medium Severity Threat Detected 2022-11-03 17:09:39 CST

Related Information

Secure Endpoint User Guide



https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf
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