Troubleshoot Alert Message - System |s Rate
Limiting Envelope Sender
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| ntroduction

This document describes identifying and resolving the alert surrounding the rate-limiting of envelope
senders.

Contributed by Dennis McCabe Jr, Cisco Technical Leader.
Prerequisites
 Basic understanding of the Cisco Secure Email Gateway or Cisco Secure Email Cloud Gateway

Components Used

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background

Thisalert isreceived after an Envelope Sender becomes rate-limited after sending many messages.

The Info message is:

System is rate limiting Envelope Sender <insert-envelope-sender-here> due to high volume of
messages



| dentify

Unless some form of bounce message, the alert includes an Envelope Sender (thisis separate from the
Friendly From aka From header address) address. Y ou can search for that email address within Message
Tracking or Mail Logs to obtain additional details on the messages you receive. Be sure to review that
information and take special note of the Sender Group to which these emails are tied. If you need more
details on using Message Tracking, please have alook at the M essage Tracking Overview section in our

user guide.

Note: The alert isinformational and not typically a cause for concern. If it occurs frequently, the
throttling limits can be modified to be lesss/more strict depending on the requirements.

Modifying Throttling Limits
Decreasing or Increasing Throttle Limitsfrom the GUI

1. Connect to the device viaGUI and log in
2. Navigateto Mail Policies>> HAT Overview >> select Listener(s) if multiple


https://www.cisco.com/c/en/us/td/docs/security/esa/esa15-5-1/user_guide/b_ESA_Admin_Guide_15-5-1/b_ESA_Admin_Guide_12_1_chapter_011110.html

3. Based on the Sender Group noted earlier, select the respective Mail Flow Policy (for example,
ACCEPTED, RELAYED, THROTTLED, and so on)

4. Under Mail Flow Limits, you can review the Rate Limit for Envelope Senders and increase,
decrease, and modify it according to your requirements.

5. Click Submit >> Commit and save your changes

~ Rate Limit for Envelope Senders: Max. Recipients Per Time Interval: | (@) Use Default (Unlimited)

Unlimitad

J[F05 Recipients per 60 Minutes.

and 1,000,000

Sender Rate Limit Error Code: | @) yga pefault (452)

—

Sender Rate Limit Error Text: | @) yse Default (Too many recipients received from the sender)

Exceptions: | @ yge pefault (Ignore Rate Limit for Address List: RateLimit_Bypass)

Ignore Rate Limit for Address List:

Rate Limit for Envelope Senders

Additional Troubleshooting

Review the Top Offenders Report from the GUI

1. Connect to the device viaGUI and log in

2. Navigate to Monitor >> Rate Limits

3. Review the top offenders and then perform the steps under the M odifying Throttling Limits section
as needed

Create a Custom Sender Group for Envelope Senders

* If the default Sender Groups and Mail Flow Policies are sufficient for your throttling requirements, no
additional action is necessary; however, if you would like to create a new Sender Group and/or Mall
Flow Policy specific to certain senders, you can review the directions in the user guide for Creating a
Sender Group for Message Handling. Once a new Sender Group is created, you can add a new Mail
Flow Policy using steps similar to those in the user guide for Defining Rules for Incoming M essages
Using a Mail Flow Policy.

Related | nfor mation

* Cisco Secure Email Cloud Gateway End-User Guides
¢ Cisco Secure Email Gateway End-User Guides



https://www.cisco.com/c/en/us/td/docs/security/ces/ces_15-5-1/user_guide/b_ESA_Admin_Guide_ces_15-5-1/b_ESA_Admin_Guide_12_1_chapter_0110.html#task_1098198
https://www.cisco.com/c/en/us/td/docs/security/ces/ces_15-5-1/user_guide/b_ESA_Admin_Guide_ces_15-5-1/b_ESA_Admin_Guide_12_1_chapter_0110.html#task_1098198
https://www.cisco.com/c/en/us/td/docs/security/ces/ces_15-5-1/user_guide/b_ESA_Admin_Guide_ces_15-5-1/b_ESA_Admin_Guide_12_1_chapter_0110.html#task_1095721
https://www.cisco.com/c/en/us/td/docs/security/ces/ces_15-5-1/user_guide/b_ESA_Admin_Guide_ces_15-5-1/b_ESA_Admin_Guide_12_1_chapter_0110.html#task_1095721
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html

