Configure TLSv1.3 for Secure Email Gateway
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| ntroduction

This document describes the configuration of TLS v1.3 protocol for Cisco Secure Email Gateway (SEG).
Prerequisites
A general knowledge of the SEG settings and configuration is desired.

Components Used

» Theinformation in this document is based on these software and hardware versions:
- Cisco Secure Email Gateway (SEG) AsyncOS 15.5.1 and newer.
» SEG SSL Configuration Settings.

"The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.”

Overview

The SEG hasintegrated TLS v1.3 protocol to encrypt communications for SMTP and HTTPS-Related
services; Classic Ul, NGUI, and Rest API.

TLSv1.3 Protocol boasts more secure communication and faster negotiation as the industry works to make
it the standard.

The SEG uses the existing SSL Configuration method within the SEG WebUI or CLI of SSL with afew
notable settings to highlight.

Precautionary advice when configuring the permitted protocols.

The Ciphers cannot be manipulated.

TLSv1.3 can be configured for GUI HTTPS, Inbound Mail, and Outbound Mail.

The TL S protocol checkbox selection options between TLS v1.0 through TLS v1.3 use a pattern
illustrated in more detail within the article.



Configure

The SEG integrates the TLS v1.3 protocol for HTTPS and SMTP within AsycOS 15.5. Caution is
recommended when choosing the protocol settings to prevent HTTPS and email delivery/receiving failures.

Previous releases of the Cisco SEG support TLSv1.2 at the high end along with other email providers such
as MS 0365 supporting TLS v1.2 at the time the article was written.

The Cisco SEG implementation of the TLS v1.3 Protocol supports 3 default ciphers which cannot be
changed or excluded within the SEG cipher configuration settings as the other protocols permit.

The existing SEG SSL Configuration settings still permit manipulation of the TLSv1.0, v1.1, v1.2
manipulation to cipher suites.

TLS1.3ciphers:
TLS AES 256 GCM_SHA384
TLS CHACHA20 POLY 1305 SHA256

TLS AES 128 GCM_SHA256
Configuration from the WebUI

Navigate to > System Administration > SSL Configuration

» Thedefault TLS Protocol selection post upgrade to 15.5 AsyncOS includes TLSv1.1 and TLSv1.2
only.

* Thesetting for "Other TLS Client Services' utilizes TLSv1.1 and TLS v1.2 with the option to select,
only use TLSv1.0.



SSL Configuration

GUI HTTRS: Methods:

Cipher(s] to use:

TLS wi.2
TLS vi.1

HIGH:MEDIUM @ STRENGTH: IaMNULL: teNULLILONW: 11D
ES:IMDL: |EXP: | PSR I DES: IRC2: IRCS | SEED:IECDSA:]
ADH:NIDEANFDES: 155042 |55 LI LSV L r-aNULL: =
EXPORT: -IDEA: | DHE-RSA-AES 1 F8-CCM ; IDHE-RSA-
AES256-CCM | | DHE-RSA-AESTS56-5HA

Inbouwnd SMTP:

S5L Cipher(s) to use:

Default TLS Selections

TLS Renegotiation: | Enabled
Methods: | TLS vi.2
TLS w1.1

HIGH:MEDIUM @ STHRENGTH IaNULL: eMULL: LN 1D
ES:IMD5: IEXP: | FER I DES:IRC2: IRCA: I SEED:IECDEA:]
ADH:NIDEANFDES: 155042 551w I MLV L s -aNULL: -
EXPORT-IDEA | DHE-RSA-AES 1 38-CCM | DHE-RSA-
AES256-CCM | | DHE-RSA-AESTS6-5HA

TLS Renegotiation: | Enabled
Outhownd SMTR: i Methods: | TLS v1.2
TLS wi.1
Gther TLS Client Services = S5L Cipher(s) to use: | ECOH#aRSAECDH + ECDGA: DHE +DSS+AES-AES1 28 14
ESZ56:1IDES NIDEA: ISRP:IAESGOM -+ DH v aRSA: IAESG
TLS mathod L applicakla for tha following CHla RSA laNULL: TeNULL: IkRSA: B STRENGTH: -
SErdoes: ANULL:-FXPORT: -IDEA: IDHE-RSA-AFS] 26-COM IDHE-
LOAR REA-AES256-CCM: IECDHE-ECDEA-CAMELLLAL 28-
Updater Dlient SHA2SG: IECDHE-RSA-CAMELLLAT28-5HA2 56 |ECDHE-
SMTF Call-Ahead ECDSA-CAMELLIAZ S6-5MA TR | ECDME-RSA-
Hamote Sysiog Serser CAMELLEAZ S5-SHASES : |ECOME-ECDSA-AES ] 2E-

COMIECDHE - ECDSA-AESE 2E-00M ! | DHE-RSA- AES I S~
SHA

Dther TLS Client Servioed: Methods:

TLS 1.2, TLS v1.1 are being used as delault

Pesr Cartificate FODN Validation: Used for Alert Ower TLS, Cutbound SMTE Updater and

LA

Disabled

Pear Cortificate X509 Validation: | Used for Alert Over TLS, Outbound SMTE, Updater and

LA

Disabled

Edit Seruis...

Select "Edit Settings,” to present the configuration options.

e TLSvl.1and TLSV1.2 are checked with active boxes to select the other protocols.
* The?nexttoeach TLSv1.3isarepeat of the static Cipher options.
* The"Other TLS Client Services:" now presents the option to utilize TLS v1.0 only if selected.



EZEL Configuration

GUI HTTPS: Methods: | L] TLS vi.3 (7
B s iz
M Tis wild
] Ts vin

S5L Cipher(s) to use: IHIGH:MED!UM:&-RTREMG’I’H: labULL: e

F Enatie
Omnsvigi@

Lo wl.
TLS w1.1
O s vio

TLS Renegatiation:

Inbound SMTP: Mabhods:

TLSw1,3 Clgher Info 2]

TLSv1.3 useh O defialt Ciphrs. Yiou da net
fuiid 1% cenfigund @iy Ggher for Tl 1.1,

informational ¥ for TLS Datault Liphers

SEL Cipher{s) to use: IHI{'.H:MH!IEUM:[:E-:;G'I RENGTH: labULL: le

TLS Renegaotiation: Enable
Cuthound SMTP: Metheds: | (] TLS v1.3(7)
TLS v1.2
TLS w11
O s vio

551 Cipher(s) to use: | |ECDH+aRSA: ECDH + ECDSA:DHE+ DES 4

Gther TLS Client Services: (7 —  Methods: | ] TLS w10

Peer Certificabe FODN Validation: | Used for Alert Over TLS, Outhound SMTP, Updater :| Enable

and LDWP:

Peer Certificate X509 Validation: | Used for Alert Over TLS, Outbound SMTP, Updater | ] Enable

and LL¥AP:

Nade:
TLS prolocols can be enablead only in seguence.
The canfigurad S5L Cipher(s) do not apply to TLS 1.3, The TLE 1.3 protocol vses defaul! cphers,

The TL S protocol selection optionsinclude TLSv1.0, TLSv1.1, TLSv1.2, TLSv1.3.

* Post upgrade to AsyncOS 15.5, only TLSv1.1 and TLS v1.2 protocols are selected by default.

% Note: TLS1.0 is deprecated and thus disabled by default. TLSv1.0is still availableif the owner
chooses to enableit.

» The checkbox options light up with bolded boxes presenting the available Protocols and Grayed Out
boxes for non-compatible options.
» The sample options in the image illustrate the checkbox options.

TLS v1.3

4 TLs vi.2
TLS vl.1

TLS v1.0

TLS v1.3
TLS v1.2
TLS v1.1
TLS v1.0

TLSv1i.3 []TLS v1.3

TLS v1.2
TLS v1.1
TLS v1.0

TLS v1.2
TLS v1.1

TLS v1.0

™ TS vi.3
TLS v1.2
TLS v1.1
TLS v1.0

4 TLS v1.3
TS vi.2
04 TLS vi1.1 |
TLS v1.0

TLS v1.3
TLS v1.2
TLS v1.1

TS vi0




Post commit sample view of the selected TL S Protocols.

SSL Configuration

GUL HTTPS: Methods: | TLS w13 2
TLS wi.2

S55L Cipheris) to use: | HIGH:MEDIUM:@STRENGTH-faMULL: PeMNULL: ILOGAW: D
ES:IMDSIEXP: I PSE: DSS: IRC2IRCAISEED: TECQDSA: ]
ADH:NDEA: N IDESISSLY2 155063 ITLSw L -aMLULL:
EXPOAT:-[DEA: IDHE- RSA-AESTHG-5HAIDHE-REA
AESII8-00M: IDHE-REA-AESI 560

TLS Renggotiaticn: | Enabled

Inhound SMTP: Methads: | TLS w1 3R
TLS vwi,2
TLS wi.1

TLE vi.0

S5L Cipheris) to use: | HIGH: MEDIUM: @ STREMGTH:FaMULL: FeMULL: ILOW:ID
ES:IMDS:IELP: |PSK | DSS: |RCEIRCA: 1SEED: |EQDSA:
ADHCIIDEA I IDES 1SS0y 1S53 I TLS w1 -aNULL: -
EXPOAT: -IDEA: |DHHE- REA-AESZEHG-5HAIDHE- RS-
AESI28-00M: IDHE-REA-AES2 S6-(0M

TLS Renegotiation: | Enabled

Disthund SMTP: Methods: | TLS w132
TLS wi.2
TLS wi,1

SSL Ciphers]) to use: | HIGHMEDIUM: @STRENGTH:FaMULL: FeMULL: ILOW: D
ES: IMD5EXP: IPEK: | DES: IRC2IRCA: VBEED TECDSA:
ADH:IIDEA: 1 JDES:1S5Lv2 1550w 3: ITLS w1 :-aMULL: -
EXPOAT:-IDEA: |IDME-RSA-AES 2 5G-SHA - IDHE-ALSA-
AES128-OCM: IDHE-RSA-AES2 S6-00M: | BECOME- ECESA -
CAMELLIAT28-5HAI 56 IECDHE-ASA-CAMELLLALZE-
SHATHGIIECDHE-ECIDSA-CAMELLIATSE
SHAZHE: I ECDHE-RSA-CAMELLIAZ 56-SHAIEA .| ECOHE
ECDSA-AES]1 2B -COMIBECDHE-ECDSA-AES 356 - (U

Dther TLS Client Services: |2 Methods: | TLS v1.2, TLS v1.1 are being used as default

Pewr Cortificate FQDMN Valdation: | Used for Alert Ower TLS, Outbound SMTR, Updater and | Disabled
LR

Peer Certificate X509 Validation: | Used for Alert Ower TLS, Outhound SMTE Updater and | Disabled
LA

Edit Seitings..,

% Note: Modifications to the GUI HTTPS TLS Protocol causes a short disconnect to the WebU| due to
the https service reset.

CLI configuration:

The SEG permits TLS v1.3 on 3 services:

e GUI HTTPS
¢ |Inbound SMTP
e Outbound SMTP

Executing the command > sslconfig, outputs the currently configured Protocols and ciphers for GUI
HTTPS, Inbound SMTP, Outbound SMTP

e GUI HTTPS method: tlsvl Otlsvl 1tlsvl 2tlsvl 3
* Inbound SMTP method: tlsvl Otlsvl 1tlsvl 2tlsvl 3
* Outbound SMTP method: tlsvl 1tlsvl 2tlsvl 3

Choose the operation you want to perform:

* GUI - Edit GUI HTTPS sdl settings.
* INBOUND - Edit Inbound SMTP sdl settings.



* OUTBOUND - Edit Outbound SMTP sdl settings.
[1> inbound
Enter the inbound SMTP SSL method you want to use.

1. TLSVv13
2.TLSv1.2
3. TLSv11
4. TLSv1.0

[2-4]> 1-3

% Note: The SEG selection process can include a single menu number such as 2, arange of menu
numbers such asl-4, or menu humbers separated by commas 1,2,3.

The CLI sslconfig subsequent prompts accept the existing value by pressing ‘enter’ or modifying the setting
asdesired.

Compl ete the change with the command > commit >> enter an optional comment if desired >> press
“Enter” to complete the changes.

Verify

This section includes some basic test scenarios and errors that can present due to mismatched TL S Protocol
VErsions or syntax errors.

Samplelog entry of an SEG outgoing SM TP negotiation generating a rejection due to destination
unsupported TLSv1.3:

Wed Jan 17 20:41:18 2024 Info: DCID 485171 TLS deferring: (336151598, 'error:1409442E:SSL routines:ss13
Sample log entry of a sending SEG receiving a successfully negotiated TLSv1.3:

Wed Jan 17 21:09:12 2024 Info: DCID 485206 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384
Sample log entry of areceiving SEG without TLS v1.3 enabled.

Wed Jan 17 20:11:06 2024 Info: ICID 1020004 TLS failed: (337678594, 'error:14209102:SSL routines:tls_ea
Receiving SEG-supported TLSv1.3

Wed Jan 17 21:09:12 2024 Info: ICID 1020089 TLS success protocol TLSv1l.3 cipher TLS_AES_256_GCM_SHA384



To verify your browser functionality, smply open aweb browser session to the SEG WebUI or NGUI
configured with TLSv1.3.

% Note: All the Web Browsers we tested are already configured to accept TLS v1.3.

» Test: Configure the browser setting on Firefox disabling TLS v1.3 support produces errors on both the
ClassicUl and the NGUI of the appliance.

» Classic Ul using Firefox configured to exclude TLSv1.3, asatest.

* NGUI would receive the same error with the only exception being the port number 4431 (default)
within the URL.

Secure Connection Failed

An error accurred during a connection to dh6062-esal.iphmx.com. Peer reports incompatible or
unsupported protocol version.

Error code: SSL_ERROR_PROTOCOL_VERSION_ALERT

* The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified,

+ Please contact the wabsite owners to inform them of this problem.

This website might not support the TLS 1.2 protocaol, which is the minimum version supported by Firefox,

Learn more...

It looks like your netwaork security settings might be causing this. Do you want the default settings to be restored?

» To ensure communication Verify Browser settingsto ensure TLSv1.3 isincluded. (Thissampleis
from Firefox and utilizes numbers 1-4

security.tls.version.fallback-limit 4
security.tls.version.max 4
security.tls.version.min 3

Related | nfor mation

» Cisco Secure Email Gateway - Setup Guide
» Cisco Secure Email Gateway L aunch Page to Support Guides
» Cisco Secure Email Gateway - Release Notes



https://www.cisco.com/c/m/en_us/products/security/email-security/setup-guide.html#~your-journey
https://www.cisco.com/c/en/us/support/security/email-security-appliance/series.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html

