Configure Secure Client Certificate Authentication
on FTD Managed by FMC
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I ntroduction

This document describes the process of configuring remote access VPN on Firepower Threat Defense (FTD)
managed by Firepower Management Center (FMC) with certificate authentication.

Contributed by Dolly Jain and Rishabh Aggarwal, Cisco TAC Engineer.
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Manual certificate enrollment and basics of SSL

* FMC

* Basic Authentication knowledge for Remote Access VPN

* Third-party Certificate Authority (CA) like Entrust, Geotrust, GoDaddy, Thawte, and VeriSign

Components Used

The information in this document is based on these software versions:

* Secure Firepower Threat Defense version 7.4.1



* Firepower Management Center (FMC) version 7.4.1

» Secure Client version 5.0.05040

» Microsoft Windows Server 2019 as the CA server

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Configurations

a. Create/lmport a Certificate Used for Server Authentication



Note: On FMC, a CA certificate is needed before you can generate the CSR. If CSR is generated
from an external source (OpenSSL or 3rd party), the manual method fails and PKCS12 certificate
format must be used.

Step 1. Navigate to Devices > Certificatesand click Add. Select Device and click on plus sign (+) under Cert
Enrollment.



Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

‘ FTD-A-7.4.1 v ‘

Cert Enrollment®*:

| " [£]

Add Cert Enrollment

Step 2. Under the cA Information, Select the Enrollment Type as manual and paste the Certificate Authority
(CA) certificate used to sign the CSR.



Mame*

Add Cert Enrollment

ssl_certificate

Description

CA Certificate:

CA Information Certificate Parameters Key Revocation

Enroliment Type: | Manual

| | CAOnly

Check this option if you do not require an identity certificate to be

created from this CA
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Validation Usage: IPsec Client SSL Client [ | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

Add CA Information

Step 3. For Validation Usage, select IPsec Client, SSL Client @and  Skip Check for CA flag in basic constraints of the CA

Certificate.

Step 4. Under Certificate Parameters, fill in the subject name details.



Add Cert Enroliment 9

MName*

ssl_certificate

Description

CA Information Certificate Parameters Key Revocation

Include FOQDN: Don't use FQDN in certificate

Include Device's I[P Address:

Common Name (CN): | certauth.cisco.com

Organization Unit (OQU): | TAC

Organization (O): Cisco

Locality (L): | Bangalore

State (ST): | KA

Country Code (C): | IN

Email (E):

Include Device's Serial Number [ |

Add Certificate Parameters

Step 5. Under Keyselect the key type as RSA with akey name and size. Click on save.



Note: For RSA key type, the minimum key size is 2048 hits.



Add Cert Enroliment Q

MName*

‘ ssl_certificate |

Description
CA Information Certificate Parameters Key Revocation
I
Key Type:
(@ RSA () ECDSA () EdDSA

Key Name:*

‘ rsakey |

IKey Size: I

‘_ 2048 v |

v Advanced Settings

:I lgnore IPsec Key Usage

o | (IR

Add RSA key

Step 6. Under cert Enroliment, Select the trust point from the dropdown which was just created and click Add.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 .41 v \

Cert Enrollment*:

ssl_certificate v | +

Cert Enrollment Details:

MName: ssl_certificate
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

Add new Certificate

Step 7. Click on ID, then click on Yes on further prompt to generate the CSR.

Warning
This operation will generate Certificate
Signing Request do you want 1o
continue?
- [

Step 8. Copy the CSR and get it signed by the Certificate authority. Once, the Identity certificate is issued by
CA, import it by clicking on Browse Identity Certificate and click 1mport .

Generate CSR



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

-——--BEGIN CERTIFICATE REQUEST-----
MIEYTCCAECAQAWVTEMMACGATUECWWDVEFDMO4wDAYDVOQKDAVDaXNjbzEbBMEKG

ATUEAWWSY 2Vyd GF 1dGguy 212y 28uY 2 StMOswCOYDVOOIDAJLOTELMAKGATUEERMC

SU4wggliMAOGCSgGSIbIDOEBAQUAALICDWAWDOIKACICAQDMNZ rd3 1miY G+ 1 bLFK
WYSZddwTafgs8 7 FtAWT +ndUuxLDws54R/txedte X /65uSyY 8/ bxkKidsghMgbrawO
JdogCVigjtatel+95np 1 /myzFOZZRWTeBdi/H 1 pILEdR4AX6ZINMSINA /GLVIMNPoP

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | l Browse Identity Certificate |
e |

Import ID Certificate



Note: If the issuance of the ID certificate takes time, you can repeat Step 7 later. Thiswill generate
the same CSR and we can import the ID certificate.

b. Add a Trusted/Internal CA Certificate



Note: If the Certificate Authority (CA) used in step (@), " Create/lmport a Certificate Used for
Server Authentication,” also issues user certificates, you can skip step (b), " Add a
Trusted/Internal CA Certificate". Thereis no need to add the same CA certificate again and it
must be avoided as well. If the same CA certificate is added again, trustpoint is configured with
"validation-usage none" which can impact certificate authentication for RAVPN.

Step 1. Navigate to Devices> Certificates and click Add.
Select Device and click on plus sign (+) under Cert Enrollment.

Here, "auth-risaggar-ca’ is used to issue identity/user certificates.



p  Certificate

General Detais Certification Path

. H Certificate Information

This certificate is intended for the following purpose(s):

» All issuance polices
« All apphcation policies

Issued to: auth-risaggar-ca

Issued by: auth-risaggar-ca

Valid from 04-03-2023 to 04-03-2033

Issuer Statement

auth-risaggar-ca
Step 2. Enter atrustpoint name and selectmanua as the enrollment type under CA information.

Step 3. Check ca onlyand paste the trusted/internal CA certificate in pem format.



Step 4. Check skip Check for CA flag in basic constraints of the CA Certificateand click Save.

Add Cert Enroliment Q
| Internal_CA |
Description

CA Information Certificate Parameters Key Revocation

Enrollment Type: Manual v

eck this option if you do not require an identity certificate to be
created from this CA

CA Certificate: | - BEGIN CERTIFICATE--- =

MIIG1jCCBLE6gAwWIBAgIQQAFu
+wogXPrrdY9x1zq7eDANBgk
ghkiGOwOBAQsFADBK
MQswCQYDVQQGEwWJVUZES
MBAGATUEChMJSWRIbIRydX
NOMScwJQYDVQQDEx5JZGV

u

VHJ1¢3QgQ29tbWVyY2IhbCB
Sb290IENBIDEwHhcNMT kxMj -

Validation Usage: IPsec Client SSL Client [ | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate
=3

Add Trustpoint

Step 5. Under cCert Enroliment, Select the trustpoint from the dropdown which was just created and click Add.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 4.1 v |

Cert Enrollment*:

Internal_CA 1 +

Cert Enrollment Details:

Mame: Internal _CA
Enrollment Type: Manual (CA Only)
Enrollment URL: N/A
o
Add Internal CA

Step 6. The certificate added earlier is shown as:
— - e

Added Certificate

c. Configure Address Pool for VPN Users

Step 1. Navigate to Objects > Object Management > Address Pools > IPv4 Pools .

Step 2. Enter the name and |1Pv4 address range with a mask.



Edit IPv4 Pool Q

Name?*

vpn_pool

Description

IPv4 Address Range®

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask*
| 255.255.255.0

Allow Overrides
OConﬁgu re device overrides in the address pool object to

avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

Add |Pv4 Pool
d. Upload Secure Client Images

Step 1. Download webdeploy secure client images as per OS from Cisco Software site.

Step 2. Navigate to Objects > Object Management > VPN > Secure Client File > Add Secure Client File .

Step 3. Enter the name and select the Secure Client file from the disk.

Step 4. Select the file type as Secure Client Image and click on save.


https://software.cisco.com/download/home/286330811/type

Edit Secure Client File 9]

Name:*

I SecureClientWin-5.0.05040 ‘

File Name:*

cisco-secure-client-win-5.0.05040-wek ‘ Browse..

File Type:*

Secure Client Image v

Description:

Add Secure Client Image
e. Create and Upload XML Profile

Step 1. Download and install the Secure Client profile Editor from Cisco Software site.

Step 2. Create anew profile and select Al from the Client Certificate Selection dropdown. It mainly
controls which certificate store(s) Secure Client can use to store and read certificates.

Two other available options are:

1. Machine - Secure Client isrestricted to certificate lookup on the Windows local machine certificate
store.
2. User - Secure Client isrestricted to certificate lookup on the local Windows user certificate store.

Set Certificate Store Override as True .

This allows an administrator to direct Secure Client to utilize certificates in the Windows machine (Local
System) certificate store for client certificate authentication. Certificate Store Override only appliesto SSL,
where the connection isinitiated, by default, by the Ul process. When using |PSec/IKEV2, this feature in the
Secure Client Profile is not applicable.


https://software.cisco.com/download/home/286330811/type

E Cisco Secure Client Profile Editor - WPN
File Help

K ! Preferences (Part 1)
1 Profile: C:\Users\delljain\Downloads\client_profile.xml
» rererences | Fa

Backup Servers
Eerliﬁgate Finning 8 use Start Before Logon 3 user Controllable

Certificate Matching

Certificate Enrollment D Show Pre-Connect Message
8 Mobile Policy Client Certificate ...
i Server List Windows Linsx Al v
mac0s Al v
(| Auto Connect On Start B user Controllable
B Minimize On Connect 8 user Controllable
[ Local Lan Access B user Controllable
| | Disable Captive Portal Detection B user Controllable
B Auto Reconnect [ | user Controllable
Auto Reconnect Behavior |:| User Controllable

ReconnectAfterfesume
|| Suspend AnyConnect during Connected Standby

B Auto Update (| user Controllable

R5A Secure ID Inteqration |:| User Controllable
Automatic i

Windows Logon Enforcement Windows VPN Establishment
SingleLocalLogon o AllowRemotelUsers

Linux Logon Enforcement Linux VPN Establishment
SingleLocalLogon i LocalUsersOnky i

B Clear smartCard PIN (| user Controllable

IF Protocol Supported
IPvd, IPv6 v

Add Preferences (Partl)

Step 3. (Optional) Uncheck the Disable Automatic Certificate Selection as it avoids the prompt for the user to select
the authentication certificate.



Em Cisce Secure Client Profile Editor - VPN
File Help

& VPN | Preferences (Part 2)
o — Profile: C:\Users\dolljain\Downloads\client_profile xmil

& Certifeats Pinning [ isable Automatic Certificate Selection (] user Controllable

| 7 Certificate Matching Proxy Setti
= Certificate Enrollment ngs  Native o User Controllable

4 Mobile Policy
i Server List

Public Proxv Server Address:

Hote: Enter oublic Proxv Server address and Port here. Examole:10.86.125.33:8080

B Allow Local Proxy Connections

[_] Enable Optimal Gateway Selection (] user Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 70

(] Automatic VPN Policy '
Trusted Network Policy Disconnect
Untrusted Network Policy Connect

Bypass connect upon VPN session timeout

Trusted DNS Domains

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Trusted Servers @ hitps://<server=[:<port>]

https:/f Add
Delete
Certificate Hash: Set

Disable interfaces without trusted server connectivity while in truste...

Abwrays On (More Information)
Allow VPN Disconnect

Allow acoess to the following hosts with VPN disconn...

Connect Failure Policy Closad
Allow Captive Portal Remediation

Remediation Timeouwt {min.) 5
Apply Last VPN Local Resource Rules '

[ ] captive Portal Remediation Browser Failover
8 Allow Manual Host Tnput

FPP Exclusion Disable w  [_]user Controllable
PPP Exclusion Server IP (] user Controllable
(] Enable Scripting ("] user Controllable
Terminate Script On Next Event Enable Post SBL On Connect Script
[ ] Retain VPN on Logoff
User Enforcement Same User Only
Authentication Timeout (seconds) 30

AAdA Draofaronecece (Dart2)



for setting up a profile in Secure Client VPN by providing group-alias and group-url under the Server List
and save the XML profile.

3 Cisco Secure Client Profile Editor - VPN

File Help

k {E}VPN Server List
Preferences (Part 1) . -
> Preferences (Part 2) Profile: C:\Users\dolljain\Dewnloads\client_profile.xmi
Backup Servers
Certificate Finning
Certificate Matching
Certificate Enrollment |EEL-‘.-'F'H hitps://certaut... ssl-cert -- Inherited --

Hostname Host Address User Group Backup Serve... SCEP Mobile Settings  Certificate Fins

Mote: it is highly recommended that at least one server be defined in a profile. Add... Delate
Details
Server List Entry *
Server Load Balancing Servers SCEP Mobile Certificate Pinning
Primary Server Connection Infarmation
Display Name (required) [ SSL-vPN| | Primary Frotocol  S5L w
FQODN or IP Address User Group ASA gateway
I https://certauth. cisco.com / |ssl-cert I Auth Method During IXE Negotiation  EAP-AnyConnect
Group URL IKE Identity (105 gateway only)
Backup Servers
Host Address Add
Move Up
Move Down
Delete
oK Cancel

Add Server List

Step 5. Finaly, the XML profileisready for use.



="UTF-8~3>
htte: [Sechenas anlecan sig/ensoding/”

=" true" >true</UsestartBeforeLogons
" falae"rtrua</Rutomatictertdelections

]

"falss" >truss/Clearss

rue
=" false”>ReconnectAd tesPesume</AutoReconnectBehaviors

dstandby>

>
able
_—

~false">Dis
11 false

>

<HostEntry>
A
<Hosthddresss] H /Hosthddresss
<UserGroup>asl=carte/UserGroups
</HostEncey>

XML Profile

Location of XML profiles for various operating systems:

imvhikn: /e w3, oEg /2001 SOG S chema-Lngtanse " x5l

ten="http //echenks anlecap org/enceding/ AnyConnectProfile . xsd >

* Windows - C:\ProgramData\Cisco\Cisco Secure Client\\VVPN\Profile

* MacOS - /opt/cisco/anyconnect/profile

* Linux - /opt/cisco/anyconnect/profile

Step 6. Navigate to Objects > Object Management > VPN > Secure Client File > Add Secure Client Profile .

Enter the name for the file and click on Browse to select the XML profile. Click save.



Edit Secure Client File Q

Mame:*

| Anyconnect_Profile-5-0-05040 |

File Name:*

| ACProfile5-0-05040_xmi |

File Type:*

Secure Client VPN Profile v

Description:

o) (I

Add Secure Client VPN Profile
Remote Access VPN Configuration

Step 1. Create an ACL as per requirement to allow access to internal resources.

Navigate to Objects > Object Management > Access List > Standard and Click Add Standard AccessList.



Edit Standard Access List Object (7]

Name
Split_ACL

» Entries (1)

Sequence No Action Metwork

|| Allow Overrides

Add Sandard ACL



Note: This ACL isused by Secure Client to add secure routes to internal resources.

Step 2. Navigate to Devices> VPN > Remote Access and click Add.

Step 3. Enter the name of the profile, then select the FTD device and click on Next.



Remote Access VPN Policy Wizard

o Policy Assignment 2 | Connection Profile 3 | Secure Client 4 | Access & Certificate % | Summary

Targeted Devices and Protocols
Before You Start

This wizard will guide you through the required minimal steps to configure the Remote Before you start, ensure the following configuration

Access VPN policy with a new user-defined connection profile. elements to be in place to complete Remote Access
. VPN Policy.
MName:
RAVPN I Authentication Server

Description Configure LOCAL or Realm or RADIUS Server Group
or 550 to authenticate VPN clients

Secure Client Package
VPN Protocols:
Make sure you have Secure Client package for VPN
Client downloaded or you have the relevant Cisco

S5L credentials to download it during the wizard,

IPsec-IKEV2
Device Interface
Targeted Devices:
Interfaces should be already configured on targeted
Available Devices Selected Devices devices $0 that they can be used 35 a secumty Zone
or interface group to enable VPN access,
@, Search FTD-A-7.4.1 ]

FTD-A-7.4.1

FTD-B-7.4.0

FTD-ZTNA-7.4.1

Add Profile Name

Step 4. Enter the Connection Profile Nameand select the Authentication Method as Client Certificate Only under
Authentication, Authorization and Accounting (AAA).

Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the
tunnel itself, how AAA is accomplished and how addresses are assigned. They also include user attributes, which
are defined in group policies.

Connection Profile Name:* | RAVPN-CertAuth

@) This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: Client Certificate Only A

Username From () Map specific field (e) Use entire DN (Distinguished Name) as username

Certificate:
Secondary Fie
Authorization Server: ‘ v ‘ -
(Realm or RADIUS)
Accounting Server: ‘  d ‘ +
(RADIUS)

Select Authentication Method

Step 5. Click on use 1P Address Pools under Client Address Assignment and select the |Pv4 Address Pool
created earlier.



Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (Realm or RADIUS only) @
] Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:l vpn_pool | g

IPv6 Address Pools: | | 4

Select Client Address Assignment
Step 6. Edit the Group Policy.

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* | DfltGrpPolicy v |+

Edit Group Paolicy

Edit Group Policy

Step 7. Navigate to General > Split Tunneling , Sel€Ct Tunnel networks specified below and select Standard Access List under
Split Tunnel Network List Type.

Sdlect the ACL created earlier.



Edit Group Policy Q

Mame:*
DfitGrpPolicy

Description:

Secure Client Advanced

VPN Protocols IPv4 Split Tunneling:

IP Address Pools | Tunnel networks specified below |

Banner IPv6 Split Tunneling:

DNS/WINS | Allow all traffic over tunnel v |

Split Tunneling Split Tunnel Network List Type:
(@) Standard Access List () Extended Access List
Standard Access List:
| Split_ACL v+

DNS Request Split Tunneling
DNS Requests:

| Send DNS requests as per splittv |

Domain List:

Add Split Tunneling

Step 8. Navigate to Secure Client > Profile , Select the Client Profileand click save.



Edit Group Policy Q

MName:*
DfitGrpPolicy

Description:

General Secure Client Advanced

m Secure Client profiles contains settings for the VPN client

Management Profile = functionality and optional features. The Firewall Threat

Defense deploys the profiles during Secure Client

SSL Settings
Client Profile:

| Anyconnect_Profile-5-0-05040 v | +

Connection Settings

Custom Attributes

Standalone profile editor can be used to create a new or
modify existing Secure Client profile. You can download the
profile editor from Cisco Software Download Center.

Add Secure Client Profile

Step 9. Click on Next, then select the Secure Client Image and click Next.

Secure Client Image

The VPN gateway can automatically download the latest Secure Client package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -

|_| Secure Client File Object Name Secure Client Package Name Operating System

I AnyconnectWin-5.0.05040 cisco-secure-client-win-5.0.05040-webde. . Windows v | I

Add Secure Client Image

Step 10. Select the Network Interface for VPN Access, choose the Device Certificates and check sysopt permit-
vpn and click Next.



Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* ss|_certificate v+

Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Paolicy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
authorization ACL downloaded from AAA server are still applied to VPN traffic.

Add Access Control for VPN Traffic

Step 11. Finally, review all the configurations and click Finish.



Remote Access VPN Policy Configuration

Firewall Management Center will configure an RA VPN Policy with the following settings

Name: RAVPN
Device Targets: FTD-B-7.4.0
Connection Profile: RAVPN-CertAuth

Connection Alias: RAVPN-CertAuth

AAA:

Authentication Method: Client Certificate Only
Username From Certificate: -

Authorization Server: -

Accounting Server: -

Address Assignment:

Address from AAA: -

DHCP Servers: -

Address Pools (IPv4): vpn_pool

Address Pools (IPvB): -

Group Policy: DfitGrpPolicy
Secure Client Images: AnyconnectWin-5.0.05040
Interface Objects: outside-zone
Device Certificates: ssl_certificate

Device Identity Certificate Enrollment

Certificate enroliment object 'ssl_certificate’ is not installed on one or more targeted
devices. Certificate installation will be initiated on the targeted devices on finishing the
wizard. Go to the Certificafes page to check the status of the installation.

Remote Access VPN Policy Configuration

Step 12. Once theinitial setup of Remote Access VPN is complete, edit the Connection Profile created and
go tO Aliases.

Step 13. Configure group-alias by clicking on the plusicon (+).



Edit Alias Name

Alias Name:

| ssl-cert

Enabled

Edit Group Alias

Step 14. Configure group-url by clicking on the plusicon (+). Use the same Group URL configured earlier in
the Client Profile.



Edit URL Alias

URL Alias:
| certauth

Enabled

Edit Group URL

Step 15. Navigate to Access I nterfaces. Select the Interface Truspoint and the SSL Global 1dentity Certificate under the
SSL settings.

RAVPN =
Enlar Desceipton
Esiicy Assigamerta |1}
Local Readn; cisco-local Dynamic Access Policy; None:

Connection Profle  Access Interfaces  Advanced

Interfaces of the tagpeled device which belong 10 below spedted interface groups will Suppor indoming Remale Access VPN connections -+
e eftorface Trusipoint oTLE 5L Proc-iivi
outsida-zone wsl_cartitcatn [-] -] -] e

Access Settings

BB Aow Uisers to select conmction prable whist lagging in

55L Settings:
Wb Access Port Number * 443
orsoonurser

S5L Gasbal Identity Centcate: s4l_enificate -

e Crcsure D senvices




Edit Access Interfaces

Step 16. Clicksave and deploy these changes.

Verify

Use this section in order to confirm that your configuration works properly.

1. The secure client PC must have the certificate installed with avalid date, subject, and EKU on the user's
PC. This certificate must be issued by the CA whose certificate isinstalled on FTD as shown earlier. Here,

the identity or user certificate isissued by "auth-risaggar-ca’'.

n | Certificate

EI Detals  Certficaon Path

e

§i Certificate Information

» Eneres the identity of 3 remote computer
» Protacts e mal messages

= Alowes data on disk to be encrypled

= Prewes your identity to & remote eofputer

This certificate is intended for the following purpose(s):

| 3ssued to:  coln.cisco, com |

Tssued by: auth-risaggar<a

I Valid from 18-05-2024 o 15-06-202% I

Certificate Highlights

¥ You have a private ey that comespands to this certificate,

Tssuer Statement

o]

| Ceificate

General quhl'wbvﬂﬁalh

Show: [<al> -

Pubiic key RSA (2043 Bits)

Publc key parameters 0500

Server Authentcation (1.3.6....

i [1]Applcaton Certrficate Polic...

(11 subject Key Identifier 1fdScalaS7 149 dea 1250515,

Fru ] g it Was Tearifia Koz et RN Th e

| Thumbgrint TR TOLBOT T I0ECE 1.,
Friendly name: dobycert

[Server Authertication (1.3.6.1.5.5.7.3.1)
(Clent Authentication (1.3.6.1.5.5.7.3.7)

it Fropertes.. Copy to e



Note: The client certificate must have the "Client Authentication” Enhanced Key Usage (EKU).

2. Secure Client must establish the connection.



€8 Cisco Secure Client

atfran]ne
cisco

Secure Client

Status Overview Virtual Private Network (VPN)

Preferences Statistics Route Detals Frewal Message History
AnyConnect VPN
27-02-2024
01:59:11 Contacting 55L-VPN.
Network 01:59:16 Establshing VPN session...
01:59:19 The Csco Secure Chent - Downloader is performing update chedks...
01:59:19 Checking for profie updates...
ISE Posture 01:59:19 Checking for product updates...
01:59:19  Checking for customization updates...
01:59:19 Performing any required updates...
SE Posture: Umbrella 01:59:19  The Csco Secure Chent - Downloader update checks have been completed.
01:59:19 Establshing VPN - Initiating connection...
Mo policy server detected. 01:59:19 Estabishing VPN session...
Default natwork access i in effect. 01:59:19 Establishing VPN - Examining system...
01:59:19 Establishing VPN - Activating VPN adapter...
01:59:20 Establching VPN - Configuring system...
01:59:20 Establishing VPN...
01:59:20

Connected (10.106.63.12)

wired

Successful Secure Client Connection

3. Run show vpn-sessiondb anyconnect t0 confirm the connection details of the active user under the used tunnel
group.

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : do11jain.cisco.com Index : 8

Assigned IP : 10.20.20.1 Public IP 1 72.163.X.X
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256
Bytes Tx : 14402 Bytes Rx : 9652

Group Policy : Dfl1tGrpPolicy Tunnel Group : RAVPN-CertAuth
Login Time : 08:32:22 UTC Mon Mar 18 2024

Duration : Oh:03m:59s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0ac5de050000800065f7fcl6

Security Grp : none Tunnel Zone : 0

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.

1. Debugs can be run from the diagnostic CL1 of the FTD:

debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255



2. Refer to this guide for common problems.


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html

