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Introduction

This document provides an example of configuring TACACS+ Authentication and Command Authorization
based on AD group membership of a user with Cisco Secure Access Control System (ACS) 5.x and later.
ACS uses Microsoft Active Directory (AD) as an external identity store to store resources such as users,
machines, groups, and attributes.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:
« ACS 5.x is fully integrated to the desired AD Domain. If the ACS is not integrated with the desired

AD Domain, refer to ACS 5.x and later: Integration with Microsoft Active Directory Configuration
Example for more information in order to perform the integration task.

Components Used
The information in this document is based on these software and hardware versions:

* Cisco Secure ACS 5.3
« Cisco |I0¥ Software Release 12.2(44)SES6.

Note: This configuration can be done on all the Cisco 10S devices.
* Microsoft Windows Server 2003 Domain

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configuration

Configure ACS 5.x for Authentication and Authorization

Before you begin the configuration of the ACS 5.x for Authentication and Authorization, ACS should have
been integrated successfully with Microsoft AD. If the ACS is not integrated with the desired AD Domain,
refer to ACS 5.x and later: Integration with Microsoft Active Directory Configuration Example for more
information in order to perform the integration task.

In this section, you map two AD groups to two different command sets and two Shell profiles, one with
full-access and the other with limited—access on the Cisco I0S devices.

1.Log into the ACS GUI using Admin credentials.
2.Choose Users and ldentity Stores > External Identity Stores > Active Directory and verify that
the ACS has joined the desired domain and also that the connectivity status is shown as connected.

Click on Directory Groups Tab.

Users and Identity Stores > External Identity Stores > Aclive Directory

General | Directory Groups |  Directory Attnbutes
Connection Details =
Active Directory Domain Name: Mcs55 com

Please specify the credentials used to join this machine to the Active Directory Domain:
Usemame: training

* Password ssssssssenne

You may use the Test Connection Button to ensure credentials are correct and Active Directory Domain is reachable

" Test Connection

Click on "Save Changes’ to connect to the Active Directory Domain and save this configuration. Once you have successf
can select the Directory Groups and Directory Attnbutes to be available for use in policy rules.

End User Authentication Settings
] Enable password change
V] Enable machine authentication

L] Enable Machine Access Restrictions

Connectivity Status
Joined to Domain:mcs55.com  Connectivity Status:CONNECTED
= Ronuired fislds
| Qave Chanaes || Discard Chanaes || Clear Confiauration
3. Click Select.




m> External Identity Stores > Active Directory

| General | Directory Groups | Directory Attributes |

Directory groups must be selected on this page to be available as options in group mapping conditions in
policy rules. Click 'Select’ to launch a dialog to select groups from the directory.

Selected Directory Groups:

Group Name

Group Name

: Edit V :Replace/\: Deselect @

Example for group format :
@ = Required fields

4. Choose the groups that need to be mapped to the Shell profiles and command sets in the later part
the configuration. Click OK.

Search Base DN DC=MCS555,DC=com

Search Filter @
] Group Name « Group Type
1 MCS55 comUsers/Domain Guests GLOBAL r
B MCS55.com/Users/Network Admins

GLOBAL

B
GLOBAL
7l MCS55 com/Users/Schema Admins

UNIVERSAL |

Database: Active Dir
Use * for wildcard search (i.e. admin®)

Search filter applies to group name and not the fully qualified path.
5. Click Save Changes.




Directory groups must be selected on this page to be available as options in group mapping conditions in
policy rules. Click ‘Select’ to launch a dialog to select groups from the directory.

Selected Directory Groups.

Group
MCS55 com/Users/Network Admins

MCS55 com/Users/Network Maintenance Team

[ AddA || Edtv | Replsce [ Deselect |[ Select |
Group Name

Example for group format -

© = Required fields

6. Choose Access Policies > Access Services > Service Selection Rules and identify the access servic
which processes the TACACS+ Authentication. In this example, it is Default Device Admin.

Filter: Status v Matchif Equals + Enabled v | Clear Filter v

Conditions Results
Status  Name
™ . ) Hit Count
N B (] Rule-1  match Tacacs x Default Device Admin 1
2 @ ©  Rule2 match Radius Default Network Access 0

7.Choose Access Policies > Access Services > Default Device Admin > Identity and click Select next
to ldentity Source.

8. Choose AD1 and click OK.



Fiter: = Ma.chi’ - Go|w

Hame «  Deseoplivy

0 CKh Usemzme  Pozdeinec Calificale 4o enlicaliv: Fiofie
O DenyAecess

v Intemnzl Fosts

 IPlemsl Users

o LA Uzma n Contro ler LJAF

o NAC Prcfilr Dzfackt Entry fzr NAC Profler

2 sclewors THIS IS KOT JSED nic 2011.17.22

o salewuc-ias

[] <] Page 1afd [ » [}

9. Click Save Changes.

10.Choose Access Policies > Access Services > Default Device Admin > Authorization and click on
Customize.

Rasults
] Status  Name ) Shel Prof - Suts Hiz Court

No data to display

= I Dafaut If ma rulas defined or no enablad nde matches  Fermit Access  DenyAlCommands 1

[crestecati=) | Dugiicate | + [ Edit || Detete | [ A | Moweto. | V]




11.Copy AD1:ExternalGroups from Available to Selected section of Customize Conditions and then
move Shell Profile and Command Sets from Available to Selected section of Customize Results.
Now click OK.

Customize Conditions
Available: Selected:

ACS Host Name Pa AD1:ExternalGroups -
Authentication Method
Authentication Status
Compound Condition
Device Filter

Device IP Address

Device Port Filter

Eap Authentication Method
Eap Tunnel Building Method

m
JIgaN
K<) DI

End Station Filter - -
Customize Results
Available: Selected:

-~ Shell Profile -~

Command Sets

Al
>

|

AllY]
<]

ok, cancel ]

12.Click Create in order to create a new Rule.

poess Pokdes > Access Serces > Defaull Device Admn > Authonzaton

Standard Policy| Exception Policy
‘ Device ;
| Fiter | Status * Matchif Equals v Ensbled v | ClewFillr |[Go | &
Conditions Results )
2] Stalus  Name Hit Court
AD1 ExtemalGioups Shell Profle Command Sels
No dala to display
" | Default If no rulas definad or no enabled rule h Permit Access  DenyAllCommands 0

[Customize ] [t Count |

\Creatazalm| Ouglicate. | v Edit || Delete |

Creste
13.Click Select in the AD1:ExternalGroups Condition.

|| Move to...




| »

General
Nams: H.le-1 “iatus: Lnabled - @

The Gustamize bitter in the lnwer [ign7 area o 12 aalicy rules screen contols which poliey
condtions and results are ava lable here for use in polcy rules.

Condilivns
¥ ALY LtemzlGrzups:
cortainz any v

Sslec:y | Jeselert | Clea

Resuls
She | Fiufi e. Perm | Accuss l Sulzul ]
Command 5213

14.Choose the group that you want to provide full access on the Cisco 10S device. Click OK.

Filter: ~ Match if: v | Go| W

MCS55 com/Users/Network Admins

[T MCS55.com/Users/Network Maintenance Team

.“" m

15.Click Select in the Shell Profile field.



0 The Gustomize: nuran o the lower right area of the pol ey rules sereen controls waieh pelicy
condizcrs arc results are avai etle here for use in policy rules.

Conditions
AT =xtema Groopss
cornLsings sny -

PMACS55 cumlJszis/helwurk Adinins

[ scect | Deszlec: | Gear |
Results
Ehel Meofila- Cermi Anress Szlect

Commznd Sexz:

‘V‘ "‘ ‘\"

[ Sel=rt ][ F.P.seecr]

Cancel lep

16.Click Create in order to create a new Shell Profile for full access users.

5 ~ Go

Filter. v Match if - f Go | w

Name a Descniption
© DenyAccess

0 Permit Access

gm I ' Duplicate | [ Edit | | Delete | (14| <] Page 1/0f1 [ » ][>

17.Provide a Name and Description(optional) in the General tab and click on Common Tasks tab.

General || Commu@sks |’ Custom Attributes |

% Name: Full-Privilege

Description: To push default privilege 15 for 10|

¥ = Required fields




18.Change the Default Privilege and Maximum Privilege to Static with Value 15. Click Submit.

| General 1 Common Tasks | Custom Attributes |
Privilege Level

Default Privilege: Static v Value 15 ~
Maximum Privilege:  Static v  Value 15 ~
Shell Attributes

Access Control List: NotinUse ~
Auto Command: Not in Use ~

No Callback Verify:  Not in Use ~

No Escape: Not in Use ~
No Hang Up: Not in Use ~
Timeout: Not in Use ~
Idle Time: Not in Use ~
Callback Line: Not in Use ~
Callback Rotary: Not in Use ~

% = Required fields

[ Submit : [ Cancel ]

19.Now choose the newly created full access Shell Profile (Full-Privilege in this example) and click
OK.



Filter: v Match if: v Go | ¥

Name »  Description
) DenyAccess

0 Full-Privilege To push default privilege 15 for IOS

® Permit Access

| Create | [ Duplicate | [ Edit | [ Delete |

o] cm

20.Click Select in the Command Sets field.



_’ The Customize nuran i the lower right area of the pol ey riles sereen controls waeh palicy
condizcrs anc results are evai eble here for use in policy rules.

Conditions
@ A7 =xema Gm s

cunLsings sny -
PMCS55 cumfJszis/helwurk Adinins -
Scect | Desclec: | Gear
Results =
Ehel Mrofila Ful-Mrvleae Szlert
Commznd Sexz:

Sel=rt Mese et

21.Click Create in order to create a new Command Set for Full-Access users.

Command Sets Showng 1-fof f 50 ~ porpag'[ Go
Filter: v Match i v Go | W

| Command Set Name &  Description

| DenyAllCommands

Create|| Dupiicate Edit Delete | | [ File Operations ] [ Export ] Page 1 of1
OK || Cancel [ Help ]

22.Provide a Name and ensure that the check box next to Permit any command that is not in the table
below is checked. Click Submit.

Note: Refer to Creating, Duplicating, and Editing Command Sets for Device Administration for more
information on Command Sets.



>

General

© Name: Full-Access
Description:

Parmit any command that is not in the tabla balow

Grant Command _ Arguments ]

AddA.|[ EdtV | Replacen | Delete |

Grant Command Arguments
Permit -
Select C diArguments from C d Set DenyAllCommands ~
I Select =
lsubg | Conce |
23.Click OK.
Filter: v Match if: v Go | ¥

Command Set Name & Description
DenyAllCommands

| Create | [ Duplicate | [ Edit | [ Delete | [ [ File Operations | [ Export |

%I Cancel |

24.Click OK. This completes the configuration of Rule-1.
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ExternalGroups and click Select.
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Mzme: Rule 2 Staz.s: Erablzd -0
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27.Choose the group (or) groups that you want to provide limited access to and click OK.




Filter: ~ Match if: v Go | ¥

Enum Name
MCS55.com/Users/Network Admins

MCS55.com/Users/Network Maintenance Team

| QK || Cancel

28.Click Select in the Shell Profile field.

The Customize button in the lower right area of the policy rules screen controls which policy
condttions and results are available here for use in policy rules.

Conditions
¥ AD1:ExtemalGroups:
contains any v

MCS55.com/Users/Network Maintenance Team a

| Select | Deselect | Clear |
Results

Shell Profile: Permit Access @

Command Sets.

[. Select ] Deselect

(k) Cance ]

29.Click Create in order to create a new Shell Profile for limited access.




Filter: v Match if: v Go | ¥

Name ~  Description
) DenyAccess
) Full-Privilege To push default privilege 15 for I0S

(@) Permit Access

[j Create{,ﬁl[ Duplicate ] [ Edit ] [ Delete ]

[ OK ][ Cancel ]

30.Provide a Name and Description(optional) in the General tab and click on Common Tasks tab.

General || be || Custom Attributes |

% Name: Limited-Privilege

Description: To push default privilege 1 for IOS
¥ = Required fields

31.Change the Default Privilege and Maximum Privilege to Static with Values 1 and 15 respectively.
Click Submit.



General || Common Tasks | Custom Attributes |

Privilege Level
Default Privilege: Static v Value 1 ~
Maximum Privilege:  Static v Value 15 ~

Shell Attributes

Access Control List: NotinUse ~
Auto Command: Not in Use ~

No Callback Verify: ~ Notin Use ~

No Escape: NotinUse +
No Hang Up: NotinUse +
Timeout: NotinUse ~
Idle Time: Notin Use v
Callback Line: NotinUse ~
Callback Rotary: NotinUse +

£ = Required fields

[ Submit;‘ I[ Cancel

32.Click OK.



Filter: v Match if: v Go | ¥

Name »  Description

DenyAccess

Limited-Privilege  To push default privilege 1 for I0S

©
) Full-Privilege To push default privilege 15 for I0S
)
©

Permit Access

| Create | | Duplicate | | Edit | | Delete |

[_0,&\_] Cancel

33.Click Select in the Command Sets field.

conditions and results are available here for use in policy rules.

Conditions
[¥] AD1.:ExtemnalGroups:
contains any -

The Customize button in the lower right area of the policy rules screen controls which policy

‘ MCS55 com/Users/MNetwork Maintenance Team

[ Select || Deselect || Clear |
Results

Shell Profile:  Limited-Privilege

Command Sets:

Select l Deselect

"

(oK J[_Cance |

34.Click Create to create a new Command Set for the limited access group.

1

[help



Command Sets

Filter: ~ Match if: v Go | ¥

'l Command Set Name a  Description
[C]  DenyAllCommands
[C]  Full-Access

Creat Duplicate Edit Delete | | [ File Operations ] [ Export ]

o | Canc ]

35.Provide a Name and ensure that the checkbox next to Permit any command that is not in the table
below is not selected. Click Add after typing show in the space provided in the command section anc

choose Permit in the Grant section so that only the show commands are permitted for the users in th
limited access group.



General

& Name: Show-Access

Description:

1 Permit any command that is not in the table below

Grant Command Arguments

Add N Edit V Replace N Delete

Grant Command Arguments
Permit v show|
Select Command/Arguments from Command Set: DenyAllCommands ~

Select

[ Submit ] [ Cancel ]

36. Similarly add any other commands to be permitted for the users in limited access group with the use
of Add. Click Submit.

Note: Refer to Creating, Duplicating, and Editing Command Sets for Device Administration for more
information on Command Sets.



General

& Name: Show-Access

Description:

Permit any command that is not in the table below

Grant Command Arguments
Permit show

Permit enable

Permit exit

AddA || Editv || Replacen || Delete |

Grant Command Arguments
Permit v
Select Command/Arguments from Command Set: DenyAllCommands ~

Select

| Submit ||| Cancel |

AN

37.Click OK.



38.Click OK.



The Customize button in the lower right area of the policy rules screen con
conditions and results are available here for use in policy rules.

Conditions
AD1:ExternalGroups:
contains any v

MCS55.com/Users/Network Maintenance Team

[ Select ][ Deselect ][ Clear ]

Results
Shell Profile: Limited-Privilege | Select |
Command Sets:

Show-Access B

[ [<>] b

| Select ][ Deselect]

u)K l Cancel |

39.Click Save Changes.

+ Matchit Equaks + Enahlad v | Clear Fitar | Gn ¥

Conditions Results
ADExtamalGeoups Shall Prefila Command Sats
contzins ary (MCS55 comUsersMetwork Adminz) Full Privicge ¢

e Bude-Z  conlaing ary [MCS55.comfdsersMstwork Maintenance Team)  Limiled-Pinviegs 1]

Hit Court:

- Cefaukt I no rules dafrec or no anahied nila matchas Parmt Accass
[Crexa_| +] [Duphcate. | v || Ede | Delote || A |[ Mowra [V ]

40.Click Create in order to add the Cisco IOS device as a AAA Client on the ACS.



Network Resources > Network Devices and AA Clients

Network Devices

Filter: IP Address v Match it Equals v 192.168.26.7 Clear Filter | Go | ¥
Name - |P Address Description

NDG:Location
No data to display

NDG:Device Type

Crealgéug Duplicate Edit

[ File Operations I l Export |

41.Provide a Name, IP Address, Shared Secret for TACACS+ and click Submit

Network Rescurces » Nelwork Devices and ASACHents » Create)

Name lab-router

DJescnplion.

Network Davice Groups

Location All Locations Select
Dewce lype All Dewice Types

Select
IP Address Authentication Options
@ Single IP Address

IP Range(s) By Mask P Rangels) ¥ TACACSs [7

IP: 192.168.26.7 Sharad Sacral’ eessesee | Show |
Singla Connect Davice
* Legacy TACACS+ Single Connecl Support
TACACS+ Drat Complant Single Connact Suppert
w RADIUS |
Shared Secrel Show
Cafport: 170
Required ficlds
] Submlr\\ | Cancel

Configure the Cisco IOS device for Authentication and Authorization

Complete these steps in order to configure Cisco I0S device and ACS for Authentication and Authorization

1. Create a local user with full privilege for fallback with the username command as shown here:

username admin privilege 15 password 0 cisco123!

aaa hew—model

2. Provide the IP address of the ACS in order to enable AAA and add ACS 5.x as TACACS server.

tacacs—server host 192.168.26.51 key cisco123
Note: The key should match with the Shared—Secret provided on the ACS for this Cisco 10S device.
3. Test the TACACS server reachability with the test aaa command as shown.
test aaa group tacacs+ userl xxxxx legacy

Attempting authentication test to server—group tacacs+ using tacacs+
User was successfully authenticated.

The output of the previous command shows that the TACACS server is reachable and the user has
been successfully authenticated.



Note: Userl and password xxx belong to AD. If the test fails please ensure that the Shared-Secret
provided in the previous step is correct.

4. Configure login and enable authentications and then use the Exec and command authorizations as
shown here:

aaa authentication login default group tacacs+ local

aaa authentication enable default group tacacs+ enable
aaa authorization exec default group tacacs+ local

aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local
aaa authorization config—commands

Note: The Local and Enable keywords are used for fallback to the Cisco 10S local user and enable
secret respectively if the TACACS server is unreachable.

Verify

In order to verify authentication and authorization login to the Cisco I0S device through Telnet.

1. Telnet to the Cisco IOS device as userl who belongs to the full-access group in AD. Network
Admins group is the group in AD which is mapped to Full-Privilege Shell Profile and Full-Access
Command set on the ACS. Try to run any command to ensure that you have full access.

2. Telnet to the Cisco 10S device as user2 who belongs to the limited—access group in AD. (Network
Maintenance Team group is the group in AD which is mapped to Limited—Privilege Shell Profile
and Show-Access Command set on the ACS). If you try to run any command other than the ones
mentioned in the Show—Access command set, you should get a Command Authorization
Failed error, which shows that the user2 has limited access.



3. Login to the ACS GUI and launch Monitoring and Reports viewer. Choose AAA Protocol >
TACACS+Authorization in order to verify the activities performed by userl and user2.

= [ W Lausch Iaternctive Viewsr
Showrg Fage 1 of 1 Cote Page: Go
AAA Protocol > TACACS+ Authorization
Aumonization Slalus . Pass or Fai
Dale June 08, 2012
Cenerated on June 8, 2092 115734 AN IST
R eload
x
L W — - ] ~ - MNetwork
- ACS Tmestamp  Stshus Detals Falure Reasan Liser command St Shet Proalg Hemwerk ]
Timestamp Name Dewca
- ¥ &  1cac -
A x "SR B =} (2% 'T 4 . Al - ram e A =
<& 44l 0 « A - Lizreds - x
mAlled A Commands run by E i And
user] . .
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