Configure Secure SMTP Server on | SE
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| ntroduction

This document describes how to configure SMTP Server on Cisco | SE in order to support Email
notifications for multiple services.

Prerequisites
Requirements

Cisco recommends that you have a basic knowledge of the Cisco Identity Services Engine (ISE) and Simple
Mail Transfer Protocol (SMTP) Server functionality.

Components Used

This document is not restricted to specific software and hardware versions. ISE version 3.0 supports both
secured and unsecured connections to SMTP Server.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configuration

This section describes the configuration of the I SE in order to support email notifications used to:

» Send email alarm notifications to any internal admin users with the inclusion of system alarmsin
emails option enabled. The sender’s email address to send alarm notifications is hardcoded as
ise@<hostname>.

» Enable sponsorsto send an email notification to guests with their log in credentials and password reset



instructions.

» Enable guests to automatically receive their log in credentials after they successfully register
themselves and with actions to take before their guest accounts expire.

» Send reminder emailsto ISE admin userg/Internal network users configured on the ISE prior to their
password expiration date.

SMTP Settings

Before I SE can use any email services, it must have an SMTP relay server configured. In order to update the
SMTP server details, navigate to Administration > System > Settings > Proxy > SMTP server.

This table shows which node in adistributed | SE environment sends an email.

Email Purpose Node that sendsthe Email
Guest account expiration Primary PAN
Alarms Active MnT

Sponsor and Guest account notifications from

respective portals PSN

Password expirations Primary PAN

Configure the SMTP server in order to have the ability to accept any emails from the I SE with or without
authentication or encryption based on your requirement.

Unsecure SMTP Communication Settings without Authentication or Encryption

1. Define the SMTP Server hosthame (outbound SMTP server).

2. SMTP Port (this port must be open in the network to connect to the SMTP server).

3. Connection Timeout (Enter the maximum time Cisco | SE waits for a response from the SMTP
server).

4. Click Test Connection and Save.
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Packet capture shows the | SE communication with the SMTP Server without Authentication or Encryption:
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Secure SM TP Communication Settings

The secured connection can be made in two ways:

1. SSL Based
2. Username/Password-based

The SMTP Server used must support SSL and Credentials based authentication. Secured SMTP
communication can be used with either of the options or both the options enabled simultaneously.

Secure SMTP Communication with Encryption Enabled

1. Import Root CA Certificate of the SMTP server certificate in the | SE Trusted Certificates with usage:
Trust for authentication within ISE and Trust for client authentication and Syslog.

2. Configure the SMTP server, Port configured on the SMTP server for encrypted communication, and
check the option Use TLS/SSL encryption.
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Test Connection shows a successful connection to the SMTP Server.

Settings
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Information

Test Connection to SMTP Server

Successfully connected to mail.testlab.com .

Packet captures show that the Server has accepted the STARTTLS option as requested by the ISE.

Ly Tieves Sinstw Deineratzn Prolocal Leng  Infe
| B TEE-18-T8 M ARTE ARRRAE 99197 BEA.ZE NN, 0BE.03.23 T B §7 T3 BOL.Aestisb,cow Miorsasft DSHTP PAIL Service, Wersion: §.5.0000. 16084 resdy st Wed, 1 Dot 13 102000 =0
Y TEIE-18-F0 M AS:TL ANBBER U9 1BE. 0.1 BN 97.1MLFL T T O3 WD TERCR-1
Y TEFE-1B-TE LE:AB:FL AREAEL BB 1OT.REA-Z B 11.3% .TE e B-Beatlsh. com Halls [LE.E0G.02.78] | 250-AUTWeLOGEM | JS8-AUTH LOGIM | T56-TURN | Z58-SID0 | FS-UTAN | J58-PIPILINING |-
L LA bl oo

M TEN-10-30 LE:AR:TS 10458 00.184.02.2%
1d-T8 LR L EERGEE 8, 107, Bikd

B Frame 01%: %5 bytes o wive (T8 Bits)l, 35 bytes coplured (708 bifal
b Ctherred 01, Src: Civco WENR:BY (b B:AS:@l=NI:BR), Dats Vewsre Bbe76: 48 (08 50: 5B 76 100
b 1aternet Protacol Weriisa 4, Srer LOODST.184.31, Dat: 18 186.12.3%
b Transmissios Centrel Pretocol, Src Port: 35, Gat Port: JISM, Seq: 355 Reb: M, Les: M
* Simple Mail Traaifer Prstoool
¥ Reponier I 108 SHTR perver reddy\ryn
Bggpoade Codel

bl
desalne Service ready (1081 )
Resposie paraneter] 100 SATP server resdy |

Secure SMTP Communication with Authentication Settings Enabled

1. Configure the SMTP Server and SMTP Port.
2. Under Authentication Settings, check the Use Password Authentication option and provide the
username and password.

Successful Test Connection when password-based authentication works :
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Information
Test Connection to SMTP Server

Successiully connected to mail.testlab.com .

Sample packet capture that shows successful authentication with credentials:

o, Tirra Source Dautination Protocel Leng  Infs
1631 Te-18-14 18243105 6THRLS 10197, 084.20 b, §E6.3D.05 SHTP B4 51 Xhb DOLnestlab.cos Hicreselt ESHTP MALL Service, Version: 8.5.0000. 18384 resdy a1 Wed, JE Oct TI0 13015048 bbb
1633 NOe-10-18 180430 AFETHITS 10186, 33,05 WOST.L6A 1 SHTP L1 B DSE3-1
1634 TEHO-10-18 183431 AF GTESCS  19.197. 064,20 bR 0. E2.35 SHTP WS 51 IM-DOL Restlab,con Helio (18, K06, 52,350 | 250-AUTHSLORIH | TS8-AUTH LOGEN | 254-TuRH | I88-SI2E | Z58-ETRN | 258-PIPFELINEMG |-
635 TIIe-10-18 W40 R ETHGE 19.186, 03,05 L IST.LEL1 TP T8 G5 AUTH LOGIN
636 TAI0-10-T8 1840 RN GTIEAT 18197, 36430 LR 30G. 00T TP - IR
1637 I0-10-18 184105 4TITAD 18.186.03.0%  LOGT.LEAZL TP L
1638 TI0-18-14 18:43: 15, 6THER LR TP L]
EANT. 1631 SHER ]

i

AT DAH-10-18 181483 03 6T7EE 19197 064,20 bb B8 3225 SHTP M 51 320 2008 BOL.testish.oom Service clesing 133000 chanael
F Frame 1662 103 Byted on wire (624 bitsl, IBJ bytes captured (824 bika)
= Erhernet 1, Src: Ciice @0:80:bT (Bc:1B:ES:OL:BL:B), Dit: Vewars BB:Tdz16 (00:58:58:88: P: P}
* Isternet Pratocol Wersiss 4, Src: BB 090.1684.01, Dav: D8 D8 32T
b Traeassisiios Central Protecel, Sre Porn: IS, Gar Pesr: JIOET, Seqr ¥M, Ack: M, Les: 3T
L ! !

Resporas opdhs Autheniicatios recoessful (3351

Regponsenr 215 I.7.8 Asthentication sscoessfulurin
Respante parasiers 1.7.0 Authentication successful

Verify

Use this section to confirm that your configuration works properly.



1. Use the Test Connection option in order to verify the connectivity to the configured SMTP server.

2. Send atest email from Guest portal at Work Centers> Guest Access > Portals & Components>
Guest Portals > Self-Registered Guest Portal(default) > Portal Page Customization >
Notifications> Email > Preview window Settings. Enter avalid email address and Send Test Email.
The recipient must receive the Email from the configured email address under Guest Email Settings.

Sample email notification sent for Guest Account Credentials:

Tirm Seasitn Deritralionn Protocol Leng Addiedd o
4TS eEe-10-28 10 NLBATIY ITRALIGEE 1008015 HTF 150 Bl M 06, b DB EI b §: 230 meRerid-ddl.ciido.com Micraseft ESMTF WAL Service ready a1 Mos, 26 Dot BEDD BE:34107 8000
JIT FIR-ER-26 AESEINNGTHOE BERIBE.DD.35 1TD.OT. MG SHTP 67 bo ke 10PN Bk TH G 3 DeLD TSE-1
20E8-18-D8 1615030, 008008 TR NPLIREE 19088, 00. 1 SHEF F R 81 PSB-nihered-8l Clica.com Belle 19,008, 02.35) | IS6-SE0E SYPMETHE | DS-FIFELINDMG | 139-05M | ISo-Ba
17007, N84 SHTP o b €3 WAL FRIM;<isedbestLab. com-
120, 3. SHEF TS §4 58 I 0.0 Sesder 0N
37583, 6 SHTP b 3 RCPT Tz posngari
FTH-10-34 18:51 b : DATA
25T Jede-ib-DE ARi5H SHEF ] §1 ¥5d Srary madl ispat) e with <CRUFe, ofRLFe
253 2009-10-24 18:30: M1 HTP 4 b €2 DATA frogmmt, 2048 Ebytes
TEM JRTR-R0-DE 1EISIIMLEEIN0T DR 1RS TP AT B €1 DATA Frogmear, D66 Wptet
2505 2e0e-10-26 1B:30: 301901 10L1MEL 0226 A HTP T4 bl £: DATA Fragmeat, 2648 Eyiei
506 TRIR-30-26 1EISEIMMIE SR 181,25 SHTP 1 bR €1 DATA fragmeat, B4 bytes
Z3NT 2eEe-10-26 15130360 10L 106228 E I berdfg €1 DATA Frogmean, 2660 bytes
TS0 TRTR-B0-16 1ESEIN. TIRMED BB 1M1, 35 SHTP I b il 100, B0 B TH G 3 DATA fragmeat, 266 bytes
D561 20Ie=10-26 16150205, 2I0EH8 10 186.00.25 TP ELT I T A1:bF M0 S0 Bk TEINE 2 DATA Fragmest, D68 bples
WD FTH-R0-T6 1SN TIETED MR LME. 133 SHTF I bl TR T Bt ¥ €3 DATA Tragmeat, DEGS Bytes
564 JDe-G0-06 1150005, XD G016 K025 HEF IF b ERECTRC TR €1 DATA Frogmest, Db bples

296 TH-10-76 1SN IIRAE DBLLMGL D33 bl B i from: clveftestisd, coms, subject: Wour Gosit Acooent Credeatisly, [tect/tall { imsgespag]

2583 Jede-Rb-DE ARISIIESATLA IR VLOER.E D86 AL SHEF 186 s 5 SE0 B PR T, b 1 BERES 10T 0 B 10D §1 258 Fof. @ <EEIITAEN, T DRI T B4R BRI SEN-10 IEnvereal DasTiiE KT EEREST, Hostassets- AL =B, L1308 Doa ]
2584 OR-20-26 1E:N:EEUMRTAAD ILLMLIEE  17L.T.NELG SHTF & bolbigds B0 Bk Te e 2 QUIT

2553 JeDe-RE-DE ARSI, MEETIE ITROV.Q0E.E D836, 0T.00 SHEF Dod 5 S0 B P T b 1 DR RS 030 B LT §1 20 ol Service clasing resssiveees ohasesl

Frass 253%: 70 bytet on wire 1834 batsl, 70 byter captured (634 Batsl
Ethewnen 11, Socr Clece OLrBLinf (b£odbi65a00i821000, Dins Vemeare B TEaf8 OB 50561800 MEe f6)
Intewnet Protocol Wersion 4, Sroz 170,07, 3806, Det: 18,086, 22.7%
Trasqmission Contrel Frotocel, Src Paen) 35, Dst Parv) 23080, Seqn BeA, o TR, Lewi M
Simple Mall Transfer Protocel
T Rerpatiel I 1.105 Relipient LA )’

Meipasie cade: Megurifed mall sciiss ohay, cospleted (298]

Bapoase parasster] 1.1,5 Rechpient OF

Sample email notification received by Email recipient:



Your Guest Account Credentials

ise@testlab.com <ise@testlab.com>

To: Poonam Garg (poongarg)

Hello firstname,

Your guest account details:
Username: usemame
Password: password

First Name: firsthame

Last Name: lastname

Mobile MumberMNA

valid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00
Person being visited:

Reason for visit:

Troubleshoot

This section provides the information you can use in order to troubleshoot your configuration:

Problem: Test connection shows:; " Could not connect to SMTP Server, SSL Error. Please check the trusted
certificates'.
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' Warning
Test Connection to SMTP Server

Connection to mail.testlab.com failed.
Could not connect to SMTP Sarvar, SSL Error. Pleasa chack the trusted certificatas.

Packet capture shows that the certificate presented by the SMTP server is not trusted:

1789 Z029-18-28 17:58:22.061348 10, 19, 32,25 18,197,164, 21 TP &6 29881 = 2% [ACK] Seqel Acksl Wins=293lY Len=d TSval=40Z314248 TSecr=319415593
1782 028-18-28 17:58:22.662379 10, 196, 32,25 18,197,164, 21 TR &6 19881 = 2% [ACK] Seqel Ack=119 Win=F3312 Lens@ TSval=462914249 TSecr=919415293
1783 2028-18-28 17058122, 660672 10, 196, 32.25 18, 197. 154, 21 TP 73 1 EMLO ISE3-1

1795 200e-10-28 1Tc58022.665365 10.18%6.32.25 18,197 184, 21 TR 76 [ STARTILS

1787 2009-18-28 17:58:22.667148 10. 19, 32.25 18, 197.154.21 TLS¥1.2 233 Client Hello
1785 2008-10=28 17:58:22.6B0E07 10, 1E,32.25 18, 197.164.21 TP E6 219881 = 25 [ACK] Seqel96 Acks2295 Wins34176 Lens@ TSwvals462914267 TSecr=915415205
1718 2008=10=28 17:508:22.686448 10.1985.32.25 18.197.164.21 TL3w1.2 3 Algrt {Lewel: Fatal, Description: Certificate f

1714 2018-10=28 17:50:22.68T552 18, 18E,32.25 B0, 107.1564.21 TP E6 20881 - 25 [ACK] Seqelid Ackel206 Wised4176 Lémed TSvaled52014374 TSecr=R1R415206

Frame 1T18: 73 byves oa wire (534 bivs), 73 bytes captured (584 bivs)
Etksrngt 10, Src: Vesare Bh:TE:TE (B0:SR:56:Bb:TE=16), Dae: Cisco B1:=30:bT (be:lG:G5:01:81:0T)
Isternat Protocol Version 4, Sre: 10.186.32.25, Dst: 10.197.164.21
Transsissicn Control Protocol, Src Port: 20881, Ost Port: X5, Seq: 196, Ack: 2295, Len: 7
Seeture Sockets Layer
w TSl 2 Bederd Loyer: Alert (Level: Fatal, Deicription;: Certificate Wakngwnl

{ontent Type: Alert (21

wersion: TLS 1.2 (@wdad)

Length; &

¥ Alert Message
Level: Fatal (21
((Descriptionr Certificate Unknown (45 )

dvwww| r

Solution: Import Root CA Certificate of the SMTP server in the ISE Trusted Certificates and if TLS support
is configured on the port.

Problem: Test Connection shows: "Authentication failure: Could not connect to SMTP Server, User Name
or Password isincorrect".



Test Connection to SMTP Server

Connectlion to mail.testlab.com failad.
Could not connect to SMTP Server, User Mame or Passwaord is incorrect,

&

Warning

oK

Sample packet capture here shows that the authentication was not successful.

M Time Sensrce Durslination Protocel Lefsy  inds
| GON JBRN-10-18 1E:10:SR.TIIFA] IBLERT.NEA.I1 ML 1RE.NIEE M LB §: I3 DCL.testlab.com Microsoft ESMTP MADL Service, Version: B.5.0080.10384 ready at Wed, 28 Oct 2009 13048:15 =000
S48 TeDE-10-18 BE:D108R. TIIERY 30, B0, 3RS bR YL DR DD SHTH M0 EH TSER-0
Gl HEE-18-1E IR AR TINIED 3R, NRT, 36A, 31 LR RE.DND.TR SHTH M3 5 I-ICL.Gesilab.com Hella [DL186, B1.T50 | PR-AUTHLOGIN | JH8-AUTH LOGIN | 258-ToRH | J58-5170 | 258-UTRH | 258-PIPILINDNG |-
AT IB0N-10-18 1E:11:80.TIISND 18.006.02.2% 1AL 19T.144.31 MTE T6 C: AUTH LOGIN
P46 JEDE-10-18 BB 01080, THERED 30 U5T 068,31 bR 1BE.DD.TS SHTH 51 ¥R VN oS b
YOI NG TINTE 10 006,02.28 LR 1AT.0LEE T T G haers oEnEgs
50 DeD8-10-18 1B:U0:50. THOOE 10, DRT. 06821 bR 1R DDLES T S ¥ uof e bveadl
51 FEPE-10-18 BEE108E. THEISE 30, B0, 0T.25 bR 19T DR 20 SHTF WO Parsn GyFrriEeiHe
i | HET, G, B 1 u CALIBA whEbaciess
* Frase 951 105 byted on wire (B50 BARS), 195 Bytes captured (B4 bits)
* Exherret TE. Sroi Clece 8108EibT (BCol6ois 80080, Satn Veewre SRaTErdh 050056 8 T el
* Internat Prefocol Wersion &, Srcc 18.197.184.30, Dut: 19.186.32.2%
b Traassississ Oeatrel Frovecol, Sre Peerry M, Den Feere DSSN, Seqe B8d, Aehie B, Lent B

T Eimple Mail Traspfer Protecal

¥ Briporie: 33
[(Heiperte Codel AulRentication cresentiaks Lewalin (3590

3 3.T.3 Authpal icat Lon wsducceiifullria

| Rptponns parssster: 3,7.0 Authentication wpscosusful _J

Solution: Validate Username or Password configured on the SMTP server.

Problem: Test Connection shows: "Connection to SMTP server failed".
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Warning

Test Connection to SMTP Server

Connection to mail.testlab.com failed.

Solution: Verify the SMTP Server Port configuration. Check if the SMTP server name is resolvable by the
configured DNS server on | SE.

The example shows areset is sent by the SMTP server on 587 port which is not configured for SMTP
service.



1183 28h8-18-28 13:24:10.318E13  10. 10, 32.25 18.197.164.21 [ 76 Standard query Reladh A mail.testlab.com

1184 2PAh8-18-28 13:24:18.318E43 10, 10, 32.25 18.197.164.21 DS 76 Standard query Ruodeld ARRE mail. vestlab. cos

1185 PEPB=18=2B 15:24:10.331978 10.197.164.21 1. 1BE.32.25 DhES: 92 Standard query response Bedadt A mail.testlab.com A 19.197.164.21
208-10=28 15:74:18.332920 18.197.164.11 DhES & Bdeld AARR makl.testlab. cos SO& del.testlab. cos

2079-18-28 18134118, 33552 18.157,164.21  10.186.32,
1189 Pole-li-2B 18:24:10.336087 10.10€,.32.75  L0.65.91.108 Tl 2 IRREIET
1118 POIR-10-26 18:24:18. 362481 Veware _Bbife.  Brosdcaat L 60 Who has 10, 106.32.57 Tell 20, 106.32.15
Frase 1188: 60 bytes on wire (482 bitg), 60 bytes captured [480 bits)
Etkernet II, Src: Cisco_001:B1:60 [be:lB:65:01:80:00), Det: Veware Bb:T6: 06 (0050 56:88:76: 16)
Internet Protocol Version 4, Src; 10.197.164.21, Ost: 10.004,32.25
Transmisiies Control Protocol, Src Port: 587, Dst Port: 21343, Seq: 1, Ack: 1, Len: @
Source Port: 347
Destination Port: 21243
|Streas index; 34]
ITCF Segmest Len: @)
Lequence ramber: 1 (relative sequence nusber)
|Hext segquence nusber: 1 {relative sequence mamber]]
Acknowledgment nusber: 1 {relative ack nusber)
L0 Header th: b bytes |5)

drvTw

+ = Reserved: Not set

. = Nesge: Mot fet

. = {eagestion Window Redeoed (OaR): Mot set
= B{N-Echa: Mt g1

= Urgent; Mot set

= hiknowledgeent; Set

u

=

Push; Mot set
L Reset; Set
= Syn; Hot set
seee anne wd@ @ Fimg Hot set
ITCP Flagss -« «««- AR

Window size value: @
[Calculated window size: @]
|Window size scaling factor: =1 [unknown|
Ihechsum: Bneddl [urwerified]
|CRecksum Status: UsweriTied]
Urgent poister: @
B ISEQ/ACK asalysis]
F Timsstasps|

Related | nfor mation

» Cisco Identity Services Engine Administrator Guide, Release 3.0

» Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_basic_setup.html#id_121735
https://www.cisco.com/c/en/us/support/index.html

