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| ntroduction

This document describes how to configure TACACS+ Authentication and Command Authorization based
on Microsoft Active Directory (AD) group membership.

Background I nfor mation

To configure TACACS+ Authentication and Command Authorization based on Microsoft Active Directory
(AD) group membership of a user with Identity Service Engine (ISE) 2.0 and later, ISE uses AD as an
external identity store to store resources such as users, machines, groups, and attributes.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* Cisco IOS® Router isfully operational



» Connectivity between Router and ISE.
» |SE Server is bootstrapped and has connectivity to Microsoft AD

Components Used

The information in this document is based on these software and hardware versions:

 Cisco Identity Service Engine 2.0
« Cisco |0S? Software Release 15.4(3)M3
* Microsoft Windows Server 2012 R2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

The aim of the configuration is to:

» Authenticate telnet user viaAD
» Authorize telnet user so it is placed into privileged EXEC mode after the login
» Check and send every executed command to | SE for verification

Network Diagram


https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
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Configurations
Configure | SE for Authentication and Authorization
Join ISE 2.0to Active Directory

1. Navigate to Administration > I dentity Management > External I dentity Stores> Active Directory >
Add. Provide the Join Point Name, Active Directory Domain and click Submit.



L oY F Policy b O] Acrid 1 F Work Cannr

sources ¢ Dewics Poripl Management poCind Sernces ¢ Fepd Service F pacCind idenbty Mappeng
Kentity Source Sequences  # Settings

* Join Point Nama | AD |

ELLS conce

2. When prompted to Join all ISE Nodes to this Active Directory Domain, click Yes.

Would you like to Join all ISE Nodes to this Active Directory
Domain?

3. Provide AD User Name and Password, click OK.
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AD account required for domain access in | SE can have either of these:

» Add workstations to domain user right in respective domain
» Create Computer Objects or Delete Computer Objects permission on respective computers container
where ISE machine's account is created before it joins | SE machine to the domain



% Note: Cisco recommends to disable the lockout policy for the | SE account and configure the AD
infrastructure to send alerts to the admin if awrong password is used for that account. When the
wrong password is entered, | SE does not create or modify its machine account when it is necessary
and therefore possibly deny all authentications.

4. Review Operation Status. Node Status must show up as Completed. Click Close.

Join Operation Status =
Status Summary: Successiul

ISE Mode « Node Status

Jogy.example.com £ Completed.

5. Status of AD is Operational.
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6. Navigate to Groups > Add > Select Groups From Directory > Retrieve Groups. Select Network
Admins AD Group and Network Maintenance Team AD Group checkboxes, as shown in thisimage.

% Note: User admin is member of Network Admins AD Group. This user has full access privileges. This
user isamember of Network Maintenance Team AD Group. Thisuser is able to execute only show
commands.



Salect Directory Groups ¥
This dialog &= ubed b saloct groups froem o Dirachany,

Namo Fitor = SIC Fior * | Typo Fited ALL *
Rtriray Geoupa... 62 Grouss Rethieas,

[C] Kame & | Group 31D Group Type

) scample comBuiltinTistnbuled COM Users: DA T, COMYS-1-5-12-582 BLALTIN, DOMAIN LOCAL
] exampie comBultn/Event Log Roadors cnrglo, comS-1-5-12-573 BLALTIN, DORMAIN LOCAL
[ examphe comBultnGusts ShTDh comS-1-5-32-546 BLALTIM, DOMAIN LOCAL
O cxample comBultinHyperV Administratons o mph, com/S-1 512578 BLALTIN, DOMAIN LOGAL
L] excampis comBuliniiS USRS ecnrpbe, comiS-1.5-12.088 BLILTIM, DOMAN LOCAL
[ sxsmpis comBuiltnvincoming Fonest Trust Bulders a b comS-1-5-32-557 IBLALTI, DORMAIN LOCAL
O e ple s BullinMNobwork Configuraton Opofalors o rph comS-1-5-32-558 BLALTIM, DOMAIN LOCAL
L emamphs comBuiltnPedomancs Log Usens awamphs comS-1.5-02-559 BLILTIN, DOMAIN LOCAL
] excampie comBuillin/Performancs Monilor Lisers Ao, comS-1-5-12-558 BLALTIN, DOMAIN LOCAL
[ exampis comBultsPro-Windsws 2000 Compatile A, axamslo comS-1-5-32-554 BLALTIN, DOMAIN LOCAL
7] examphe comBuiltinPrinl Operaton Db comS-1-5-32-550 BLALTIM, DOMAIN LOCAL
| eocample comBuiltin DS Endpoint Servers oamphe, comiS-1-5-12-576 BLALTIN, DOMAIN LOCAL
[ cmsmpis comBusRDS Management Serven onrpbo, comiS-1-5-32-877 BLAILTIN, DOMAN LOCAL
O examphs comBultn/RDS Femobs Accoss Serens ahrph com3-1-5-33-575 BLALTIMN, DOMAIN LOCAL
O cxample comBullin/Romosle Deskiog Lisoms oA mph comS-1-5-12-555 BLALTIM, DOMAIN LOCAL
] eampls comBuiltinRemole Manapemen! Uses AT, Com 5.1 S 0500 BLALTISM, DOMAIN LOCAL
[ sxampis comBuiltinfRoplicatce ey, com/S-1-5-32-557 BLILTIN, DOMAIN LOCAL
[ exampis comBultsrSesa: Oparaton o rpdh . comS-1-5-17-548 BLALTIN, DOMAIN LOGAL
O examphes comBuiltin/Terminal Server Liconss Sarvr axamphs comS-1-5-32-561 BLALTIM, DOMAIN LOCAL
L] example com/BuiltinUsors oxampho, comS-1-5-32-545 BLALTIN, DOMMN LOGAL
[] eoampls.comBuiltiniWindows Authorirstion Access Gr...  monmsle.com/S-1-5-32-560 BLALTIN, DOMAN LOCAL
ecamphi comMeteark Adming 5-1-5-21-T0S3B685-TO0B565T -4 2038207021230 GLOBAL

[+] example comMeteark Maintenancs Toam 5-1-5-21-TO5IBE05-TOOBSE5T B-4 200820702 1240 GLOBAL

3 el |

7. Click Saveto save retrieved AD Groups.
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Add Network Device

Navigate to Work Centers> Device Administration > Network Resour ces > Network Devices. Click

Add. Provide Name, IP Address, select TACACS+ Authentication Settings checkbox and provide Shared
Secret key.
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Enable Device Admin Service

Navigate to Administration > System > Deployment. Choose required Node. Choose Enable Device
Admin Service checkbox and click Save.
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% Note: For TACACS you need to have separate licenses installed.

Configure TACACS Command Sets

Two command sets are configured. First PermitAllCommands for the user admin which allows all
commands on the device. Second Per mitShowCommands for user user which allows only show
commands.

1. Navigate to Work Centers> Device Administration > Policy Results> TACACS Command Sets.
Click Add. Provide the Name Per mitAllCommands, choose Permit any command checkbox that is not
listed and click Submit.
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2. Navigate to Work Centers> Device Administration > Policy Results> TACACS Command Sets.
Click Add. Provide the Name Per mitShowCommands, click Add and permit show and exit commands.
By default if Argumentsis left blank, al arguments are be included. Click Submit.
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Configure TACACS Profile

Single TACACS Profileis configured. TACACS Profile is the same concept as Shell Profile on ACS.
Actua command enforcement is done viacommand sets. Navigate to Work Centers > Device
Administration > Policy Results > TACACS Profiles. Click Add. Provide Name ShellProfile, select
Default Privilege checkbox and enter the value of 15. Click Submit.
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Configure TACACS Authorization Policy

Authentication Policy by default pointsto All_User ID_Stores, which includes AD, so it isleft unchanged.

Navigate to Work Centers> Device Administration > Policy Sets > Default > Authorization Policy >
Edit > Insert New Rule Above.
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Two authorization rules are configured; first rule assigns TACACS profile ShellProfile and command Set
PermitAllCommands based on Network Admins AD Group membership. Second rule assigns TACACS



profile ShellProfile and command Set PermitShowCommands based on Network Maintenance Team AD
Group membership.
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Configurethe Cisco |OS Router for Authentication and Authorization

Complete these steps in order to configure Cisco 10S Router for Authentication and Authorization.

1. Create alocal user with full privilege for fallback with the username command as shown here.

username cisco privilege 15 password cisco

2. Enable aaa new-model. Define TACACS server ISE, and place it in the group ISE_ GROUP.

aaa nhew-model

tacacs server ISE

address ipv4 10.48.17.88

key cisco

aaa group server tacacs+ ISE_GROUP
server name ISE

% Note: Server key matches the one defined on ISE Server earlier.

3. Test the TACACS server reachability with the test aaa command as shown.



<#root>
Router#

test aaa group tacacs+ admi n Krakowl23 | egacy

Attempting authentication test to server-group tacacs+ using tacacs+
User was successfully authenticated.

The output of the previous command shows that the TACACS server is reachable and the user has been
successfully authenticated.

4. Configure login and enabl e authentications and then use the exec and command authorizations as shown.

aaa authentication Togin AAA group ISE_GROUP Tocal

aaa authentication enable default group ISE_GROUP enable
aaa authorization exec AAA group ISE_GROUP Tocal

aaa authorization commands O AAA group ISE_GROUP Tocal
aaa authorization commands 1 AAA group ISE_GROUP Tocal
aaa authorization commands 15 AAA group ISE_GROUP Tocal
aaa authorization config-commands

% Note: Method list created is named AAA, which is used later, when it is assigned to line vty.

5. Assign method liststo line vty 0 4.

Tine vty 0 4

authorization commands 0 AAA
authorization commands 1 AAA
authorization commands 15 AAA
authorization exec AAA

Togin authentication AAA

Verify
Cisco |OS Router Verification

1. Telnet to the Cisco 10S Router as admin who belongs to the full-access group in AD. Network Admins
group isthe group in AD which is mapped to ShellProfile and PermitAllCommands Command set on the
ISE. Try to run any command to ensure full access.

<#root>

Username:

adm n

Password:



Router#

conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

crypto i saknp policy 10

Router(config-isakmp)#

encrypti on aes

Router(config-isakmp)#

exit

Router(config)#

exit

Router#

2. Telnet to the Cisco |OS Router as user who belongs to the limited access group in AD. Network
Maintenance Team group is the group in AD which is mapped to ShellPr ofile and Per mitShowCommands
Command set on the ISE. Try to run any command to ensure that only show commands can be issued.

<#root>

Username:

user

Password:

Router#

show i p interface brief | exclude unassigned

Interface IP-Address OK? Method Status
GigabitEthernet0/0 10.48.66.32 YES NVRAM up
Router#

ping 8.8.8.8

Command authorization failed.

Router#

configure term na

Command authorization failed.

Protocol
up



Router#

show runni ng-config | include hostnane

hostname Router
Router#

ISE 2.0 Verification

1. Navigate to Operations> TACACS Livelog. Ensure that the attempts done are seen.

allnanlns
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2015-08-18 14:28:12.011 user Authorization Tacacs_Default »> PermitShowCo...
2015-08-18 14:28:05.11 e Authorization Tecacs_Default >> PermitShow(o...
2015-08-18 14:27:55.408 user Authorization Tacacs_Default >> PermitShowCo...
2015-08-18 14:27:53.013 user Authorization Tacacs_Default >> PermitShowCo...
2015-08-18 14:27:47.367 user Authorization Tacaos Default »> PermitShowCo...
2015-08-18 14:27:41.004 ST Autharization Tocacs Default == PermstShown, ..
2015-08-18 14:27:40.415 user Authentication Tacacs_Defaul »> Default == Defaul

2015-08-18 14:24:43.715 acman Authorzation Tacaos_Default >> PermitAlComm..
2015-08-18 14:24:40.834 Bdman Authorization Tocacs_Default == PermithliComem..
2015-08-18 14:24:40.213 adimin Authentication Tacacs_Default >3 Default > Defaul
20150818 14:20:42.923 admén Authorization Tacacs_Default » > PermtAliComm..
2015-08-18 14:20:42.762 admin Authentication Tacacs_Default >> Default >> Default
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oo ooDoooB@

2. Click the details of one of the red reports. Failed command executed earlier can be seen.



Overview

Request Type Authorization

Status Fail

Session Key Joeyl229250639/49

Message Text Failed-Attempl: Command Authorization failed
Usemame user

Authorization Policy Tacacs Default >> PermilShowCommands
Shell Profile

Matched Command Set

Command From Device configure terminal

Authorization Details

Generated Time 2015-08-18 14:27:55.408

Logged Time 2015-08-18 14:27:55.409

ISE Node Joay

Message Text Failed-Attempl: Command Authorization failed

Failure Reason 13025 Command failed to mailch a Permit rule
Troubleshoot

Error: 13025 Command failed to match a Permit rule

Check the SelectedCommandSet attributes to verify that the expected Command Sets were selected by the
Authorization policy.
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