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| ntroduction

This document describes the integration of SSLVPN in Firepower Threat Defense using Cisco ISE and
DUO Security for AAA.

Requirements

» ISE 3.0 or higher.

* FMC 7.0 or higher.

e FTD 7.0 or higher.

* DUO Authentication Proxy.
» |SE Essentials Licensing

* DUO Essentials Licensing.

Components Used



ISE 3.2 Patch 3
FMC7.2.5

FTD 7.25

Proxy DUO 6.3.0

Any Connect 4.10.08029

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Topology.

In our proposed solution, Cisco ISE isacrucial RADIUS Server proxy. Rather than directly evaluating
authentication or authorization policies, ISE is configured to forward the RADIUS packets from the FTD to
the DUO Authentication Proxy.

The DUO Authentication Proxy operates as a dedicated intermediary within this authentication

flow. Installed on a Windows server, it bridges the gap between Cisco | SE and DUOSs cloud. The proxy
primary function is to transmit authentication requests — encapsul ated within RADIUS packets — to the DUO
Cloud. The DUO Cloud ultimately allows or denies network access based on the two-factor authentication
configurations.

1. The user initiates the VPN authentication process by entering their unique username and password.

2. The Firewall Threat Defense (FTD) sends the authentication request to the Cisco Identity Services Engine
(ISE).



3. The Policy Services Node (PSN) forwards the authentication request to the DUO Authentication Proxy
Server. Subsequently, the DUO Authentication Server validates the credential s through the DUO Cloud
service.

4. The DUO Cloud validates the username and password against its synchronized database.

Caution: The synchronization between the DUO Cloud and the organizations Active Directory needsto be
active to maintain an up-to-date user database in the DUO Cloud.

5. Upon successful authentication, the DUO Cloud initiates a DUO Push to the users registered mobile
device through a secure, encrypted push notification. The user must then approve the DUO Push to confirm
their identity and proceed.

6. Once the user approves the DUO Push, the DUO Authentication Proxy Server sends a confirmation back
to the PSN to indicate that the authentication request has been accepted by the user.

7. The PSN node sends the confirmation to the FTD to inform that the user has been authenticated.

8. The FTD receives the authentication confirmation and establishes the VPN connection to the endpoint
with the appropriate security measures in place.



9. The FTD logs the details of the successful VPN connection and securely transmits the accounting data
back to the | SE node for record-keeping and auditing purposes.

10. The I SE node logs the accounting information in its livelogs, ensuring that all records are stored securely
and are accessible for future audits or compliance checks.

Note:

The setup in this guide utilizes the next network parameters:

- Primary Network Server (PNS) Node IP: 10.4.23.21

- Firepower Threat Defense (FTD) IP for Peer VPN: 10.4.23.53
- DUO Authentication Proxy IP: 10.31.126.207

- Domain Name: testlab.local

Configurations



FTD configurations.
Integratea RADIUS server within the Firepower Management Center (FMC)

1. Access the FMC by launching your web browser and entering the FM Cs I P address to open the Graphical
User Interface (GUI).

2. Navigate to the Objects menu, select AAA Server, and proceed to the RADIUS Server Group option.

3. Click the Add RADIUS Server Group button to create a new group for RADIUS servers.

Flrewa” .Marj:age.n’.'lent Center Ovarview Analysis Policies Devices Objects Integration Deploy Q @ -I:} 0 admin» 'L'F','l':!;'
’ t
“ AAA Server RADIUS Server Group Add RADIUS Server Group | |KeRZIEY

RADIUS Server Group
RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in

" s in-on S
Single Sign-on Server through Remote Access VPN connections.

> Access List
> Address Poals Name Vil
Application Filters

AS Path

Cipher Suite List

RADIUS Server Group.

4. Enter a descriptive name for the new AAA RADIUS Server Group to ensure clear identification within
your network infrastructure.

5. Proceed to add anew RADIUS Server by selecting the appropriate option within the group configuration.

RADIUS Server.

6. Specify the RADIUS Servers | P address and enter the shared secret key.



Note: It is essential to ensure that this secret key is securely shared with the ISE Server to establish a
successful RADIUS connection.



New RADIUS Server @

IP Address/Hostname:*

| 10.4.23.21 |

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812
Key:*

Confirm Key:*

eEIOBBOR

Accounting Port: (1-65535)
1813

Timeout: (1-300) Seconds
10

Connect using:

® Routing Specific Interface

New RADIUS Server.

7. After configuring the RADIUS Server details, click Save to preserve the settings for the RADIUS Server
Group.



Add RADIUS Server Group

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers)

IP Address/Hostname

10.4.23.21

Server Group details.

concer | IR

8. To finalize and implement the AAA Server configuration across your network, navigate to the Deploy

menu, then select Deploy All to apply the settings.

Overview Analysis Policies Devices

~ Firewall Management Center
T Objects / O t Managament

RADIUS Server Group @

FTO_01
RADIUS Server Group objects contain one or |

through Remote Access VPN connections.

Name

ISE

Deploying AAA Server.

Configuretheremote VPN.

Objects

Integration

Deploy

Q @ fed 9 admin » 'é’,',';r.f' SECUR

Advanced Deploy | el

[+

I Ready for Deployment



1. Navigate to Devices > VPN > Remote Access in the FMC GUI to begin the VPN configuration process.

2. Click the Add button to create anew VPN connection profile.

Firewall Management Center )
N g Overview  Analysis  Policies  Devices Objects  Integration Deploy O @ £+ @ adminv Jul

=

Name Status Last Modified

Add a new configuration

VPN connection profile.
3. Enter aunique and descriptive name for the VPN to help identify it within your network settings.
4. Choose the SSL option to ensure a secure connection using the SSL VPN protocol.

5. From the list of devices, select the specific FTD device.

Remote Access VPN Policy Wizard

o Policy Assignment 2  Connection Profile 31  AnyConnect 4 Access & Certificate 5  Summary
Access VPN policy with a new user-defined connection profile, elements to be In place to complete Remole Access
PrE—— VPN Policy.
VPN_Remale Authentication Server
Description: Configure LOCAL or Realm or RADIUS Server Group

or 550 to suthenticate VPN clients.

AnyConnect Client Package

VPN Protocols: Make sure you have AnyConnect package for VPN
Client downloaded or you have the relevant Cisco
credentials to download it during the wizard.

SSL
IPsec-IKEv2 Device Interface
Targeted Devices: Interfaces should be alreacy configured on targeted
devices so that they can be used as a security zone
Avallable Devices Selected Devices or Interface group to enable VPN accass,
FTD_01

VPN settings.

6. Configure the AAA method to utilize the PSN node in the authentication settings.



Remote Access VPN Policy Wizard

Palicy Assignment o Connection Profile 3  AnyConnect 4  Access & Certificate 5  Summary

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: AAL Only v

ISE v +

ick to LOCAL Authentication

Authorization Use same authentication server -+

7. Set up dynamic I P address assignment for VPN.




Caution: For example purposes, the DHCP VPN pool was selected.

Client Address Assignment:
Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.
Use AAA Server (Realm or RADIUS only) @
Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools: | Pool VPN g
IPvE Address Pools: d
IP Address pool.

8. Proceed to create a new Group Policy.

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DAtGrpPalicy |+

Edit Group Policy

Group policy.

9. Inthe Group Poalicy settings, ensure the SSL protocol is selected.



Add Group Policy (7]

Name:*
I VPN_Remote_Policy ]

Description:

General AnyConnect Advanced

|
VPN Protocols VPN Tunnel Protocol;

Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner sSSL
DNS/WINS IPsec-IKEv2

Split Tunneling

Cancel Save

VPN Protocols.

10. Either create anew VPN Pool or select an existing one to define the range of 1P addresses available for
VPN clients.



Add Group Policy

Name:*
VPN_Remote_Policy

Description:

General AnyConnect Advanced

VPN Protocols IP Address Pools:

Name P Address Range
Banner
DNS/WINS

Split Tunneling

| Cancel

Pool VPN.

11. Specify the DNS Server details for the VPN connection.



Add Group Policy

Name:*

Jven_Rremote_Policy

Description:

General AnyConnect Advanced

S
VPN Protocols Primary DNS Server:
IP Address Pools | ¥
Banner secondary DNS Server:
DNS/WINS ¥ | L
Split Tunneling Primary WINS Server.
v | e
Secondary WINS Server:
- | +
DHCP Network Scope:
'r | B
Only network object with ipv4 address is allowed (Ex: 10.72.3.5
Default Domain:

Cancel Save

DNS Settings.



War ning: Please note that additional features such as the Banner, Split Tunneling, AnyConnect,
and Advanced options are considered optional for this configuration.

12. After configuring the necessary details, click Next to proceed to the next phase of the setup.



Remote Access VPN Policy Wizard

1] Palicy Assigrment ) comnection Protie 1 AnyConnect :  Access & Certcate 5 Summasey

TPORARAS, I AT O RO S L PO R G LSRR A PRIV GHTE W, LAY T SO POE SR B S S A,

Liga A8A Sanmr (Realm of RADILS aaky) [ ]

Ugs DHCP Sanmais

Liga I Addngss Pocks

ihed Address Pools: | Pool_WPN i
b Addess Pools i
Group Policy:

A group policy is a collection of user-criented session attributes which are assigned to clent when a VPN
connection is established, Sslect or create a Group Policy object

Group Policy:® VPN_Remate_Policy - 4+

Edit Group Policy

Cancel Eack m

Group Policy.

13. Select the appropriate AnyConnect package for the VPN users. If the required package is not listed, you
have the option to add the necessary package at this stage.

Remote Access VPN Policy Wizard
1 | Policy Assignment 2 | Connection Profile o AnyConnect 4  Access & Certificate 5  Summary

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

I Download AnyConnect Client packages from Cisco Software Download Center, I

Select at least one AnyConnect Client image \\_
I o Show Re-order buttqe$

ACGDI'II‘IL‘I:[ File Object Name Aoyl et IR ame Operating System

D anyconnect-win-4.10.08029-we... anyconnect-win-4.10.08029-webdeploy-k9J... Windows v

Cancel Back m

Package installation.

14. Choose the network interface on the FTD device in which you want to enable the VPN remote feature.



Remote Access VPN Policy Wizard

1| Policy Assignment 2 | Connection Profile 3 | AnyConnect °Access&Certincate 5 Summary
= ..
gl
S 5 R —
Remote AnyConnect Outside VPN neide Corporate
User Client Internet Device Resources
=
AAA

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* Outside D +

Enable DTLS on member interfaces
A All the devices must have interfaces as part of the Interface Group/Security Zone selected.
VPN Interface

15. Establish a Certificate enrollment process by selecting one of the available methods to create and install
the certificate on the firewall, which is crucial for secure VPN connections.



Caution: For example, a self-signed certificate was selected in this guide.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certiicate Enrollment;”® v |+ ]




Add Cert Enrollment )

Name*
Description
CA Information Certificate Parameters Key Revocation
Enroliment Type: SCEP v
fSelf Si ificate )
Enrollment URL:* Self Signed Certificate
EST
Challenge Password: || scep
Confirm Password: Manual
Retry Count: 10 (Range 0-100)
Fingerprint:

Cert Enrollment.

16. Click Next once the certificate enrollment is configured.



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 | AnyConnect

VO SLATII W VI e S 1

@ Access & Certificate 5  Summary

Interface group/Security Zone:* Outside v +
Enable DTLS on member interfaces

A\ All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients, Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* Cert_Enrollment * +

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

Cancel

Summary of Access & services

17. Review the summary of al your configurations to ensure they are accurate and reflect your intended
setup.

Remote Access VPN Policy Wizard

1 | Policy Assignmant 2 | Connaction Profila 3 | AnyConnoact 4 | Access & Cortificato e Summany
Firepower Management Center will configure an RA VPN Policy with the following settings Afisr the wkard compieies, i folowl
Name: VPN_Remote configuration needs to be completed for VPN to
Dovice Targots: FT_o1 work on all dovice targets.
Connection Profile: VPN_Remaote ® Access Control Policy Update
Connecton Alias: VPN_Remote
ARA An Access Control rule must be defined to allow
VPN traffic on all targated dovices.,
Authentication Method:  AAA Only
Authentication Server;  ISE (RADIUS) O NAT Exemption
Autharization Serar ISE (RADILIS) If NAT is enabled on the targeted devices, you
X e must defne a NAT Policy to exempt VPN traffe,
Accounting Server
Address Assignment: © DNS Configuration
Adddress from AMA: = To reschv hostname spoecihied in AAA Sorvers
DHOP Servera: or CA Serwws, configure PNS using FloxConfig
Address Pools (IPvd): Pool_VPN Folicy on the targeted devices.
Adidress Pools (IPVE) B © Port Connguration
Group Policy VPH_Remate_Policy S5L will be enabled on por 443.
AnyConnect Images: anyconnect-win-4. 10 0B0Z9-webdeploy- k8 pkg Piease ensure that these pors are not used in
NAT Policy of other services bafore deploying
nerface Objects Outaide the conhiguration.
Device Certificates: Cort_Eneoliment
. ! A Network Interface Configuration
Make sure to add intorface from  targoted
Cancel Back
Summary of VPN settings.

18. To apply and activate the VPN remote access configuration, navigate to Deploy > Deploy All and
execute the deployment to the selected FTD device.



_F_lure'u.-ural_lf:r:\:da_nalgem_er.\t Cer_“er Overview  Analysis  Policies  Devices  Objects  Integration Q d’ 3 @ adminv lub o

VPN_Remote Q Advanced Deploy E

Enter Description

FTD_M I Ready for Deployment _-""_l (1)
one
Connection Profile Access Interfaces Advanced
e
L
Name AAA
Authentication:
Default WEBVPNGroup Authorization:
Accounting:
Authentication: IS
VPN_Remate Autharization: 154 1 device is available for deployment 2 0

Accounting:  ISI

Deploying VPN Settings.
| SE configurations.
Integrate DUO as an External Radius Server.

1. Navigate to Administration > Networ k Resour ces > External RADIUS Serversin the Cisco ISE
administrative interface.

2. Click the Add button to configure a new external RADIUS server.

= Cisco |SI Administration « Network Resources

Network Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers Maore

External RADIUS Servers

(=]

Name Description

External Radius Servers

3. Enter aname for the Proxy DUO Server.

4. Input the correct IP address for the Proxy DUO Server to ensure proper communication between the |SE
and the DUO server.

5. Set the shared secret key.



Note: This shared secret key must be configured into the Proxy DUO Server to establish a RADIUS connection successfully.

6. Once all the details are correctly entered, click Submit to save the new Proxy DUO Server configuration.

Cisco Administration - Network Resources
Network Devices Network Device Groups

Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

External RADIUS Server

F
DUOD_Server

10.31.126.207

7. Proceed to Administration > RADIUS Server Sequences.



8. Click Add to create anew RADIUS server sequence.

= Cisco ISI Administration - Network Resources

Metwork Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers More

RADIUS Server Sequences

For Poicy Exporn go ie Administration

]

Name Description

RADIUS Server Sequences
9. Provide adistinct name for the RADIUS Server Sequence for easy identification.

10. Locate the previously configured DUO RADIUS Server, referred to as DUO_Server in this guide, and
move it to the selected list on the right to include it in the sequence.

11. Click Submit to finalize and save the RADIUS Server Sequence configuration.

= Cisco ISk Administration - Network Resources

ce Groups Network Device Profiles External RADIUS Servers RADMUS Server Sequences NAC Managers External MM pxGrid Direct Connectors More

Radius Server Sequences configuration.
Integratethe FTD as a Network Access Device.

1. Navigate to the Administration section in your system interface, and from there, select Networ k
Resour ces to access the configuration area for network devices.

2. Oncein the Network Resour ces section, locate and click the Add button to initiate the process of adding
anew Network Access Device.



= Cisco ISk Administration - Network Resources

Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers Mare

Notwork Devices

Network Devices

Name IP/Mask Profile Name Location Type Description

Network Access Devices.
3. Inthe provided fields, enter the Network Access Device name to dentify the device within your network.
4. Proceed to specify the IP Address of the FTD (Firepower Threat Defense) device.

5. Input the key that was previously established during the FMC (Firepower Management Center) setup.
Thiskey isessentia for secure communication between devices.

6. Complete the process by clicking the Submit button.
."w,H'_'.'.':.!rZ ::=-'.-'Z:_'-_- G LIST FTD‘

Network Devices

Name ETD

Description

IP Address " IP 10.4.23.53 I 32

Adding FTD as NAD.



RADIUS Authentication Settings

RADIUS UDP Settings

Fratocaol

RADIUS

Shared Secret | (ITTIIT T I Show

RADIUS settings

—. Ugse Second Shared Secret ()

—

Second Shared
Secret

Show

Col Port 1700 et To Default

DUO configurations.

DUO Proxy Installation.

Access the DUO Proxy Download and I nstallation Guide by clicking on the next link:

https://duo.com/docs/authproxy-reference

Integrate DUO Proxy with | SE and DUO Cloud.

1. Login to the DUO Security website at https://duo.com/ using your credentials.

2. Navigate to the Applications section and select Protect an application to proceed.

Dashboard

Device Insight W
Folicies w
Applications ~

Protect an Application

Authentication Proxy

Single Sign-On w
Users b
Groups W
Endpoints e
2FA Davices W

DUO Applications

Dashboard > Applications

Applications

Manage your update to the new Universal Prompt
experience, all in one place.

See My Progress Gat More Information [

0 0

All Applications End of Support

Export w Q Search

Protect an Application


https://duo.com/docs/authproxy-reference
https://duo.com/

3. Search for the "Cisco | SE RADIUS" option in the list and click Protect to add it to your applications.

FUnED
| Applications
| Protect an Application
Authentication Proxy
Single Sign-On
Users
Groups
Endpoints
2FA Devices
Administrators
Trusted Endpoints
Trust Monitor
Reports
Settings

Billing

ISE RADIUS option

w

~

Add an application that you'd like to protect with Duo two-factor authentication.

You can start with a small "proof-of-concept” installation — it takes just a fow minutes, and you're the only one that will see i, until you decide to add

othars,
Documentation: Getting Started 0

Choose an application below to get started.

Cisco ISE RADIUS

Application

ailian
(4124

*  Clsco ISE Adminlistrative Web Login

';_I"'é .. Clsco ISE RADIUS

; |'-,'|': *  Clsco RADIUS VPN

Protection Type

2FA with S50 hosted by Duo

Documentation CF Configure
2FA Documentation CF Protact
2FA Documentation Cf Protoct

4. Upon successful addition, you are going to see the details of the DUO application. Scroll down and click

Save.

5. Copy the provided integration key, secret key, and APl hostname; these are crucial for the upcoming

steps.

Application modifiod succossfully,

Dashboard » Applications > Cisco ISE RADIUS

Cisco ISE RADIUS

Follow the Cisco ISE RADIUS instructions Cf.

Details

Integration key

Secret key

APl hostname

ISE Server details

oS

wavarravsrarnyil U]

Don’t write down your sacrel kay or shang it wilh anyong

Authentication Log

Copy

Copy

Copy

6. Launch the DUO Proxy Manager on your system to continue with the setup.

'ﬁ Remove Application

Resel Secral Key



D

- Duo Security

. Duo Authentication Proxy Manager

DUO Proxy Manager

7. (Optional) If your DUO Proxy Server requires a proxy configuration to connect to the DUO Cloud, input
the next parameters:

[main]
http_proxy_host=<Proxy IP Address or FQDN >
http_proxy_port=<port>



Caution: Ensure that you replace and with your actual proxy details.

8. Now, utilize the information you copied earlier to complete the integration configuration.

[radius_server_auto]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

radius_ip_1=<ISE IP address>

radius_secret_l=<secret key configured in the external RADIUS server section>
failmode=safe

port=1812

client=ad_client



Tip: The line client=ad_client is an indication that the DUO Proxy authenticates using an Active
Directory account. Ensure thisinformation is correct to complete the synchronization with the
Active Directory.

Integrate DUO with Active Directory.

1. Integrate the DUO Authentication Proxy with your Active Directory.

[ad_c1lient]

host=<AD IP Address>
service_account_username=<service_account_username>
service_account_password=<service_account_password>
search_dn=DC=<domain>,DC=<TLD>



2. Join your Active Directory with DUO cloud services. Log in to https.//duo.com/.

3. Navigate to "Users" and select "Directory Sync" to manage synchronization settings.

Dashboard > Users

Dashboard
Device Insight w U Se fS Diractory Sync Import Usors | Bulk Enroll Users Add Usor
Policies w
Meed to activate a replacement phone? Learn more about Reactivating Duo Mobile 0.
Applications e
Single Sign-On w
Users ~
Total Users Mot Enrollad Inactive Usars Trash Bypass Usars Locked Out
Add User
Pending Enroliments Select (0)v rr Export v Q Soarch

Bulk Enroll Users
IDpOTL e Mo users shown based on your search.

Directory Sync

Bypass Codes

Groups w
Directory Sync

4. Click "Add New Sync" and choose "Active Directory" from the options provided.

Dashboard > Users » Direclory Sync
Dashboard
Device Insight w DII’ECtOI'y Sy nc Add Now Sync ~
Policies e
Directory Syncs  Conneclions
Applications W

Single Sign-0 . . .
Sty AR You don't have any directories yet.

Users -~
Add User
Pending Enrollments
Bulk Enroll Users
Import Users
Directory Sync
Bypass Codes

Groups e

Add New Sync

5. Select Add new connection and click Continue.


https://duo.com/

Dashboard » Usors » Dweclory Sync > Mow Active Directory Sync

Dashboard
Device Insight y New Active Directory Sync
Policies £
Connection Directory Sync Setup
Applications bt Sol up a now connection uking a naw Authantication Proxy.
- 5 O Connect 1o AD
Single Sign-0On w Reuse existing connection
Users ~ @ Add new cennection @ Add groups
You will be redraciod to @ row pagqe
Add User @ Review synced attributes

Pending Enrollments Complate Satup

Bulk Enrall Users
Import Users )
Directory Sync Setup
Directory Sync
Wisting Tor Connaction 1o dingclony

Bypass Codes
Sync setup is disabled until a connection 1o the directory has boen esiablished

e

Adding new Active Directory

6. Copy the generated integration key, secret key, and APl hostname.

Authentication Proxy £y Delete Connection ~ No Changes

Status

Configuration metadata
Not connected

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can

o . O Add Authentication Proxy
connect to and that can connect to your LDAP server. View instructions (4

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your O Configure Directory
configuration, or L download a pre-configured file.

Integration key DfD_ Copy Connected Directory Syncs

] User Syncs
Secret key assassansssrsssifiPE Copy
1 AD Sync

Don't write down your secret key or share it with anyone

Reset Secret Key

APl hostname - [
ducsecurity.com Copy

. If you are using NTLM or plain authentication, update the [ cloud] section of your configuration with the username

w

and password for the LDAP account that has read access for your LDAP directory.
Authentication Proxy details

7. Return to the DUO Authentication Proxy configuration and configure the [cloud] section with the new
parameters youve obtained, as well as the service account credentials for an Active Directory administrator:

[cToud]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

service_account_username=<your domain>\<service_account_username>
service_account_password=<service_account_password>



8. Validate your configuration by selecting the "validate" option to ensure all settings are correct.

Authentication Proxy is running Up since: 4/2002024, 5:43:21 PM Varsion: 8.3.0 Restart Service Slop Service

Configure: authproxy.cfg Unsaved Changes Output

[main]

[radius_server_auto]
key=DIXY

Xyl
.duosecurity.com

3.21

nt=ad_client

Jad_client]
1051=10.4.23.42
i inc=administrator

=4

Configuration of Proxy DUO.

9. After validation, save your configuration and restart the DUO Authentication Proxy service to apply
changes.

Authentication Proxy is running Up since: 4/20/2024, 5:43:21 PM Version: §.3.0 Restart Service Stop Service

Validation passed

Configuration has passed validation and is ready 1o be saved

Configure: authproxy.cfg Unsaved Changes Output
Ly
st=cx]|

rt=3128

Running The Duc Authentication Proxy Connectivity Teol. This may take
several minutes...

[info] Testing section 'main' with configuration:
[radius_server_autao]

key=DIX

[info] {'http_proxy host': "cx
‘http_proxy port': "31287}

.dupsecurity.com [info]

1=10.4.23.21 [infe] Testing sectieon 'radius_server_aute' with configuration:

t_l=po [info] {'api_host": .duosecurity.com",
=safe

port=1812

‘client’: ‘ad_client”,
‘failmode®: "safe’,
ent=ad_client 'http_proxy_host": °

‘http_proxy port": "3128°,
[ad_client] “ikey': ‘DI

Validate Save

Restart Service option.

10. Back in the DUO administration dashboard, enter the |P Address of your Active Directory server along
with the Base DN for user synchronization.



Directory Configuration

Domain controller(s)

Hostname or IP address (1) * Port (1) *

10.4.23.42 389

+ Add Domain controller

The pert is typically 389 for cleartext LDAP or STARTTLS, and 636 for LDAPS

Base DN *

DC=testlab DC=local

Enter the full distinguished name (DN) of the directory location to search for users and groups
We recommend setting this to the directory root (example: DC=domain, DC=local)
If specifying the DN of an OU or container, ensure it is above both the users and groups to sync

Directory settings.

11. Select the Plain option to configure the system for non-NTLMv2 authentication.

Authentication type

Integrated

Performs Windows authentication from a domain-joined system

MTLMv2

Performs Windows NTLMvZ2 authentication.

® Plain

Performs username-password authentication

Authentication type.

12. Save your new settings to ensure the configuration is updated.



& Deleto Connection

Status

Mot connected

(O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

Save option

13. Utilize the "test connection" feature to verify that the DUO Cloud service can communicate with your



Active Directory.

Authentication Proxy

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can connect to and that can connect
to your LDAP server. View instructions 4

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your configuration, or

L download a pre-configured file.

I P | comy

Secret key ‘ R - = | Copy

Don't write down your secret key or share it with anyone

Reset Secret Key

API hostname ‘ -uosecurfry.com I Copy

J

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username and password for the
LDAP account that has read access for your LDAP directory.

service_account_username=myusername

service_account_password=mypassword

4. Restart your Authentication Proxy.

5. Test Connection.

Test connection option.

14. Confirm that the Active Directory status displays as "Connected,” indicating a successful integration.

Status

Connected

Status successfull.

Export user accounts from Active Directory (AD) via DUO Cloud.



1. Navigate to Users > Directory Sync within the Duo Admin Panel to locate the settings related to
directory synchronization with Active Directory.

Add User

Pending Enroliments

Bulk Enrcdl Users
Import Users
Direclory Syne
Bypais Codes
Croups
Endpoints

2FA Dovices

User list.

Users Dwectory Syne | Import Users | Bulk Envoll Users

0 0 0 0 0 0

Total Users Mot Enrollad IRdctivd Ui Trash Bypans Lsars

Looks like you have no users, click Add User to add one

2. Select the Active Directory configuration you wish to manage.

3. Within the configuration settings, identify and choose the specific groups within Active Directory that
you wish to synchronize with the Duo Cloud. Consider using the filtering options for your selection.

4. Click Complete Setup.

Dashboard
Device insight
Policies
Applications
Single Sign-On
Users
Add User
Pending Enroliments.
Bulk Enwoll Users
Impert Users
Directory Syne

Bypass Codes
Groups

Endpoints

AD Sync.

AD Sync « PP
Active Directory Connection Directory Syne Setup
&) Connocted 1o Dua [~
AD Syne Connacon o
10.4.23,42:389

o
& Edit A L,

Comploto Setup
Groups

5. To initiate the synchronization immediately, click Sync Now. This exports the user accounts from the
specified groupsin Active Directory to the Duo Cloud, allowing them to be managed within the Duo
Security environment.



Dashboard » Users » Directory Syac » AD Sync

AD Syl'lc Rename

Import Duo user names and other information directly from your on-premises Active Directory.
Learn more about syncing users frem Active Directory

Sync Controls

Sync status

Scheduled to automatically synchronize every 12 hours, next around 2:00 AM UTC @ Pause automatic syncs

Sync Now

Troubleshooting s

Starting Synchronization

Enroll Usersin the Cisco DUO Cloud.

&y Delete Directory Sync No Changes

Active Directory Connection
@ Connected to Duo

AD Sync Connection
10.4.23.42:389
¢ Edit connection

+ Change connection

User enrollment enables identity verification through various methods, such as code access, DUO push,

SMS codes, and tokens.
1. Navigate to the User s section in the Cisco Cloud dashboard.

2. Locate and select the account of the user you wish to enroll.

Dastpoarg > Users
Dashboard

Device Insight ~ USE rs Dwectory Sync Impaort Users Bulk Enrall Users m

Policies ~

Need to activale a replacement phanae? Leam more about Reactivating Duo Mobile 05
Applications b

Single Sign-0n v

:
Total Users Mot Ennclled Inactive Users Trash

Add User
Pending Enroliments Solect (0}
Bulk Enroll Users
Username « Name E£ma Pranes

Impart Usars

e ww—

Bypass Codes

Groups e 1 total

User account list.

3. Click the Send Enrollment Email button to initiate the enrollment process.

0 0

Bypass Usars Locked Out
Export w | | O} Searet
Tokens Status Last Login
Active Mever authonticatod



Dashboard > Users » adminisirator

adm inistrator Logs Send Enrollment Email || Sync This User

ﬂ This user has not anrolled yet. See our enrallment documentation . to learn more about anrolling users

n This user was synced from the directory AD Syne. Some fields are read-only.

Username admimistrafor

Username aliases

n have

Optionally, you may

@9, Usemame alias 1 should only be used for Emy

Enrollment via email.

4. Check the email inbox and open the enrollment invitation to complete the authentication process.
For additional details regarding the enrollment process, please refer to these resources:

» Universa Enrollment Guide: https://quide.duo.com/universal-enrollment
« Traditional Enrollment Guide; https://quide.duo.com/traditional -enrollment

Configuration Validation Procedure.

To ensure that your configurations are accurate and operational, validate the next steps:

1. Launch aweb browser and enter the | P address of the Firepower Threat Defense (FTD) device to access
the VPN interface.

€ Notsecure | https://10.4.23.53/+CSCOE+/logon.html#form_title_text

y Logon

Group | VPN_Remote v |
Username |

Password

Logon |


https://guide.duo.com/universal-enrollment
https://guide.duo.com/traditional-enrollment

2. Input your username and password when prompted.

Note: The credentials are part of the Active Directory accounts.

3. When you receive a DUO Push notification, approve it using the DUO Mobile Software to proceed with
the validation process.



Are you logging in to Cisco ISE
RADIUSY

&

@ Linknown
() 3:13PMCST

2  administrator



to monitor real-time activity and verify proper connectivity, access the live logs in the Cisco Identity
Services Engine (ISE).

= Cisco ISE Oparations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Metwork Devicos. RADIUS Drops Chient Stopped Responding Repeat Counter

0 0 35 0 0

Every 3 sec »  Latest 50 1000~  Last 10 minu_
Time Status Detsils  Repea Identity Endpoint 1D Endpaint... | Authenticaticn Policy Authorization Policy Hetwork De...  Authoris. IP Address
L o L Windaw Buh VBN_DUD, Auth
Last Updatad: Tus Apr 23 2024 15:31:45 GMT-0600 (hors astindar contral) Rucards Shown: 2

|SE Livelogs.

9. Go to Reports> Authentication logs to review the authentication logs in the DUO Admin Panel to
confirm successful verifications.

Trust Monitor v I

Reports -~
L - | [ ] I -

icati 12804 AL BAM 5P
Authentication Log Tue. Apr 23 Tue. Apr 23

Duc Desktop
Deploymeant

Single Sign-On Log
Showing 1-24 of 24 items

Telephony Log

Ad strator Actions BVie k- Factor Se - -
DMINISIrAtor ACtions Preview Risk-Based Factor Selechon Disabled Showing | 25~ |rows

Authentication
Summary Timestamp (UTS) » Resul

Enticaton Method
Denied Authentications
§22:29 PM « Granted administrator  Cisco ISE RADIUS | WA
APR 2 rpae azproved

ocation Unknown v Duo Push
Deployment Progress 2, 2024 e s
o e

Policy impact

-t'..'.1>< Mexico
Universal Prompt

Progress

Authentication logs.

Common issues.

Working scenario.

Before you explore specific errors related to thisintegration, it is crucia to understand the overall working
scenario.

In the ISE livelogs we can confirm that | SE forwarded the RADIUS packets to the DUO Proxy, and once
the user accepted the DUO Push, the RADIUS Access Accept was received from the DUO Proxy Server.



Cisco ISE

i Steps
Qverview P
~ L 11001 Received RADIUS Access-Request
Event I 5200 Authentication succeeded ]
11017 RADIUS created a new session
Username administrator 15049 Evaluating Policy Group
Endpoint Id 00:50:56:83:53:06 © 15008 Ewvaluating Service Selection Policy

Endpoint Profile

Authentication Policy VPN_DUO_Auth

Authorization Policy VPN_DUO_Auth

Authorization Result

Authentication Details

Source Timestamp 2024-04-24 20:03:33.142

Received Timestamp 2024-04-24 20:03:33.142

15048 Queried PIP - Network Access NetworkDeviceMame
11258 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

I1 1355 Start forwarding request to remate RADIUS server

Modify atributes before sending request 1o external

11365 .
radius server

11100 RADIUS-Client about to send request - { port = 1812 )

11101
ms)

11357
server

11002 Returned RADIUS Access-Accept

RADIUS-Client received response (3 Step latency=5299

Successfully forwarded request to current remote RADIUS

Policy Server asc-ise32p3-1300

Event 5200 Authentication succeeded
Username administrator

Endpoint Id 00:50:56:83:53:D6

Calling Station Id 10.31.104,89

Audit Session |d 000000000002e000662965a9
Newwork Device FTD

Success authentication.

CiscoAVPair

Result

Reply-Message

mdm-tlv=device-platform=win,
mdm-tlv=device-mac=00-50-56-b3-53-d6,
mdm-tlv=device-type=VMware, Inc. VMware7,1,
mdm-tlv=device-platform-version=10.0.19045 ,
mdm-tlv=device-public-mac=00-50-56-b3-53-d6,
mdm-tlv=ac-user-agent=AnyConnect Windows 4.10.08029,
mdm-tlv=device-uid-
global=4CEBE2C21A8B81F490AC91086452CF3592593437,
mdm-tlv=device-
uid=3C5C68FF5FD3B6FA9D364DDB90E2BOBFA7E44BOEAAA
CA383D5A8CE0964A799DD,
audit-session-id=000000000002e000662965a9,

-

coa-push=true,
proxy-flow=[10.4.23.53,10.4.23.21]

Success. Logging you in...



Result Successfully.

A packet capture from the I SE side shows the next information:

Source Destination Protocol  Length Info

10.4.23.53 10.4.23.21 RADIUS 741 Access-Request id=138 » The FTD sends the RADIUS request to ISE

10.4.23.21 10.31.126.207 RADIUS 883 Access-Request id=41 —_» |SE resends the same RADIUS requests to the DUO Proxy
10.31.126.207 10.4.23.21 RADIUS 190 Access-Accept id=41 » DUO Proxy sends the RADIUS accept (DUO push approved)
10.4.23.21 10.4.23.53 RADIUS 90 Access-Accept id=138 ————————*ISE resend the RADIUS accept to the ETD

16.4.23.53 10.4.23.21 RADIUS 739 Accounting-Request id=139 — FTD sends the accounting for the current VPN connection
18.4.23.21 10.4.23.53 RADIUS 62 Accounting-Response id=139

* ISE registered the accounting on its dashboard

ISE packet capture.

Error11368 Please review logs on the External RADIUS Server to determine the precise failure reason.

Event 5400 Authentication failed

11368 Please review logs on the External RADIUS Server to

Failure Reason .
determine the precise failure reason.

Please review logs on the External RADIUS Server to determine

Resolution . :
the precise failure reason.

Please review logs on the External RADIUS Server to determine

Root cause . .
the precise failure reason.

Error 11368.

Troubleshooting:

- Verify that the RADIUS shared secret key in ISE is the same as the configured key in the FMC.
1. Open the ISE GUI.

2. Administration > Network Resources > Network Devices.

3. Choose the DUO Proxy Server.

4. Next to the shared secret, click "Show" to see the key in plain text format.

5. Open the FMC GUI.

6. Objects > Object Management > AAA Server > RADIUS Server Group.
7. Choose the | SE Server.

8. Reenter the secret key.

- Verify the Active Directory integration in DUO.

1. Open the DUO Authentication Proxy Manager.

2. Confirm the user and password under the [ad_client] section.

3. Click validate to confirm the current credentials are correct.



Error 11353 No more external RADIUS servers; cant perform failover

Event 5405 RADIUS Request dropped

. 11353 No more external RADIUS servers; can't perform
Failure Reason .
failover

Verify the following: At least one of the remote RADIUS servers
in the ISE proxy service is up and configured properly ; Shared
secret specified in the ISE proxy service for every remote

Resolution . -
RADIUS server is same as the shared secret specified for the
ISE server ; Port of every remote RADIUS server is properly
specified in the ISE proxy service.
Failover is not possible because no more external RADIUS
Root cause

servers are configured. Dropping the request.
Error 11353.

Troubleshooting:

- Verify that the RADIUS shared secret key in ISE is the same as the configured key in the DUO Proxy
Server.

1. Open the ISE GUI.

2. Administration > Networ k Resour ces > Networ k Devices.

3. Choose the DUO Proxy Server.

4. Next to the shared secret, click "Show" to see the key in plain text format.
5. Open the DUO Authentication Proxy Manager.

6. Verify the [radius_server_auto] section and compare the shared secret key.
The RADIUS sessions do not appear in the I SE live logs.

Troubleshooting:

- Verify the DUO configuration.

1. Open the DUO Authentication Proxy Manager.

2. Verify the ISE IP addressin the [radius_server_auto] section

- Verify the FMC configuration.

1. Open the FMC GUI.

2. Go to Objects > Object Management > AAA Server > RADIUS Server Group.

3. Choose the | SE Server.



4. Verify the ISE | P address.
» Take apacket capture in I SE to confirm the reception of the RADIUS packets.

1. Go to Operations > Troubleshoot > Diagnostic Tools> TCP Dump
Additional troubleshooting.
- Enable the next components in the PSN as debug:

Policy-engine

Prrt-INI

runtime-AAA
For further troubleshooting in DUO Authentication Proxy Manager check the next link:

https://hel p.duo.com/s/article/1126anguage=en US

DUO Template.

Y ou can use the next template to complete the configuration into your DUO Proxy Server.

[main] <--- OPTIONAL
http_proxy_host=<Proxy IP address or FQDN>
http_proxy_port=<Proxy port>
[radius_server_auto]
TKey=XXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXXXX
api _hoSt=XXXXXXXXXXXXXXXXXXX
radius_ip_1=<PSN IP Address>
radius_secret_1=XXXXXXXXX
failmode=safe

port=1812

client=ad_client

[ad_client]

host=<AD IP Address>
service_account_username=xxxxxxxx
service_account_password=xxXXXXXXXX
search_dn=DC=xxxxxx , DC=xxxx

[cToud]

TKey=XXXXXXXXXXXXXXXXXX
SKEy=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
aApi_hoSt=XXXXXXXXXXXXXXXXXX
service_account_username=<your domain\username>
service_account_password=xxxXXXXXXXXXX


https://help.duo.com/s/article/1126?language=en_US

