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| ntr oduction

This document describes how to configure and verify TrustSec on a Catalyst Switch and Wireless LAN
Controller with the Identity Services Engine.

Prerequisites

Cisco recommends that you have knowledge of these topics:

Basic knowledge of Cisco TrustSec (CTS) components

Basic knowledge of CLI configuration of Catalyst switches

Basic knowledge of GUI configuration of Cisco Wireless LAN Controllers (WLC)
Experience with Identity Services Engine (ISE) configuration

Requirements

Y ou must have Cisco | SE deployed in your network, and end users must authenticate to Cisco | SE with
802.1x (or other method) when they connect to wireless or wired. Cisco | SE assigns their traffic a Security
Group Tag (SGT) once they authenticate to your wireless network.

In our example, end users are redirected to the Cisco | SE Bring Y our Own Device (BYOD) portal and are
provisioned a certificate so they can securely access the wireless network with Extensible Authentication
Protocol-Transport Layer Security (EAP-TLS) once they complete the BY OD portal steps.

Components Used

The information in this document is based on these hardware and software versions:

 Cisco Identity Services Engine, version 2.4

» Cisco Catalyst 3850 Switch, version 3.7.5E

e Cisco WLC, version 8.5.120.0

» Cisco Aironet Wireless Access Point in Local mode

Before deployment of Cisco TrustSec, verify your Cisco Catalyst Switch and/or Cisco WLC+AP models +
software version has support for:

» TrustSec/Security Group Tags

Inline Tagging (if not, you can use SXP instead of Inline Tagging)
Static IP-to-SGT mappings (if needed)

Static Subnet-to-SGT mappings (if needed)

Static VLAN-to-SGT mappings (if needed)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Network Diagram



Topology
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In this example, the WL C tags the packets as SGT 15 if from a Consultant, and + SGT 7 if from an
Employee.

The switch denies those packetsif they are from SGT 15 to SGT 8 (consultants cannot access servers tagged
as SGT 8).

The switch allows those packetsif they are from SGT 7 to SGT 8 (employees can access serverstagged as
SGT 8).

Goal
Let anyone access GuestSSID.

Let Consultants access EmployeeSSID, but with restricted access.
L et Employees access EmployeeSSID with full access.

Device IPaddress [VLAN

ISE 10.201.214.230|463

Catalyst Switch|10.201.235.102|1115

WLC 10.201.214.229|463

Access Point  |10.201.214.138}455

Name UsernamelAD Group |SG SGT

Jason Smithjjsmith ConsultantgBY ODconsultantg15
Sally Smith [ssmith Employees |BY ODemployees |7
n‘a n/a n/a TrustSec_Devices|2

Configurations

Configure TrustSec on | SE



TrustSec Overview

Plan Security Groups Create Components Push Policy
Identify resources that require different levels of Create security groups for resources, user Push the matrix policy live.
protection groups and Network Devices as defined in the
preparation phase. Also, examine if default Push the SGTs, SGACLs and the matrix to the
Classify the users or clients that will access SGTe can be used to match the roles defined. network devices @
those resources
Define the network device autharization policy Real-time Monitoring
Objective is to identify the minimum required by assigning SGTs to network devices. Check dashboards to monitor current access.
number of Security Groups, as this will simplify
management of the matrix Policy Auditing
Define SGACLs to specify egress policy. Examine reports to check access and
Preliminary Setup authorization is as intended.
Set up the TrustSec AAA server. Assign SGACLSs to cells within the matrix to

enforce security.
Set up TrustSec network devices.

Exchange Policy

Check default TrustSec seftings to make sure Configure SXP to allow distribution of IP to SGT
they are acceptable. mappings directly to TrustSec enforcement
devices.

If relevant, set up TrustSec-ACI policy group
exchange to enable consistent policy across
your network.

Consider activating the workflow process to
prepare staging policy with an approval process.

Configure Cisco | SE asa TrustSec AAA Server

‘dscy  Identity Services Engine Home  » Conlex Visibiity  » Operalions  » Policy  » Adminisiralion

b Metwork Access b Guest Access |~ TrustSec » BYOD » Profiler » Posture » Device Administration » PassivelD

b Overview  ~ Components » TrusiSec Policy Policy Sets b SHP b Treubleshoot  Reporls b Settings
|
<]
AAA Servers List = corbinise
AAA Servers

Security Groups

IP SGT Static Mapping

*Name | CISCOISE

Security Group ACLs

Metwork Devices Description
Trustsec AAA Servers
*IP [ 10.201.214.230 | (Example: 10.1.1.1)
*Port 1812 | (Valid Range 1 o 65535)

TRt

Configure and Verify Switch isAdded asa RADIUS Devicein Cisco | SE



Identity Services Engine

Home v Context Visibility ¢ Operations » Policy - Administration + Work Centers
b System + Identity Management ~ Metwork Rescurces ¢ Device Portal Management  pxGrid Services ¢ Feed Semnvice ¢ Threat Cenfric NAC

* Metwark Devices Metwork Device Groups MNetwork Device Profiles  Extemal RADIUS Servers RADIUS Server Sequences MAC Managers  Extermal MDM ¥ Location Services
I

o
Metwork Devices List = CatalystSwitch

Network Devices

Hetwork Devices

Default Device

* Name | Catalyst3witch
Deseription | catalyst 3850 Switch

Device Security Settings

IPAddress  +| *IP: [ 10.201.235.102 | iz |
Ak Cisco v @

Software Version |:|

* Device Profile

* MWetwork Device Group

Location [l Locations | [ Set To Default |
IPSEC  [no | [ 5etTo Default |
Device Type |A|| Device Types | | Set To Default |

N

M [+ RADIUS Authenticafion Settings

RADIUS UDP Settings

Frotocol  RADIUS /

" Shared Secrel [ pdmini23 | [ Hide |

Use Second Shared Secret [ i

| Show |

CoAPort [ 1700 | | SetTo Default |

RADIUS DTLS Settings
DTLS Required  []

Shared Secret  |radius/dils i

Configureand Verify WLC isAdded asa TrustSec Devicein Cisco | SE

Enter your log in credentials for SSH. This enables Cisco | SE to deploy the static IP-to-SGT Mappings to
the switch.

Y ou create these in the Cisco | SE Web GUI under work Centers > TrustSec > Components > IP SGT Static Mappings aS
shown here;
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Tip: If you have not yet configured SSH on your Catalyst Switch, you can use this guide: How to
Configure Secure Shell (SSH) on Catalyst Switch.



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/security/configuration_guide/b_sec_3se_3850_cg/b_sec_3se_3850_cg_chapter_01000.html

Tip: If you do not want to enable Cisco I SE to access your Catalyst Switch over SSH, you can
create Static |P-to-SGT mappings on the Catalyst Switch with the CLI instead (shown in a step
here).

Verify Default TrustSec Settingsto Make Sure They are Acceptable (Optional)



stlnal T = oo B -
el |dentity Services Engine

Hame ¢ Contect Visibiling ¢+ Operations » Policy ¢+ Administration = Wark Centers

b Metwork Access ¢ Guest Access | = TrustSec | » BYOD ¢ Profiler  » Posture  * Device Administration  » PassivelD
¢ Ovarview ¢ Components  ® TrustSec Policy  Policy Sets ¢ 53XP » Troubleshoot  Reports  ~ Settings
I
o

General TrustSec Setlings General TrustSec Settings

TrustSec Matrix Setlings
Verify TrustSec Deploymant
Work Process Settings

SXP Seltings [C] Automatic werification after avery deploy (i
ACI Sattings Time after deploy process minutes (10-60)

Protected Access Credential (PALC)

“Tunnel PAC Time To Live [s0 | [oays -

*Proactive PAC update when % PAC TTL is Left

Security Group Tag Numbering

(8] System Will Assipn SGT Numbers
[C] Ewcept Numbers [n Range -  From | 1,000 To| 1,100

() Usar Must Entar SGT Numbers Manually

Security Group Tag Numbering for APIC EPGs

[C] System will assign numbers In Range -  From | 10,000




“tuthe Identity Services Engine Home » Context Visibiity v Operaions v Palicy v Admindstration - Wark Centers

b Metwork Access ¢ Guest Access  +TrustSec | » BYOD ¢ Profiler v Posture ¢ Device Administration  » PassivelD

b Owverview ¢ Componants ¢ TrustSec Poloy  Policy Sels # SXP # Troubleshood  Reporls = Sebings

——
o
General TrustSec Satiings Security Group Tag Numbering for APIC EPGs
TrusiSec Matrix Seitings ] System will assign numbers In Range - Frem | 10,000
Wiork Process Salfings
SXP Settings Automatic Security Group Creation

ACI Setlings
[[] Auto Create Security Groups When Creating Authorization Rules (i

SGT Number Range For Auto-Creation - From | 5,000 To 5,100

Automatic Naming Options

Select basis for names, [Security Group name will be shorened to 32 characters)

Mame Will Include Rule Mame L
Optional Addions Policy Set Name

Prefix | SGT

Suffis: | 8GT
Exampla Name - Rulalame

IP SGT static mapping of hostnames

(& Create mappings for all IP addresses returned by DNS query

() Create mapgings only for the frst IPvd address and the first IPvG address returned by DNS query
Save A esat

Create Security Group Tagsfor WirelessUsers

Create Security Group for BY ODconsultants - SGT 15
Create Security Group for BY ODemployees - SGT 7



‘4 Identity Services Engine Home + Context Visibility + Operafions + Policy » Administration

b Metwork Access b Guesd Access = TrustSes » BYOD » Profiler b Posture » Device Administration » PassivelD

b Overview  ~Componenls b TrusiSec Policy  Policy Sets  » SXP b Troubleshoot  Reports  » Seflings
—

o
Security Groups Security Groups
For Policy Expart go to Administration » System = Backup & Resiore > Policy Expord Page
IP SGT Static Mapping
Security Group ACLs
Network Devices i Edit + Add & Import A Export ~ B Trash - © Push @ Verify Deploy
pListze RAS Se0ers Icon Name J2 SGT (Dec / Hex) Description Learned from
— @) BYODconsultants 15/000F SGT for consultants who use BYOD - restrict intemal access
PRS- @ BYQDemployees 70007 SGT for employees who use BYOD - allow internal access
@ Contractors 50005 Contractor Security Group
@ Employees 40004 Employee Security Group
—_— g EmployeeServer BM000E Restricted Web Server - Only employees should be able fo access
@ Gussts BI0008 Guest Security Group
@ Metwork_Senices 300003 Metwork Services Security Group
@ Cuarantined_Systems 255/00FF Quarantine Security Group
g Restricted\WebServer B0008
@ TrusiSec_Devices 200002 TrustSec Devices Security Group
? Unknown 00000 Unknown Security Group

Create Static IP-to-SGT Mapping for the Restricted Web Server

Do thisfor any other |P addresses or subnets in your network that do not authenticate to Cisco | SE with
MAC Authentication Bypass (MAB), 802.1x, Profiles, and so on.

Identity Senvices Engine Home » Contecat Visibility » Operations F Policy » Administration = Work Centers

¢ Metwork Access ¢ Guest Access | ~TrusiSec | * BYOD  » Profiler  * Posiure ¢ Device Adminisiration  * PassivelD
v Overview = Components  * TrustSec Policy  Policy Sets  *» SXP » Troubleshoot  Reporis  * Seflings
I
a

IP T static mappi 14.1
Security Groups SGT static mapping > 10.201.2 32

IF SGT Static Mapping IP addressies) = * 10201 214 132
Security Group ACLs
Network Devices Add to a mapping group

LSS T s Map to SGT individually

SGT- EmployeeServer (3/0008) X v
Send 10 SXP Domain « default

Deploy to devices All TrustSec Davices v

Create Certificate Authentication Profile



ices Engine

Haome » Context Visibility » Operations ¥ Work Centers
» System - |dentity Management | » Metwork Resources ¢ Device Poral Management  puGrid Services ¢ Feed Service  » Threal Centric HAC

k Wenfitiecs Groups  Exiemal Identity Scurces  ldenfity Source Sequences b Seftings

Cedificate Authentication Profiles Ligt » Hew Certificate Authentication Profile
Certificate Authentication Profile

External Identity Sources

1w (B .
» O] Cendtoate Authentication Profie
3 ; Artve Directory

*Name | EYODCenificalesuthProfiie |

£ woa
&5 oosc Description | Allow BOZ 1x authenbcation to EYOD using usemame=password + EAP-TLS authentication to BYOD
5 RADWS Token using certificate

r
5 Rsa SesurD
[l SAML id Providers
I Socii Login Identity Store  [Windows_AD_Server ~]

Use Identity From @) Certificate Attibute [Subject . Comman Name ] @

) Any Subject or Alternative Name Attributes in the Certificate (for Active Directory Only)

Maich Chent Cerlificate Against
Certificate In ldentity Store Hever

(®) Only to resobve identity ambiguity

3 Abways perform binary comparison

()

Create I dentity Sour ce Sequence with the Certificate Authentication Profile from Before



::Ilisélf: Identity Services Engine Hoame » Context Visibiity + Operations ¢ Policy - Administration + Work Centers

» Systemn |~ ldentity Management  » Metwork Resources ¢ Device Poral Managemeni  pwGrid Services ¢ Feed Service  p Threat Centric HAC

¥ ldeniities Groups Exdernal Ideniity Sources  Ildenfity Source Sequences  » Seffings

ldentily Sowrce Sequences List > Hew Identity Source Sequence

Identity Source Sequence

w |dentity Source Sequence

*Hame | BYOD_ldentity_Sequence |

Description | allow vsemames+password and cerlificale for BY QD authentication

by

= Cedificate Based Authenbication

¥ Selecl Cerificate Authentication Profile | BYODCeddificatefuthPr = ]

w» Authentication Search List

& st of identity sources that will be accessed in sequénce until first authentication succeeds

Available Selecied
Intermal Endpaints - Windows_AD_Server -
Gues! Lisers | | Inbemal Users
| | I
=
| L= |
o
- | | - |

w Advanced Search List Seftings
If & sedecied wentity slore cannol be accessed for authenticabion

E‘ Do onot access other stores in the sequence and s&l the "AuthenbicationStalus™ attibute to "ProcessEmor

! Treal as if the user was not found and proceed to the next store in the saquenca

Submit Cancel |

Assign Wireless Users (Employees and Consultants) an Appropriate SGT

Name UsernamelAD Group |SG SGT
Jason Smith|jsmith ConsultantgBY ODconsultantg15

Sally Smith [ssmith Employees [BY ODemployees |7
n/a n/a n/a TrustSec_Devices|2
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PuicySen  Proling  Poses  Cet Persisonng 3 oy Dty

Pobcy Sels -+ EmployeeS3ID

oD ey

Statws  Polcy Set Nama Dusseription Canditions Alvered Protocels | Sanver Sequencs Hin
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Assign SGTsto the Actual Devices (Switch and WL C)

Identity Services Engine

atluaflia
L4124

Home » Conleod Visibility » Operations + Palicy »+ Admintztration

b Nebwork Access ¢ Guest Access | =TrustSec | » BYOD  » Profiler ¢ Posture  » Device Administration  » PassivelD

b Overview  # Components  ~ TrusiSec Policy Policy Sets ¥ SXP b Troubleshoot  Repords b Seftings
I

[}
Metwork Device Authorization

= Egress Policy
Defing the Mebwork Device Authorization Policy by assigning SGTs 1o nehwork devices. Drag and drop rules 1o change the order.
Matrices List Fule Name Conditions
Mari E R Tag_TrustSec_Devices If  DEVICE:Device Type equals to Al Device Types then
] Default Ruls M ne rules defingd of Ro mateh then
Source Tree
Destination Tree
Metwark Device Authorization

Define SGACL sto Specify the Egress Policy

Allow Consultants to access anywhere external, but restrict internal:

Security Group

TrusiSec_Devices
Unkngwm



et [dentity Services Engine

Home v Context Visibility v Operations + Policy v Administration - Work Centers

b Metwork Access b Guest Access = TrustZec » BYOD ¥ Profiler b Posture p Device Administraficn » PazsivelD

b Overview = Components P TrustSec Policy  Policy Sets  » SXP b Troubleshoot  Reports b Settings
I
< ]

Security Groups ACLs List = RestrictConsultant

Security Groups .
Security Group ACLs

IP SGT Static Mapping

_ ¥ MName | pectrictConsultant
Security Group ACLs

Description

Metwork Devices Deny Consultants from going to internal sites such as: hitps://10.201.214.132

Trustsec AAA Servers

IPVersion (@) |pvd () IPv6 () Agnostic

* Security Group ACL content permit j

deny tcp dst 2g 30

deny top dst eg 443
permit ip

Allow Employees to access anywhere external and anywhere internal:

i |dentity Services Engine

Home » Context Visibility + Operations + Policy » Administration ~ Work Centers

» Metwork Access b Guest Access = TrustZ3ec » BYOD b Profiler v Posture » Device Administration ¥ PasszivelD

b Overview  ~Components b TrustSec Policy  Policy Sets b SXP b Troubleshoot  Reports b Seftings
I
<]

Security Groups ACLs List = AllowEmployee

Security Groups .
Security Group ACLs
IP SGT Static Mapping
] Y Hame | pllowEmployee
Security Group ACLs

Description

Metwork Devices Allows Employees to ping and access sites in browser

Trustsec AAA Servers

IPVersion @ 1pva () 1Pvé () Agnostic

* Security Group ACL content permit j

permit tcp dst eq 80
permit kcp dst eq 443
permit ip

Allow other devices access to basic services (Optional):



wlile Identity Services Engine

Home » Context Visibility » Operations + Policy inistration ~Work Centers

b Metwork Access b Guest Access = TrustSec » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

» Overview  =Components  » TrustSec Policy  Policy Sets  » SXP » Troubleshoot  Reports  » Settings
N

o

Security Groups ACLs List > LoginServices
Security Groups UrRY Saroup * air i

Security Group ACLs
or— Generation 1D: 1

* Name : i 1

Security Group ACLs LoginServices|
MNetwork Devices Description

This is an ACL for Login services

Trustsec AAA Servers
£

IPVersion @ 1pva O 1Pve (O Agnostic

Security Group ACL content permit udp dst eq 67

permit udp dst eq 53
permit tcp dst eq 53
permit tcp dst eq 838
permit udp dst eq 88
permit udp dst eq 123
permit tcp det eq 135
permit udp dst eq 137
permit udp dst eq 359
permit tep dst eq 389
permit udp dst eq 636
permit tcp dst eq 636
permit tcp dat eq 445
permit tcp dst eq 1025
permit tep dst eq 1026

-y

Save Reset

Redirect all end usersto Cisco ISE (for BY OD portal redirection). Do not include DNS, DHCP, ping, or
WebA uth traffic as those cannot go to Cisco | SE:

b Identity Services Engine

Home » Context Visibility » Operations *» Policy » Adminisiration ~ Work Centers

» Network Access  » Guest Access | ~TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

b Overview ~Componenls P TrustSec Policy  Policy Sets  » SXP » Troubleshool Reporls b Seftings
<]

Security Groups ACLs List = New Security Group ACLs

Security Group ACLs

Security Groups

IP SGT Static Mapping X
* Mame  pop Generation 1D: 0
Security Group ACLs

Description

Network Devices ACL to allow 1SE services to occur

Trusisec AAA Servers

IPVersion @) pv4 () IPvé () Agnostic

* Security Group ACL content deny ydo. dst 8g 67

deny ydp dst 8 53
deny tcp dst eq 53
deny igmp

deny tcp dst eq 8443
permit ip

Submit Cancel |

Enforce Your ACLson the TrustSec Policy Matrix in Cisco | SE

Allow Consultants to access anywhere external, but restrict internal web servers, such
as https://10.201.214.132



https://10.201.214.132

Allow Employees to access anywhere external and allow internal web servers:

GEgs  Tas  Bowwr O Dmwy 0 vestyDesty @ Mo 08 Eiwped B Ewmed  Vewr  Show[a

~ /

WL C) so you do not lose SSH or HTTPS access once you deploy Cisco TrustSec: : A~

Enable Cisco | SE to Allow Multiple SGACLSs:

"auch Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy  » Administration [EEERLTMUEeFnTees

¢ Metwoark Access } Guest Access -~ TrustZec » BYOD ¢ Profiler } Posture p Device Administration ¢ PassivelD

b Overview  » Components ¢ TrustSec Policy  Policy Sets ¢ SXP » Troubleshoot  Reporls  » Seftings
|

<]
General TrustSec Settings TrustSec Matrix Settings
TrustSec Matrix Settings #| Allow Muliiple SGACLS (i
Work Process Settings #! Allow Monitoring (i
. # Show SGT Mumbers
SXP Seftings
ACI Settings Appearance Settings [ Custom Theme Y|
SetIn Cell i Color  Pattern
Permit - B ¥
oery [ * [ ]
L

seacls [ v [
Default for Matrix {Inherited)
permit [ |v[ ]~
Deny I:I ¥ :
seacts [ |v[ ]

Status lcons i
Enabled
Disabed @ @
Monitor ®®
Save Reset

Click push in the top-right corner of Cisco ISE, to push your configuration down to your devices. Y ou need
to do thisagain later aswell:



There are TrustSec configuration

changes thatl has not been nolified to

nefwork devices. To nolify the relevant
nélwork devices about these changes

ckek the push buthon.

Configure TrustSec on Catalyst Switch

Configure Switch to Use Cisco TrustSec for AAA on Catalyst Switch



Tip: This document assumes your wireless users are already successful with BY OD by Cisco ISE
before the configuration shown here.

The commands shown in bold were already configured prior to this (in order for BY OD Wireless to work
with ISE).

<#root>

Cat al yst Swi t ch(confi g) #aaa new nodel

Cat al yst Swi t ch(confi g) #aaa server radi us policy-device

Cat al yst Swi tch(confi g)#i p devi ce tracking



Cat al yst Swi t ch(confi g) #radi us server Cl SCO SE

Cat al yst Swi t ch(confi g-radi us-server)#address i pv4 10.201.214. 230 aut h-port 1812 acct-port

CatalystSwitch(config)#aaa group server radius AAASERVER
CatalystSwitch(config-sg-radius)#server name CISCOISE

CatalystSwitch(config)#aaa authentication dotlx default group radius
CatalystSwitch(config)#cts authorization 1ist SGLIST
CatalystSwitch(config)#aaa authorization network SGLIST group radius

Cat al yst Swi t ch(confi g) #aaa aut hori zati on network default group AAASERVER

Cat al yst Swi t ch(confi g) #aaa aut hori zati on aut h-proxy default group AAASERVER

Cat al yst Swi t ch(confi g) #aaa accounting dot1x default start-stop group AAASERVER

Cat al yst Swi t ch(confi g) #aaa server radi us policy-device

CatalystSwitch(config)#aaa server radius dynamic-author
CatalystSwitch(config-Tocsvr-da-radius)#client 10.201.214.230 server-key Adminl23

1813



Note: The PAC key must be the same as the RADIUS Shared Secret that you specified in the
Administration > Network Devices > Add Device > RADIUS Authentication Settings section.

<#root>

Cat al yst Swi t ch(confi g) #r adi us- server

Cat al yst Swi t ch(confi g) #r adi us- server

Cat al yst Swi t ch(confi g) #r adi us- server

Cat al yst Swi t ch(confi g) #r adi us- server

attribute 6 on-for-1login-auth

attribute 6 support-nultiple

attribute 8 include-in-access-req

attribute 25 access-request include

CatalystSwitch(config)#radius-server vsa send authentication
CatalystSwitch(config)#radius-server vsa send accounting

Cat al yst Swi t ch(confi g) #dot 1x system aut h-control



Configure PAC Key Under the RADIUS Server to Authenticate the Switch to Cisco I SE

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#address ipv4 10.201.214.230 auth-port 1812 acct-port 1813
CatalystSwitch(config-radius-server)#pac key Adminl23

M e RADILUS Authenticalion Settngs

HADIUS UL Settings

Frofocol RADIUS

" Shared Sacrel |.ﬂ.dmin133 | Hide

Use Second Shared Secret [



Note: The PAC key must be the same as the RADIUS Shared Secret that you specified under the
Administration > Network Devices> Add Device > RADIUS Authentication Settings Section in Cisco | SE (as shown
in the screen capture).

Configure CTS Credentialsto Authenticate the Switch to Cisco | SE

CatalystSwitch#cts credentials id CatalystSwitch password Adminl23
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Note: The CTS credentials must be the same as the Device ID + password that you specified in The
CTS credentials must be the same as the Device ID + password that you specified in the
Administration > Network Devices > Add Device > Advanced TrustSec Settings Section in Cisco | SE (shown in the

screen capture).



Then, refresh your PAC so it reaches out to Cisco ISE again:

CatalystSwitch(config)#radius server CISCOISE
CatalystSwitch(config-radius-server)#exit
Request successfully sent to PAC Provisioning driver.

Enable CTS Globally on Catalyst Switch

CatalystSwitch(config)#cts role-based enforcement
CatalystSwitch(config)#cts role-based enforcement vlan-1list 1115 (choose the vlan that your end user de

Make a Static IP-to-SGT Mapping for the Restricted Web Servers (Optional)

That Restricted Web Server does not come through ISE for authentication ever, so you must tag it manually
with the Switch CLI or ISE Web GUI, that isjust one of many web serversin Cisco.

CatalystSwitch(config)#cts role-based sgt-map 10.201.214.132 sgt 8

Verify TrustSec on Catalyst Switch

CatalystSwitch#show cts pac

AID: EF2E1222E67EB4630A8B22D1FF0216C1

PAC-Info:

PAC-type = Cisco Trustsec

AID: EF2E1222E67EB4630A8B22D1FF0216C1

I-ID: CatalystSwitch

A-ID-Info: Identity Services Engine

Credential Lifetime: 23:43:14 UTC Nov 24 2018

PAC-Opaque: 000200B80003000100040010EF2E1222E67EB4630A8B22D1FF0216C10006009C0003010025D40D409A0DDAF352
Refresh timer is set for 12w5d

CatalystSwitch#cts refresh environment-data
Environment data download in progress

CatalystSwitch#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:



SGT tag = 2-02:TrustSec_Devices

Server List Info:

Installed 1ist: CTSServerListl-0001, 1 server(s):
*Server: 10.201.214.230, port 1812, A-ID EF2E1222E67EB4630A8B22D1FF0216C1
Status = ALIVE flag(0x11)
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

MuTlticast Group SGT Table:

Security Group Name Table:

0001-31 :
0-00:Unknown
2-00:TrustSec_Devices
3-00:Network_Services
4-00:Employees
5-00:Contractors
6-00:Guests
7-00:BYODemployees
8-00:EmployeeServer
15-00:BYODconsultants
255-00:Quarantined_Systems

Transport type = CTS_TRANSPORT_IP_UDP

Environment Data Lifetime = 86400 secs

Last update time = 16:04:29 UTC Sat Aug 25 2018

Env-data expires in 0:23:57:01 (dd:hr:mm:sec)

Env-data refreshes in 0:23:57:01 (dd:hr:mm:sec)

Cache data applied = NONE

State Machine is running

CatalystSwitch#show cts role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source

10.201.214.132 8 CLI
10.201.235.102 2 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings =1
Total number of INTERNAL bindings

=1
Total number of active bindings = 2

Configure TrustSecon WLC

Configureand Verify WLC isAdded asa RADIUS Devicein Cisco | SE
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Configureand Verify WLC isAdded asa TrustSec Devicein Cisco | SE

This step enables Cisco | SE to deploy static 1P-to-SGT Mappings to the WLC. Y ou created these mappings
in the Cisco ISE Web GUI in Work Centers> TrustSec > Components> I[P SGT Static Mappingsin a
previous step.
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Generate PAC



Note: We use this Deviceld and Password in alater step, in Security > TrustSec > General in the WLC Web
Ul.

Enable PAC Provision of WLC



CISCO

MONITOR  WLANS

CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS HELF FEEDBACK

Security

* AAA
General
= RADIUS
Authenhication
Accounting
Fallback
DS
Dowmilcaded AVP
k TACACS+
LD&AP
Local Met Users
MAC Filtening
w [Disabled Clients
User Login Policies
AP Policies
Pazsword Polcies

Local EAF
Advanced EAP
Priority Order
Certificate

Access Control Lists

Wireless Protection
Policies

Wab Auth

TrustSec

Local Policies
OpenDNS
Advanced

RADIUS Authentication Servers > Edit

Server Index

Server Address{Ipvd/IpvE)
Shared Secret Format

Shared Secret

Confirm Shared Secret

Key Wrap

Apply Ci5co 15E Default settings
Port Humber

Server Status

Suppornt for Cod

Server Timeouk

Hetwork User

Managpement

Management Retransmit Timesut
Tunnel Proxy

Bealm Ligt

PAC Provigsonang

IFSec

Enable TrustSec on WLC

2
10.200.214.330

ASCH ¥

(Detsgred For FIPS cuttomers and requires B key wrap comphsnt RADIUS tarver)

1812

Enablad *

Enabled ¥

5 seconds

# Enable
Enable

5 seconds

. Enable

* Enable

Enable



Save Configuration  Ping Logout  Refres

hlllilllh

CISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
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Note: The CTS Device ld and Password must be the same as the Device Id and Password that you specified
iN Administration > Network Devices > Add Device > Advanced TrustSec Settings Section in Cisco | SE.

Verify PAC has been Provisioned on WLC

Y ou see the WL C has the PAC provisioned successfully after you click Refresh Env Data (You do thisin this
step):
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Download CTS Environment Data from Cisco | SE toWLC

After you click Refresh Env Data, your WL C downloads your SGTs.
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CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
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Apply |
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* RADIUS .
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LEETITY Device Id |CiscoWLC |
Fallback
DNS Password |H"" |
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LDAP
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Advanced EAP
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Enable SGACL Downloads and Enforcement on Traffic
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMNAGEMENT
Wireless All APs > APbB38.61ac.3598 > Trustsec Configuration
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o
RF Profiles A%
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FlexConnect Groups  (4pplicable to 11ac AF)
FlexConnect ACLs

FlexConnect WVLaN
Templates



Assign WL C and Access Point the SGT of 2 (TrustSec_Devices)

Givethe WLC+WLAN an SGT of 2 (TrustSec_Devices) to allow traffic (SSH, HTTPS, and CAPWARP)
to/from the WL C + AP through the switch.

.|||.|||. Sewe Conhgurmtion  Ping  Logout Refresh
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Enable Inline Taggingon WLC

Saye Configuration  Ping  Logout  Refresh
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I claar Device 10 and password
configure Devire 1D and oifer pavameters

Under wireless> Access Points > Global Configuration SCroll down and select TrustSec Config.
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CISCO
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Lync Server
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TrustSec
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I Inline Taging 1o I
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Default Password |II"IIIII

S¥P Listener Min Hold Time (seconds)
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Peer Config
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1.Inline tagging is supperted in only Flex mode AP {Applicable to 11ac
AF)

2.8XPvd{Listener/Speaker/Beth) is supperted in Flex, Flax+bridge AP
{Applicable to 11ac AF)

Enable Inline Tagging on Catalyst Switch

<#root>

CatalystSwitch(config)#interface TenGigabitEthernetl/0/48

Catal yst Switch(config-if)#description goestoW.C

Catal ystSwitch(config-if)#swi tchport trunk native vlan 15

Catal ystSwitch(config-if)#sw tchport trunk allowed vlan 15,455,463, 1115

Catal ystSwitch(config-if)#sw tchport node trunk



CatalystSwitch(config-if)#cts role-based enforcement
CatalystSwitch(config-if)#cts manual
CatalystSwitch(config-if-cts-manual)#policy static sgt 2 trusted

Verify
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CatalystSwitch#show platform acl counters hardware | inc SGACL
Egress IPv4 SGACL Drop (454): 10 frames

Egress IPv6 SGACL Drop (455): 0 frames

Egress IPv4 SGACL Cell Drop (456): O frames

Egress IPv6 SGACL Cell Drop (457): O frames



Tip: If you use a Cisco ASR, Nexus, or Cisco ASA instead, the document listed here can help
verify your SGT taggings are enforced: TrustSec Troubleshooting Guide.

Authenticate to wireless with username jsmith password Admin123 - you encounter the deny ACL in the
switch:


https://community.cisco.com/t5/security-knowledge-base/trustsec-troubleshooting-guide/ta-p/3647576
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