Configuration of an SSL Inspection Policy on
the Cisco FireSIGHT System
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Introduction

The SSL inspection feature allows you to either block encrypted traffic without inspecting it, or
inspect encrypted or decrypted traffic with access control. This document describes the
configuration steps to set up an SSL inspection policy on the Cisco FireSIGHT System.

Prerequisites

Components Used

- Cisco FireSIGHT Management Center
- Cisco Firepower 7000 or 8000 Appliances
. Software Version 5.4.1 or higher

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Warning: If you apply an SSL inspection policy on your managed device, it can impact
network performance.



Configurations

You can configure an SSL inspection policy to decrypt traffic the following ways:
1. Decrypt and Resign:

- Option 1: Use the FireSIGHT Center as a root Certificate Authority (CA), or
- Option 2: Have a internal CA sign your certificate, or
- Option 3: Import a CA certificate and key

2. Decrypt with Known Cert:

- Log into the FireSIGHT Management Center, then navigate to Objects.
- On the Objects page, expand the PKI and select Internal CAs.

1. Decrypt and Resign

Option 1: Use the FireSIGHT Center as a root Certificate Authority (CA)

i. Click Generate CA.

@ Health System Help v admin v

=s Generate CA =2 Import CA | L Filter |

ii. Fill in the relevant information



Generate Intemnal Certificate Authority

Name: InternalCa

Country Name (two-letter code): s

State or Frovince: MD

Lacality ar City: Calumibia

Orgamzation: Sourcefine

Organizational Unit {Department): | Tac

Common Name: InternalCa

Generate CoR Generakbe self-signed CA Cancel
iii. Click Generate self-signed CA.
Option 2: Have an internal CA sign your certificate
i. Click Generate CA.

) Health System Help v admin v

| ) Generate CA | | &) Import CA || 4, Filter

ii. Fill in the relevant information.



Generate Intemnal Certificate Authority X

MName; InternalCa

Country Name (two-letter code): s

State or Province: D
Locality or Ciky: Columbia
Orgamnzration: Sourcefire

Organizational Unit (Department]: | Tac

Common Name: InternalCa

[ Generate CSR | | Generabe self-signed CA || Cancel

Note:You may need to contact your CA administrator to determine if they have a template
for the signing request.

iii. Copy the entire certificate including the -—-BEGIN CERTIFICATE REQUEST---and ---END
CERTIFICATE REQUEST--- and then save it to a text file with the . req extension.

Generate Internal Certificate Authority ? X

4 Subject:
Cornfrin Mame: InbermalCa
Organization: Sourcefire
COrganization Unit: TAC

CSR:

——BEGIN CERTIFICATE REQUIEST -
MIIB4ZCCALWCAQAWZ TELMAKGAL UEBRMOWMICZAIBGNVEAgMAK 1 EMREWDWYDVOQOH
DAhDD 21 bW IpYTETMBEGATUECgwWRLIZS] :leimlvETEHHMEﬁllJEMﬂUEFDHMM
EQYDVOQQDDARIbnRIcmShBENBMIGIMADGCSqGSTh3 DOEBAQLIAAS GNADCBIQKED
nmuwmmmﬁ?mxmz?|gnshrmnnhﬂmu.e;-mwbmm:amnszg:r
TylcwNpréBabkakDS9{DYaftFIz0uBLIGwKemxg 2 IUxB0ray1 SKISiRprIdSBaRs
LSHey 2dI0KSSXNKETREVENWD FRY ARVDRF VDR wxnQIDAQAB DAwWPAY Ko Z Thee M
ACKOMSBWLTAJBgNVHOIERG QU JevFIm2itIE 3spLdPqzp TXGKwWDAYDVRITBAUW
ApvE R FANRA kA kGG BAN IEAAORA R b EY lng 3 Sunbal b UG Finkd Nt md

Note: Your CA administrator request another file extension besides . req.



Option 3: Import a CA certificate and key

@ Health System Help v admin v

| (&) Generate CA | | &) Import CA || -4, Filter |

i. Click Import CA.

ii. Browse to or paste in the certificate.

iii. Browse to or paste in the private key.

iv. Check the encrypted box and type in a password.

Import Internal Certificate Authority T M
Mame:  Win2008R2

Certaficate Daka o, chodde & hle; [1g- 0 T o

beBEGIN CERTIFICATE o =
MODYTE CAkmg A BA FCT 2 SLHN R RGO 2 AMM AR BOka hkH Sl HAQUIFADED I
MBEMwE T ImiT L GORGEY T A EMROWE QR CE IeniZ Py L GOBGEY Eerr\ T IEWMBOG

AlLIEAHemAyZy LS L0 ] DOT AeflhaiT AL MIEalzA Ml MOAL MIE s IES
MiaMEMETARBgo dal TelAE Srpiin DornS Bonaa aley Sl AE S Fo RN

MR TV En LD el TR LU EMIIR AN gk o D BACERAA0CADES

MIOECH A B ELIBDa N + iU RS Bah D T RmER U T O ELTMED T 00

¥OUEQO3crn TvkhmP4 Do Durl IS amS s -+ hediuodS NOZ xS s3 ad0s PrgGRniMIY

BN El A+ ZFPIE 1 AIBSHRMEILM+ S ERGaoomBiFR + il IE D CTF bl

Ky of, choose o fle: B oS,

----- BEGIN PRIVATE KEY-—— =
MIE g IEADANBOk U Go I BAOEFAAS CBK W0 SKA0E ASOTBADDO 30GG] GMAS '
7A15WMGBE08)02  QaOdVOIMIKFAD npyPEHHA OSA7 daun XSGy cOADTHOL

QZKaISFT LaHHHK 1 B SHMId 045 ]+ eA T3 A dVyeng YHI Sy CFADSH < MTVonz

a0 3l sz BAderanity 20vhS « Y179 T ISIgl hurfGErte 0k Eiy» BGSILY

Ab JEKnGSRT 0BT RnzPL T Ve vAghh/| EeSd GoyRkawKOfHnRDe InZ a0toPo

Ml P HE T S5 MV T 1+ DBLNL2 BLaA O sS hiT RO W OF BREA T TSINIDG

D/ 1+ AuACMBAAECOOF AZZWORRL ITE VA NNONG + CCohFCT Pn mMKer4 + + FPT4

AV3ET+ IS RE Dwh R B L IDZK06T HE 1\ Dk TUMCML Y Fit G -

¥ Encrypied, and the password is: wEEaE

Note: If there is no password, check the encrypted box and leave it blank.

2. Decrypt with Known Key

Importing Known Certificate (Alternative to Decrypt and Resign)



i. From the Objects page on the left expand out PKI and select Internal Certs.

ii. Click Add Internal Cert.
iii. Browse to or paste in the certificate.
iv. Browse to or paste in the private key.

v. Check the Encrypted box and type in a password.

fAdd Known Intermal Certificate T M
Nafmsg: | KnowniCert

Certificate Data or, choose & file: | Browseu.. |

-——~BEGM CERTIFICATE-— R
MIDODCCAACCO0SS B DeHTDANBkqhiIGHwWO BAQUFA Wiy |
UZELMAKGAL UECAWC TUOE TAPBGNVBACMCENYDHVIT T MRMAEQYIVOOKDAD ThIVY
Y2 MAIMOWCY YTVOOLDANUOUMDOAKBINVEAMMA] REQrAF w0 TAZ MO XN
MOz ODATHID A MDT AP LA B NVRAY T AN THOsWCONTVOCTDAINRDER
MASGALUEBwIQ2 s 1 W EXE ZARBONVBASMOIN v TWE P mADOAKBONVEASM
A1RBGZEMMACGA] LIE AmewDVEFDMIIBIANES kg hkiGHwORAQE FAAOCAQBAMIIBC g
ELEIHM YO+ Mg MermCiush rE 1A b EBT Qe K -

Key or, choose & file: | Browse...

A

—BEGIN K58 PRIVATE EEY— -
MIEDAIEAAKCAQE AU HMIRPEyyshwkgwAHDELUHm YOR |« MoMzmQuAhEAZm U
HZDE B QraFgRebcl KVTLLXnau ok Dod fmad TMIGIUAZWE DS ORS TS E

i gMVebalT28/X0HIBL Ugl sl + TPpUgar A OECvoPaDRCQY FBANOY

v LIS OUNVAANTIES 2+ SN phGwwH + IO €2 ZARIL

EriH/ a5+ /pESIUS IV 3UKUKMOGhSIPS mu] TUpgav3uYW2OMNMQRA 105
YanbuECRELIDAWCH/PRmWECMmmI T i KQIDAQABAD TRAC SNHEDhTEDNWEG
SMEROICOZTUATaNFud 1 501 AR 3ESwasMaBATWLERFEPkhwkEh + L D | v b

¥ Erscrypted, and the password is: .H-rﬂlﬂ'ﬂ

Note: If there is no password, leave the Encrypted box blank.

4. Navigate to Policies > SSL then click New Policy.



Hew S5L Palicy

5. Provide a name and select a Default Action. The SSL policy editor page appears. The SSL
policy editor page works the same as the Access Control Policy editor page.

Note: If unsure about the Default Action, Do not decrypt is the recommended starting
point.

6. On the SSL policy editor page, click Add Rule. In the Add Rule window, provide a name for the
rule, and fill in all other relevant information.

Add Rule ? X

Mame |Resign [#| Enabled Insert | below rule |V| |1

Action |I=D Do not decrypt ki

(% Decrypt - Resign
Users  Applications Ports  Category  Certificate DN Cert Status  Cipher Suite  Version Logging
ﬁ Decrypt - Known Key

Availabl = Do not decrypt Source Zones (0) Destination Zones (0)

-4 Sear) 3¢ Block any any
a. 701( € Block with reset

&701 I Monitor

a. /4, External

&, /A Homeset —
Add to

&, /i Internal | & |

Add to |
Destination

Add ] [ Cancel

The following section describes various options on the Add Rule window:

Action

Decrypt - Resign

« The sensor acts as a Man in the Middle (MitM) and accepts the connection with the user, then establishes a new connection
to the server. For example: User types in https://www.facebook.com in a browser. The traffic reaches the sensor, the sensor
then negotiates with the user using the selected CA certificate and SSL tunnel A is built. At the same time the sensor
connects to https://www.facebook.com and creates SSL tunnel B.

- End result: User see the certificate in the rule, not facebook's.



- This action requires an Internal CA. Select Replace Key if you wish the key to be replaced.
The user will receive the certificate you select.

Note: This cannot be used in passive mode.

Decrypt - Known Key

« The sensor has the key that will be used to decrypt the traffic. For example: User types in https://www.facebook.com in a
browser. The traffic reaches the sensor, the sensor decrypts the traffic, then inspects the traffic.

- End result: User see facebook's certificate

- This action requires an Internal Certificate. This is added in Objects > PKI > Internal Certs.

Note: Your organization must be the owner of the domain and certificate. For the example of
facebook.com the only possible way to have the end user see facebook'’s certificate would
be if you actually own the domain facebook.com (i.e. your company is Facebook, Inc) and
have ownership of the facebook.com certificate signed by a public CA. You can only decrypt
with known keys for sites that your organization owns.

The main purpose of decrypt known key is to decrypt traffic heading to your https server to protect
your servers from external attacks. For inspecting client side traffic to external https sites you will
be using decrypt resign as you do not own the server and you are interested in inspecting the
client traffic in your network connecting to external encrypted sites.

Note: For DHE and ECDHE to decrypt we must be in-line.

Do Not Decrypt

Traffic bypasses the SSL policy and continues to the Access Control Policy.

Certificate

Rule matches SSL traffic using this particular certificate.

AN T Liirs il il idad Pt Cabegary E Y Gy Saliid Chghi i St
act il at

DN

Rule matches SSL traffic using certain Domain Names in the certificates.



Zones Networks VLANTags Users  Acolications  Ports  Category  Certificate BT contstatus  cCipher Suite  version

Legging

Yrallable Dhs & 5]

L Search by roere or valie

B Sourcefre Undecryptable Sibes
B CH= " gtrognderse, Do

B T ™t ROOID B e ()
BB Chim ™ Redorapropect. ang

B =™tk Bk, (s

BB = ® ligrrenn o

BB Ch=*_masdlaorg

B Ch=".shn.redhatcom

B =" _ply. microeoft.com

R Ch="updabe.mecrotaft com
TN Bk b

o Soogle

Cert Status

Subject DNs (0]

Erder DM or CH

[osumer D% ()

t

Erber DR o OF

Rule matches SSL traffic with these certificate statuses.

Zones  Networks  VLAN Tags Users  Applications  Ports  Category  Certificate DN B85 CLTEN  Cipher Suite  Version

Revoked:
Self-signed:
Valid:

Invalid signature:
Invalid issuer:
Expired:

Mot yvet valid:

Invalid Certificate:

Invalid CRL:

(es | Mo [ Do Net Match )

( Yes | No | Do Net Match )

(Yes | No | Do Net Match )

(Yes | No | Do Net Match )

( Yes | No | Do Net Match )

(Yes | No | Do Net Match )

(Yes | No | Do Net Match )

(Yes | No | Do Net Match )

(Yes | No | Do Net Match )

Cipher Suite

Rule matches SSL traffic using these Cipher Suites.

Zones Networks WVLANTas  Users  Applications

Ports  Category Certificabe DH Cert Status a0 70810

ivailable Cipher Sultis &

4 Search by name or value

OF 5L RSA_FOFS_WITH_JDES_E0E_ O SHa
O S5 _Ria FERS_wWITH_DES CBEC_$HA

G TLE_DHE_RSA WITH_SDES_EDE_{BC_IHA
G TLS_DHE_RES WITH_AES 118 OBC_SMA

i TLE_DHE_RSA_WITH_AES 118 OBC_SHATSE
OF TLS_DHE_RSA_WITH_AES_118_GCH_SHAZSH
OF TLE_DHE_Pls WITH_ARS 304 ORS dus

Version

[+

Sedectied Ciphay Suilis (0}

Rules applies only to SSL traffic with the selected versions of SSL.

Version




Zones  Metworks  VLAN Tags Users  Applications  Ports  Category — Certificate DN Cert Status  Cipher Suite m

S5L v3.0

TLS vi.0

TLS vi.1

O Y ICYRC

TLS vi.2

Logging

Enable logging to see connection events for the SSL traffic.

7. Click Trusted CA Certificate. This is where Trusted CA are added to the policy.
Undecryptable Actions

Available Trusted Cas ¢& (+] Selected Trusted CAs

| -, Search | = Sourcefire Trusted Authorities @

sourcefire Trusted Authorities
27 A-Trust-nQual-01
47 A-Trust-nQual-03

8. Click Undecryptable Actions. Here are the actions for which the sensor cannot decrypt the
traffic. You can find the definitions are from the online help (Help > Online) of the FireSIGHT
Management Center.

Rules  Trusted CA Certificates RILTISdg' el =y Ta il 5

Compressed Session Inherit Default Action |
S5Lv2 Session Inherit Default Action ¥
Unknown Cipher Suite Inherit Default Action |
Unsupported Cipher Suite Inherit Default Action | ¥
Session not cached Inherit Default Action | ¥
Handshake Errors Inherit Default Action | ¥
Decryption Errors Block R

- Compressed Session: The SSL session applies a data compression method.

- SSLv2 Session: The session is encrypted with SSL version 2. Note that traffic is decryptable
if the client hello message is SSL 2.0, and the remainder of the transmitted traffic is SSL 3.0.

- Unknown Cipher Suite: The system does not recognize the cipher suite.

- Unsupported Cipher Suite: The system does not support decryption based on the detected



cipher suite.

- Session not cached: The SSL session has session reuse enabled, the client and server
reestablished the session with the session identifier, and the system did not cache that
session identifier.

- Handshake Errors: An error occurred during SSL handshake negotiation.

- Decryption Errors: An error occurred during traffic decryption.

Note: By default these inherit the Default Action. If your default action is Block, you may
experience unexpected issues

9. Save the policy.

10. Navigate to Policies > Access Control. Edit your policy or create a new Access Control
Policy.

11. Click Advanced and edit the General Settings.

General Settings

Maximum URL characters to store in |1024 |
connection events

Allow an Interactive Block to bypass blocking |5m] |
for (seconds)

S5L Policy to use for inspecting encrypted |ss|_ Policy |"’|
connections

=

Inspect traffic during policy apply

ok || camcel |

12. From the drop down menu select your SSL Policy.

13. Click OK to save.
Additional Configurations

The following changes should be made on the intrusion policies for proper identification:

I. Your SHTTP_ PORTS variable should include port 443 and any other ports with https traffic that
will be decrypted by your policy (Objects > Object Management > Variable Set > Edit the
variable set).



Edit Variable HTTP_PORTS

Name:

Available Ports & Included Ports (110)

I

38 8
80 8
et 8
o2 &
e &
Bl 8
85 8
98 5]
B 5]
o8 5]
Edd 5]
Pzt 5]
o383 5]
o 555 g

ii. The Network Analysis policy that is inspecting the encrypted traffic must have port 443 (and any
other ports with https traffic that will be decrypted by your policy) included in the ports field of the
HTTP preprocessor settings otherwise none of the http rules with http content modifiers (i.e.

http uri, http header, etc.) will trigger because this is reliant on the
http ports defined and the http buffers in snort will not be populated
for traffic that is not going over the ports specified.

iii. (Optional but recommended for better inspection) Add your https ports to the TCP Stream
Configuration settings in the Perform Stream Reassembly on Both Ports field.

iv. Reapply the revised Access Control policy during a scheduled maintenance window.

Warning: This modified policy can cause signifigant performance issues. This should be
tested outside of production hours to reduce risk for network outage or preformance.

Verification

Decrypt - Resign

1. Open a web browser.

Note: The Firefox browser is used in the example below. This example may not work in
Chrome. See the Troubleshooting section for detail.

2. Navigate to an SSL website. In the example below https://www.google.com is used, The
websites of financial institution will work as well. You will see one of the following pages:



https://www.google.com,Fgws_rd=ssl & Search ﬁ

@i_A This Connection is Untrusted

You have asked Firefox to connect securely to www.google.com, but we can't confirm that you
connection is secure.

Add Security Exception ﬁ

You are about to override how Firefox identifies this site.

H _\ Legitimate banks, stores, and other public sites will not ask you to do this.

Server

n
Location:  https://www.google.com/Tgws_rd=xsl Get Certificate
Certificate Status

This site atternpts to identify itself with invalid informaticn. L

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

Note:You will see the above page if the certificate itself is not trusted and the signing CA
certificate is not trusted by your browser. To figure out how the browser determines trusted
CA certificates see the Trusted Certificate Authorities section below.



& https://www.google.com;Tgws_rd=ssl| allQ

%]
m

Google

Google Search I'm Feeling Lucky

arch

wBe ¥

Gmail

-
@ Page Info - hitps://www.google.com/Tgws_rd=ssl

m@g

o B 1 &

General  Media  Permissions  Security
Website Identity
Website: www.google.com
Owner: This website does not supply ownership information.

Verified by:  Sourcefire

Privacy & History

Have I visited this website prior to today? Yes, 277 times
Is this website storing information (cookies) on my y

computer? &

Have I saved any passwords for this website? No

Technical Details

View Certificate

Wiew Coockies

l‘u’iey Saved Passwords ]

Note: If this page is seen, you have succesfully re-signed the traffic. Note the section
Verified by: Sourcefire.

Images



Could not verify this certificate because the issuer is unknown.

Issued To

Common Mame (CN}  www.google.com
Organization (O] Google Inc
Organizational Unit (OU) <Mot Part Of Certificate=
Serial Mumber 13:E3:D5:7 D4 E:5FEFET
Issued By

Commaon Mame (CN) Sourcefire TAC
Organization (O] Sourcefire
Organizational Unit (OU) Tac

Period of Validity

Begins On 5/6/2015

Expires On 8/3/2015

Fingerprints

SH.A-256 Fingerprint 20:200:CB:25213:8B:21F:89:4D:42:CF:C5:E2:21:38:92:
Og:66:00:2E:B7:83:27: 7298 :EA:Bl s 10:B32672 41

S5HAL Fingerprint 1B:C2:30:09:66:84:DB:97.CRASSE:SR29:DAM4 C:3F1 3:E9:DE:SD

Note: This is a close up look at the same certificate.

3. In the Management Center go to Analysis > Connections > Events.

4. Depending upon your workflow you may or may not see SSL decrypt option. Click Table View
of Connection Events.

Connections with Application Details » Table View of Connection Events

Mo Search Constraints (Edit Search)

Jump to.. *

» First Packet Last Packet Action Reason

5. Scroll to the right and look for the SSL Status. You should see options similar to below:



443 (https) / tcp :I Decrypt (Resian) ] HTTPS [7] secure Web browser [ skype Tunneling
443 (https) / tcp '_“l Decrypt (Resian] ] HTTPS [C] secure Web browser ] Google

Decrypt - Known Certificate
1. In the FireSIGHT Management Center, navigate to Analysis > Connections > Events.

2. Depending upon your workflow, you may or may not see the SSL decrypt option. Click Table
View of Connection Events.

Connections with Application Details * Table View of Connection Events

Mo Search Constraints (Edit Search)

Jump to... ¥

« First Packet Last Packet Action Reason

3. Scroll to the right and look for the SSL Status. You should see options similar to below:

443 (https) / tcp :‘I Decrypt (Resign) ] HTTPS [C] secure Web browser [] skype Tunneling
443 (https) [ tcp :I Decrypt (Resian) ] HTTPS [7] secure Web browser [ Gooale

Troubleshooting

Issue 1: Some websites may not load on the Chrome browser

Example

www.google.com may not load with a Decrypt - Resign using Chrome.

Reason

The Google Chrome browser is capable of detecting fraudulent certificates for google properties in
order to prevent man-in-the-middle attacks. If the Chrome browser (client) tries to connect to a
google.com domain (server) and a certificate is returned that is not a valid google certificate, the
browser will deny the connection.

Solution

If you experience this, add a Do Not Decrypt rule for DN=*.google.com, *.gmail.com,
*.youtube.com. Then clear the browser cache and history.



Issue 2: Getting an untrusted warning/error in some browsers

Example

When you connect to a site using Internet Explorer and Chrome, you do not receive a security
warning, however when you use Firefox browser, you have to trust the connection every time you
close and reopen the browser.

Reason

The list of trusted CAs is dependant on the browser. When you trust a certificate this does not
propegate across browsers and the trusted entry typically only persists while the browser is open,
so once it is closed all certificates that were trusted will be pruned and the next time you open the
browser and visit the site you must add it to the list of trusted certificates again.

Solution

In this scenario both IE and Chrome use the list of trusted CAs in the operating system but Firefox
maintains it's own list. So the CA cert was imported to the OS store but was not imported into the
Firefox browser. In order to avoid getting the security warning in Firefox you have to import the CA
cert into the browser as a trusted CA.

Trusted Certificate Authorities

When an SSL connection is made the browser first checks to see if this certificate is trusted (i.e.
you have been to this site before and manually told the browser to trust this certificate). If the
certificate is not trusted the browser then checks the Certificate Authority (CA) certificate that
verified the certificate for this site. If the CA certificate is trusted by the browser, it considers it a
trusted certificate and allow the connection. If the CA certificate is not trusted, the browser displays
a security warning and force you to manually add the certificate as a trusted certificate.

The list of trusted CAs in a browser is completely dependant on the brower's implementation and
each browser can populate it's trusted list differently than other browsers. In general there are 2
ways that current browsers populate a list of trusted CAs:

1. They use the list of trusted CAs that the operating system trusts
2. They ship a list of trusted CAs with the software and it is built into the browser.
For the most common browsers the trusted CAs are populated as follows:

- Google Chrome: Operating system's trusted CA list
- Firefox: Maintains it's own trusted CA list

- Internet Explorer: Operating system's trusted CA list
- Safari: Operating system's trusted CA list

It is important to know the difference because the behavior seen on the client will vary depending
on this. For example, in order to add a trusted CA for Chrome and IE you have to import the CA
certificate to the OS's trusted CA store. If you import the CA certificate to the OS's trusted CA
store you will no longer get a warning when connecting to sites with a certificate signed by this CA.
On the Firefox browser, you must manually import the CA certificate into the trusted CA store in
the browser itself. After doing this, you will no longer get a security warning when connecting to
sites verified by that CA.
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