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Center on VMware ESXi
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Introduction

This document describes the initial setup of a FireSIGHT Management Center (also known as
Defense Center) that runs on VMware ESXi. A FireSIGHT Management Center allows you to
manage one or more FirePOWER Appliances, Next Generation Intrusion Prevention

System (NGIPS) Viirtual Appliances, and Adaptive Security Appliance (ASA) with FirePOWER
Services.

Note: This document is a supplement of the FireSIGHT System Installation Guide and User
Guide. For an ESXi specific configuration and troubleshooting question, refer to the VMware
knowledge base and documentation.

Prerequisites

Components Used
The information on this document is based on these platforms:

- Cisco FireSIGHT Management Center
- Cisco FireSIGHT Management Center Virtual Appliance
- VMware ESXI 5.0

In this document, a "device" refers to these platforms:

- Sourcefire FirePOWER 7000 Series Appliances and 8000 Series Appliances
- Sourcefire NGIPS Virtual Appliances for VMware ESXi
- Cisco ASA 5500-X Series with FirePOWER service
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.



Configuration

Deploy an OVF Template

1. Download the Cisco FireSIGHT Management Center Virtual Appliance from the Cisco
Support & Downloads site.

2. Extract the contents of the tar. gz file to a local directory.

3. Connect to your ESXi server with a VMware vSphere

() VMware vSphere Client 3w
vmware

VMware vSphere”

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
viCenter Server,

IP address [ Mame: ;I

ser name:

Password:

[ Use Windows session credentials

Login Cloze Help

Client.
4. Once you log in to the vSphere Client, choose File > Deploy OVF

&

File | Edit View Inventory Administration Plug-ins Hel|
|
New * Rtory b [ Inventor:
Deploy OVF Template...
Export 2
Report Al localhost. VMware ES
Browse VA Marketplace... Getting Started
Print Maps k
Template. Exit

5. Click Browse and locate the files that you extracted in step 2. Choose the OVF file


http://www.cisco.com/c/en/us/support/index.html
http://www.cisco.com/c/en/us/support/index.html

Sourcefire Defense Center Virtual64 VMware-ESXi-X.X.X-xxx.ovf and click
Next. ]
@ Deploy OVF Template = | =] =]

Source
Salect the source location.

Source

OWVF Template Details

Mame and Location

Datastore

Disk Format

Ready to Complete Deploy from a file or URL
JC:‘LTem|;r'l.Saurceﬁrejlefense_ﬂenter_'u'rwal54_'-’MNare-5.33 Browse... |
Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, swch as a local hard drive, a
network share, or a CD/DVD drive,

Help « Back MNext = Cancel

6. On the OVF Template Details screen, click Next in order to accept the default
settings.



@ Deploy OVE Template (= [@]=]

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
Name and Location
Datastore

Disk Format

Metwork Mapping

Ready to Complete

Praduct: VirtualDC54

Version:

Publisher: Mo certificate present
Download size: 523.4MB

Size on disk: 1.4 GB (thin provisioned)
250.0 GB (thick provisioned)

Description: Sourcefire Defense Center Virtuala4
Sowrcefire Inc.
3770 Patuxent Woods Drive
Columbia, MD 21046

Help | <Ea:k| Ne:-.'tbl t:an:el|

7. Provide a name for the Management Center and click
Next.

Name and Location
Spedfy a name and location for the deployed template

Source Mame:

OVF Template Details I'Iﬁrtl.lEi}ClH
Name and Location
Datastore

Disk Format

Metwork Mapping
Ready to Complete

The name can contain up to 80 characters and it must be unigue within the inventory folder,

Help | < Back “ Mext > I Cancel




8. Choose a Datastore on which you want to create the virtual machine and click
Next.
(7 Deploy OVF Template =

Datastore
Where do you want to store the virtual machine files?

Source Select a datastore in which to store the VM files:
OVF Template Details — Siorad i — 3
Name and Location Name Capacity | Provisio Free | Type in Provisioning | Access
Datastore [datastore?] 12978 866.14GE  469.36 GB WMFS Supported Single
Dick Format [datastorel] 459,75 GB  S563.00MB 45920 GBE VMFS Supported Single
MNetwork Mapping
Ready to Complete

£ >

Help < Back | Next = I Cancel
A

9. Click the Thick provisioned format radio button for the Disk Format and click Next. Thick
provisioning format allocates the necessary disk space at the time of creating a virtual disk,
whereas the thin provisioning format uses space on
demand.



& Deploy OVF Template (= [@] =]

Disk Format
In which format do you want to store the wvirtual disks?

Source
OVF Template Details

Information about the selected datastore:

Name and Location Na‘ner. datastore2

Datastore Capadity: L3TB

Disk Format Tlssiiiasl i

Metwork Mapping Select a format in which to store the virtual machines virtual disks:

Ready to Complete ¢ Thin provisionad format

The storage is allocated on demand as data is written to the virtual disks. This is
supported only on YMF53 and newer datastores. Other types of datastores might
reate thidk disks.

Estimated disk usage: 1.4 GB

% Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 250.0 GE

Ll < Back | Mext = I Cancel

10. On the Network Mapping section, associate the management interface of the FireSIGHT
Management Center to a VMware network and click
Next.




Network Mapping
What networks should the deploved template use?

iﬁw Map the networks used in this OVF template to networks in your inventory

Mame and Location

Datastore Source Networks | Destination Networks |
Qisk Format Management WM Metwark -

Hetwork Mapping
Ready to Complate WM Metwork 2

Description:
The Management netwark

Help | < Back | Mext = I Cancel

11. Click Finish in order to complete the OVF template
deployment.




@ Deploy OVF Template = ==

Ready to Complete
Are these the options you want to use?

S0urce When you dick Finish, the deployment task will be started,
OVF Template Details S
Mame and Location oy ngs:
Dalastaes OVF file: C:{Temp\Sourcefire_Defense_Center_Virtualad_VMware
Disk Format D.c-wnluat.i size: 523.4MB
I*—Jr:t" i Maoin Size on disk: 1.4GB
X WO ¥iapping . .
s Name: VirtualDCe4
Ready to Complete Host/Cluster: localhost.
Datastore: datastore?
Disk Format: Thick Provisioning
Metwork Mapping: "™anagement” to “VM Network”
L4 >
Help < Back Finish Cancel

Power On and Complete Initialization

1. Navigate to the newly created virtual machine. Right-click the server name and
choose Power > Power On in order to boot up the server for the first
time.



= [ Infrastructure VirtualDC64

5] Cisco
53 Linux Getting Started
G [Virtua==ea
| Power » m Power On Ctrl+B
Guest * Power Off Ctrl+E
snapshot 4 Suspend Ctrl+Z
= Open Console Reset Ctrl+T
(3  Edit Settings... Shut Down Guest  Ctrl+D
Add Permission... Ctrl+P Restart Guest Ctrl+R

Report Performance...
Rename

Open in New Window...  Ctrl+Alt+N

Rernove from Inventory
Delete from Disk

2. Navigate to the Console tab in order to monitor the server console. The LILO Boot Menu

appears.
VirtualDCe4

Getting Started | Summary - Resource Allocation | Pedformance”  Events [l Fermissions .

LILD 22.8 Boot Menu

Hit any key to cancel timeout Ba:88
Uze «tl+ arrod keys to Hake selection
Enter choice & options, hit CR to hoot

boot :
Loading 3D-5.3.8................

Once the BIOS data check is successful, the initialization process starts. The first boot
might take additional time to complete as the configuration database is initialized for the first
time.



Firstboot detected, executing scripts
Executing 3H3install-math-pari
xecuting SB4async_syslog_dc.sh
ing SA4fix-httpd. sh
sloset-myrnt -port

E

BEadda g
Bunid-init
Executing sH3configure_mysql

sk st kst sttt st s At TEnt DO e s

Initializing the configuration databasze. Depending on available
system resources (CPU, mermory, and disk), this may take 38 minutes
or More to complete,

syttt oe st sttt st At TEnt [On e e

Executing S1Bdatabase

-

Once complete, you might see a message for No such

device.
Copyright ( 99-26818 Intel Corporation.
ontrol driver v5.H.39.5
Mo such de:

3. Press Enter in order to get a login

prompt.
Copyright (c) 1999-2818 Intel Corporatiom.
Silicom Bypass-530 Control driver v5.8.39.5
Mo such dewvice

sourcefire Uirtual Defewse Center b4dbit v5.3.8 (build 571)
Souwrcefire3l login:

Note: A message "WRITE SAME failed. Manually zeroing." may appear after
the system is booted up for the first time. This does not indicate a
defect, it correctly indicates that the VMware storage driver does
not support the WRITE SAME command. The system displays this message, and
proceeds with a fallback command to perform the same operation.

Configure the Network Settings

1. On the Sourcefire3D login prompt, use these credentials to log in: For version
5.xUsername: adminPassword: SourcefireFor version 6.x and laterUsername:
adminPassword: Admin123Tip: You will be able to change the default password in the
initial setup process in the GUI.

2. Initial configuration of the network is done with a script. You need to run the script as a root
user. In order to switch to the root user, enter the sudo su - command along with the
password Sourcefire or Adminl23 (for 6.x). Exercise caution when
logged into the Management Center command line as a root

user. admin@Sourcefire3D:~$ sudo su -
Password:

3. In order to begin the network configuration, enter the configure-network script as
root.



root@sourcefire3l: # configure-netuwork

Do you wish to configure IPv4? (v or nl vy

You will be asked to provide a Management IP Address, netmask, and default gateway.
Once you confirm the settings, the network service restarts. As a result, the management
interface goes down and then comes

back.

Do you wish to configure IPuvd? (y or n) y

Management
Management
Managerent

Management IPF address?
Managerent netmask?
Management defawnlt gatewayp's

Are these settings correct? (p or n) g

Do you wizsh to configure [PvE? (y or n) n

eldAB: ethB: elBBA_watchdog_task: HIC Link iz Up 1888 Hbps Full Duplex, Flow Con
trol: Mone

ADDRCOMF (METDEV_UP): ethB: link i= not ready

ADDRCONF (HETDEV_CHAMGEY: ethB: link becomes ready

Updated network configuration.

Updated commz. channel configuration.

Please go to https 192.8.2.27 or https:/~[17 to finish installation.
root@Sourcef iredd:

Perform Initial Setup

1. After the network settings are configured, open a web browser and browse to the configured
IP via HTTPS (https://192.0.2.2 in this example). Authenticate the default SSL certificate if
prompted. Use these credentials in order to log in:For version 5.x Username:
adminPassword: SourcefireFor version 6.x and laterUsername: adminPassword:
Adminl23

2. On the screen that follows, all of the GUI configuration sections are optional except for the
password change and acceptance of the terms of service. If the information is known, it is
recommended to use the setup wizard in order to simplify the initial configuration of the
Management Center. Once configured, click Apply in order to apply the configuration to the
Management Center and registered devices. A brief overview of the configuration options is
as follows:Change Password: Allows you to change the password for the default admin
account. Itis required to change the password. Network Settings: Allows you to modify the
previously configured IPv4 and IPv6 network settings for the management interface of the
appliance or virtual machine.Time Settings: It is recommended that you sync the
Management Center with a reliable NTP source. The IPS sensors can be configured through
system policy to synchronize their time with the Management Center. Optionally, the time
and display time zone can be set manually.Recurring Rule Update Imports: Enable
recurring Snort rule updates and optionally install now during the initial setup.Recurring
Geolocation Updates: Enable recurring geolocation rule updates and optionally install now
during the initial setup.Automatic Backups: Schedule automatic configuration
backups.License Settings: Add the feature license.Device Registration: Allows you to
add, license, and apply initial access control policies to preregistered devices. The



https://192.0.2.2

hostname/IP address and registration key should match the IP address and registration key
configured on the FirePOWER IPS module.End User License Agreement: Acceptance of
the EULA is

required.

Change Password
Lise these fisds to change the password for the 2dmin sccount. Sourcefire recommends that you use & password that has at least eight alphanumeric
characters of mixed case and indudes at least ene numeric character. Avoid using words that appear in a dictionary.

Mew Password

Confirm

Network Settings

Use these fields to specify network-related information for the management interface on the applance.

Protocn] a) IPwd | IPvE Bath
IPv4 Management [P

MNetmask

IPv4 Default Network Gateway

Hostname

Daomiain

Primary DNS Server

Secondary DNS Server

Tertiary DNG Server

Related Information

. Firepower Management Center Virtual Quick Start Guide for VMware, Version 6.0
. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/c/en/us/td/docs/security/firepower/60/quick_start/management_center_virtual/FMCv-quick.html
http://www.cisco.com/c/en/us/support/index.html
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