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This document describes the basics of multicast and how Firepower Threat Defense (FTD) implements the
Internet Group Management Protocol (IGMP).

Prerequisites

Requirements

Basic I P routing knowledge.

Components Used

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

The content of this article is also applicable to the Adaptive Security Appliance (ASA) software.
The information in this document is based on these software and hardware versions:

 Cisco Firepower 4125 Threat Defense Version 7.1.0.



Firepower Management Center (FMC) Version 7.1.0.

e ASA vearsion 9.19.1.

Background I nformation

Definitions

Unicast = from a single host to another host (one-to-one).
Broadcast = from asingle host to ALL possible hosts (one-to-all).
Multicast = from a host of a group of hoststo a group of hosts (one-to-many or many-to-many).

* Anycast = from a host to the nearest host of a group (one-to-one-of-many).

Basics

Multicast RFC 988 was written in 1986 by Steve Deering.

|Pv4 Multicast uses the range 224.0.0.0/4 (first 4 bits 1110) &€ 224.0.0.0 & 239.255.255.255.

For IPv4 the L2 MAC address derives from L3 multicast |P; 01005e (24 bits) + 25t bit always 0 + 23
lower bits of the multicast IPv4 address.

IPv6 Multicast uses the range FF00::/8 and it is more flexible than IPv4 multicast since it can embed
Rendezvous Point (RP) IP.

For 1Pv6 the L2 MAC address derives from the L3 multicast: 3333 + 32 lower bits of the multicast
|Pv6 address.

Multicast advantages: Efficiency due to reduced load on the source. Performance, since it avoids
traffic duplication or flooding.

Multicast disadvantages. Unreliable transport (UDP-based), no Congestion avoidance, out-of-
sequence delivery.

Multicast is not supported on the public Internet since it requires all devicesin the path to enable it.
Typically, used when all devices are under acommon administrative authority.

Typical Multicast Applications: Internal Video-stream, Video-conference.

Multicast vs Replicated Unicast

In Replicated Unicast the source creates multiple copies of the same unicast packet (replicas) and sends
them to multiple destination hosts. Multicast moves the burden from the source host to the network, whilein
Replicated Unicast all the work is done on the source host.

Configure

|GMP basics

IGMP isthe & languaged€™ spoken between the multicast receivers and the local L3 device
(typically arouter).

IGMPisalayer 3 protocol (like ICMP) and uses | P Protocol number 2.

There are currently 3 IGMP versions. The default IGMP version on the firewall isversion 2. Only
versions1and 2 are currently supported.

Between IGMPv1 and IGMPv2 the main differences are:

* |GMPV1 has no Leave Group message.
* IGMPv1 has no Group-Specific Query (used by the firewall when a host leaves a multicast

group).
* IGMPv1 has no querier election process.

IGMPv3isnot currently supported on ASA/FTD, but as areference, the important difference
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between IGMPv2 and IGMPv3 is the inclusion of a Group-and-Source-Specific Query in IGMPv3

which is used in Source-Specific Multicast (SSM).
* IGMPv1/IGMPv2/IGMPv3 Queries = 224.0.0.1

IGMPv2 Leave = 224.0.0.2

IGMPv3 Membership Report = 224.0.0.22
 If ahost wantsto join can send an unsolicited | GM P Member ship Report message:

Ijl.'@- TRE QewewnEFE _Eaaql
] | : | | | S
o, Tims Deka Souree Destingtion Protocol Identification Langth  Info
7 5.118518 9. 000008 192,168.1.58 224.8.8.2 IGMPw2 axela¥ (423) 46 Leave Gry
| 8 5.127238 B.02B712 192,168.1.5 238.108.18.18 IGMPw2 axelag (424) A6iHembersh:
9 5.593822 B.4657092 192.168.1.52 238.18.18.18 IGMPw2 Bx@lad (425) 46 Membersh:
114 74.756894 69.163872 192.168.1.24 224.8.8.1 IGMPw2 Bx7288 (29312) 68 HMembersh:
118 F7.@93155 Z2.336261 192.168.1.58 239,.35%%5.255.258 IGMPv2 axeled {-‘139} 46 Hembersh;
128 79.593298 2.508143 192.168.1.58 224.8.8.252 IGMPw2 Aaxeleb {491} 46 Membersh;
122 81.893367 1.588069 192.168.1.58 238.19.18.18 IGMPw2 axelec (492) 46 Membersh;
152 183.158111 22.856744 192.168.1.24 224.8.9,1 IGMPY2 axlcsf (7263) 68 Membersh:
153 183.593643 8.443532 192.168.1.58 224.8.8.252 IGMPw2 axg2es (518) A6 Membersh
154 184,593737 1.988094 192.168.1.58 239,255, 255,258 IGMPv2 Bxe2es8 (520) 46 Membersh
161 187 .686998 3.993261 192.168.1.58 224.8.9.2 IGMPw2 axg2eb (523) 46 Leave Gry
162 187.687972 B.080974 192.168.1.24 238.108.10.18 IGMPw2 axobad (39337) 68 Memnbersh
163 187.695137 8.887165 192,168.1.52 238.1@.10.18 IGMPw2 Bxe2ec (524) 46 Membersh:
164 198.893934 ©.398797 192,168.1.5@ 2308.18.10.18 IGMPw2 Bxe2ie (526) 46 HMembersh:

* From thefirewall point of view, there are 2 types of IGMP Queries. General Queriesand Group-

specific Queries

* When the firewall receives an IGMP Leave Group message it hasto check if there are other members
of that group on the subnet. For that reason, the firewall sends a Group-Specific Query:
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Al TRE QesEFE | |= 69871
W Jigemp
Ko, Tima Duita Source Daestination Frotocol Kentification Length  Info
7 5.118518 8. 880000 192.168.1.58 224.6.8.2 IGMPw 2 OxBl1a7? (423) 46 Leave G
B 5.127238 B.888712 192.168.1.58 238.18.18.18 IGMPv2 ex@lag (424) 46 Membersi
9 5.593822 B.465792 192.168.1.58 238.18.18.18 IGMPv2 ox@la9 (425) 46 Memberst
114 74.,.756894 69,163872 192.168.1.24 224.8.8.1 IGMPY 2 gx7280 (29312) 60 Memberst
118 77.693155 2.336261 192.168.1.58 239,255,255, 250 IGMPv2 Bxdled {439} 46 Membersh
128 79.503298 2.5801432 192.168.1.58 224.6.08.252 IGMPw 2 oxeleb (491) 46 Membersh
122 81.893367 1.580869 192.168.1.58 238.18.18.18 IGMPw 2 Bxélec (4921) 46 Membersl
152 183.158111 22.856744 192.168,1, 24 224.8.8.1 IGMPY2 axlcst (7263) 68 Membersk
153 183.593643 @.443532 192.168.1.58 224.8.8.252 IGMPv2 BHB286 {513} 46 Membersl
154 184.593737 1.880004 192.168.1.58 239,255,255, 258 IGMPv2 oxe2088 (520) A6 Members
161 187 .686998 3.893261 192.168.1.58 224.6.08.2 IGMPw 2 exe2eb (523) 46
162 187 .687972 8.880974 192.168.1. 24 238.18.18.18 IGMPy 2 oxobod (39837) adiMemberst
163 187.695137 8.8aT165 192.168.1.58 238.19.18.,18 IGMPY2 Qxeec (524) 46 Members
164 183.893934 @.398797 192.168.1.58 238.18.18.18 IGMPy2 Bx@2de {526} 46 Membersl
» On subnets where there are multiple routers/firewalls aquerier (adevice that sends all IGMP queries)
is elected:
<#root>
firepower#

show i gnp interface | NSIDE

INSIDE is up, line protocol is up
Internet address is 192.168.1.97/24



IGMP is enabled on interface

Current IGMP version is 2

IGMP query interval is 125 seconds

IGMP querier timeout is 6@ seconds

IGMP max query response time is 1@ seconds

Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGMP limit is 500, currently active joins: 2
Cumulative IGMP activity: 21 joins, 2@ leaves

| GW querying router is 192.168.1.97 (this system

<-- IGMP querier

* OnFTD, similar to aclassic ASA, you can enable debug igmp to see IGM P-related messages:

<#root>
firepower#
debug i gnp

IGMP debugging is on
IGMP: Received v2 Query on DMZ from 192.168.6.1

| GWP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255. 255. 250

<-- Received an IGMP packet

IGMP: group_db: add new group 239.255.255.250 on INSIDE

IGMP: MRIB updated (*,239.255.255.250) Success

IGMP: Switching to EXCLUDE mode for 239.255.255.25@0 on INSIDE
IGMP: Updating EXCLUDE group timer for 239.255.255.250

IGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10
IGMP: group_db: add new group 230.10.10.1@ on INSIDE

IGMP: MRIB updated (*,230.10.10.10) : Success

IGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE
IGMP: Updating EXCLUDE group timer for 230.10.10.10

IGMP: Send v2 general Query on INSIDE

IGMP: Received v2 Query on INSIDE from 192.168.1.97

IGMP: Send v2 general Query on OUTSIDE

IGMP:
IGMP:
IGMP:
IGMP:
IGMP:

Received v2 Query on OUTSIDE
Received v2 Report on INSIDE
Updating EXCLUDE group timer
Received v2 Report on INSIDE
Updating EXCLUDE group timer

from 192.168.103.91

from 192.168.1.50 for 239.255.255.250
for 239.255.255.250

from 192.168.1.50 for 230.10.10.10
for 230.10.10.10

* A host normally leaves a multicast group with a L eave Group message (IGMPv2).
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AR @® REG QewEF S _||= Q6 QIf
N | igmp.type == 0x17
Ne. Time Delta Souree Destination Protacal Identification
. 7/s.118518 9.000000 192.168.1.50  224.0.0.2 IGMPY2 exe1a7 (423)
161 107.686998 102.568480 192.168.1.50  224.0.0.2 IGMPv2  @xe20b (523)




Task 1 - Control-Plane Multicast traffic

192.168.103.x/24

91 FC00:103::/64 50

E1/4 G1/4
OUTSIDE OUTSIDE

OSPF area 0

Configure an OSPFv2 and OSPFv3 between the FTD and the ASA. Check how the 2 devices handle the L2
and the L3 Multicast traffic generated by OSPF.

Solution
OSPFv2 configuration
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Similarly, for OSPFv3

Configuration on FTD CLI:

<#froot>
router ospf 1
network 192.168.103.0 255.255.255.0 area 0

log-adj-changes
!

ipvé router ospf 1

no graceful-restart helper
log-adjacency-changes
!

interface Ethernetl/4

nameif OUTSIDE

security-level 0

ip address 192.168.103.91 255.255.255.0
ipv6 address fc00:103::91/64

ospf authentication null

ipve ospf 1 area O

The configuration creates these entriesin the FTD Accelerated Security Path (ASP) permit tables so that
ingress multicast traffic is not blocked:

<#root>

firepower#

show asp table classify domain permt

in id=0x14f922db85f0, priority=13,

domai n=permit, deny=fal se



<-- permit the packets
hits=1, user_data=0x@, cs_id=0x0@, reverse, flags=0x@, protocol=89
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=224.0.0.5, mask=255.255. 255. 255,

port=0, tag=any, dscp=0x@, nsg_id=none <-- OSPF for IPv4

i nput _i f c=QUTSI DE

(vrfid:Q), output_ifc=identity(vrfid:0) <-- ingress interface
in id=0x14f922db9350, priority=13,

domai n=pernit, deny=fal se

<-- permit the packets
hits=0, user_data=0x@, cs_id=0x0@, reverse, flags=0x@, protocol=89
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=224.0.0.6, mask=255.255. 255. 255

, port=0, tag=any, dscp=0x@, nsg_id=none <-- OSPF for IPv4

i nput _i f c=QUTSI DE

(vrfid:Q), output_ifc=identity(vrfid:0) <-- ingress interface

For IPv6:

<#root>

in id=0x14f923fb16f0, priority=13,
domai n=pernit, deny=fal se
<-- permit the packets
hits=1, user_data=0x@, cs_id=0x0@, reverse, flags=0x@, protocol=89
src ip/id=::/0@, port=0, tag=any
dst ip/id=ff02::5/128

, port=0, tag=any, , nsg_id=none <-- OSPF for IPv6

i nput _i f c=QUTSI DE

(vrfid:@), output_ifc=identity(vrfid:@) <-- ingress interface
in id=0x14f66e9d4780, priority=13,

domai n=pernit, deny=false

<-- permit the packets
hits=0, user_data=0x@, cs_id=0x0@, reverse, flags=0x@, protocol=89
src ip/id=::/0@, port=0, tag=any

dst ip/id=ff02::6/128



, port=0, tag=any, , nsg_id=none <-- OSPF for IPv6

i nput _i f c=QUTSI DE

(vrfid:@), output_ifc=identity(vrfid:@) <-- ingress interface

The OSPFv2 and OSPFv3 adjacencies are UP:

<#root>

firepower#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.103.50 1

FULL/ BDR
0:00:35 192.168.103.50 OUTSIDE <-- OSPF neighbor is up

firepower#

show i pv6 ospf nei ghbor

Neighbor ID Pri State Dead Time Interface ID Interface
192.168.103.50 1

FULL/ BDR

0:00:34 3267035482 OUTSIDE <-- OSPF neighbor is up

These are the multicast OSPF sessions terminated to the box:

<#root>

firepower#

show conn all | include OSPF

OSPF OUTSIDE fe8@::2be:75ff:fef6:1d8e NP Identity Ifc ff02::5, idle 0:00:09, bytes 5924, flags
OSPF OUTSIDE 192.168.103.50 NP Identity Ifc 224.0.0.5, idle 0:00:03, bytes 8904, flags

OSPF OUTSIDE ff@2::5 NP Identity Ifc fe80::f6db:e6ff:fe33:442e, idle 0:00:01, bytes 6304, flags
OSPF OUTSIDE 224.0.@0.5 NP Identity Ifc 192.168.103.91, idle 0:00:00, bytes 25220, flags

As atest, enable capture for IPv4 and clear the connections to the device:

<#root>

firepower#



capture CAP interface OUTSIDE trace

firepower#

cl ear conn al

12 connection(s) deleted.
firepower#

cl ear capture CAP

firepower# !

Warning: This causes an outage! The example is shown for demonstration purposes only!

The captured OSPF packets:

<#root>

firepower# show capture CAP | include proto-89

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60

2: 12:25:33.702691 192.168.103.91 > 224.0.0.5 ip-proto-89, length 60

7: 12:25:36.317000 192.168.206.100 > 224.0.0.5 ip-proto-89, length 56

8: 12:25:36.952587 fe80::2be:75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flowlabel @xe] [hlim 1]

12: 12:25:41.282608 fe80::f6db:e6ff:fe33:442e > ff@2::5 ip-proto-89 40 [flowlabel @xe] [hlim 1]

Hereis how the OSPFv2 multicast packet is handled by the firewall:

<#root>

firepower#

show capture CAP packet-nunber 1 trace

115 packets captured

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 6344 ns

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 6344 ns
Config:

Implicit Rule



Additional Information:
MAC Access 1list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Elapsed time: 10736 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.103.50 using egress ifc OUTSIDE(vrfid:Q)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5205 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 5205 ns
Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Elapsed time: 5205 ns
Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Elapsed time: 2928@ ns
Config:

Additional Information:

Phase: 8

Type: MULTICAST
Subtype:

Result: ALLOW

Elapsed time: 976 ns
Config:

Additional Information:

Phase: 9

Type: OSPF

<-- The OSPF process

Subt ype: ospf



Result: ALLOW

El apsed tine: 488 ns

Config:

Addi tional |nformation:

Phase: 10

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Elapsed time: 13176 ns

Config:

Additional Information:

New flow created with id 620, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:Q)
input-status: up
input-line-status: up
output-interface: OUTSIDE(vrfid:Q)
output-status: up
output-line-status: up

Action: allow

Time Taken: 82959 ns

Thisis how the OSPFv3 multicast packet is handled by the firewall:

<#root>

firepower#

show capture CAP packet-nunber 8 trace

274 packets captured

8: 12:25:36.952587 fe80::2be: 75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flow abel Oxe] [hlim 1]

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 7564 ns

Config:

Additional Information:

MAC Access list



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 7564 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Elapsed time: 8296 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop ff@2::5 using egress ifc identity(vrfid:0)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 8784 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 8784 ns
Config:

Additional Information:

Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Elapsed time: 27816 ns
Config:

Additional Information:

Phase: 7

Type: OSPF

<-- The OSPF process

Subt ype: ospf

Result: ALLOW

El apsed tine: 976 ns



Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Elapsed time: 13664 ns

Config:

Additional Information:

New flow created with id 624, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:Q)
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

Time Taken: 83448 ns

Task 2 &€* Configure Basic Multicast

Topology

Multicast Receivel

(client)
Host-A 192.168.1.x/24

. — 24 91 .168.103.
50 - 192.168.103.x/24
P01.205 E1/4
e INSIDE OUTSIDE

Requirement

Configure the firewall so that multicast traffic from the server is streamed to the multicast client on IP
230.10.10.10

Solution

From the firewall point of view, the minimum configuration is to enable multicast routing globally. This
enables in the background IGMP and PIM on all firewall interfaces.

On FMC UI:



Firewall Management Center

Qverview
Cisco Firepower 4125 Threat Defense
Device Routing Interfaces Inline Sets DHCP

Analysis Policies Devices Objects Integration

Emable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Inte

Manage Virtual Routers

Protocol Meighbor Filter
Virtual Routar Properties
ECMP Interface

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing
1Pvd
IPvE

Static Route

~ Multicast Routing

IGMP
PIM

On thefirewall CLI thisis the pushed configuration:

<#root>

firepower#
show run nul ticast-routing
mul ticast-routing

<-- Multicast routing is enabled

IGMP Verification

<#root>

firepower#

show ignp interface

diagnostic is up, line protocol is up
Internet address is 0.0.0.0/0
IGMP is disabled on intexrface

Bidirectional Neighbor Filter

PIM Enabled

Rendezvous Points Route Tree

DR Priority



INSIDE is up, line protocol is up

<-- The interface is UP
Internet address is 192.168.1.24/24

IGW is enabled on interface

<-- IGMP is enabled on the interface

Current I1GW versionis 2

<-- IGMP version
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 1@ seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP limit is 500, currently active joins: 1
Cumulative IGMP activity: 4 joins, 3 leaves
IGMP querying router is 192.168.1.24 (this system)

QUTSIDE is up, line protocol is up

<-- The interface is UP
Internet address is 192.168.103.91/24

IGW is enabled on interface

<-- IGMP is enabled on the interface

Current I1GW versionis 2

<-- IGMP version
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 1@ seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP limit is 500, currently active joins: 1
Cumulative IGMP activity: 1 joins, @ leaves
IGMP querying router is 192.168.103.91 (this system)

<#root>

firepower#

show i gnp group

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
239.255.255.250 INSIDE ©0:09:05 00:03:19 192.168.1.50
239.255.255.250 OUTSIDE 00:06:01 00:02:33 192.168.103.60

<#root>
firepower#
show ignp traffic

IGMP Traffic Countexs
Elapsed time since counters cleared: ©03:40:48 Received Sent



Received Sent
Valid IGMP Packets 21 207
Queries 0 207
Reports 15
Leaves
Mtrace packets
DVMRP packets
PIM packets

<-- IGMP Reports received and sent

(SIS S
(SIS IS SIS

Errors:

Malformed Packets
Martian source
Bad Checksums 0

S o

PIM Verification

<#root>

firepower#

show piminterface

Address Interface PIM Nbr Hello DR DR
Count Intvl Prior

0.0.0.0 diagnostic off © 30 1 not elected
192.168.1.24 INSIDE on 0 30 1 this system
192.168.103.91  OUTSIDE on 0 30 1 this system

MFIB Verification

<#root>

firepower#

show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K

Forwar di ng: 0/0/0/0

, Other: 0/0/@ <-- The Forwarding counters are: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per secor



(*,224.0.1.40) Flags: S K
Forwarding: ©/0/0/0,

O her: 8/8/0

<-- The Other counters are: Total/RPF failed/Other drops
(*,232.0.0.0/8) Flags: K
Forwarding: @/0/0/0, Other: ©/0/0

Multicast traffic through the firewall

In this case, the VLC media player application is used as a multicast server and a client to test multicast
traffic:

FTD

H1

192.168.1.x/24
F - 2 24

91 192.168.103.x/24

P01.205
INSIDE OUTSIDE

VLC multicast server configuration:

£ WLC medis player =
f-'ltdwl Fleyback  Audic  Video Subtsle Tools  View Help

#| COpenFile... Crele
> Open Multiple Files... Ciel+ Shft+ 0

Ea OpenFolder.. Ctrl+F

Qpen Dae... Ctel= 0

% Open Metwork Stream... Cirl+ N

Qpen Capture Device—. CteleC

Open Locstan fram chpbaand Ciel+ ¥
Open Recent Medss L]

Save Flaylist to File... Cielay

Corvert / Sinve. Cirl=R

* Stream Ctel=5

Quit at the end of playlst
[ Quit Cirl+ Q)




] gie | Spse | % metwerk | BN CaptreDevies |
File Selartion 1
You can selest local fies with the follawing kst and buttons.

CAlzers\ Public\Wideos\Sample Videos\Wildlife.wrmy 2

7] Use & subljte fi

[7] Shew more cptions 3

On the next screen just select Next.

Sdlect the format:

Setup
Selact destnations b siream to

Add destinations following the streamng methods you need. Be sune to chedk with transoading that the format is coempatible with the
method used,

[ Cgpilary hocaly

Specify the multicast IP and port:



Destination Setup
Select destinations io stream o

rTeTs B

This module outputs the transcoded stream to & network via RTR

Transcoding Options
Select and chocse transcoding cpbions

] Activabe Transcodng

[ sack | [ text || conce |

Enable LINA captures on the FTD firewall:

<#froot>

firepower#

capture INSIDE interface INSIDE natch ip host 192.168.103. 60 host 230.10.10. 10
firepower#

capture QUTSIDE interface OQUTSIDE trace match ip host 192.168.103. 60 host 230.10.10. 10

Select the Stream button for the device to start the multicast stream:



lﬂ

& Stream Output i
Option Setup

Setup any additional options for streaming

Msoelaneous Options

| Stream al dementary streams

Generabed stream output string

:sout= Strarsoode (vopdec =h264, acodec=mpga, ab= 128, channels = 1 samplerate =44 100} rip{dst=230. 10. 10. 10 port= 5004 mu=ts
} ssout-all isout-keep

Stream Canos

Enable the & 1oop&€E™ option so that the stream is sent continuously:

&, Wildlife in HD - VLE media player = | B S
Media Playback Audic Video Subtitle Tools View Help

00:04 00:30

IS DEREITRE ™ 3

=

Verification (non-operational scenario)

This scenario is a demonstration of a non-operational scenario. The goal isto demonstrate the firewall
behavior.

The firewall device gets the multicast stream, but does not forward it:

<#root>

firepower#



show capture

capture INSIDE type raw-data interface INSIDE
[Capturing - O bytes]

<-- No packets sent or received
match ip host 192.168.103.60 host 230.10.10.10
capture OUTSIDE type raw-data trace interface OUTSIDE

[Buffer Full - 524030 bytes]

<-- The buffer is full
match ip host 192.168.103.60 host 230.10.10.10

Firewall LINA ASP drops show:

<#root>

firepower#

cl ear asp drop

firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 232
<-- The multicast packets were dropped
Flow is denied by configured rule (acl-drop) 2
FP L2 rule drop (12_acl) 2
Last clearing: 18:38:42 UTC Oct 12 2018 by enable_15
Flow drop:

Last clearing: ©8:45:41 UTC May 17 2022 by enable_15

To trace a packet there is a need to capture the first packet of the multicast flow. For this reason clear the
current flows:

<#root>

firepower#

cl ear capture QUTSI DE

firepower#

clear conn all addr 230.10.10.10

2 connection(s) deleted.



firepower#

show capture QUTSI DE

379 packets captured

: 08:49:04.537875 192.168.103.60.54100
: 08:49:04.537936 192.168.103.60.54099
: 08:49:04.538027 192.168.103.60.54099
: 08:49:04.538058 192.168.103.60.54099
: 08:49:04.538058 192.168.103.60.54099
: 08:49:04.538073 192.168.103.60.54099

230.10.10.10.5005: udp 64

230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328
230.10.10.10.5004: udp 1328

V V. V V V V

OOl WN P

The &€ detail &€™ option reveal s the multicast MAC address:

<#root>

firepower#

show capture OUTSI DE det ai |

379 packets captured

1: 08:49:04.537875 0050.569d.344a

0100. 5e0a. Oala

0x0800 Length: 106
192.168.103.60.54100 > 230.10.10.10.5005: [udp sum ok] udp 64 (ttl 100, id 19759)
2: 08:49:04.537936 0050.569d.344a

0100. 5e0a. Oala

0x0800 Length: 1370

192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19760)
3: 08:49:04.538027 0050.569d.344a 0100.5e0a.0a0a 0x0800 Length: 1370
192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19761)

Thetrace of areal packet shows that the packet is allowed, but thisis not what really happens:

<#root>

firepower#

show capture OUTSI DE packet-nunber 1 trace

379 packets captured

1: 08:49:04.537875 192.168.103.60.54100 > 230.10.10.10.5005: udp 64
Phase: 1



Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 11712 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 11712 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Elapsed time: 7808 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.103.60 using egress ifc OUTSIDE(vrfid:Q)

Phase: 4

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Elapsed time: 5246 ns

Config:

access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432

access-list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: mzafeiro_empty - Default
access-1ist CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Elapsed time: 5246 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 5246 ns
Config:

Additional Information:



Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Elapsed time: 5246 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Elapsed time: 31232 ns
Config:

Additional Information:

Phase: 9

Type: MILTI CAST

<-- multicast process
Subtype:

Result: ALLOW

Elapsed time: 976 ns
Config:

Additional Information:

Phase: 10
Type: FLOW CREATI ON

<-- the packet belongs to a new flow

Subtype:

Result: ALLOW

Elapsed time: 20496 ns

Config:

Additional Information:

New flow created with id 3705, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:Q)
input-status: up
input-line-status: up
output-interface: OUTSIDE(vrfid:Q)
output-status: up
output-line-status: up

Action: allow

<-- The packet is allowed
Time Taken: 104920 ns

Based on the mroute and mfib counters, the packets are dropped because the Outgoing Interface List (OIL)
isempty:

<#root>

firepower#

show nrout e



Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168. 103. 60, 230.10.10.10), 00:01:33/00:01:56, flags: SPF

Incom ng interface: QOUTSIDE

RPF nbr: 192.168.103.60

Qutgoing interface list: Null

<-- The OIL is empty!

(*, 239.255.255.250), ©0:01:50/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null

RPF nbr: 0.0.0.0

Immediate Outgoing interface list:

INSIDE, Forward, 00:01:50/nevex

The MFIB counters show RPF failures which in this case is not the what really happens:

<#root>

firepower#

show nfib 230.10. 10. 10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

firepower# show mfib 230.10.10.10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second
<-- Multicast forwarding counters

O her counts: Total/RPF failed

/0ther drops <-- Multicast drop counters

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(192.168.103.60,230.10.10.10) Flags: K

Forwarding: 0/0/0/0



O her: 650/ 650

/0 <-- Allowed and dropped multicast packets

Similar RPF failures in the 'show mfib count' output:

<#root>

firepower#

show nfib count

IP Multicast Statistics

8 routes, 4 groups, 0.25 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts:

Total / RPF failed

/0ther drops(OIF-null, rate-limit etc)
Group: 224.0.1.39
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0

G oup: 230.10.10.10

Source: 192.168.103.60,
Forwarding: ©/0/0/0,

Gt her: 1115/1115

/@ <-- Allowed and dropped multicast packets
Tot. shown: Source count: 1, pkt count: 0
Group: 232.0.0.0/8
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0
Group: 239.255.255.250
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0

Configure the VLC multicast receiver:



&4 VLC media player

Playback Audic Video Subtitle Tools View Help

#| Open File... Ctrl+0
¥| Open Multiple Files... Ctrl+Shift+0

[E2 Open Folder.. Cirl+F

Open Disc... Ctrl+D

22 QOpen Metwork Stream... Ctrl+M

= Open Capture Device... Ctrl+C

QOpen Location from chipboard Ctrl+¥
Open Recent Media 4

Save Playlist to File... Crl+Y

Convert / Save... Ctrl+R

(1=1) M Stream... Ctrl+5

Quit at the end of playlist
B Quit Ctrl+Q

Specify the multicast source IP and select Play:

VLC media player o || B

& Open Media

»| Fie piec | S5 Heteork | BN Capture Device

Mefwork Protoond
Pl enber & nibwvork LRL

ripi @230, 10. 10, 10; 5004

Show more options

Cancel

Engueus AR~+E

: Play Alt+P |
= SEream Alt+5
B (e | (RN ||l 2E i
%, Convert Alt+ 0 F_I

In the backend, as soon as you select Play the host announces its willingness to join the specific multicast
group and sends an | GM P Report message:



Multicast Receiver

H1 (client)

192.168.1.x/24 192.168.103.x/24

50 .24 91
P01.205 El/4
INSIDE OUTSIDE

MP Report
(I want to join 230.10.10.10

If you enable a debug, you can see the IGMP report messages:

<#root>

firepower#

debug i gnp group 230.10. 10. 10

| GW: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10. 10

<-- IGMPv2 Report received

IGMP: group_db: add new group 230.10.10.1@0 on INSIDE

IGMP: MRIB updated (*,230.10.10.10) : Success

IGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE
IGMP: Updating EXCLUDE group timer for 230.10.10.10

The stream starts;

[ Gl

(I (o | ] 1= o o |

Verification (operational scenario)



<#root>

firepower#

show capture

capture INSIDE type raw-data interface INSIDE

[Buf fer Full - 524156 bytes]

<-- Multicast packets on the egress interface
match ip host 192.168.103.60 host 230.10.10.10
capture OUTSIDE type raw-data trace interface OUTSIDE

[Buf fer Full - 524030 bytes]

<-- Multicast packets on the ingress interface
match ip host 192.168.103.60 host 230.10.10.10

The mroute table of the firewall:

<#root>

firepower#

show nrout e

Multicast Routing Table

Flags: D Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 00:00:34/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface list:
INSIDE, Forward, 00:00:34/nevexr

(192. 168. 103. 60, 230.10.10.10), 00:01:49/00:03:29, flags: SFIT

I ncomi ng interface: OUTSIDE

RPF nbr: 192.168. 103. 60

Inherited Qutgoing interface list:

I NSI DE, Forward, 00:00: 34/ never



<-- The OIL shows an interface

<#root>

firepower#

show nfib 230.10.10. 10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,230.10.10.10) Flags: C K
Forwarding: ©/0/0/@, Other: 0/0/0
INSIDE Flags: F NS

Pkts: 0/0

(192. 168. 103. 60, 230. 10. 10. 10) Fl ags: K

Forwar di ng: 6373/ 0/ 1354/ 0,

Other: 548/548/0@ <-- There are multicast packets forwarded

QUTSI DE Fl ags: A

I NSI DE Fl ags: F NS

Pkts: 6373/6

mfib counters:

<#root>

firepower#

show nfi b count

IP Multicast Statistics
10 routes, 5 groups, 0.40 average sources per group

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kilobits per second

Other counts: Total/RPF failed/Other drops(OIF-null, rate-limit etc)
Group: 224.0.1.39



RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0

G oup: 230.10.10.10

RP-tree:

Forwarding: 0/0/0/0, Gther: 0/0/0

Sour ce: 192.168. 103. 60,

Forwar di ng: 7763/ 0/ 1354/ 0,

Other: 548/548/@ <-- There are multicast packets forwarded
Tot. shown: Source count: 1, pkt count: @
Group: 232.0.0.0/8
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0
Group: 239.255.255.250
RP-tree:
Forwarding: ©/0/0/@, Other: 0/0/0
Source: 192.168.1.50,
Forwarding: 7/0/500/0, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: @

|GM P Snooping

IGMP Snooping is a mechanism used on switchesin order to prevent multicast flooding.

The switch monitors IGMP Reports to determine where are hosts (receivers) located.

The switch monitors IGMP Queries to determine where are routers/firewalls (senders) located.

IGMP Snooping is enabled by default on most Cisco switches. Check the related switching guides for
more details. Here is the sample output from an L3 Catalyst switch:

<#root>

switch#

show i p ignp snooping statistics

Current number of Statistics entries : 15
Configured Statistics database limit : 32000
Configured Statistics database threshold: 25600
Configured Statistics database limit : Not exceeded

Configured Statistics database threshold: Not exceeded

Snooping statistics for V1an204
#channels: 3



#hosts 5

Source/Group Interface Reporter
0.0.0.0/230.10.10.10 V1204:Gil1/48 192.168.1
0.0.0.0/230.10.10.10 V1204:Gil1/48 192.168.1
0.0.0.0/230.10.10.10 V1204:Gi2/1 192.168.1
0.0.0.0/239.255.255.250 V1204:Gi2/1 192.168.1
0.0.0.0/239.255.255.250 V1204:Gi2/1 192.168.2
0.0.0.0/239.255.255.250 V1204:Gi2/1 192.168.6
0.0.0.0/224.0.1.40 V1204:Gi2/26 192.168.2
Snooping statistics for V1an206

#channels: 4

#hosts : 3

Source/Group Interface Reporter
0.0.0.0/230.10.10.10 V1206:Gil/48 192.168.6
0.0.0.0/239.10.10.10 V1206:Gil/48 192.168.6
0.0.0.0/239.255.255.250 V1206:Gi2/1 192.168.6
0.0.0.0/224.0.1.40 V1206:Gi2/26 192.168.6
0.0.0.0/230.10.10.10 V1206:Gi2/26 192.168.6
0.0.0.0/230.10.10.10 V1206:Gi2/26 192.168.6
0.0.0.0/239.10.10.10 V1206:Gi2/26 192.168.6
0.0.0.0/239.10.10.10 V1206:Gi2/26 192.168.6

Uptime Last-Join Last-Leave
.50 2d13h - 2d12h
.97 2d13h 2d12h -
.50 2d1eh 02:20:05 02:20:00
.50 2d11h 02:20:05 02:20:00
.50 2d14h 2d13h -
.50 2d13h - 2d13h
.1 2d14h 00:00:39 2d13h
Uptime  Last-Join Last-Leave
.91 00:30:15 2d13h 2d13h
.91 2d14h 2d13h -
.50 2d12h 00:52:49 00:52:45
.1 00:20:10 2d13h 2d13h
.1 2d13h 2d13h -
.91 2d13h - 2d13h
.1 2d14h 2d14h -
.91 2d14h - 2d14h

Task 3&€* IGMP static-group vs IGMP join-group
Overview
| llip igmp static-group llip igmp join-group
_Applled on FTD Yes Yes
interface?
Yes, aPIM Join is sent towards the Yes, aPIM Join is sent towards the
Doesthe FTD upstream device. the source or towards the ||upstream device. the source or towards the
attract a Rendezvous Point (RP). This only occurs ||Rendezvous Point (RP). This only occurs

multicast stream?

if the FTD with this command is the PIM
Designated Router (DR) on that interface.

if the FTD with this command is the PIM
Designated Router (DR) on that interface.

Doesthe FTD
forward
multicast traffic
out of the
interface?

Yes

Yes

Doesthe FTD
consume and
reply tothe
multicast traffic

No

Y es, the FTD punts the multicast stream to
the CPU, consumesit, and replies to the
source.

CPU impact

Minimal since the packet is not punted to
CPU.

Can affect the FTD CPU since each
multicast packet that belongs to the group

is punted to the FTD CPU.

Task Requirement




Consider this topology:

H1

192.168.1.x/24 192.168.103.x/24

.50 ; 24 91 62
Pol.205 E1/4
-_— INSIDE OUTSIDE

On the firewall enable these captures:

<#root>

firepower#

capture CAPlI interface QUTSIDE trace match icnp host 192.168. 103. 62 any

firepower#

capture CAPO interface INSIDE match icnp host 192.168.103. 62 any

1. Use ICMP ping from the L3 switch to send multicast traffic to P 230.11.11.11 and check how thisis
handled by the firewall.

2. Enable the igmp static-group command on the firewall INSIDE interface and check how the
multicast stream (IP 230.11.11.11) is handled by the firewall.

3. Enable the igmp static-group command on the firewall INSIDE interface and check how the
multicast stream (IP 230.11.11.11) is handled by the firewall.

Solution

The firewall does not have any mroutes for the 1P 230.11.11.11:

<#root>

firepower#

show nrout e

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), ©0:43:21/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface list:



OUTSIDE, Forward, 00:05:41/nevexr
INSIDE, Forward, @0:43:21/nevex

A simple way to test multicast is to use the ICMP ping tool. In this case, initiate a ping from the R2 to the
multicast IP address 230.11.11.11:

<#root>

L3-Switch#

ping 230.11.11.11 re 100

Type escape sequence to abort.
Sending 100, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

On thefirewall, an mroute is created dynamically and the OIL is empty:

<#root>

firepower#

show nrout e

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168. 103. 62, 230.11.11.11), 00:02:33/00:00:56, flags: SPF

<-- The mroute is added

I ncomi ng interface: OUTSIDE

RPF nbr: 192.168. 103. 62

Qutgoing interface list: Nul

<-- The OIL is empty

The capture on the firewall shows:

<#root>

firepower# show capture



capture CAPI type raw-data trace interface OUTSIDE

[Capturing -

1040 byt es]

<-- There are ICMP packets captured on ingress interface
match icmp host 192.168.103.62 any
capture CAPO type raw-data interface INSIDE

[Capturing -

0 bytes]

<-- There are no ICMP packets on egress
match icmp host 192.168.103.62 any

The firewall creates connections for each ping, but silently drops the packets:

<#root>

firepower#

show | og

i nclude 230.11.11.11

May 17 2022 11:05:47: %FTD-7-609001:

Built | ocal -host

identity:230.11.11.

<-- A new connection is created

May 17 2022
May 17 2022
May 17 2022
May 17 2022
May 17 2022

11:05:
11:05:
11:05:
11:05:
11:05:

47:
47:
49:
49:
49:

Tear down | ocal - host

%FTD-6-302020:
%FTD-6-302020:
%FTD-6-302021:
%FTD-6-302021:

11

Built inbound
Built inbound
Teardown ICMP
Teardown ICMP

%FTD-7-609002:

identity:230.11

<-- The connection is closed
May 17 2022 11:@05:51: %FTD-7-609001:

Built | ocal - host

identity:230.11.11.

A new connection is created

May 17 2022
May 17 2022
May 17 2022
May 17 2022
May 17 2022

11:05:
11:05:
11:05:
11:05:
11:05:

51:
51:
53:
53:
53:

Tear down | ocal - host

%FTD-6-302020:
%FTD-6-302020:
%FTD-6-302021:
%FTD-6-302021:

.11.11 duration

11

Built inbound
Built inbound
Teardown ICMP
Teardown ICMP

%FTD-7-609002:

identity:230.11

<-- The connection is closed

.11.11 duration

ICMP connection for faddr 192.168.1.99/6 gaddr 230.1!
ICMP connection for faddr 192.168.103.62/6 gaddr 230.
connection for faddr 192.168.1.99/6 gaddr 230.11.11.:
connection for faddr 192.168.103.62/6 gaddr 230.11.1:

0: 00: 02

ICMP connection for faddr 192.168.1.99/6 gaddr 230.1!:
ICMP connection for faddr 192.168.103.62/6 gaddr 230.
connection for faddr 192.168.1.99/6 gaddr 230.11.11.:
connection for faddr 192.168.103.62/6 gaddr 230.11.1:

0: 00: 02

Note: The LINA ASP drop capture does not show the dropped packets

The main indication of multicast packet dropsis:



<#root>

firepower#

show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

O her counts: Total /RPF fail ed/ G her drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K
Forwarding: ©/0/0/@, Other: 0/0/0

(*,224.0.1.40) Flags: S K
Forwarding: ©/0/0/@, Other: 0/0/0

(192.168. 103. 62, 230. 11. 11. 11)

Flags: K <-- The multicast stream
Forwarding: ©/0/0/0,

G her: 27/27/0

<-- The packets are dropped

igmp static-group

On FMC configure a static IGMP group:



Fl_re_\wa" Management Center Overview Analysis Policies

Lo T =T TH = P
Devices [ NGFW Routing

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers

—

Virtual Router Properties

ECMP Interface

———
QOSPI

EIGRF
RIP
Policy Based Routing
BGP
IPva
IPvE
Static Route
~ Multicast Routing

IGMP

Pl

Thisiswhat is deployed in the background:

<#root>

interface Port-channell.205
vlan 205
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.1.24 255.255.255.0

ignp static-group 230.11.11.11

<-- IGMP static group is enabled on the interface

The ping fails, but the ICMP multicast traffic is now forwarded through the firewall:

<#root>

Devices Objects Integra

Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PN

Pratocol Access Group Static Group Join Group

Add IGMP Static Group par

Interface:™
INSIDE

Multicast Group:*
group_230.11.11.11



L3-Switch#

ping 230.11.11.11 re 10000

Type escape sequence to abort.
Sending 10000, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

<#root>

firepower#

show capture

capture CAPI type raw-data trace interface OUTSIDE
[Capturing - 650 bytes]

<-- ICMP packets are captured on ingress interface
match icmp host 192.168.103.62 any
capture CAPO type raw-data interface INSIDE

[Capturing - 670 bytes]

<-- ICMP packets are captured on egress interface
match icmp host 192.168.103.62 any

<#root>

firepower#

show capture CAPI

8 packets captured

1: 11:31:32.470541 192.168.103.62 > 230.11.11.11 icmp: echo request
2: 11:31:34.470358 192.168.103.62 > 230.11.11.11 icmp: echo request
3: 11:31:36.470831 192.168.103.62 > 230.11.11.11 icmp: echo request
4: 11:31:38.470785 192.168.103.62 > 230.11.11.11 icmp: echo request
firepower#

show capt ure CAPO

11 packets captured

11:31:32.470587 802.1Q vlan#205 P@ 192.168.103.62
11:31:34.470404 802.1Q vlan#205 P@ 192.168.103.62
11:31:36.470861 802.1Q vlan#205 P@ 192.168.103.62
11:31:38.470816 802.1Q vlan#205 P@ 192.168.103.62

230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request

vV V V V

A WN -

Note: Trace of the packet shows an incorrect output (ingress interface is the same as egress. For more
details check Cisco bug ID CSCvm89673.

<#root>


https://tools.cisco.com/bugsearch/bug/CSCvm89673

firepower#

show capture CAPI packet-nunber 1 trace

1: 11:39:33.553987 192.168.103. 62 > 230.11.11.11 icnp:

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 3172 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 3172 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing
Result: ALLOW

Elapsed time: 9760 ns

Config:

Additional Information:

echo request

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.103.62 using egress ifc OUTSIDE(vrfid:Q)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: CONN-SETTINGS

Subtype:

Result: ALLOW

Elapsed time: 5368 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6
Type: NAT



Subtype: per-session
Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Elapsed time: 31720 ns
Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: np-inspect

Result: ALLOW

Elapsed time: 488 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy

class inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Elapsed time: 2440 ns
Config:

Additional Information:

Phase: 11

Type: MILTI CAST

<-- The packet is multicast

Subt ype:

Result: ALLOW

El apsed tine: 976 ns



Confi g:

Addi tional |nformation:

Phase: 12

Type: FLOW CREATI ON

<-- A new flow is created

Subtype:

Result: ALLOW

Elapsed time: 56120 ns

Config:

Additional Information:

New flow created with id 5690, packet dispatched to next module

Phase: 13

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 10248 ns
Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE(vrfid:0)

input-status: up
input-line-status: up

output-interface: OUTSIDE(vrfid:0)

output-status: up
output-line-status: up

Action: allow

<-- The packet is allowed
Time Taken: 139568 ns

Tip: You can ping with timeout O from the source host and can check the firewall mfib counters:

<#root>

L3-Switch#

ping 230.11.11.11 re 500 tineout O

Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 230.11.11.11, timeout is @ seconds:



<#root>
firepower# clear nfib counters

firepower# !ping from the source host.

firepower#

show nfib 230.11.11.11

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched

SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*,230.11.11.11) Flags: C K
Forwarding: ©/0/0/@, Other: 0/0/0
INSIDE Flags: F NS

Pkts: 0/0

(192.168.103.62,230.11.11.11) Flags: K

Forwar di ng: 500/0/100/0, Gther: 0/0/0
<-- 500 multicast packets forwarded. The average size of each packet is 10@ Bytes
OUTSIDE Flags: A

INSIDE Flags: F NS
Pkts: 500/0

igmp join-group

On FMC remote the previously configured static group configuration and configure an IGMP join group:
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The deployed configuration:

<#root>

firepower#

show run interface Port-channel 1. 205

interface Port-channell.205

vlan 205

nameif INSIDE

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0



ip address 192.168.1.24 255.255.255.0

ignp join-group 230.11.11.11

<-- The interface joined the multicast group

The IGMP group:

<#root>

firepower#

show i gnp group

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.11.11.11 INSIDE 00: 30: 43 never 192.168.1.24

<-- The group is enabled on the interface

From the source host, try the first ICMP multicast test towards 230.11.11.11 IP:

<#root>

L3-Switch#

ping 230.11.11.11 repeat 10

Type escape sequence to abort.
Sending 10, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

Reply to request @ from 192.168.1.24, 12 ms
Reply to request 1 from 192.168.1.24, 8 ms
Reply to request 2 from 192.168.1.24, 8 ms
Reply to request 3 from 192.168.1.24, 8 ms
Reply to request 4 from 192.168.1.24, 8 ms
Reply to request 5 from 192.168.1.24, 12 ms
Reply to request 6 from 192.168.1.24, 8 ms
Reply to request 7 from 192.168.1.24, 8 ms
Reply to request 8 from 192.168.1.24, 8 ms
Reply to request 9 from 192.168.1.24, 8 ms

Note: If you do not see all the replies check Cisco bug ID CSCvm90069.

Task 4 &€* Configure IGMP Stub Multicast Routing


https://tools.cisco.com/bugsearch/bug/CSCvm90069
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IGMP Membership Report

Configure stub multicast routing on FTD so that IGMP Membership Report messages received on the
INSIDE interface are forwarded to the OUTSIDE interface.
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The deployed configuration:



<#root>

firepower#

show run nul ticast-routing

mul ticast-routing

<-- Multicast routing is enabled
firepower#

show run interface Port-channel 1. 205

interface Port-channell. 205
vlan 205
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.1.24 255.255.255.0

ignp forward interface OUTSI DE

<-- The interface does stub multicast routing

Verification

Enable captures on FTD:

<#root>

firepower#

capture CAPlI interface INSIDE trace match ignp any host 230.10.10.10

firepower#

capture CAPO interface OUTSI DE match i gnp any host 230.10.10.10

Verification

To force an IGMP Membership Report you can use an application like VLC:
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The FTD proxies the IGMP packets:

<#root>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 66 bytes]

<-- IGMP packets captured on ingress
match igmp any host 230.10.10.10@
capture CAPO type raw-data interface OUTSIDE

[Capturing - 62 bytes]

<-- IGMP packets captured on egress
match igmp any host 230.10.10.10@

The FTD changes the source | P:

<#root>

firepower#

show capture CAPI

1 packet captured

Cancel
Alt+E
Al+P
Alt+5
Al+0



1: 12:21:12.820483 802.1Q vlan#205 P6

192.168.1.50

> 230.10.10.10 ip-proto-2, length 8 <-- The source IP of the packet on ingress interface
1 packet shown
firepower#

show capt ure CAPO

1 packet captured
1: 12:21:12.820743
192.168. 103. 91

> 230.10.10.10 ip-proto-2, length 8 <-- The source IP of the packet on egress interface
1 packet shown

If you check the pcap in Wireshark, you can see that the packet is completely regenerated by the firewall
(the IP identification changes).

A group entry is created on FTD:

<#root>
firepower#
show i gnp group

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10.10.10 I NSI DE 00:15:22 00:03:28 192.168.1.50

<-- IGMP group is enabled on the ingress interface
239.255.255.250 INSIDE 00:15:27 ©0:03:29 192.168.1.50

The FTD firewall creates 2 control-plane connections:

<#root>

firepower#

show conn all address 230.10.10.10

9 in use, 28 most used
Inspect Snort:
preserve-connection: @ enabled, @ in effect, @ most enabled, @ most in effect

| GWP I NSIDE 192.168.1.50 NP Identity Ifc 230.10.10.10, idle 0:00:09, bytes 8, flags
<-- Connection terminated on the ingress interface

| GW> QUTSI DE 230. 10. 10. 10 NP Identity Ifc 192.168.103.91, idle 0:00:09, bytes 8, flags



<-- Connection terminated on the egress interface

Trace of the first packet:

<#root>

firepower#

show capture CAPI packet-nunber 1 trace

6 packets captured

1. 12:21:12.820483 802. 1Q vl an#205 P6 192.168.1.50 > 230. 10. 10. 10 ip-proto-2, length 8

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 5124 ns

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5124 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Elapsed time: 7808 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.1.5@0 using egress ifc INSIDE(vrfid:Q)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

Elapsed time: 5368 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:



Implicit Rule
Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

Elapsed time: 5368 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Elapsed time: 40504 ns

Config:
Additional Information:

Phase: 9

Type: MILTI CAST

<-- The packet is multicast

Subt ype:

Result: ALLOW

El apsed tine: 976 ns

Config:

Addi tional |nformation:

Phase: 10

Type: FLOW CREATI ON

<-- A new flow is created

Subt ype:



Result: ALLOW

El apsed tine: 17568 ns

Config:

Addi tional |nformation:

New flow created with id 5945, packet dispatched to next nodul e

Phase: 11

Type: FLOW CREATI ON
<-- A second flow is created

Subt ype:

Result: ALLOW

El apsed tine: 39528 ns

Config:

Addi tional |nformation:

New flow created with id 5946, packet dispatched to next nodul e

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

Elapsed time: 6344 ns

Config:

Additional Information:

Found next-hop 230.10.10.10 using egress ifc OUTSIDE(vrfid:Q)

Phase: 13

Type: CAPTURE
Subtype:

Result: ALLOW

Elapsed time: 9760 ns



Config:
Additional Information:
MAC Access 1list

Result:

input-interface: INSIDE(vrfid:Q)
input-status: up
input-line-status: up
output-interface: INSIDE(vrfid:Q)
output-status: up
output-line-status: up

Action: allow

Time Taken: 154208 ns

Known | ssues

Filter Multicast Traffic on Destination Zones

Y ou cannot specify a destination security zone for the Access Control Policy rule that matches the multicast

traffic:
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Thisis also documented in the FMC user guide:
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Policy Based Routing IP hosts use IGMP to report their group memberships to directly-connected multic:
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IGMP Reports are Denied by the Firewall when IGMP Interface Limit is Exceeded

By default, the firewall allows maximum 500 current active joins (reports) on an interface. If this threshold
is exceeded, the firewall ignores additional incoming |GMP reports from the multicast receivers.

To check the IGMP limit and active joins, run the command show igmp inter face nameif:

<#root>

asa#

show i gnp interface inside

inside is up, line protocol is up
Internet address is 10.10.10.1/24
IGMP is enabled on interface
Current IGMP version is 2
IGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 1@ seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGW limt is 500, currently active joins: 500

Cumulative IGMP activity: @ joins, @ leaves
IGMP querying router is 10.10.10.1 (this system)

The IGMP debug command debug igmp shows this output:

<#root>



asa#

debug i gnmp

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Group 230.1.2.3 limit denied on inside

The software versions with the fix of Cisco bug ID CSCvw60976 allow users to configure up to 5000
groups on a per-interface basis.

Firewall Ignores IGMP Reportsfor the 232.x.x.x/8 Address Range

The 232.x.x.x/8 address range is for use with Source Specific Multicast (SSM). The firewall does not
support PIM Source Specific Multicast (SSM) functionality and related configuration.

The IGMP debug command debug igmp shows this output:

<#root>

asa#

debug ignmp

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Received v2 Report on inside from 10.10.10.11 for 232.179.89.

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: group_db: add new group 232.179.89.253 on inside

Apr 20 2023 09: 37: 10: %ASA-7-711001: |1 GW: Excl ude report on inside ignored for SSM group 232.179. 89. 25

Cisco bug ID CSCsr53916 tracks the enhancement to support the SSM range.

Related | nfor mation

* Multicast Routing for Firepower Threat Defense
* Troubleshoot Firepower Threat Defense and ASA Multicast PIM
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