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Introduction

This document describes how to find the File Analysis Client ID for Cisco Secure Email Gateway,
Cloud Gateway, and Email and Web Manager. The File Analysis Client ID is a unique 65-
character registration key used when the Gateway, Cloud Gateway, or Email and Web Manager
registers with Cisco Malware Analytics (formerly Threat Grid) for file submission and sandboxing.
For example, if you have enabled the File Analysis service, and the reputation service has no
information about the file attachment found in a message, and the file attachment meets the
criteria for files that can be analyzed (seeSupported Files for File Reputation and Analysis
Services), then the message can be quarantined (seeQuarantining Messages with Attachments
Sent for Analysis), and the file sent for analysis.

For "Appliance Grouping for File Analysis Reporting," please be sure you know your File Analysis
ID(s).

For complete details, please see the "File Reputation Filtering and File Analysis" chapter of the
User Guide:

. Cisco Secure Email Gateway End User Guides

. Cisco Secure Email Cloud Gateway End-User Guides



https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#task_2483367
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#task_2483367
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html

File Analysis Client ID for Gateway, Cloud Gateway, and
Email and Web Manager

The File Analysis Client ID is automatically generated for appliances when you enable File
Analysis.

Before you begin from the Gateway or Cloud Gateway, please ensure you have the needed
feature keys and enabled File Reputation and File Analysis. To see your feature keys, navigate
to System Administration > Feature Keys. File Reputation and File Analysis are listed
separately and have Active status.

Gateway or Cloud Gateway

1. Log in to the user interface.
2. Navigate to Security Services > File Reputation and Analysis.
3. Click Edit Global Settings...
4. Expand Advanced Settings for File Analysis.
The File Analysis Client ID is listed here.

Example:

Edit File Reputation and Analysis Settings

Advanced Malware Protection

Advanced Malware Protection services require network communication to the cloud servers on ports 443 (for File Reputation and File Analysis). Please see the Online Help for additional details.
File Reputation Filtering: [ Enable File Reputation

File Analysis: (% Enable File Analysis

=] Select All Expand All Collapse All Reset |
b Archived and compressed
b Clmﬂguration
¢ U patabase
+ H pocument
+ E Email
b Encoded and Encrypted
¢ [4 Executables
b Microsoft Documents
¢ (=] Miscellaneous

b Advanced Settings for File Reputation Advanced settings for File Reputation

* Advanced Settings for File Analysis File Analysis Server URL: AMEWM o
I File Analysis Client 1D:  01_VLNESA W _423AA9781B67 m mm -25CCEE m _CB00V_000000
N Use File Reputation Proxy
Server: | Part: |

Username:
Passphrase:
Retype Passphrase:

b Cache Settings " Advanced settings for Cache

» Threshold Settings Advanced Settings for File Analysis Threshold Score

Note: There is a difference in the File Analysis Client ID for virtual appliances vs. hardware
appliances.



The File Analysis Client ID for the Gateway or Cloud Gateway is based on a 65-character string
format:

Value Explanation
01 _ "01" is specific to the Gateway or Cloud Gateway.

VLNESAXXXYYY If this is a virtual gppllance, it uses the VLN Ilcense_# (found from the _CLI
—command showlicense). If this is a hardware appliance, there is no field.

SERIAL _ FULL serial of the appliance.
CX00V_ Model of the appliance.
00000000

Field zeros. Based on the previous fields, these vary to finish out the field of 65 chara

Email and Web Manager

1. Log in to the user interface.
2. Navigate to Centralized Management > Security Appliance.
At the bottom of this page is the File Analysis section. The File Analysis Client ID is listed here.

Example:



Security Appliances

Centralized Service Status

Spam Quarantine: | Enabled, using 1 license
Policy, Virus and Outbreak Quarantines: = Enabled, using 1 license

Alternate Quarantine Release Appliance C,i:' : esas | Specify Alternate Release Appliance... |

Centralized Email Reporting: ' Enabled, using 1 license

Centralized Email Message Tracking: - Enabled, using 1 license
Centralized Web Configuration Manager: . Service disabled
Centralized Web Reporting: I Service disabled

Centralized Upgrades for Web: | Service disabled

Security Appliances

| Add Email Appliance....

Services

| Policy, Virus
Spam and Outbreak Connection
Appliance Name | 1P Address or Hostname Quarantine | Quarantines Reporting | Tracking | Established?

. - Y | v | v e

Neo centralized services are currently available,

File Analysis

B _420D5DEO7A468! -006DAF =_M300V_00000000

File Analysis Client ID: | 06_VLNSMA

* | File Analysis Server URL: | AMERICAS: https://panacea.threatgrid.com
Group Name: | Group Now |

» Typically, this value will be your Cisco Connection Online ID (CCO ID).

= This Group Name is case-sensitive.

« It must be configured identically on each appliance. An appliance can belong ta only one group per
server,

This change will take effect immediately, without Commit. Once grouped, this value can only be
reset by Cisco support.

Grouping Details: | v, -on use any appliance in a group to view detailed File Analysis results in the cloud for files upleaded from

any appliance in the group.

| View Appliances in Group |

Note: There is a difference in the File Analysis Client ID for virtual appliances vs. hardware
appliances.

The File Analysis Client ID for the Email and Web Manager is based on a 65-character string
format:

Value Explanation

06_ "06" is specific to the Email and Web Manager.

VLNSMAXXXYY If this is a virtual appliance, it uses the VLN license # (found from the CLI
Y_ command showlicense). If this is a hardware appliance, there is no field.
SERIAL _ FULL serial of the appliance.

MX00V_ Model of the appliance.

000000 Field zeros. Based on the previous fields, these vary to finish out the field of 65 charact



Appliance Grouping for File Analysis Reporting

If your license includes access to Cisco Secure Malware Analytics
(https://panacea.threatgrid.com), the best practice for your Gateway or Cloud Gateway is to have
them associated with your individual organization account. To allow all content security appliances
in your organization to display detailed results in the cloud about files sent for analysis from any
Gateway or Cloud Gateway in your organization, you need to join all appliances to the same
appliance group. When you log in to Malware Analytics, your submissions and threat samples sent
to the cloud for analysis are all displayed in the Malware Analytics dashboard for your
organization.

Note: Cloud Gateway customers have this configured during activations and deployment
performed by Cisco.

Group Appliances

Note: If you have a Cloud Gateway and this is not completed, please open a support case
before you configure an Appliance Group ID/Name.

Gateway or Cloud Gateway

1. From the user interface, navigate to Security Services > File Reputation and Analysis.

2. Click on Click here to group or view appliances for File Analysis reporting.

3. Enter your Appliance Group ID/Name. The default values are: It is suggested to use your
CCOID for this value.An appliance can belong to only one group.After you configure the File
Analysis feature, you can add a machine to a group.

4. Click Group Now.

Email and Web Manager

Note: The option to configure an Appliance Group ID/Name is only available after the Email
and Web Manager has an Email Appliance added for centralized management purposes and


https://panacea.threatgrid.com
https://www.cisco.com/c/en/us/support/index.html

has the Policy, Virus, Outbreak Quarantines migrated.

1. From the user interface, navigate to Centralized Services > Security Appliances. Enter
your Appliance Group ID/Name. The default values are:Typically, this value is your Cisco
Connection Online ID (CCO ID).This Group Name is case-sensitive.Ilt must be configured
identically on each appliance. An appliance can belong to only one group per server.

2. Click Group Now.

Please note:

- When you add a Group ID, it takes effect immediately, without a commit. If you need to
change a Group ID, you must contact Cisco TAC.

- This name is case-sensitive and must be configured identically on each appliance in the
Analysis Group.

View Appliances

Gateway or Cloud Gateway

1. From the user interface, navigate to Security Services > File Reputation and Analysis.
2. Click on Click here to group or view appliances for File Analysis reporting.
3. Click on View Appliances.

Email and Web Manager

1. From the user interface, navigate to Centralized Services > Security Appliances.
2. Click on View Appliances in Group in the File Analysis section.

The File Analysis Client ID of all appliances associated with the Appliance Group ID/Name are
listed here.

Example:



Appliance Grouping for File Analysis Reporting.

Appliance Grouping for File Analysis Reporting
Appliance Group ID/Name: (7) | pm m m

Change Grovp Jl Miew Appliances |

List of Appliances in the Group: ¥ WS HENEEEN (https://panacea.threatgrid.comt

Number | File Analysis Client ID (?)

Copyright @ 2003-2022 Cisco Systems, Inc. Al rights ] 4 01_7coeC™E-FcH: Bm =Ml C380_0000000000000000000000000000000
2 01_EC2B20195 sm m ~FB7E4 @sm _C300V_000000000000000000000
3 01_VLNESA  ®9_4239CEE1SEN SN WN-0EDD MmN N@ C100V_00000000
4 01_VLNESA ™ 554D99310 ®-18568 W _IC100V_00000000
5 01_VLNESAmmmim _420D4F3y e 4F-E9 Bmm = 21_C300V_000000
6 01_VLNESA mm _420DF638 m w17-A5@W = mZ_C100V_000000
7 01_VLNESA'EEEEN  423A11CES N BN )AA-20 BN \A_C100V_000000
8 01_VLNESAE W E 4335497 B Wy £ SHE 33_C600V_000000
9 01_VLNESA; mm _S564D3DE g  g\FFD-9. g m 1F9_C100V_000000
10 01_VLNESA® mm B _564DA24mem 97E-Ef m m mm3D_C100V_000000
11 01 _VLNESAE ©E 564D7GEEE U W =52-6C & ® 2_C100V_000000
12 01_VLNESAWSEEEE  45)D390 B Wm;pg-6: W4 _C100V_000000
13 01_VLNESA m =m _423A59C: 22E-SEg = =9_C100V_000000
14 01_VLNESA mmm'm _4239CEEr EE04-0E( 19_C100V_000000
15 01_VLNESA . 42166768 W W W 28-p05 @ W N|_C100V_0000000
16 o1_viNEsA™==gm 423r28950 [e2c-77cF ™ _c1oov_0000000
17 01_VLNESA m  mm_420D39DE memmDG-62 wm _C100V_0000000
18 01_VLNESA BN _420D4E75EE =N ® FE3-0Af EEE EZ_C100Y_0000000
19 01 _VLNESA M H 43370088 @ EEE ;5 5p; BN {C100V_0000000
20 01_VINESAR Bmmm 423459C6  fimm Ezs-_sas- Bm= '_C100V_0000000
21 06_VLNSMAmm _420DSDEO. mmm = m_ == _M300V_00000000
22 06_VLNSMA WE mE_420D4B¢ WE  MWC57-CE 19C_M100V_000000
23 06_VLNSMA E B | 450p538; W EE EENoF.gFCEE BN - 3100V 0000000
24 06_VLNSMA g _420D704f - pu pm ©62-17/gmm m °_M100V_0D00D00D
25 06_VLNSMA mm _420D8737 'm m 346080 m W 1_M100V_0000000
26 06_VLNSMA! M | 420DEE3: WE & 4B-F50 NEEE W 2_M100V_0000000

[oK]

Additional Information

Cisco Secure Email Gateway Documentation

- Release Notes

. User Guide

.- CLI Reference Guide

- APl Programming Guides for Cisco Secure Email Gateway

- Open Source Used in Cisco Secure Email Gateway

- Cisco Content Security Virtual Appliance Installation Guide(includes VESA)



https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html

Secure Email Cloud Gateway Documentation

. Release Notes
. User Guide

Cisco Secure Email and Web Manager Documentation

- Release Notes and Compatibility Matrix

. User Guide

- APl Programming Guides for Cisco Secure Email and Web Manager

- Cisco Content Security Virtual Appliance Installation Guide(includes vSMA)

Cisco Secure Malware Analytics

. Cisco Secure Malware Analytics (Threat Grid)

Cisco Secure Product Documentation

. Cisco Secure portfolio naming architecture



https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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