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Introduction

This document describes how the SenderBase Reputation Score (SBRS) for your Cisco Secure Email 
Gateway is determined.

Prerequisites

Cisco recommends that you have knowledge of these topics:

Cisco Secure Email Gateway (ESA)•
All versions of AsyncOS•

SBRS Determination

The SBRS value is the IP address overall reputation for sending email on the Internet. SenderBase 
incorporates several variables into the score. Some of these variables are: spam traps, public Blocklists, user 
complaints, and volume data.

The SBRS scoring is from +10.0 to -10.0, where positive scores indicate a good reputation and negative 
scores indicate a bad reputation. The further the number is from zero, the more data supports that 
determination. IP addresses with an SBRS of None are senders who send a very low volume of mail or 
where there needs to be more data to determine a score.

Senders who suddenly have a significant percentage increase in mail volume see their scores drop one to 
two points. Unexpected rise in mail volume is often related to spammers and infected hosts sending massive 
amounts of mail. If the IP address is new and sends legitimate mail, the score rises in a few days.

Mail Gateways can block or rate-limit messages from senders based on the SBRS of the connecting IP 
address. The exact SBRS range and action varies from installation to installation. The most common 
configuration is to rate-limit scores of None and slightly negative, while more negative scores are blocked.

You can get general SenderBase information from Cisco Talos. This site includes any Blocklist listings that 
affect the SBRS of a given IP address. However, only Cisco customers and employees can discover the 

https://www.talosintelligence.com/


exact SBRS of a given IP address. For further assistance and information on a given IP address, please get in 
touch with Cisco Support.

Additional Information

Cisco Secure Email Gateway Documentation

Release Notes•
User Guide•
CLI Reference Guide•
API Programming Guides for Cisco Secure Email Gateway•
Open Source Used in Cisco Secure Email Gateway•
Cisco Content Security Virtual Appliance Installation Guide(includes vESA)•

Secure Email Cloud Gateway Documentation

Release Notes•
User Guide•

Cisco Secure Email and Web Manager Documentation

Release Notes and Compatibility Matrix•
User Guide•
API Programming Guides for Cisco Secure Email and Web Manager•
Cisco Content Security Virtual Appliance Installation Guide(includes vSMA)•

Cisco Secure Product Documentation

Cisco Secure portfolio naming architecture•

     

Related Information

Cisco Secure Email Security Compliance•
Offer Description: Secure Email•
Cisco Universal Cloud Terms•
Cisco Support & Downloads•
[EXTERNAL] OpenSPF: SPF Basics and Advanced Information•

https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
https://trustportal.cisco.com/c/r/ctp/trust-portal.html?docclassification=bundle#/trustpackage/0423367948164624
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/OfferDescriptions/secure-email.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/docs/universal-cloud-terms.pdf
https://www.cisco.com/c/en/us/support/index.html
http://www.open-spf.org/Project_Overview/

