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| ntroduction

This document describes an in-depth analysis of the Gold Configuration provided for Cisco Secure Email
Cloud Gateway.



Prerequisites

Requirements

Cisco recommends that you know these topics:

 Cisco Secure Email Gateway or Cloud Gateway, both Ul and CLI administration
*» Cisco Secure Email Email and Web Manager, Ul level administration
 Cisco Secure Email Cloud customers can request CLI access; please see: Command Line Interface

(CL1) Access

Components Used

The information in this document is from the gold configuration and best practice recommendations for
Cisco Secure Email Cloud customers and administrators.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Related Products

This document is also applicable with:

 Cisco Secure Email Gateway on-premises hardware or virtual appliance
» Cisco Secure Email and Web Manager on-premises hardware and virtual appliance

Policy Quarantines

Quarantines are configured and maintained on the Email and Web Manager for Cisco Secure Email Cloud
customers. Please log in to your Email and Web Manager to view the quarantines:

ACCOUNT_TAKEOVER
ANTI_SPOOF
BLOCK_ATTACHMENTS
BLOCKLIST

DKIM_FAIL
DMARC_QUARANTINE
DMARC_REJECT

FORGED EMAIL
INAPPROPRIATE_CONTENT
MACRO

OPEN_RELAY

SDR_DATA

SPF_HARDFAIL
SPF_SOFTFAIL
TG_OUTBOUND_MALWARE


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

* URL_MALICIOUS

Cloud Gateway Gold Configuration

A Warning: Any changes to configuration(s) based on the best practices as provided in this
document need to be reviewed and understood before you commit your configuration changesin your
production environment. Please consult your Cisco CX Engineer, Designated Service Manager
(DSM), or Account Team before configuration changes.

Before You Begin

The Gold Configuration for Cisco Secure Email cloud customersis the best practice and zero-day
configuration for both the Cloud Gateway and the Cisco Secure Email and Web Manager. Cisco Secure
Email Cloud deployments use both Cloud Gateway(s) and at least one (1) Email and Web Manager. Parts of
the configuration and best practices direct administrators to use quarantine(s) located on the Email and Web
Manager for centralized management purposes.

Basic Configuration

Mail Policies > Recipient Access Table (RAT)

The Recipient Access Table defines which recipients are accepted by a public listener. At aminimum, the
table specifies the address and whether to accept or reject it. Please review the RAT to add and manage your
domains as needed.

Network > SMTP Routes

If the SMTP route destination is Microsoft 365, please see Office365 Throttling CES New Instance with
"4.7.500 Server busy. Please try again later".

Security Services
The services listed are configured for al Cisco Secure Email Cloud customers with the values provided:

IronPort Anti-Spam (IPAS)

» Enabled and configure Always scan 1M and Never scan 2M
» Timeout for Scanning Single Message: 60 seconds

URL Filtering

» Enable URL Categorization and Reputation Filters
» (Optional) Create and configure URL Allowlist named "bypass_urls."


https://www.cisco.com/c/en/us/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html
https://www.cisco.com/c/en/us/support/docs/security/cloud-email-security/213342-office365-throttling-ces-new-instance-wi.html

» Enable Web Interaction Tracking
* Advanced Settings:
- URL Lookup Timeout: 15 seconds
- Maximum number of URLSs scanned in body and attachment: 400
- Rewrite URL text and HREF in Message: No
- URL Logging: Enabled
* (Optional) Asof AsyncOS 14.2 for Cloud Gateway, URL Retrospective Verdict and URL
Remediation are available; see release notes provided and Configure URL Filtering for Secure Email
Gateway and Cloud Gateway

Graymail Detection

» Enable and configure Always scan 1M and Never scan 2M
» Timeout for Scanning Single Message: 60 seconds

Outbreak Filters

» Enable Adaptive Rules
* Maximum Message Size to Scan: 2M
» Enable Web Interaction Tracking

Advanced Malwar e Protection > File Reputation and Analysis

» Enable File Reputation
» Enable File Analysis
- Please see Global Settingsto review filetypesfor File Anaysis

Message Tracking

» Enable Regjected Connection Logging (if required)

System Administration

Users (System Administration > Users)

» Remember to review and set passphrase policies associated with L ocal User Account & Passphrase
Settings

* If possible, configure and enable Lightweight Directory Access Protocol (LDAP) for authentication
(System Administration > LDAP)

L og Subscriptions (System Administration > L og Subscriptions)

* If not configured, create and enable:
- Configuration History Logs
- URL Reputation Client Logs
* Inthe Log Subscriptions Global Settings, edit settings and add the headers To, From, Reply-To,
Sender.

Additional Configuration (Optional)

Additional servicesto review and consider:


https://www.cisco.com/c/dam/en/us/td/docs/security/ces/release_notes/Cloud-Hybrid-Email-Security_Release_Notes.pdf
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html

System Administration > LDAP
* If you configure LDAP, Cisco recommends LDAP with SSL enabled
URL Defense

» Please see Configure URL Filtering for Secure Email Gateway and Cloud Gateway for the most up-
to-date configuration best practices for URL Defense.

» Cisco aso deeply delvesinto URL Defense; please see URL Defense Guide.

» Some examplesincluded in the URL Defense Guide are also incorporated into this document.

» Sender Policy Framework (SPF) DNS records are created externally to Cloud Gateway. Therefore,
Cisco strongly recommends all customers build SPF, DKIM, and DMARC best practices into their
security posture. Please see SPE Configuration and Best Practices for more information on SPF
validation.

* For Cisco Secure Email Cloud customers, amacro is published for all Cloud Gateway(s) per the
allocation hostname to make it easier to add all hosts.

» Place this before ~all or -all within the current DNS TXT (SPF) record, if it exists:

exists:%{i}.spf.<allocation>.1iphmx.com

% Note: Ensure the SPF record ends with either ~all or -all. Validate the SPF records for your domains
before and after any changes!

* Recommended information and tools for more about SPF:
- SPF Record Checker - Free SPF L ookup (dmarcian.com)
- SPF Record Syntax Table - Everything SPF - dmarcian.com

Additional SPF Examples
* An excellent example of SPFisif you receive emails from your Cloud Gateway and send outbound

emails from other mail servers. You can use the "a:" mechanism to specify mail hosts:

<#root>

v=spfl mx a:mail0l.yourdomain.com a:mail99.yourdomain.com ~

al |

* |f you only send outbound emails through your Cloud Gateway, you could use:


https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html
https://docs.ces.cisco.com/docs/url-defense
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117973-faq-esa-00.html
https://dmarcian.com/spf-survey/
https://dmarcian.com/spf-syntax-table/

<#root>

v=spfl mx exists:%{i}.spf.<allocation>.iphmx.com ~

al |

* Inthisexample, the"ip4:" or "ip6:" mechanism specifies an |P address or |1P address range:

<#root>

v=spfl exists:%{i}.spf.<allocation>.iphmx.com ip4:192.168.0.1/16

~al

CLI Level Changes

» Asnoted in Prerequisites, Cisco Secure Email Cloud customers can request CLI access; please
see Command Line Interface (CLI) Access.

Anti-Spoof Filter

» Please be sure to review the Best Practices Guide for Anti-Spoofing
» This guide provides you with profound examples and configuration best practices for email spoof
prevention

Add Header Filter

* CLI only, please write and enable the addHeaders message filter:

addHeaders: if (sendergroup != "RELAYLIST™)

{
insert-header("X-IronPort-RemoteIP", "$RemoteIP");
insert-header("X-IronPort-MID", "$MID");

insert-header("X-IronPort-Reputation™, "$Reputation");
insert-header("X-IronPort-Listener", "$RecvListener");
insert-header("X-IronPort-SenderGroup", "$Group™);

insert-header("X-IronPort-MailFlowPolicy", "$Policy");

Host Access Table (Mail Policies> Host Access Table (HAT))

HAT Overview > Additional Sender Groups


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214844-best-practices-guide-for-anti-spoofing.html
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_01000.html

» ESA User Guide: Creating a Sender Group for Message Handling
- BYPASS _SBRS - Place higher for sources that skip reputation
- MY_TRUSTED_SPOOF _HOSTS - Part of Spoofing Filter
- TLS REQUIRED - For TL S Forced connections

In the predefined SUSPECTLIST sender group

* ESA User Guide: Sender Verification: Host
- enable "SBRS Scores on None."
- (Optional) enable "Connecting host PTR record lookup fails due to temporary DNS failure.”

Aggressive HAT Sample

* BLOCKLIST_REFUSE [-10.0t0-9.0] POLICY: BLOCKED_REFUSE

* BLOCKLIST_REJECT [-9.0t0-2.0] POLICY: BLOCKED_REJECT

» SUSPECTLIST [-2.0 to 0.0 and SBRS scores of "None"] POLICY: THROTTLED
* ACCEPTLIST [0.0to 10.0] POLICY: ACCEPTED

% Note: The HAT examples show additionally configured Mail Flow Policies (MFP). For complete
information for MFP, please refer to "Understanding the Email Pipeline > Incoming/Receiving" in the
User Guide for the appropriate version of AsyncOS for the Cisco Secure Email Gateway you have

deployed.
HAT example:
Add Sender Group... | Import HAT...
SenderBase™ Reputation Score (7) External Threat Feed
Order | Sender Group 0 A 6 4 5 ] 3 4 [ 2 +10  Sources Applied Mail Flow Policy Delete
i . SMA . Mone applied RELAYED . ﬁ
2 CISCO_MONITORING MNone applied ACCEPTED i
3 l RELAYLIST l l Mone applied l RELAYED |
4 . TLS_REQUIRED . MNone applied TLS_REQUIRED jm}
5 . MY_TRUSTED_SPOOF_HOSTS . MNone applied ACCEPTED i}
6 BYPASS_SBRS_SPAM MNone applied ACCEPTED_NOSPAM i
7 . BYPASS_SBRS . . MNone applied . ACCEPTED . |
8 l BLOCKLIST_REFUSE = MNone applied BLOCKED_REFUSE i}
9 | BLOCKLIST REIECT || o—— None applied BLOCKED REJECT imj
10 SUSPECTLIST — MNone applied THROTTLED jm}
11 | FREEMAILL ' [ i applied | THROTTLED Im|
12 l ACCEPTLIST l MNone applied ACCEPTED fir
. ALL . Mone applied ACCEPTED
Edit Order... | Export HAT...

Mail Flow Policy (Default Policy Parameters)



https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#task_1098198
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#con_1096318
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_0110.html?bookSearch=true#task_1096040

Default Policy Parameters
Security Settings

» Set Transport Layer Security (TLS) to preferred

» Enable Sender Policy Framework (SPF)

» Enable DomainKeys Identified Mail (DKIM)

» Enable Domain-based Message Authentication, Reporting, and Conformance (DMARC) Verification
and Send Aggregate Feedback Reports

% Note: DMARC requires additional tuning to configure. For further information on DMARC, please
refer to "Email Authentication > DMARC Verification" in the User Guide for the appropriate version
of AsyncOS for the Cisco Secure Email Gateway you have deployed.

Incoming Mail Policies

Default Policy is configured similar to:
Anti-Spam

» Enabled, with thresholds left at default thresholds. (Modification of the scoring could increase false
positives.)

Anti-Virus

» Message Scanning: Scan for Virusesonly
- assure check box for "Include an X-header" is enabled
» For Unscannable M essages and Virus Infected M essages, set Archive Original M essage to No

AMP

» For Unscannable Actions on Message Errors, use Advanced and Add Custom Header to
Message, X-TG-MSGERROR, vaue: True.

» For Unscannable Actions on Rate Limit, use Advanced and Add Custom Header to M essage, X-
TG-RATELIMIT, value: True.

» For Messageswith File Analysis Pending, use Action Applied to M essage: "Quarantine.”

Graymail

» Scanning is enabled for each verdict (Marketing, Social, Bulk), with Prepend for Add Text to
Subject and action is Deliver.
» For Action on Bulk Mail, use Advanced and Add Custom Header (optional): X-Bulk, value: True.

Content Filters

« Enabled and URL_QUARANTINE _MALICIOUS, URL_REWRITE_SUSPICIOUS,
URL_INAPPROPRIATE, DKIM_FAILURE, SPF_HARDFAIL, EXECUTIVE_SPOOF,
DOMAIN_SPOOF, SDR, TG_RATE_LIMIT are selected

» These content filters are provided later in this guide


https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_011001.html?bookSearch=true#con_1194090
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1148397
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1256003
https://www.cisco.com/c/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010110.html?bookSearch=true#con_1225789
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html

Outbreak Filters

» The default threat level is 3; please adjust to your security requirements.
- If the threat level for a message equals or exceeds this threshold, the message moves to the
Outbreak Quarantine. (1=lowest threat, 5=highest threat)
» Enable message modification
» URL Rewriting set for "Enable for all messages.”
» Change Subject prepend to: [Possible $threat category Fraud]

Add Palicy...
Order | Policy Name Anti-Spam Anki-Virys Advanced Malware Protection Graymail Content Filters Outbreak Filters | Advanced Phishing Protection | Delete
i BLOCKLIST Disabled Disabled (use default) Disabled BLOCKLIST QUARANTIME Disabled (use default) a
2 ALLOWLIST Disabled (use default) (use default) Disabled (use default) Disabled (use default) - |
3 ALLOW_SPOOF | {use default) [use default) (use default) (use default) URL_QUARANTINE_MALICIOUS | (use default) (use default) E

URL_REWRITE_SUSPICIOUS
URL_INAPPROPRIATE
SDR

Defsult Palicy  TrenPack Anti-Spam Sophos
Positive: Drop Meafee

Suspected: Quarantine | Encrypted: Deliver

Unscannable: Deliver n;

Virus Positive: Dvop

URL_QUARANTINE_MALICIOUS | Retention Time: | Mot Available
ed | URL_REWRITE_SUSPICIOUS | Virus: 1 day
URL_INAPPROPRIATE Other: 4 hours

DKIM_FAILURE

SPF_HARDFAIL

EXECUTIVE_SPOOF

Policy Names (shown)
 BLOCKLIST Mail Palicy

BLOCKLIST mail policy is configured with all services disabled, except Advanced Maware
Protection, and links to a content filter with the action of QUARANTINE.

e ALLOWLIST Mail Policy

The ALLOWLIST mail policy has Antispam, Graymail disabled and Content Filters enabled for
URL_QUARANTINE_MALICIOUS, URL_REWRITE_SUSPICIOUS, URL_INAPPROPRIATE,
DKIM_FAILURE, SPF_ HARDFAIL, EXECUTIVE SPOOF, DOMAIN_SPOOF, SDR,
TG_RATE_LIMIT, or content filters of your choice and configuration.

* ALLOW_SPOOF Mail Policy
The ALLOW_SPOOF mail policy has all default services enabled, with Content Filters enabled for

URL_QUARANTINE_MALICIOUS, URL_REWRITE_SUSPICIOUS, URL_INAPPROPRIATE,
SDR, or content filters of your choice and configuration.

Outgoing Mail Policies
Default Policy is configured similar to:
Anti-Spam
 Disabled
Anti-Virus

» Message Scanning: Scan for Virusesonly



- un-check the check box for "Include an X-header."
* (Optional) For all messages. Advanced > Other Notification, enable "Others" and include your
admin/SOC contact email address

Advanced Malwar e Protection

» Enable File Reputation only

» Unscannable Actions on Rate Limit: use Advanced and Add Custom Header to M essage: X-TG-
RATELIMIT, value: "True."

* Messageswith Malwar e Attachments: use Advanced and Add Custom Header to M essage: X-
TG-OUTBOUND, value: "MALWARE DETECTED."

Graymail
* Disabled
Content Filters

» Enabled and TG_OUTBOUND_MALICIOUS, Strip_Secret_Header,
EXTERNAL_SENDER _REMOVE, ACCOUNT_TAKEQOVER, or content filters of your choice are
selected.

Outbreak Filters
e Disabled
DLP

» Enable, based on your DLP licensing and DLP configuration.

Other Settings
Dictionaries (Mail Policies> Dictionaries)

» Enable and review Profanity and Sexual _Content Dictionary

» Create Executive_FED dictionary for Forged Email Detection with al executive names

» Create additional dictionaries for restricted or other keywords as you see needed for your policies,
environment, security control

Destination Controls (Mail Policies > Destination Controls)

 For the Default domain, configure TL S Support as Preferred

* You can add destinations for webmail domains and set lower thresholds

» Please see our Rate Limit Y our Outbound Mail with Destination Control Settings guide for more
information.



https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118573-technote-esa-00.html

Destination Control Table Items per page

:-Ad.x.:I.Destination... :-Impor‘t Table

All
O
Domain & IP Address Preference Destination Limits TLS Support | DANE Support ~ | Bounce Verification * | Bounce Profile | Delete

500 concurrent connections,
.protection.cutiook.com | Default 50 messages per connection, | Required Default Default Default ]
Default recipient limit

20 concurrent connections,
gmail.com Drefault 5 messages per connection, Default Default Default Default [
20 recipients in 1 minutes

20 concurrent connections,
hotmail.com Default 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

20 concurrent connections,
yahoo.com Default 5 messages per connection, Default Default Default Default ]
20 recipients in 1 minutes

500 concurrent connections,
Default IPw4 Preferred 50 messages per connection, | Preferred MNone Off Default
No recipient limit

| Export Table
* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.
* DANE will not be enforced for domains that have SMTP Routes configured.

Content Filters

% Note: For additional information on Content Filters, please refer to "Content Filters' in the User
Guide for the appropriate version of AsyncOS for the Cisco Secure Email Gateway you have
deployed.

Incoming Content Filters

URL_QUARANTINE_MALICIOUS
Condition: URL Reputation; url-reputation(-10.00, -6.00 , "bypass urls’, 1, 1)

Action: Quarantine: quarantine("URL_MALICIOUS")

URL_REWRITE_SUSPICIOUS
Condition: URL Reputation; url-reputation(-5.90, -5.60 , "bypass _urls*, 0, 1)

Action: URL Reputation; url-reputation-proxy-redirect(-5.90, -5.60,"",0)

URL_INAPPROPRIATE

Condition: URL Category; url-category (['Adult’, 'Child Abuse Content', 'Extreme’, 'Hate Speech’, 'lllegal


https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html

Activities, 'lllegal Downloads, 'lllegal Drugs, 'Pornography’, 'Filter Avoidance], "bypass urls', 1, 1)

Action: Quarantine; duplicate-quarantine("INAPPROPRIATE_CONTENT")

DKIM_FAILURE
Condition: DKIM Authentication; dkim-authentication == hardfail

Action: Quarantine; duplicate-quarantine("DKIM_FAIL")

SPF HARDFAIL
Condition: SPF Verification; spf-status == fall

Action: Quarantine; duplicate-quarantine("SPF_HARDFAIL")

EXECUTIVE_SPOOF

Condition: Forged Email Detection; forged-email-detection("Executive_ FED", 90, "")
Condition: Other Header; header("X-IronPort-SenderGroup") !="(?)allowspoof"

* set Apply rule: Only if all conditions match

Action: Add/Edit Header; edit-header-text("Subject”, "(.*)", "[EXTERNAL]\1")

Action: Quarantine; duplicate-quarantine("FORGED_EMAIL")

DOMAIN_SPOOF
Condition: Other Header; header("X-Spoof")

Action: Quarantine; duplicate-quarantine("ANTI_SPOOF")

SDR

Condition: Domain Reputation; sdr-reputation ([‘awful], ")
Condition: Domain Reputation; sdr-age ("days’, <, 5, ")

* set Apply rule: If one or mor e conditions match

Action: Quarantine; duplicate-quaranting("SDR_DATA")

TG RATE_LIMIT



Condition: Other Header; header("X-TG-RATELIMIT")

Action: Add Log Entry; log-entry("X-TG-RATELIMIT: $filenames")

BLOCKLIST _QUARANTINE
Condition: (None)

Action: Quarantine; quarantine("BLOCKLIST")

Add Filger.,.
Ordar | Fiter Naa Description | Rules | Policies Duplichta | Dolata
1 URL_QUMRANTINE_MALICIOUS URL_QUARANTINE_MALICEOUS: if (url-reputationd-10.00, -6.00 , "bypass_usis®, 1, 13} { quarantine{"URL_MALICIOUS®); } | m o
2 URL_REWRITE_SUSPICIOUS URL_REWRITE_SUSPICIOUS: if (url-reputation(-5.90, -5.60 , “bypass_urls”, 0, 1)) { url-reputation-prowy -redirect(-5.90, -5.60,”,0); } L) w
3 URL_INAPPROPRIATE ::;ﬁ:::m::m“:;m::ﬁm%m#ﬂ;“u“ Content', ‘Extreme’, 'Hate Speech’, 'Hllegal Activities', 'iiegal Downboads', “liiegal Brugs', ‘Pornography’, ‘Filter Avoldance'], *bypass_urls®, 1, 1)) { ™Y o
4 DKIM_FALLURE DKIM_FAILURE: if {dkim-asthentication == “hardfail”} { duplicate-quarantine] DKIM_FAIL™); } L) w
5 SBP_HARDFAIL SPE_WARDFAIL: o {spf-status == “fai"} { duplicate-quarantine(*SPF_MARDBTAIL®); 3 oy o
& EXECUTIVE_SPOOF ::Eiﬁ?:{_fﬁ:{&m;-}mm-mmz.m['mmm FED", 80, *"}) AND (header]™X-IronPar:SenderGroup™) 1= “[TjaBowspasl™) { edl:header-text{"Subject”, =[.*)", "[EXTERMAL]Y\ 1%} duplicate- it &
7 DOMAIN_SPOOF DOMAIN_SPOOF: if (header{*X-Spacf]} { duplicate-quarantine("ANTL_SPOOF); } ity L
8 SOR SDR: if (sde-reputation (awful’], **)) OR (sdr-age ("days®, <, 5, ) { duplicate-quarantine("SDR_DATA"); } i -
9 TG_RATE_UMIT TG_RATE_LIMIT; if (eades{“-TG-RATELIMIT 1} { ssg-eritry("X-TG-RATELIMIT: $filenames”); } ] w
10 BLOCKLIST_QUARANTINE BLOCKLIST QUARANTINE: o {true) { quarsntine|"BLOCKLIST"); } I w
| SAMPLE_ATTACHMENT_BLOCK: it yoe == § O —
i1 SAMPLE_ATTACHMENT_BLOCK (386 |2 chm | emed| || ert]ecce | hip hta i i || i ifjreg |scrfact [ahb | sh) o vb fvst] I 187 { duplicate- B w
quarantine{*"BLOCK_ATTACHMENTS"); drep{); }
12 | SAMPLE_SPF_SOFTFAIL SAMPLE_SPF_SOFTFALL: if (spl-status == “saftfail”) { duplicate-quarantine] "SPF_SOFTFAIL"; } L o
13 SAMPLE_MACRO SAMPLE_MACRO: o {macro-detection-rule (['Adebe Portable Document Format’, ‘Microsolt Office Files', "OLE File types'])) { quarantine{"MACRO"); } LY &
14 SAMPLE_ATTACHMENT PROTECTED | SAMPLE_ATTACHMENT_PROTECTED: If (sttachment-protected) { log-entry{"Encrypted: $MID"); } £ 1]
15 SAMPLE_LANGUAGE_UNKNOWN SAMPLE_LANGUWGE_UNKNOWN: If {message-language == “unknown®} { edit-header-text{*Subject®, *(."}*, *[SUSPICIOUST\\L"); } L] o
16 SAMPLE INAPFRDPRIATE CONTENT  SAMPLE IMAPPROPRIATE CONTENT: if (dictionary-matchiProfanity®, 1)) OR (dictionary-match(*Sewual Content®, 1)} { quarantine]INAPPROPRIATE_CONTENT™); } [~ L
17 | SAMPLE_REPLY-TO_MISMATCH SAMPLE_REPLY-TO_MISMATCH: if (header|"rephy=1")) AND (headen(“reply-ta”) I= " genvelopeframs”) { add-heading|"SAMPLE_REPLY-TO_WARN"); log-entry("REPLY-TOD MISMATCH'); } L) o
18 SAMPLE_EXTERNAL_SENDER SAMPLE_EMTERNAL_SEMDER: if [subject |= "[EXTERMALL™) { ecit-header-text("Subject™, °(,*)", "TEXTERMALTWI"Y } L w
19 SAMPLE_COUNTRY_FILTER SAMPLE_COUNTRY_FILTER: ¥ (gealecation-rule {['Canada'l}} { beg-entry(*Frem Canada™); } £ 1
Edut Filser Qrdes..,

Outgoing Content Filters

TG_OUTBOUND_MALICIOUS
Condition: Other Header; header("X-TG-OUTBOUND") == MALWARE

Action: Quarantine; quarantine("TG_OUTBOUND_MALWARE")
Strip_Secret_Header
Condition: Other Header; header("PLACEHOLDER") == PLACEHOLDER

Action: Strip Header; strip-header("X-IronPort-Tenant")

EXTERNAL_SENDER_REMOVE



Condition: (None)

Action: Add/Edit Header; edit-header-text(" Subject”, "\[EXTERNALW\s?", ")

ACCOUNT_TAKEOVER

Condition: Other Header; header("X-AMP-Result") == (?)malicious
Condition: URL Reputation; url-reputation(-10.00, -6.00, "", 1, 1)
*Set Apply Rule: If one or more conditions match

Action: Notify;notify ("<Insert admin or distro email address>", "POSSIBLE ACCOUNT TAKEOVER",
" "ACCOUNT_TAKEOVER_WARNING")

Action: duplicate-quarantine("ACCOUNT_TAKEOVER")

ENCRYFT_OUT: if (subject == *(3)\"encrypth)*") { edit-header-text{*Subject”, “(1)A\"encrypti\*\\s?", **); encrypt-deferred (*CRES_HIGH", "$Subject™, 0); }
TE_RATE_LIMIT: if (header(*x-TG-OUTBOUND-RATELIMIT)) { tag-message (*0008*); }

Add Filter.... |
Order | Filter Mame Description | Rules | Palicies Duplicate | Delet
1 Stop Stop_0365_OpenReiay; if (header(X-IranPart-Tenant") (= - ider”) { duplicate- tine["OPEN_RELAY™); } L1 L]
2 TG OUS | TG QUTBOUND_MALICIOUS: i (header|"X-TG-OUTBOUND") == "MALWARE") { quarantine"TG_OUTBOUND_HALWARE®); } L] @
3 Strip Strip_Secret_Header: if (header(*FLACEHOUDER") = = “PLACEHOLDER®) { strip- tronPert-Tenant™); e L
4 EXTE ER_REMOVE | EXTERNAL_SENDER_REMONVE: If {true) { edit-heade tf “Swbject”, “WIEXTERNALY IS, *°); } 1] |
s A :!féﬂa;ﬁ{':_r‘[:::ﬂ\;::n :A;;;;‘]’l:;‘,:;: :::-::[1" 'ccc::-‘:r: ?:‘{E\.g‘u;;n_nija;mﬁ:-lo.m. .00, 7, 1, 1)) { netify (“myit@mycompany.com”, "POSSIELE ACCOUNT TAKEQVER", ™, R a
Le) ]
L) ]

For Cisco Secure Email Cloud customers, we do have example content filters included within the gold
configuration and best practice recommendations. In addition, please review the "SAMPLE_" filters for
more information on conditions and actions associated that can be beneficial in your configuration.

Cisco Live

Cisco Live hosts many sessions globally and does offer in-person sessions and technical breakouts that
cover Cisco Secure Email best practices. For past sessions and access, please visit Cisco Live (requires CCO

login):
» Cisco Email Security: Best Practices and Fine Tuning - BRKSEC-2131

* DMARCate Your Email Perimeter - BRKSEC-2131

» Fixing Email! - Cisco Email Security Advanced Troubleshooting - BRK SEC-3265

* API Integrations for Cisco Email Security - DEVNET-2326

» Securing SaaS Mailbox Services with Cloud Email Security from Cisco - BRKSEC-1025

» Email Security: Best Practices and Fine Tuning - TECSEC-2345

» 250 not OK — Going on the Defensive with Cisco Email Security - TECSEC-2345

» Cisco Domain Protection and Cisco Advanced Phishing Protection: Making the Most of the Next
Layer in Email Security! - BRKSEC-1243


https://www.ciscolive.com
https://www.ciscolive.com

» SPFisNot an Acronym for "Spoof"! Let's Utilize the Most out of the Next Layer in Email Security! -
DGTL-BRKSEC-2327

If asession isunavailable, Cisco Live reserves the right to remove it due to the age of the presentation.

Additional I nformation

Cisco Secure Email Gateway Documentation

» Release Notes

User Guide

CLI Reference Guide

APl Programming Guides for Cisco Secure Email Gateway

Open Source Used in Cisco Secure Email Gateway

Cisco Content Security Virtual Appliance Installation Guide(includes VESA)

Secure Email Cloud Gateway Documentation

* Release Notes
* User Guide

Cisco Secure Email and Web Manager Documentation

» Release Notes and Compatibility Matrix

o User Guide

» API Programming Guides for Cisco Secure Email and Web Manager
 Cisco Content Security Virtual Appliance Installation Guide(includes vSMA)

Cisco Secure Product Documentation

» Cisco Secure portfolio naming architecture

Related | nfor mation

» Cisco Secure Email Security Compliance

Offer Description: Secure Email

Cisco Universal Cloud Terms

Cisco Support & Downloads

[EXTERNAL] OpenSPF: SPF Basics and Advanced Information



https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
https://trustportal.cisco.com/c/r/ctp/trust-portal.html?docclassification=bundle#/trustpackage/0423367948164624
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/OfferDescriptions/secure-email.pdf
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/docs/universal-cloud-terms.pdf
https://www.cisco.com/c/en/us/support/index.html
http://www.open-spf.org/Project_Overview/

