PIX/ASA 7.x: Add/Remove a Network on an
Existing L2L VPN Tunnel Configuration
Example
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Introduction

This document provides a sample configuration for how to add a new network to an existing VPN
tunnel.

Prerequisites

Requirements

Ensure that you have a PIX/ASA Security Appliance that runs 7.x code before you attempt this
configuration.

Components Used

The information in this document is based on two Cisco 5500 Security Appliance devices.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with the PIX 500 Security Appliance.



Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Background Information

There is currently a LAN-to-LAN (L2L) VPN tunnel that is between the NY and TN office. The NY
office just added a new network to be used by the CSI development group. This group requires
access to resources that reside in the TN office. The task at hand is to add the new network to the
already existing VPN tunnel.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (reqgistered customers only) to obtain more information on
the commands used in this section.

Network Diagram

This document uses this network setup:
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Adding Network to the IPSec Tunnel



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

This document uses this configuration:

NY (HQ) Firewall Config

ASA- NY- HQ#show runni ng-config : Saved : ASA Version 7.2(2)
host name ASA- NY- HQ donai n- nane cor p2. com enabl e password
WAXYVt Krnj XqGoul encrypted nanes ! interface Ethernet0/0
nanei f outside security-level 0 ip address 192.168.11.2
255.255.255.0 ! interface Ethernet0/1 naneif inside security-
| evel 100 ip address 172.16.1.2 255.255.255.0 ! interface

Et hernet 0/ 2 naneif Cisco security-level 70 ip address
172.16.40.2 255.255.255.0 ! interface Ethernet0/3 shutdown no
nanei f no security-level no ip address ! interface
Managenent 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFQWbNI dl . 2KYQU encrypted ftp node passive
dns server-group Defaul t DNS domai n- name cor p2. com access-|i st
i nsi de_nat 0_out bound extended permt ip 172.16.1.0

255.255.255. 0 10. 10. 10. 0 255.255.255.0 !--- You nust be sure
that you configure the !--- opposite of these access contro
lists !'--- on the other end of the VPN tunnel. access-Ilist

i nsi de_nat 0_out bound extended permt ip 172.16.40.0

255, 255.255. 0 10.10. 10. 0 255. 255. 255. 0 access- i st

out si de_20 _cryptomap extended permt ip 172.16.1.0

255, 255. 255. 0 10.10.10. 0 255.255.255.0 !--- You nust be sure
that you configure the !--- opposite of these access contro
lists !'--- on the other end of the VPN tunnel. access-list
out si de_20 cryptomap extended permt ip 172.16.40.0

255, 255.255. 0 10.10.10.0 255.255.255.0 !--- Qutput is
suppressed. nat-control global (outside) 1 interface nat
(inside) 0 access-list inside_natO_outbound nat (inside) 1
172.16.1.0 255.255.255.0 !--- The new network is also
required to have access to the Internet. !--- So enter an
entry into the NAT statenent for this new network. nat
(inside) 1 172.16.40.0 255.255.255.0 route outside 0.0.0.0
0.0.0.0 192.168.11.100 1 tinmeout xlate 3:00:00 tineout conn
1: 00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02 tineout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-
pat 0:05:00 tineout sip 0:30:00 sip_nedia 0:02:00 sip-invite
0: 03: 00 si p-disconnect 0:02:00 timeout uauth 0:05:00 absol ute
no snnp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp authentication |inkup Iinkdown col dstart
crypto ipsec transformset ESP-3DES-SHA esp-3des esp-sha-hnmac
crypto map outsi de_map 20 nmatch address outside_20_cryptomap
crypto map outsi de_map 20 set peer 192.168.10.10 crypto nap
out si de_map 20 set transform set ESP-3DES-SHA crypto nmap
outside_map interface outside crypto i saknp enabl e outsi de
crypto isaknmp policy 10 authentication pre-share encryption
3des hash sha group 2 lifetime 86400 crypto isaknp nat-
traversal 20 tunnel-group 192.168. 10. 10 type ipsec-12

tunnel -group 192.168. 10. 10 i psec-attri butes pre-shared-key *
I--- Qutput is suppressed. : end ASA-NY- HQ#

Removing Network from IPSec Tunnel

Use this steps to remove the network from the IPSec Tunnel configuation.Here, consider that the
network 172.16.40.0/24 has been removed from the NY (HQ) Secuirty Appliance configuration.

1. Before remove the network from the tunnel, tear down the IPSec connection, which also
clears the security associations related to phase 2.

ASA-NY-HQ# clear crypto ipsec sa Clears the security associations related to phase 1 as follows
ASA- NY- HQ# cl ear crypto isaknp sa



2. Remove the interesting traffic ACL for the IPSec tunnel.
ASA- NY- HQ(confi g)# no access-list outside_20_cryptomap extended pernit ip 172.16.40.0 255.255.255.0
10. 10. 10. 0 255. 255. 255.0

3. Remove the ACL (inside_natO_outbound), since the traffic is excluded from the nat.
ASA- NY- HQ(confi g)# no access-|ist inside_natO_outbound extended permt ip 172.16.40.0 255.255.255.0
10. 10. 10. 0 255. 255.255.0

4. Clear the NAT translation as shown
ASA- NY- HQ# cl ear xl ate

5. When ever you modify the tunnel configuration, remove and reapply this crypto commands to

take the latest configuration in the outside interface
ASA- NY-HQ(config)# crypto map outside_map interface outside ASA-NY-HQ config)# crypto isaknp enable
out si de

6. Save active configuration to the flash "write memory".

7. Follow the same procedure for the other end - TN Security appliance to remove the
configurations.

8. Initate the IPSec tunnel and verify the connection.

Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

- ping inside
172.16.40.20

Twpe escape sequence to abort.
sending 5, 100-byte ICMP Echos to 172.16.40.20, timeout 15 2 seconds:

- show crypto isakmp
sa

Active DA 1
Felkey 54 0 (A tunnel will report 1 Active and 1 Eekey SA during rekey)
Total IEE 54 1

1 IEE Peer: 132.168.10.10

Type LZL Eole : initiator
Fekey :no state MW ACTIVE

- show crypto ipsec
sa


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

firmerface: outside
Crypto map tag: outside_map, seq num: 20, local addr: 192,168.11.1

access-11st outside_Z0_cryptomap permit ip 172.16.1.0 25%.255.255.0 172.16.40.0 235.255.255.0
Tocal Adent {addd;maﬁkfprut;unrtj (172.16.1.0/255.255.255. 00700

remote fdent Cad maskfprutfpnrt} (172,16, 40, 0/255. 255,255, 050,0)

current_peer: 192,148

#Hkts encaps: 4 tpqrq encrypt: 4, dpkts digest: 4

#pkts decaps: H<L5 decrypr: 4, #pkts verify: 4

*pkts curprezﬁed #okts cecumpressed o

#pkts not compressed: 4, #pkts comp Tailed: O, #pkts decomp fFailed: o
#pre-frag successes: 0, #pre—Fragﬂ allures: 0, #fragments created: O
#PMTUS sant: O, #PMTUS rovd: G, ecapsulated frgs needing reassembly: ©
#<end errors: O, #recv errors: 0

local crypto endpt.: 192.168.11.2, remote crypto endpr.: 192.168.10.10

path mtu 15¢0, ipsec overhead 58, media mtu 1500
current outbound spi: 4C0547DE

Tnbound esp 5as;
spis OROEB4CLIE (24667 7ELG)
transform: eszp-3des esp-sha-hmac nons
in uze settings ={LIL, Tunnel,
slot: 0, conn_dd: 2, crypto-map: outside_map
sa timing: remaining key Tifetime (kBfsec): (4274900254740
Iv size: B bytes
replay detection support: ¥
cuthound esp sas:
spic Ox4C0547DE (12754144047
transtorm: eszp-3des esp-sha-hmac none
in uze setting:s ={L2L. Tunnel,
slot: 0, conn_id: 2, crypto-map: outside_ma
5 1:1rr‘lr1|:_qE rema1ﬂ1ng key Mfetime Ckefsec): (4274899 28474]
IV size
replay detect1nn support: ¥

crypTo map Tag: outslde_map, seq num: 20, Tocal adde: 192.168.11.1

access-11st outside_20_cryptomap permit dp 172.16.1.0 255.255.255.0 10.10.10.¢ 255.255.255.0
Tocal Adent {addr/mask prot/port): (172.16.1.0,/255.255.255.0,0 ?f;j

remiote tcent Caddr/mask/protsportl: (10.10.10.0/255.255,255.0 (W]

CUFFent _peer: 192,168, 10,10

#pkt=s encaps: 14, #pkts encrypt: 14, #pkts d Est 14
#pkts decaps: 9, #pets decrypt: 9, #pkti ver =

#pkts compress ed: 0, #okTs decompressed: o

#pkts not cnmpressej 14, #pkts comp failed: O, #pkts decomp failed: 0
tpre-frag successes: 0, #prE—FrEg Tailures: 0, #Ffragments created: O
#TUs sent: O, #MTUs rovd: O, ddecapsulated frgs needing reassembly: O
#send errors: O, #reECd errors: o

Tozal crypto endot. @ 182,168.11.2, remote crypto encpt.: 192.168.10.10

path mtu 1500, Ypsec overhead 58, media mtu 1500
current outhound spi: SCCAdDERS

inbound esp sas:
spl: OxF4BZEGAD (41021948610
rransform: esp-3des esp-sha=hmac none
in use settings ={LIL, Tunnel,.
slot: 0, conn_id: 2, crypto-map: outside_map
sa timing: remaining key THfetime (kB sec]): (4274000,/28271)
Iv stze: 8 bytes
rep lay detaction support: ¥
cutbound esp sas:
spi: OxSCCADESS (15564058977
transform: esp-3des esp-sha- hmar rane
in use settings ={L2L, Tunnel,
slot: 0, conn_id: 2, crypto- mag outside_map
sa timing: remaiﬂ1ng key Tifetime (kB sec]): (427490828271
iv s1ze: B
replay detett1un SUpporT: Y

Troubleshoot

Refer to these documents for more troubleshooting information:

. |IPsec VPN Troubleshooting Solutions
. Understanding and Using debug Commands
. Troubleshooting Connections through the PIX and ASA

Related Information



http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807c35e7.shtml

- An Introduction to IP Security (IPsec) Encryption

. IPsec Negotiation/IKE Protocol Support Page

.- Security Appliance Command Reference

- Configuring IP Access Lists

. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094203.shtml?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00800a5b9a.shtml?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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