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Introduction

This document explains how the Cisco Intrusion Prevention System (IPS) displays untranslated
real IP addressess in the event logs, although the Adaptive Security Appliance (ASA) sends traffic
to the IPS after it performs Network Address Translation (NAT).

Background Information

Topology

. The Private IP address of the server: 192.168.1.10
- The Public IP address of the server (Natted): 203.0.113.2
. The attacker's IP address: 203.0.113.10
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How does IPS display untranslated real IP addresses in
event logs?

Explanation

When the ASA sends a packet to IPS, it encapsulates that packet into a Cisco ASA/Security
Services Module (SSM) Backplane Protocol header. This header contains a field that represents
the real IP address of the inside user behind the ASA.

These logs show an attacker that sends Internet Control Message Protocol (ICMP) packets to



the public IP address of the server, 203.0.113.2. The packet captured on the IPS shows that the
ASA punts the packets to IPS after performing NAT.

| PS# packet display PortChannel 0/0

Warning: This command will cause significant perfornance degradation

tcpdunp: WARNING poO_0: no | Pv4 address assigned

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on po0_0, link-type ENIOMB (Ethernet), capture size 65535 bytes

03: 40: 06. 239024 |1 P 203.0.113.10 > 192.168.1.10: |I1CWwP echo request, id 512, seq
31232, length 40

03:40: 06. 239117 I P 203.0.113.10 > 192.168.1.10: |1CWP echo request, id 512, seq
31232, length 40

03:40: 06. 239903 I P 203.0.113.2 > 203.0.113.10: ICW echo reply, id 512, seq
31232, length 40

03:40: 06. 239946 | P 203.0.113.2 > 203.0.113.10: ICW echo reply, id 512, seq
31232, length 40

Here are the event logs on IPS for ICMP Request packets from the attacker.

evldsAl ert: eventld=6821490063343 vendor=Cisco severity=informationa
originator:

hostld: |PS

appNane: sensor App

appl nstancel d: 1305

tinme: Dec 24, 2014 03:43:57 UTC of fset=0 ti meZone=UTC

signature: description=lCVWPP Echo Request id=2004 versi on=S666 type=ot her
creat ed=20001127

subsigld: O

sigDetails: |ICMP Echo Request

interfaceG oup: vsO

vlan: 0

partici pants:

attacker:

addr: 203.0.113.10 locality=QUT

target:

addr: 192.168.1.10 | ocality=0QUT

os: i dSource=unknown type=unknown rel evance=rel evant

alertDetails: InterfaceAttributes: context="single_vf" physical =" Unknown"
backpl ane="Port Channel 0/ 0"

ri skRati ngVal ue: 35 targetVal ueRati ng=nedi um attackRel evanceRati ng=r el evant
t hr eat Rati ngVal ue: 35

interface: PortChannel 0/0 context=single_vf physical =Unknown backpl ane=
Port Channel 0/ 0

protocol: icnp

Here are the event logs on IPS for ICMP Reply from the inside server.

evlidsAlert: eventld=6821490063344 vendor=Cisco severity=infornmational
originator:

hostld: |IPS

appNane: sensor App

appl nst ancel d: 1305

time: Dec 24, 2014 03:43:57 UTC offset=0 ti neZone=UTC

signature: description=lCVP Echo Reply id=2000 versi on=S666 type=ot her
creat ed=20001127

subsigld: O

sigbDetails: 1CMP Echo Reply

interfaceG oup: vsO

vlian: 0

partici pants:

attacker:

addr: 192.168.1.10 | ocality=0UT

target:



addr:
i dSour ce=unknown type=unknown rel evance=rel evant

alertDetails: InterfaceAttributes: context="single_vf" physical =" Unknown"
backpl ane="Port Channel 0/ 0" ;

ri skRati ngVal ue: 35 targetVal ueRati ng=nedi um att ackRel evanceRati ng=r el evant
t hr eat Rat i ngVal ue: 35

interface: PortChannel 0/0 context=singl e_vf physical =Unknown backpl ane=
Port Channel 0/ 0

protocol: icnp

Here are captures collected on the ASA Data Plane.

0Ss:

2.
3.
4.

1:

203.0.113.10 | ocal ity=0QUT

09: 55: 50. 203267 203.0.113.10 > 192.168.1.10: icnp: echo request

09: 55: 50. 203877 203.0.113.2 > 203.0.113.10: icnp: echo reply
09: 55: 51. 203541 203.0.113.10 > 192.168.1.10: icnp: echo request
09: 55:51.204182 203.0.113.2 > 203.0.113.10: icnp: echo reply

Decoded ASA Data Plane Captures.

[* Frem= 1: 132 bytes on wire (1056 hits), 132 bytes captur=d [1056 biks)
[ Ernernet IL, Sre: 00:00:00 O1:0D:0Z (0D:00:00:D1:00:02), D3c: DD:DD:DD_DE:DD:DE (0D:00:00:02 :00:0Z |

=

Cisco ASL/33N Backplene Frococol

-

WeELSLot: &

L3 Offset: 58
Channel Index: 4
hAction Flags: O0x4000

Type: ox0d source Address is showing atttackers source 1P,

Souroce Address: 203.0.113.10 (203.0.113.10)
Degatc Addressg: 192.163.1.10 (152.165.1.10)

Dest Address is showing victim's 1P after ASA performs a NAT.
Source Fore: 512

Dest Porct: O
Segzilon Lb: Oxpesdbdst
Source Interface: DxO000000D04

Related Information

. Cisco Intrusion Prevention System Sensor CLI Configuration Guide for IPS 7.1
. Packet Flow through Cisco ASA Firewall
. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/c/en/us/td/docs/security/ips/7-1/configuration/guide/cli/cliguide71/cli_introducing.html
/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113396-asa-packet-flow-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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