ASA 8.3: TACACS Authentication using ACS
5.X
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Introduction

This document provides information on how to configure the security appliance to authenticate
users for network access.

Prerequisites

Requirements

This document assumes that the Adaptive Security Appliance (ASA) is fully operational and
configured to allow the Cisco Adaptive Security Device Manager (ASDM) or CLI to make
configuration changes.

Note: Refer to Allowing HTTPS Access for ASDM for more information on how to allow the device
to be remotely configured by the ASDM.

Components Used

The information in this document is based on these software and hardware versions:

- Cisco Adaptive Security Appliance Software Version 8.3 and later
- Cisco Adaptive Security Device Manager Version 6.3 and later


http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mgaccess.html#wp1047288

. Cisco Secure Access Control Server 5.x

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (registered customers only) in order to obtain more
information on the commands used in this section.

Network Diagram

This document uses this network setup:
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Note: The IP addressing schemes used in this configuration are not legally routable on the
Internet. They are RFC 1918 addresses which were used in a lab environment.

Configure the ASA for Authentication from ACS Server using CLI

Perform these configurations for the ASA to authenticate from the ACS server:

!--- configuring the ASA for TACACS server ASA(config)# aaa-server cisco protocol

tacacs+ ASA(config-aaa-server-group)# exit !/--- Define the host and the interface the
ACS server 1is on. ASA(config)# aaa-server cisco (DMZ) host 192.168.165.29 ASA(config-
aaa-server-host)# key cisco !--- Configuring the ASA for HTTP and SSH access using

ACS and fallback method as LOCAL authentication. ASA(config)#aaa authentication ssh
console cisco LOCAL ASA(config)#aaa authentication http console cisco LOCAL



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/a1.html#wp1596656
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/a1.html#wp1596656
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/a1.html#wp1594161
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/a1.html#wp1594161

Note: Create a local user on the ASA using the username cisco password cisco privilege 15
command to access the ASDM with local authentication when the ACS is not available.

Configure ASA for Authentication from ACS Server using ASDM

ASDM Procedure

Complete these steps in order to configure the ASA for authentication from the ACS server:

1. Choose Configuration > Device Management > Users/AAA > AAA Server Groups > Add
in order to create an AAA Server
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2. Provide the AAA Server Group details in the Add AAA Server Group window as shown.
The protocol used is TACACS+ and the server group created is


http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/uz.html#wp1702554

f= Add AAA Server Group @

Server Group: Cisco

Protocal: TACAZS+ W

Accounting Mode: () Simultaneous () Single

Reactivation Mode: () Depletion () Timed

Dead Time: |10 minutes

Max Failed Aktkempts: |3

| L 2K, Jl | iZancel | | Help

cisco. IClick OK.

3. Choose Configuration > Device Management > Users/AAA > AAA Server Groups and
click Add under Servers in the Selected Group in order to add the AAA
server.
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4. Provide the AAA Server details in the Add AAA Server window as shown. The server group
used is



cisco.

g= Add AAh Server

Server Group:

Interface Mame:

Cisco

dmz

Server Name ar IP Address: 192,165, 165,29

Tirneauk: 10 seconds
TRZACS+ Paramekers
Server Pork: 49
Server Secret Key: essss
201 Messages
Message Table J'_';:

|h Ik !| Cancel | | Help

Clic

k OK, then click Apply.You will see the AAA Server Group and the AAA Server configured
on the ASA.

5. Click
Apply.
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. Choose Configuration > Device Management > Users/AAA > AAA Access >
Authentication and click the check boxes next to HTTP/ASDM and SSH. Then, choose
cisco as the server group and click

Apply.




Configuration > Device Management > Users/AAA > AAA Access > Authentication

Authentication | Authorization || Accouriting |

Enable authentication for administrator access bo the 4S8,

Fequire authentication to allow use of privileged mode commands

[ ] Enable Server Group: : LOCA 2 1 il

Fequire authentication for the Following types of connections

[#| HTTPJASDM Server Group: |cisco v Usa LOCAL when sarver group Fails

[ ] serial Server Group: LOCa 2 1 ]
S5H Server Group: |[AEa ¥ Use LOCAL when server group Fails
[] Telnet Server Group: : LA :erver group Fail

Apply ] ’ Reset

Configure ACS as a TACACS Server

Complete this procedure in order to configure the ACS as a TACACS server:

1. Choose Network Resources > Network Devices and AAA Clients and click Create in
order to add the ASA to the ACS
server.
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2. Provide the required information about the client (ASA is the client here) and click Submit.
This enablesthe ASA to get added to the ACS server. The details include the IP Address of
the ASA and the TACACS server
details.
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You will see the client Cisco being added to the ACS
server.



cisce Cisco Secure ACS
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3. Choose Users and Identity stores > Internal Identity Stores > Users and click Create in
order to create a new
user.
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4. Provide the Name, Password, and Enable Password information. Enable Password is
optional. When you finish, click
Submit.
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You will see the user cisco being added to the ACS
server.
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Verify

Use this section to confirm that your configuration works properly.

Use thetest aaa-server authentication cisco host 192.168.165.29 username cisco password
cisco command to check if the configuration works properly. This image shows that the
authentication is successful and the user connecting to the ASA has been authenticated by the



ACS server.

@& Command Line Interface

Type a command to be sent directhy to the device. For command help, bype a command Followed by a question
mark. For commands that would prompt For confirmation, add an appropriate noconfirm option as parameter ko
the command and send it bo the device. To make the changes permanent, use the File > Save Running
ionfiguration to Flash menu option ko save the configuration to Flash.

Caornrnand
(*) Single Line () Muktiple Line Enable context sensitive help (7)
|test aaa-server authentication cisco host 192,168,165, 29 username cisco password cisco W
Fesponse:

INFO: Authsntication Successiul

Besult of the command: "test aaa-serwver authentication cisco host 132,168,165,

INFO: Attempting Authsntication tast to IP address <1592.168.165. 29> (timeout:

>

[ Clear Responss

[ Close ] [ Help ]

The Output Interpreter Tool (registered customers only) (OIT) supports certain show comman
Use the OIT to view an analysis of show command output.

Troubleshoot

Error: AAA Marking TACACS+ server X.X.X.X in aaa-server group tacacs as

ds.



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

FAILED

This message means that Cisco ASA lost the connectivity with the x.x.x.x server. Make sure you
have a valid connectivity on tcp 49 to server x.x.x.x from the ASA. You can also increase the
timeout on the ASA for TACACS+ server from 5 to the desired number of seconds in case there is
a network latency. The ASA would not send an authentication request to the FAILED server
X.X.X.X. However, it will use the next server in the aaa-server group tacacs.

Related Information

- Cisco ASA 5500 Series Adaptive Security Appliances Support Page

. Cisco ASA 5500 Series Adaptive Security Appliances Command References
. Cisco Adaptive Security Device Manager

- IPsec Negotiation/IKE Protocols Support Page

. Cisco Secure Access Control Server for Windows

- Requests for Comments (RFCs) =

. Technical Support & Documentation - Cisco Systems



http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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