ASA/PIX 7.X: Disable Default Global
Inspection and Enable Non-Default
Application Inspection Using ASDM
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Introduction

This document describes how to remove the default inspection from global policy for an
application and how to enable the inspection for a non-default application.

Prerequisites

Reguirements

There are no specific requirements for this document.

Components Used

The information in this document is based on the Cisco Adaptive Security Appliance (ASA) that
runs the 7.x software image.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with the PIX Security Appliance that runs the 7.x software
image.



Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Default Global Policy

By default, the configuration includes a policy that matches all default application inspection traffic
and applies certain inspections to the traffic on all interfaces (a global policy). Not all inspections
are enabled by default. You can apply only one global policy. If you want to alter the global policy,
you must either edit the default policy or disable it and apply a new one. (An interface policy
overrides the global policy.)

The default policy configuration includes these commands:

cl ass-map inspection_default
mat ch defaul t-inspection-traffic
policy-map type inspect dns preset_dns_map
par anet er s
message- | engt h maxi mum 512
policy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect rsh
i nspect rtsp
i nspect esntp
i nspect sql net
i nspect ski nny
i nspect sunrpc
i nspect xdntp
i nspect sip
i nspect net bi os
inspect tftp
servi ce-policy global _policy global

Enable Non-Default Application Inspection

Complete this procedure to enable Non-Default Application Inspection on the Cisco ASA:

1. Login to ASDM. Go to Configuration > Firewall > Service Policy

Rules.
|r.unﬂ ration > Firewall > Service Po nulesl O
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2. If you want to keep the Configuration for Global Policy which includes Default Class-map and


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Default Policy-map, but want to remove the policy globally, go to Tools > Command Line
Interface and use the no service-policy global-policy global command to remove the
policy globally. Then, click Send so the command is applied to the

ASA.

E® Command Line Interface

Type a command to be sent directly ko the device. For command help, type a command followed by a question
martk, For commands that would prompk For confirmation, add an appropriate noconfirm opkion as parameter to
the command and send it ko the device, To make the changes permanent, use the File = Save Running
Configuration ko Flash menu option to save the configuration to Flash,

Cormmard
(%) Single Line () Multiple Line Enable conkext sensitive help ()
no service-policy global_policy global W
Fesponse:

Besult of the command: "no service-policy global policy global®

The command has been sent to the device

’ Clear Response

I Send | [ Close ] [ Help l

Note: With this step the Global Policy becomes invisible in the Adaptive Security Device
Manager (ASDM), but is shown in the CLI.

3. Click Add in order to add a new policy as shown
here:
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. Make sure the radio button next to Interface is checked and choose the interface you want
to apply the policy from the drop-down menu. Then, provide the Policy Name and the
Description. Click
Next.

B Add Service Policy Rule Wizard - Service Policy

Adding a mew service policy rule requires thres sheps:

Skep 10 Configure & service palicy,

Skep 2@ Configure Bhe traffic cdassification crbera For the serace polcy rulke,
Skep 3: Configure actions on the traffic classified by the service policy rule.

Creabe a Sarvice Policy and Apply To:
Only one service policy can be configured per interface or at gobal level, 1IF & service policy slready sxists, then vou can add a new
ruke inko He exdsbing service policy. Ceherwise, you can creake a new service policy.
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Policy Name:  autside-policy

Descripion:  Pokicy on outside interface|
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5. Create a new class-map to match the TCP traffic as HTTP falls under TCP. Click
Next.



¥ Add Service Policy Rule Wizard - Traffic Classification Criteria

'E' Create a new traffic dass:  outade-dass

Description (optional):

Traffic Match Criteris
[ mefaulk Irepection Traffic

[] source and Destination [P Address (uses ACL)
[] Tunned Group

W | TOP or LDP Destination Port
[JRTF Range

[] 1P DiffSery CodePonts (DSCF)

[] 1P Frecedence
[ &y traific
() Use an exdsting traffic class:

s

() Use class-defaul as the traffic dass,

sibuabion.

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaul can be used In cakch all

< Back
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6. Choose TCP as the
protocol.




IE Add Service Policy Rule Wizard - Traffic Match - Destination Port

Setice! E]

To specify pork range For the service, uss nnn-nnn foemak,

|{Ea-:h ][hlaxt} ][C.:n:nl-I[H:lpl

Choose HTTP port 80 as the Service and click
OK.



% Browse Service

*add - @ e [ Doke | )
Fiker: |' a
Name Protocal  Source Parts Dwskination Porks  ICMP Type  Description
[=-Predefined Al

e aol tep defauk (1-65535) 5190

i1 bop tep defauk (1-65535) 179

g chargen  top defauk (1-85535) 19

- g lfs bep defailk (1-65535) 3020

[ B citrix-ica bep defauk {1-65535) 1494

1 chigbe bcp defauk (1-65535) 2748

bome daytme  tep defaulk (1-65535) 13

i ¥k discard tcp defauk (1-65535) 2

1@ domain kcp defauk (1-65535) 53

L1 echo tep defauk (1-65535) 7

- il ExaC bcp defauk (1-65535) 512

-t Firger tep defauk (1-65535) 79

ne Frp tep defaulk (1-65535) 21

[~ me ftp-data  tcp defauk (1-65535) 20

i it gopher bep defaulk [1-65535) 70

- h323 tep defauk (1-65535) 1720

g hostname  bop defauk (1-65535) 101

T ident bep defauk (1-65535) 113 v |
Seleckad Service

Service -> | tep/http|

I i Il Cancel

7. Choose HTTP and click
Finish.




IE Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection | Intrusion Prevention Canneckion Settings | QoS
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8. Click Apply to send these configuration changes to the ASA from the ASDM. This completes

the

configuration.
Configuration > Firewall == Service Policy Rules
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Use these show commands to verify the configuration:

- Use the show run class-map command to view the class maps configured.ci scoasa# sh run
cl ass- map
!
cl ass-map i nspection_default
mat ch default-inspection-traffic
cl ass-map outside-class match port tcp eq www !

- Use the show run policy-map command to view the policy maps configured.ci scoasa# sh run

pol i cy- map

|

policy-map type inspect dns preset_dns_map

par anet ers
nmessage- | engt h maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default

nspect dns preset_dns_nap
nspect ftp
nspect h323 h225
nspect h323 ras
nspect rsh
nspect rtsp
nspect esntp
nspect sql net
nspect skinny
nspect sunrpc
nspect xdncp
nspect sip
nspect netbi os
nspect tftp
pol i cy-map outside-policy description Policy on outside interface class outside-class
i nspect http !

- Use the show run service-policy command to view the service policies configured.ci scoasa#
sh run service-policy
service-policy outside-policy interface outside

Related Information

. Cisco ASA 5500 Series Adaptive Security Appliances

. Cisco ASA 5500 Series Command References

. Cisco Adaptive Security Device Manager (ASDM) Support Page
. Cisco PIX Firewall Software

. Requests for Comments (RFCs) o

. Cisco PIX 500 Series Security Appliances

- Applying Application Layer Protocol Inspection

. Cisco Secure PIX Firewall Command References

. Technical Support & Documentation - Cisco Systems
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