ASA/PIX: Remote VPN Server with Inbound
NAT for VPN Client Traffic with CLI and
ASDM Configuration Example
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Introduction

This document describes how to configure the Cisco 5500 Series Adaptive Security Appliance
(ASA) to act as a remote VPN server using the Adaptive Security Device Manager (ASDM) or CLI
and NAT the Inbound VPN Client traffic. The ASDM delivers world-class security management
and monitoring through an intuitive, easy-to-use Web-based management interface. Once the
Cisco ASA configuration is complete, it can be verified through the Cisco VPN Client.

Prerequisites

Reguirements

This document assumes that the ASA is fully operational and configured to allow the Cisco ASDM
or CLI to make configuration changes. The ASA is also assumed to be configured for Outbound
NAT. Refer to Allow Inside Hosts Access to Outside Networks with the use of PAT for more
information on how to configure Outbound NAT.

Note: Refer to Allowing HTTPS Access for ASDM or PIX/ASA 7.x: SSH on the Inside and Outside
Interface Configuration Example to allow the device to be remotely configured by the ASDM or



http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a00804708b4.shtml#t5
http://www.cisco.com/en/US/docs/security/asa/asa71/configuration/guide/mgaccess.html#wp1047288
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008069bf1b.shtml

Secure Shell (SSH).

Components Used

The information in this document is based on these software and hardware versions:

- Cisco Adaptive Security Appliance Software version 7.x and later
- Adaptive Security Device Manager version 5.x and later
- Cisco VPN Client version 4.x and later

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

This configuration can also be used with Cisco PIX Security Appliance version 7.x and later.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Remote access configurations provide secure remote access for Cisco VPN clients, such as
mobile users. A remote access VPN lets remote users securely access centralized network
resources. The Cisco VPN Client complies with the IPSec protocol and is specifically designed to
work with the security appliance. However, the security appliance can establish IPSec connections
with many protocol-compliant clients. Refer to ASA Configuration Guides for more information on
IPSec.

Groups and users are core concepts in the management of the security of VPNs and in the
configuration of the security appliance. They specify attributes that determine users access to and
use of the VPN. A group is a collection of users treated as a single entity. Users get their attributes
from group policies. Tunnel groups identify the group policy for specific connections. If you do not
assign a particular group policy to users, the default group policy for the connection applies.

A tunnel group consists of a set of records that determines tunnel connection policies. These
records identify the servers to which the tunnel users are authenticated, as well as the accounting
servers, if any, to which connection information is sent. They also identifiy a default group policy
for the connections, and they contain protocol-specific connection parameters. Tunnel groups
include a small number of attributes that pertain to the creation of the tunnel itself. Tunnel groups
include a pointer to a group policy that defines user-oriented attributes.

Configurations

Configure the ASA/PIX as a Remote VPN Server with ASDM

Complete these steps in order to configure the Cisco ASA as a remote VPN server with ASDM:


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.cisco.com/en/US/products/ps6120/products_installation_and_configuration_guides_list.html

1. Open your browser and enter https://<IP_Address of the interface of ASA that has been
configured for ASDM Access> in order to access the ASDM on the ASA.Make sure to
authorize any warnings your browser gives you related to SSL certificate authenticity. The
default username and password are both blank.The ASA presents this window to allow the
download of the ASDM application. This example loads the application onto the local
computer and does not run in a Java
applet.

&4 Cisco ASDM 6.1 alals

Cisco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
vour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.

¢ One deskiop shoricut allows you to connect to multiple Secunty Appliances.

[;E- I Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.

e Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your securnty appliance.

[ Run ASDM ] [ Run Startup Wizard ]

2. Click Download ASDM Launcher and Start ASDM in order to download the installer for the
ASDM application.

3. Once the ASDM Launcher downloads, complete the steps directed by the prompts in order to
install the software and run the Cisco ASDM Launcher.

4. Enter the IP address for the interface you configured with the http - command, and a
username and password if you specified one.This example uses cisc0123 as the username
and cisco123 as the




B% Cisco ASDM Launcher, ¥1.5(30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: [10.77.241.111 -
Username: ciscola3
Passwiord: ********l

[ ] Run in Dema Mode

| o | | Close |

password.
5. Select Wizards > IPsec VPN Wizard from the Home

B Cisco ASDM 6.1 for ASA - 10.77.241.111

File Wiew Tools | Wizards | Window  Help

@ Home G Cofl ———ahartlin Wiz ard..,

IPsec YPN Wizard...
Device Lisk 1.

—— -
S5SL YPH Wizard. .. -

g Add ﬁ Delete

------ = 10,77.241.10

High Awvailability and Scalabilicy Wizard. ..

nd P I@ 10.77.241.1 Packet Capture \Wizard...
window.

6. Select the Remote Access VPN tunnel type and ensure that the VPN Tunnel Interface is set
as desired, and click Next as shown
here.




= YPN Wizard A X]

r - ¥

VPN Wizard ¥PN Tunnel Type (Step 1 of ..}
Lise this wizard bo configure new site-to-site VPR bunnsls or niew remokes access VPN tunnels. &
tunnel between bwo devices is called & site-to-ate bunned and |5 Beadirectional, 4 tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creskes basic tunnel configurations that you can edit lster using the AS0M,

WEM Tunnel Type: Sita-ta-Sin VPN

() Ske-to-Site %%Jﬂﬂ

WPMN Remdobe Access
Local ‘f Remaobe
(%) Remote Access h" Intenet
SEmRT T
WEr Tunnel Interface: |Clum:b W

o Friable inbound TRsec sessions to bypass nkerface access ists. Group policy and per-user |
nuthiorization sccess isks bl spply tobhe beaffic, ]

7. The VPN Client Type is chosen, as shown. Cisco VPN Client is chosen here. Click
Next.

& YPN Wizard ]
d VPN Wizard Remote Access Client (Step 2 of ...)

Remobe access users of various bvpes can open VPR bunnels to this A54, Select the type of
WEM clienk For this bunnel,

YPH Chent Type:

(%) Cisco VPN Clent, Release 3.3 o higher |

or other Easy VEN Remote product

(3 Microsoft Windows clent usng LZTP over TPseC

|¢Eath Mexpk = | |




8. Enter a name for the Tunnel Group Name. Enter the authentication information to use,
which is the pre-shared key in this example. The pre-shared key used in this example is

cisco123. The Tunnel Group Name used in this example is cisco. Click

Next.

¥ VPN Wizard

= YPH Wizard

¥PHN Client Authentication Method and Tunnel Group Mame (Step 3 of .

The ASA allows wou bo group remabe access bunnel users based on common connection parameters
and chent attributes configured in the subsequent screerns, Configure suthentication method and
bunmed group For this remote connection, Use the same tunnel group name For the device and the

remobe client.

Suthertication Method

(#) Pre-sharad key

Fre-Shared Key:  |cikecal 23

() Certificabs

Certificate Sigring Algorithm:  rsa-sig
Certificate Name:

() Thalengeresponse authenbication (CRACK)

Tunnel Group
Turred Group Mame! | Szmn

|~=Ea:k| Megt =

9. Choose whether you want remote users to be authenticated to the local user database or to
an external AAA server group.Note: You add users to the local user database in step
10.Note: Refer to PIX/ASA 7.x Authentication and Authorization Server Groups for VPN
Users via ASDM Configuration Example for information on how to configure an external AAA

server group with

ASDM.



http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008060f261.shtml
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_configuration_example09186a008060f261.shtml

=

= YPN Wizard X
@ VPN Wizard Client Authentication (Step 4 of ..)

To authenticate remote users using local desdce user databass, sebect the first option below.
You can creabe user accounts in the next step,

Touse external ARA servers Instead, select the sacond option. You can select an exdsting Afl
server group or creabe 3 new one using the e button below.

To manage &l obher 888 setbings, go to Configuration > Device Management > Lsers A8% in
the main AS0M window,

(%) puthenticate using the local user databass

(:} Authenbicate Lsng an Q80 server group

A48 Server Group Mame:

|¢Ea:h Next = || Fins

10. Provide a Username and optional Password and click Add in order to add new users to
the user authentication database. Click Next.Note: Do not remove existing users from this
window. Select Configuration > Device Management > Users/AAA > User Accounts in
the main ASDM window to edit existing entries in the database or to remove them from the
database.



= YPH Wizard
¥ VPN Wizard

Ed

User Accounts [Step Sof 11)

Acd new users inbo the user authentication database. To edit existing entries inthe database
o ko remowve them From the database, go to Configuration > Device Management =
Users /288 = User Accounts in Hhe main ASDM window,

User to Be Added

OsoolZsS

(<o [ ]

Lsarmame:

o
F'GESWUI"':I tm}: -
Delete

Confirm Password (optional):

< Back § Mext = ||

11. In order to define a pool of local addresses to be dynamically assigned to remote VPN
Clients, click New to create a new IP

Pool.




= YPH Wizard x|
d VPN Wizard Address Pool (Step 6 of 11)

Erter a pool of locsl sddreszas bo be used For &ssigring dynamic 1P addresses bo remobe YR
clents.

Tunnel Group Mams : Cieco I

ot s I
- s

| < Back ][ Next = ]

12. In the new window titled Add IP Pool provide this information, and click OK.Name of the IP
PoolStarting IP AddressEnding IP AddressSubnet

B Add IP Pool

Mame: wpnpool

Starting IP Address: 192.165.1.1

Ending IP Address: 192,168.1.254

Subnet Mask:

2K, %J[ iZancel || Help

Mask
13. After you define the pool of local addresses to be dynamically assigned to remote VPN

Clients when they connect, click

Next.



= YPH Wizard
¥ VPN Wizard

Address Pool (Step6of 11)

Erter a pool of locsl sddreszas bo be used For &ssigring dynamic 1P addresses bo ramobe VPN

clenks.

Tunnel Group Name :

Ponl Marrme:

Ponl Settings

Range Start Address:

Range End Address:

Subnet Mask:

CECD

192, 166.1.1
192, 166.1.254

255,255.255.0

|:Ea:h|ihle:tz_[||.”

14. Optional: Specify the DNS and WINS server information and a Default Domain Name to be

pushed to remote VPN
Clients.




= VPN Wizard Ed
¥ VPN Wizard Attributes Pushed to Client (Dptional) (Step 7 of 11)

Artribubes you configurne below are pushed to the VPN chent when Ehe dient connecks ba bhe
A54, IF wou do mok wank an attnbube pushed to the chent, leawve the corresponding field blank,

Tunnel Group: [ = ala]

Primary DMS Server:

Secondary DNS Server:

Primary \WINS Server:

Secondary WINS Server:

Default Domain Mame:

|:Ea:h|[ﬂett:=-

15. Specify the parameters for IKE, also known as IKE Phase 1.Configurations on both sides of
the tunnel must match exactly. However, the Cisco VPN Client automatically selects the
proper configuration for itself. Therefore, no IKE configuration is necessary on the client
PC.




= YPH Wizard
¥ VPN Wizard IKE Policy (Step 8 of 11)

Ed

Sedect the encryption slgorithm, authentication slgorithm, and Ciffie-Helman group For Ehe
dendces bo use to negotiate an Intemet Key Exchange (IKE) seowrity association betwesn
them. Configurations on both sides of the connection must match exactky,

Encryphion:; DES - |

Authentication: M5 w |

Ciffie-Helman Group: | 2 1"-"|

|<Ela|:h He:tt Finis

16. This window shows a summary of the actions that you have taken. Click Finish if you are
satisfied with your
configuration.



= YPH Wizard

d VPN Wizard Summary (Step 10 of 11)

Yol have cresked & Remobe Access VRN tunnel with the Faliowing attributes:

WPM Tunnel Interface: Cutside
IPsec authenticstion uses pre-shared key: ciscol23
Turined Group Mame; s
Drefauk Group Policy: cisco
User akhentication using local user database
Mew users crested in the local database: cisco
Bool of [P addresses for WP chents: wpnipool
{192.168.1.1 - 192,168.1,254)
IKE Policy Encryplion | &uthentication | Diffie-Helman Group: DES | MDS | Group 2
Internal network elements exposed bo remobe VPN usars without NAT:

arry

Sgdit tunneling: disabled

Perfect Forward Secrecy (PFS): enabled
Diffie-Heldman Group: 1

Finh | [ Cancel | [ e |
|

Configure the ASA/PIX to NAT Inbound VPN Client Traffic with ASDM

Complete these steps in order to configure the Cisco ASA to NAT Inbound VPN Client traffic with

ASDM:

1. Choose Configuration > Firewall > Nat Rules, and click Add. In the drop-down list, select

Add Dynamic NAT Rule.

Configuration = Firewall = NAT Rules

g add ~| @ ot [ + ¥
11 Add Static NAT Rule..,

.ﬂ.u:qu';.-'namic MAT Rule. ..
Add MAT Exempt Rule, .,

Add Stakic Policy NAT Rule, ..

Fra

Add Dvnamic Policy MAT Rule. ..

L ]

&

2. In the Add Dynamic NAT Rule window, choose Outside as the Interface, and click the
browse button next to the Source

box.




& Add Dynamic HAT Rule

Original

Interface: |SCTel=

Source!
Translated
Select a global pool For dyinamic translation,
Fool ID Interface Addresses Pool
0 {outbound) Same as original sddress (dentity)
0 [inbound) Sanme as original address (dentity)

i

Connection Settings

[ Ok I | Cancel | [ Help ]

3. In the Browse Source window, select the proper network objects and also choose the source
under the Selected Source section, and click OK. Here the 192.168.1.0 Network Object is
chosen.



% Browse Source

g add (& Edit [ Delete Q

Fiker: |' Lo
Marms “1 1P Address Metrmask Dascription
= Network Objects
g any 0.0.0.0 0.0.0,0
- inside-network  172.16.1.0 255,255,255.0
- affh Outside-network 10.10.10,0 255.255,255.0

192,164, 1.0 2o, 20,2000

Selected Source

192.1658.1.0{24

[ Cancel ]

4. Click
Manage.



& Add Dynamic HAT Rule

Criginal

Interface: |SCTel=

Sowrce! | 192.168.0.0 QL

Translated
Select a global pool For dyinamic translation,

Connection Settings

Fool ID Interface Addresses Pool
i {outbound) Same as original address (dentity)
0 [Inbound) Sane as original address (dentity)

Lo J[ concd ||

i

5. In the Manage Global Pool window, click

B Manage Global Pool

d odd| @ = T

Poal ID Interface Addresses Poaol

Add.

6. In the Add Global Address Pool window, choose Inside as the Interface and 2 as the Pool
ID. Also make sure that the radio button next to PAT using IP Address of the interface is

selected. Click Add>>, and then click
OK.




8 Add Global Address Pool

Interface: | inside

Pool I |2 |

IP Addresses to Add
() Range

addresses Poal

== | inside

{:} Port Address Translation (PAT)

Port Address Translation (PATY using IP
Address of the inkerface

®

[ QK Cancel

7. Click OK after you select the global pool with the Pool ID 2 configured in the previous
step.

& Add Dynamic HAT Rule

Original
Inkerface: | Outside

Source:  |192.168.1.0/24 B|
Translated
Select a ghobal pool For dyinamic translation,
Fool ID Interface Addresses Pool
0 {outbound) Same as original sddress (dentity)

{inbaurd)

] |
Lz e

i

Connection Settings

Ok Cancel Help
TN i l

8. Now click Apply so that the configuration is applied to the ASA.This completes the
configuration.



Confiquration > Firewall > NAT Rules O

g add - || + 4+ B R Q, Find [54 Diagram &
Original Translakted
# Type
Source Destination Service Inkerface Addre:
B Outside (1 Dyvnamic rules)
1 o Dynamic A 192.166.1,0/24 insicle B insic
—linside {1 Exempt rdes, 1 Dynamic rules)
1 Exempt @ any i 192.165.1.0/24 {outbound)
2 1 Dynaric & any Outside 3 out
< | *

[ ] Enable traffic through the firewall without address translation

I Spphy !\&J_ Reset l

Configure the ASA/PIX as a Remote VPN Server and for Inbound NAT with the
CLI

Running Config on the ASA Device

ci scoasa#tshow runni ng-config : Saved ASA Version 8.0(3)

I hostname ci scoasa enabl e password 8Ry2Yj | yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif Qutside
security-level 0 ip address 10.10.10.2 255.255.255.0 !
interface Ethernet0/1 naneif inside security-level 100
ip address 172.16.1.2 255.255.255.0 ! ! passwd
2KFnbNI dI . 2KYQU encrypt ed boot system di skO:/asa803-
k8.bin ftp node passive access-|ist inside_nat0_outbound
extended permt ip any 192.168.1. 0 255.255. 255 0 pager
lines 24 |ogging enable ntu CQutside 1500 nmtu inside 1500
ip local pool vpnpool 192.168.1.1-192.168.1.254 mask
255.255.255.0 no failover icnp unreachable rate-limt 1
burst-size 1 asdminage di sk0:/asdm 615. bin asdm history
enabl e arp tinmeout 14400 nat-control global (Qutside) 1
interface global (inside) 2 interface nat (Qutside) 2




192.168. 1.0 255. 255. 255.0 outside nat (inside) 0 access-
Iist inside_nat0O_outbound nat (inside) 1 0.0.0.0 0.0.0.0
route Qutside 0.0.0.0 0.0.0.0 10.10.10.3 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323 0:05: 00
h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tineout sip
0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 timeout uauth 0:05:00 absolute

dynami c- access-policy-record DfltAccessPolicy http
server enabl e no snnp-server |ocation no snnp-server
contact !--- Configuration for |Psec policies. !---
Enabl es the crypto transform configuration node, !---
where you can specify the transformsets that are used
I--- during an | Psec negotiation. crypto ipsec
transform set ESP-DES- SHA esp-des esp-sha-hmac crypto

i psec transform set ESP-DES-MD5 esp-des esp-nd5- hnac
crypto dynani c- map SYSTEM DEFAULT_CRYPTO MAP 65535 set
pfs groupl crypto dynam c-map SYSTEM DEFAULT_CRYPTO _NAP
65535 set transformset ESP-DES-SH ESP- DES- MD5 crypto
map Qutside_map 65535 ipsec-isaknp dynanic

SYSTEM DEFAULT_CRYPTO _MAP crypto nmap Qutside_map
interface Qutside crypto isaknp enable Qutside !---
Configuration for IKE policies. !--- Enables the | KE
policy configuration (config-isaknp) !--- command node,
where you can specify the paraneters that !--- are used
during an I KE negotiation. Encryption and !--- Policy
details are hidden as the default values are chosen
crypto isaknmp policy 10 authentication pre-share
encryption des hash sha group 2 lifetine 86400 crypto

i sakmp policy 30 authentication pre-share encryption des
hash nd5 group 2 lifetime 86400 tel net tineout 5 ssh

ti meout 60 consol e timeout 0 nanagenent-access inside
threat-detection basic-threat threat-detection
statistics access-list group-policy cisco interna
group-policy cisco attributes vpn-tunnel -protocol |PSec
I--- Specifies the username and password with their !---
respective privilege |evels usernane ciscol23 password
ff1 RPGDSQIh9YLg encrypted privil ege 15 usernane cisco
password ffl RPGDSQIh9YLg encrypted privilege 0 username
cisco attributes vpn-group-policy cisco tunnel-group
cisco type renote-access tunnel -group cisco general -
attributes address-pool vpnpool default-group-policy
cisco !--- Specifies the pre-shared key "ciscol23" which
must !--- be identical at both peers. This is a gl oba
I--- configuration nmode comrand. tunnel-group cisco

i psec-attributes pre-shared-key * | class-nap

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns migrated_dns_map_1

paranet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns

nm grated_dns_nmap_1 inspect ftp inspect h323 h225 i nspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global pronpt hostnane context
Crypt ochecksum f 2ad6f 9d5bf 23810a26f 5cb464elfdf 3 : end

ci scoasa#

Verify

Attempt to connect to the Cisco ASA through the Cisco VPN Client in order to verify that the ASA



is successfully configured.

1. Click
New.
# ¥YPH Chient - Yersion 5.0.03.0530
Connecton Enfries  Status Cerbficates Log Opbors  Help
£E@ ¢ .-
2 @ @ 5y M alieln,
Cannect M It Modify Dekete CISCO
Connection Enfries |l:er|iﬁcates | Log ]
| Connechon Entry | Hozt Tranzport |
Mot connected,

2. Fill in the details of your new connection.The Host field must contain the IP address or
hostname of the previously configured Cisco ASA. The Group Authentication information
must correspond to that used in step 4. Click Save when you are




r

# YPN Client | Create New YPN Connection Entry

Connechion Entry: |I'-1_l,l"-.-"F'H Chent

B NI
Degn:nptu:-n.| CISCO

Host: |10.10.10.2

Authentication lTranspnrt ] Backup Servers l Dial-Up l

(» Group Authentication

[ Mutual Group Authentication

M ame: |n::i3n::n:|

Fazsward: e ———

Confirmn Pagzsward; |

(" Certificate Authentication

M anne: |

| Send Ca Certificate Chain

Eraze Uzer Pazzword |

finished.

3. Select the newly created connection, and click
Connect.




# status: Disconnected | ¥PMN Client - Version 5.0.03.0530 EHE |E|
Connecbion Entries  Status CertFicates Log Opbions  Help

23| E"ﬂ ﬁ NI

mnr[;{: Mew I gt Modify Diedete CIsco
GRPECTIOn T nlries lEerlih'cates | Log ]

Conrection Entry Host Transport
MM L hent ; o = AL

Mot connected,

4. Enter a username and password for extended authentication. This information must match
that specified in steps 5 and
[~

# VPN Client | User Authentication for “MyVPNClient" E'

The zerver has requested the following information to complete the uzer
authentication.

[oi]ior]o, Heemame: |n:is::u:u'| 23
cli:a :-cxx:-cxx:-c>1

FPazsward:

6. i

5. Once the connection is successfully established, choose Statistics from the Status menu in
order to verify the details of the
tunnel.



# status: Connected | YPN Client - Yersion 5.0.03.0530
Connection Entries | Status CertFicates Log Opbions  Help

-gﬁ 1 Ir_ b4 T

Disconnect Delete CISCO

Connection Enfries :

Reset obals

Conrection Entry Host Tranzport
iWPM Clisnt 1010102 IFSec/UDFP

ICmnected to "My¥PNClent”. | Connected Time: 0 day(s), 00:00.35 v

This window shows traffic and crypto
r

# VPN Client | Statistics

ez ﬂustE Detals | Firewal |

Address Information Connection Information
Client; 192.168.1.1 Entny: kA ut P Clietit
Server: 1010702 Tirne: 0 day(=). 00:01.13

Bytes Crypto
Recerved: 5412 E ncryption: AE-bit DES
Sent: F41E Authentication: HMAC-MD5

Packets Transport
E ncrypted: 33 Tranzparent Tunneling: nactive
Decrypted: 31 Local LAM: Dizabled
Dizcarded: 8 Compression: Mone
Bypazzed: 22

information:
This window shows split tunneling



# VPN Elienthl Statistics

l Firewall l
Local LAM Houtes Secured Routes

M etwork, Subnet M azk, M etwork, Subnet M azk,
0.0.0.0 0000

information:

ASA/PIX Security Appliance - show Commands

- show crypto isakmp sa—Shows all current IKE SAs at a peer.Asa#show crypto i saknp sa
Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Tota
IKE SA: 1 1 | KE Peer: 10.10.10.1 Type : user Role : responder Rekey : no State : AM ACTI VE

- show crypto ipsec sa—Shows all current IPsec SAs at a peer.Asa#show crypto ipsec sa
interface: Qutside Crypto nap tag: SYSTEM DEFAULT_CRYPTO MAP, seq num 65535, |ocal addr:
10.10 .10.2 local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) renote ident
(addr/ mask/ prot/port): (192.168.1.1/255.255.255.255/0/0) current_peer: 10.10.10.1, usernane:
ciscol23 dynanmic allocated peer ip: 192.168.1.1 #pkts encaps: 20, #pkts encrypt: 20, #pkts
di gest: 20 #pkts decaps: 74, #pkts decrypt: 74, #pkts verify: 74 #pkts conpressed: 0, #pkts
deconpressed: 0 #pkts not conpressed: 20, #pkts conp failed: 0, #pkts deconp failed: 0 #pre-
frag successes: 0, #pre-frag failures: 0, #fragnents created: 0 #PMIUs sent: 0, #PMIUs rcvd:
0, #decapsul ated frgs needing reassenbly: O #send errors: 0, #recv errors: 0 local crypto
endpt.: 10.10.10.2, renote crypto endpt.: 10.10.10.1 path ntu 1500, ipsec overhead 58, nedia
ntu 1500 current outbound spi: F49F954C i nbound esp sas: spi: O0x3CLOF9DD (1007745501)
transform esp-des esp-nd5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id
24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO MAP sa timing: remaining key lifetime (sec): 27255
IV size: 8 bytes replay detection support: Y outbound esp sas: spi: O0xF49F954C (4104099148)
transform esp-des esp-nd5-hmac none in use settings ={RA, Tunnel, } slot: 0, conn_id
24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO MAP sa timing: remaining key lifetinme (sec): 27255
IV size: 8 bytes replay detection support: Y

- ci scoasa(config)#debug icnp trace !--- Inbound Nat Translation is shown bel ow for Qutside to
Inside | CWP echo request translating Qutside:192.168.1.1/768 to inside:172.16.1.2/1 | CWwW
echo reply frominside:172.16.1.3 to Qutside:172.16.1.2 I1D=1 seq=7936 len=3 2 !--- |nbound
Nat Transl ation is shown below for Inside to Qutside |ICWP echo reply untranslating
inside:172.16.1.2/1 to Qutside:192.168.1.1/768 | CVMP echo request from CQutside:192.168.1.1 to
inside:172.16.1.3 I D=768 seq=8192 | en=32 | CWP echo request translating
Qut side: 192.168.1.1/768 to inside:172.16.1.2/1 ICVW echo reply frominside:172.16.1.3 to
Qutside:172.16.1.2 1D=1 seq=8192 len=3 2 ICVW° echo reply untranslating inside:172.16.1.2/1
to Qutside:192.168.1.1/768 | CMP echo request from192.168.1.1 to 172.16.1.2 |1 D=768 seq=8448
|l en=32 1 CWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768 seq=8448 | en=32 | CWP echo
request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8704 | en=32 | CVWP echo reply from



172.16.1.2 to 192.168.1.1 |1 D=768 seq=8704 | en=32 | CMP echo request from 192.168.1.1 to
172.16. 1.2 |1 D=768 seq=8960 | en=32 I CWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768
seq=8960 | en=32

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

Refer to Most Common L2L and Remote Access IPSec VPN Troubleshooting Solutions for more
information on how to troubleshoot Site-Site VPN.

Related Information

. Cisco ASA 5500 Series Adaptive Security Appliances

. Cisco Adaptive Security Device Manager

. Cisco ASA 5500 Series Adaptive Security Appliances Troubleshoot and Alerts
. Technical Support & Documentation - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_troubleshoot_and_alerts.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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