ASA 8.3(x) Dynamic PAT with Two Internal
Networks and Internet Configuration Example
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Introduction

This document provides a sample configuration for dynamic PAT on a Cisco Adaptive Security
Appliance (ASA) that runs software version 8.3(1). Dynamic PAT translates multiple real
addresses to a single mapped IP address by translating the real source address and source port
to the mapped address and unique mapped port. Each connection requires a separate translation
session because the source port differs for each connection.

Prerequisites

Requirements

Ensure that you meet these requirements before you attempt this configuration:

- Make sure the internal network has two networks located on the inside of the
ASA:192.168.0.0/24—Network directly connected to the ASA.192.168.1.0/24—Network on
the inside of the ASA, but behind another device (for example, a router).

- Make sure the internal users get PAT as follows:Hosts on the 192.168.1.0/24 subnet will get
PAT to a spare IP address given by the ISP (10.1.5.5).Any other host behind the inside of the
ASA will get PAT to the outside interface IP address of the ASA (10.1.5.1).


http://www.cisco.com/en/US/docs/security/asa/asa83/configuration/guide/nat_overview.html#wp1094168

Components Used

The information in this document is based on these software and hardware versions:

- Cisco Adaptive Security Appliance (ASA) with version 8.3(1)
- ASDM version 6.3(1)

Note: Refer to Allowing HTTPS Access for ASDM in order to allow the ASA to be configured by
the ASDM.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for information on document conventions.

Configuration

Network Diagram

This document uses this network setup:
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Note: The IP addressing schemes used in this configuration are not legally routable on the
Internet. They are REC 1918 = addresses, which have been used in a lab environment.

. ASA CLI Configuration
. ASDM Confiquration

ASA CLI Configuration

This document uses the configurations shown below.

ASA Dynamic PAT Configuration

ASA#configure term nal Enter configuration comands, one
per line. End with CNTL/Z. !--- Creates an object called
OBJ_CGENERI C_ALL. !--- Any host IP not already natching
anot her configured !--- object will get PAT to the
outside interface IP!--- on the ASA (or 10.1.5.1), for
internet bound traffic. ASA(config)#object network
OBJ_CGENERI C_ALL ASA(confi g-obj)#subnet 0.0.0.0 0.0.0.0



http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/mgaccess.html#wp1047288
http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.ietf.org/rfc/rfc1918.txt?number=1918

ASA(confi g-obj)#exit ASA(config)#nat (inside, outside)

source dynamic OBJ_GENERI C ALL interface !--- The above
statenents are the equivalent of the !--- nat/globa
conmbi nation (as shown below) in v7.0(x), !--- v7.1(x),

v7.2(x), v8.0(x), v8.1(x) and v8.2(x) ASA code: nat
(inside) 1 0.0.0.0 0.0.0.0 global (outside) 1 interface
I--- Creates an object called OBJ_SPECI FI C_192-168- 1-0.
I--- Any host IP facing the the 'inside’ interface of
the ASA l--- with an address in the 192.168.1.0/ 24
subnet will get PAT !--- to the 10.1.5.5 address, for
internet bound traffic. ASA(config)#object network
OBJ_SPECI FI C_192-168-1-0 ASA(confi g-obj ) #subnet
192.168. 1. 0 255. 255. 255. 0 ASA(confi g- obj ) #exi t

ASA(confi g)#nat (inside, outside) source dynam c
OBJ_SPECI FI C_192-168-1-0 10.1.5.5 !--- The above
statenents are the equival ent of the nat/global !---
conmbi nati on (as shown below) in v7.0(x), v7.1(x),
v7.2(x), v8.0(x), !--- v8.1(x) and v8.2(x) ASA code: nat
(inside) 2 192.168.1.0 255.255.255.0 gl obal (outside) 2
10.1.5.5

ASA 8.3(1) Running Config

ASA#show run : Saved : ASA Version 8.3(1) ! hostnanme ASA
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted passwd

2KFQNbNI dI . 2KYOQU encrypted nanmes ! !'--- Configure the
outside interface. ! interface G gabitEthernet0/0 naneif
outside security-level 0 ip address 10.1.5.1
255.255.255.0 !--- Configure the inside interface. !

interface G gabitEthernet0/1 naneif inside security-
I evel 100 ip address 192.168.0.1 255.255.255.0
interface G gabitEthernet0/2 shutdown no naneif no

security-level no ip address ! interface
G gabi t Et hernet 0/ 3 shutdown no naneif no security-Ieve
no ip address ! interface Managenent 0/ 0 shut down no

nanmei f no security-level no ip address managenent-only !
boot system di sk0:/asa831-k8.bin ftp nbde passive object
network OBJ_SPECI FI C 192-168-1-0 subnet 192.168.1.0

255. 255. 255. 0 obj ect network OBJ_GENERI C ALL subnet
0.0.0.0 0.0.0.0 pager lines 24 no failover icnp
unreachable rate-limt 1 burst-size 1 asdminmage

di sk0: /asdm 631. bin no asdm history enable arp tineout
14400 nat (i nside, outside) source dynam c
OBJ_CENERIC ALL interface nat (inside,outside) source
dynam ¢ OBJ_SPECI FI C_192-168-1-0 10.1.5.5 route inside
192.168. 1. 0 255. 255.255. 0 192. 168.0.254 1 route outside
0.0.0.0 0.0.0.0 10.1.5.2 tineout xlate 3:00:00 tineout
conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02:00 icnp

0: 00: 02 tineout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
ngcp 0: 05: 00 ngcp-pat 0:05:00 tinmeout sip 0:30:00
sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect

0: 02: 00 tineout sip-provisional-nedia 0:02:00 uauth

0: 05: 00 absol ute tineout tcp-proxy-reassenbly 0:01: 00
dynam c- access-policy-record Dfl t AccessPolicy http
server enable http 192.168.0.0 255. 255.254.0 inside no
snnp-server |ocation no snnp-server contact snnp-server
enabl e traps snnp authentication |inkup |inkdown
coldstart crypto ipsec security-association lifetinme
seconds 28800 crypto i psec security-association lifetinme
kil obytes 4608000 telnet tineout 5 ssh tineout 5 console
timeout O threat-detection basic-threat threat-detection
statistics access-list no threat-detection statistics
tcp-intercept ! class-map i nspection_default nmatch
default-inspection-traffic ! ! policy-map type inspect
dns preset_dns_nap paraneters nessage-| ength maxi num




client auto nessage-length naxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect rsh inspect rtsp inspect esmp inspect
sql net inspect skinny inspect sunrpc inspect xdncp

i nspect sip inspect netbhios inspect tftp inspect ip-
options ! service-policy global _policy global pronpt
host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f : end

ASDM Configuration

In order to complete this configuration through the ASDM interface, you must:

1. Add three network objects; this examples adds these network
objects:OBJ_GENERIC_ALLOBJ_SPECIFIC_192-168-1-010.1.5.5
2. Create two NAT/PAT rules; this examples creates NAT rules for these network
objects:OBJ_GENERIC_ALLOBJ_SPECIFIC_192-168-1-0
Add Network Objects

Complete these steps in order to add network objects:

1. Log in to ASDM, and choose Configuration > Firewall > Objects > Network

Objects/Groups.
ﬁ Ceoo ASDM B3 lor ASA - 192, 16201
Fl Mow Tocks Wizards  Window Help T Dol
| : L] i L]
‘:ﬂ;‘m%wwbmtwm LJSJWGDW:—?. am ?H!h i CISe0
Fcwall & oo o T o -
ﬁ A Rugkes =l
n_l-‘I!r I'.'-h-!'
[l Pl Saprvnrs
3':5,‘-l.r=“|. Fikarng Servees .
o pesader Wame ‘1| P Adiess Nemask | Description [ ctmmct At adaress |
sty =] P etwecih Clipects
@ ary 0.8,0.0 BB
Wl ine-nebwnrl. 192, 168,000 x ser EE )
: gg“m”“ ol cutsdenet... 1050 25 755.255.0
+ Trage® by — el L ) : 5 ]
(] Raguisr Exprenions B 162.160.0.27 192.168.0.270 P
B ToP M - Pk Nstwecrk: Cbrjecks
3‘ T Raroes :I @ wy IV
Do Saiags
E'E-] Firewal
E‘j Famta Boress VEH
{;ﬂgmo Site VPN
bz
_E_,,._"[‘!-nclr Mynagemient
H | [ Pt J

2. Choose Add > Network Object in order to add a network
object.
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The Add Network Object dialog box
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appears.

3. Enter this information in the Add Network Object dialog box:Name of the network object.
(This example uses OBJ_GENERIC_ALL.)Type of network object. (This example uses
Network.)IP address for the network object. (This example uses 0.0.0.0.)Netmask for the
network object. (This example uses 0.0.0.0.)

4. Click OK.The network object is created and appears in the Network Objects/Groups list, as

shown in this
image:
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5. Repeat the previous steps in order to add a second network object, and click OK.This
example uses these values:Name: OBJ_SPECIFIC_192-168-1-0Type: NetworkIP Address:
192.168.1.0Netmask:

g% Add Network Dbject

FMame: ICIEJ_SF‘ECIFIC_I 92-16i-1-0

Type: Metwiark -

IP Address:  [192.168.1.0]

Netmask: 255.255.255.0 -
Description:
NAT ¥
‘ | 2K, i Zancel Help
255.255.255.0 The

second object is created and appears in the Network Objects/Groups list, as shown in this
image:
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6. Repeat the previous steps in order to add a third network object, and click OK.This example
uses these values:Name: 10.1.5.5Type: HostIP Address:

g% Add Network Object

Marne: 10.1.5.5]
Twpe: Hosk ;l
IP Address: 10.1.5.5
Description:
NAT >
QK I iZancel Help

10.1.5.5

The third

network objects is created and appears in the Network Objects/Groups

list.
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The Network Objects/Groups list should now include the three required objects necessary for

the NAT rules to reference.
Create NAT/PAT Rules

Complete these steps in order to create NAT/PAT rules:

1. Create the first NAT/PAT rule:In ASDM, choose Configuration > Firewall > NAT Rules, and

click
Add.
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@% Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface:| |-- any --

;I Destination Interface: |-- Any --

Source Address:

Destination &ddress: Iarn;.f

action: Translated Packet

Source MAT Twpe: ISI:aI:in:

Park:

Security Lewel: 100
GigabitEthernet0fo

SErvice: |an3-'
Marne: inside
IF dddress:  192.168.0.1 [ 255,255,255.0

(K1

Source Address: I-- Criginal --

Opkions

J Destination &ddress: I-- Criginal --

] 1

v Enable rule

Descripkion: |

[ | FallEhrough bojinterface PAT Service: I-- Criginal --
[~ Translake DMS replies that match this rule
Direction: IEh:uI:h ;I

(0] 4 Cancel Help

In the Match Criteria: Original Packet area of the Add NAT Rule dialog box, choose inside

from the Source Interface drop-down
list.




@% Add NAT Rule

Makch Crikeria: Original Packek

Source Inkerface: Iinside Destination Interface: |-- Any --

i

Source Address: Iany Destination &ddress: Iarn;.f

SErvice! Iam-'

action: Translated Packet

(K1

Source MAT Twpe: ISI:aI:in:

[T

Source Address: I-- Criginal -- Destination &ddress: I-- Criginal --

[ | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

] 1

v Enable rule

[~ Translake DMS replies that match this rule

Direction: IEh:uI:h ;I

Descripkion: |

(0] 4 Cancel Help

Click the browse (...) button located to the right of the Source Address text field. The Browse

Original Source Address dialog box
appears.
& Browse Original Source Address

% add ~ B Edt [ Delete  Q Where Used

Filker: | Eiter| Clear |
Mame /1| IPaddess | Netmask | Description | Object MAT Addr.. |
= IPvd Network Chjects
= 10.1.55 10.1.55 255,255, 255.255
Al OB)_SP.., 192.168.1.0 255,255.255.0
@@ any 0.0.0.0 0.0.0.0

Selected Original Source Address -
| Origingl Source Addeess -> ) |OB]_GENERIC_ALL

O Cancel

In the Browse Original Source Address dialog box, choose the first network object you




created. (For this example, choose OBJ_GENERIC_ALL.)Click Original Source Address,
and click OK.The OBJ_GENERIC_ALL network object now appears in the Source Address
field in the Match Criteria: Original Packet area of the Add NAT Rule dialog

box.

@% Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: = | Destination Interface: |-- &ny --
Source Address: | IGEJ_GENEF{IC_ALL |I Destination &ddress: Iarn;.f

(K1

SErvice! Iam-'

Ackion: Translated Packet
Source MAT Twpe: ISI:aI:in: j
Source Address: I-- Criginal -- J Destination &ddress: I-- Criginal -- _I
[ | FallEhrough bojinterface PAT Service: I-- Criginal -- _I
Cpkions
v Enable rule
[~ Translake DMS replies that match this rule
Direckion: IEh:uI:h ;I
Descripkion: |

(0] 4 Cancel Help

In the Action: Translated Packet area of the Add NAT Rule dialog box, choose Dynamic
PAT (Hide) from the Source NAT Type dialog
box.



@% Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinside ;I Destination Interface: |-- Any --

Source Address: IGEJ_GENEF{IC_ALL J Destination &ddress: Iarn;.f

(K1

SErvice! Iam-'

action: Translated Packet

IS::uurn:e MNAT Tvpe:l Skakic j

Skatic
Crynamic PAT {Hide)

Source Address:

Destination &ddress: I-- Criginal --

] 1

[T Fallthrough to |Dynamic Service: I-- Criginal --
Opkions
v Enable rule
[~ Translake DMS replies that match this rule
Direckion: IEh:uI:h ;I
Descripkion: |
(0] 4 Cancel Help

Click the browse (...) button located to the right of the Source Address
field.



@% Add NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinside ;I Destination Interface: |-- Any --

Source Address: IGEJ_GENEF{IC_ALL J Destination &ddress: Iarn;.f

SErvice! Iam-'

action: Translated Packet

(K1

Source MAT Type: ID':.-'namic PAT (Hide) j

Source Address: I-- Criginal -- E Destination &ddress: I-- Criginal --

[ | FallEhrough bojinterface PAT Service: I-- Criginal --

Opkions

] 1

[v Enable rule

[~ Translake DMS replies that match this rule

Direction: IEh:uI:h ;I

Descripkion: |

(0] 4 Cancel Help

The Browse Translated Source Address dialog box
appears.

& Browse Translated Source Address

% add = [ Edt [[ Delete O Where Used

Filter: |

Mame /1|  IPAddress | Metmask Description Objeck MAT Add...
== Original --
= IPvd Nebwork, Objecks
= 10,155 10.1.55 255,255, 255,255
= Interfaces
BB inside
=outsige | . | |

Selecked Translsted Source Address -

[ Translated Source Address - || |outside

In the Browse Translated Source Address dialog box, choose the outside interface object.

(This interface has already been created because it is part of the original configuration.)Click
Translated Source Address, and click OK.The outside interface now appears in the Source




Address field in the Action: Translated Packet area on the Add NAT Rule dialog
box.

@& Add NAT Rule

Match Criteria: Criginal Packet

Saource Inkerface: Iinside j |Destinati|:|n Interface: |outside

Source Address: IGEJ_GENERIC_P.LL _I Destination &ddress: Iam-'

L L)

Service: Ian*;.-'

&ckion: Translated Packet

Source MAT Type: IDvnamic PAT (Hide) j

Source Address: |i|:|ut5i|:|e |I Destination &ddress: I-- Crriginal --

[ | Fallthrough tojinterface PAT SErvice:; I-- Criginal --

1

Cpkions

v Enable rule

[~ Translate DMS replies that match this rule

Direction: IEh:uI:h j

Descripkian: |

(] 4 Cancel Help |

Note: The Destination Interface field also changes to the outside interface.Verify that the first
completed PAT Rule appears as follows:In the Match Criteria: Original Packet area, verify
these values:Source Interface = insideSource Address = OBJ_GENERIC_ALLDestination
Address = anyService = anyln the Action: Translated Packet area, verify these
values:Source NAT Type = Dynamic PAT (Hide)Source Address = outsideDestination
Address = OriginalService = OriginalClick OK.The first NAT rule appears in ASDM, as shown
in this

image:
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2. Create the second NAT/PAT rule:In ASDM, choose Configuration > Firewall > NAT Rules,
and click Add.In the Match Criteria: Original Packet area of the Add NAT Rule dialog box,
choose inside from the Source Interface drop-down list.Click the browse (...) button located
to the right of the Source Address field.The Browse Original Source Address dialog box
appears.

ﬁ' Browse Original Source Address

g add ~ [ Edit ﬁ Delete | 0, where Used

Filter: I Filker | Clear
Mame i 1| IF Address | Metmask, I Descripkion | Object NAT Addr. .. I
= IPv4 Metwark Objects
= 10,155 10,155 255,255,255, 255
- mfh OBI_GE.., 0.0.0.0 0.0.0.0
= oB1_SP... |192.168.1.0 |#55.255,255.0 | _
@ any 0.0,0.0 0.0.0.0

)| |OBI_SPECIFIC _192-165-1-0

(04 Cancel

In the Browse Original Source Address dialog box, choose the second object you created.
(For this example, choose OBJ_SPECIFIC_192-168-1-0.)Click Original Source Address,
and click OK.The OBJ_SPECIFIC_192-168-1-0 network object appears in the Source
Address field in the Match Criteria: Original Packet area of the Add NAT Rule dialog box..In
the Action: Translated Packet area of the Add NAT Rule dialog box, choose Dynamic PAT
(Hide) from the Source NAT Type dialog box.Click the ... button located to the right of the
Source Address field. The Browse Translated Source Address dialog box

appears.




B= Browse Translated Source Address

& add - [F Edit [J Delete | 0, Where Used

Filker: I FiIter|CIear
Mame i 1| IP Address I Metmask, I Cescripkion I Object NAT Addr.., I
e == Original --

F;l--IP'w’r Metwork Objects

B 10.1.55 [10.1.5.5 | 255, 255, 255, 255 _

= Inkerfaces

- B inside

Selected Translated Source Address

i Translated Source Address -= i |10.1.5.5

(0] 4 Zancel |

In the Browse Translated Source Address dialog box, choose the 10.1.5.5 object. (This
interface has already been created because it is part of the original configuration).Click
Translated Source Address, and then click OK.The 10.1.5.5 network object appears in the
Source Address field in the Action: Translated Packet area of the Add NAT Rule dialog
box..In the Match Criteria: Original Packet area, choose outside from the Destination
Interface drop-down list.Note: If you do not choose outside for this option, the destination
interface will reference

Any.



E% Edit NAT Rule

Makch Crikeria: Original Packet

Source Inkerface: Iinside ;I Destination Inkerface:
Source Address: I_SF‘ECIFIC_I‘BE-IEEE-I-DJ Destination &ddress: Iarn;.f _I
SErvice! Iam-' _I

Action: Translated Packet

Source MAT Type: ID':.-'namic PAT (Hide) j

Source Address: |1EI. 1.5.5 J Destination Address: I-- original -- _I
I |Fall through tointerface PAT, Service: I" COriginal -- [-]
Opkions

v Enable rule

[~ Translake DMS replies that match this rule

Direction: IEh:uI:h ;I

Descripkion: |

(0] 4 Cancel Help

Verify that the second completed NAT/PAT rule appears as follows:In the Match Criteria:
Original Packet area, verify these values:Source Interface = insideSource Address =
OBJ_SPECIFIC_192-168-1-0Destination Address = outsideService = anyln the Action:
Translated Packet area, verify these values:Source NAT Type = Dynamic PAT (Hide)Source
Address = 10.1.5.5Destination Address = OriginalService = OriginalClick OK.The completed
NAT configuration appears in ASDM, as shown in this

image:
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3. Click the Apply button in order to apply the changes to the running configuration.
This completes the configuration of dynamic PAT on a Cisco Adaptive Security Appliance (ASA).

Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

Verifying Generic PAT Rule

. show local-host —Shows the network states of local hosts.Asa#show | ocal - host | nterface
outside: 1 active, 2 maxi mum active, O denied |ocal host: <125.252.196.170>, TCP fl ow
count/limt = 2/unlimted TCP enbryonic count to host = 0 TCP intercept watermark =
unlimted UDP flow count/limt = O/unlinmted !--- The TCP connection outside address
corresponds !--- to the actual destination of 125.255.196.170:80 Conn: TCP outside
125. 252.196. 170: 80 i nside 192.168.0.5:1051, idle 0:00:03, bytes 13758, flags U O TCP outside
125. 252.196. 170: 80 i nside 192.168.0.5:1050, idle 0:00:04, bytes 11896, flags U O Interface
inside: 1 active, 1 maximum active, 0 denied |local host: <192.168.0.5> TCP flow count/limt
= 2/unlimted TCP enbryonic count to host = 0 TCP intercept watermark = unlimted UDP fl ow
count/limt = O/unlimted !--- The TCP PAT outsi de address corresponds to the !--- outside
| P address of the ASA — 10.1.5.1. Xlate: TCP PAT fromi nside: 192. 168. 0.5/1051 to
out side:10.1.5.1/32988 flags ri idle 0:00:17 timeout 0:00:30 TCP PAT from
i nsi de: 192. 168. 0.5/ 1050 to outside:10.1.5.1/17058 flags ri idle 0:00:17 tineout 0:00: 30
Conn: TCP outside 125.252.196.170: 80 inside 192.168.0.5: 1051, idle 0:00:03, bytes 13758,
flags U O TCP outside 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00:04, bytes 11896
flags U O

- show conn —Shows the connection state for the designated connection type.Asa#show conn 2
in use, 3 nost used TCP outside 125.252.196.170: 80 inside 192.168.0.5: 1051, idle 0:00: 06,
bytes 13758, flags U O TCP outside 125.252.196.170:80 inside 192.168.0.5:1050, idle 0:00:01



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s4.html#wp1519175
http://www.cisco.com/en/US/docs/security/asa/asa83/command/reference/s2.html#wp1437635

bytes 13526, flags U O

- show xlate —Shows the information about the translation slots.Asa#show xl ate 4 in use, 7
nost used Flags: D- DNS, | - dynamic, r - portmap, s - static, | - identity, T - twice TCP
PAT frominside: 192. 168. 0.5/ 1051 to outside:10.1.5.1/32988 flags ri idle 0:00:23 tineout
0:00: 30 TCP PAT frominside: 192. 168. 0.5/ 1050 to outside:10.1.5.1/17058 flags ri idle 0:00:23
ti meout 0:00:30

Verifying Specific PAT Rule

. show local-host —Shows the network states of local hosts.Asa#show | ocal - host I nterface
outside: 1 active, 2 maxi numactive, 0 denied |ocal host: <125.252.196.170>, TCP fl ow
count/limt = 2/unlimted TCP enbryonic count to host = 0 TCP intercept watermark =
unlimted UDP flow count/limt = O/unlinted !--- The TCP connecti on outsi de address
corresponds to !--- the actual destination of 125.255.196.170:80. Conn: TCP outside
125. 252.196. 170: 80 inside 192.168.1.5:1067, idle 0:00:07, bytes 13758, flags U O TCP outside
125. 252.196. 170: 80 inside 192.168.1.5:1066, idle 0:00:03, bytes 11896, flags U O Interface
inside: 1 active, 1 maxinmum active, 0 denied |ocal host: <192.168.0.5> TCP flow count/limt
= 2/unlimted TCP enbryonic count to host = 0 TCP intercept watermark = unlimted UDP fl ow
count/limt = O/unlimted !--- The TCP PAT outsi de address corresponds to an !--- outside IP
address of 10.1.5.5. Xlate: TCP PAT frominside: 192.168. 1. 5/1067 to outside: 10.1.5.5/35961
flags ri idle 0:00:17 tinmeout 0:00:30 TCP PAT frominside: 192.168.1.5/1066 to
outside:10.1.5.5/23673 flags ri idle 0:00:17 tineout 0:00:30 Conn: TCP outside
125.252.196. 170: 80 inside 192.168.1.5:1067, idle 0:00:07, bytes 13758, flags U O TCP outside
125. 252. 196. 170: 80 inside 192.168.1.5: 1066, idle 0:00:03, bytes 11896, flags U O

- show conn —Shows the connection state for the designated connection type.Asa#show conn 2
in use, 3 nost used TCP outside 125.252.196.170: 80 inside 192.168.1.5:1067, idle 0:00:07,
bytes 13653, flags U O TCP outside 125.252.196.170:80 inside 192.168.1.5:1066, idle 0:00:03
bytes 13349, flags U O

- show xlate —Shows the information about the translation slots.AsA#show xl ate 3 in use, 9
most used Flags: D - DNS, | - dynamic, r - portmap, s - static, | - identity, T - twice TCP
PAT frominside: 192.168. 1.5/ 1067 to outside:10.1.5.5/35961 flags ri idle 0:00:23 tineout
0: 00: 30 TCP PAT frominside: 192.168.1.5/1066 to outside: 10.1.5.5/29673 flags ri idle 0:00:23
timeout 0:00: 30

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.

Related Information

.- Cisco Adaptive Security Device Manager

.- Cisco ASA 5500 Series Adaptive Security Appliances
- Requests for Comments (RFCs) =

- Technical Support & Documentation - Cisco Systems
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