ASA/PIX 8.x: Site-to-Site IPSec VPN
Authentication Using Digital Certificates with
Microsoft CA Configuration Example
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Introduction

This document describes how to manually install a third party vendor digital certificate on the
Cisco Security Appliance (ASA/PIX) 8.x in Site-to-Site VPN in order to authenticate the IPSec
peers with the Microsoft Certificate Authority (CA) server.

Prerequisites

Requirements

This document requires that you have access to a certificate authority (CA) for certificate
enrollment. Supported third party CA vendors are Baltimore, Cisco, Entrust, iPlanet/Netscape,
Microsoft, RSA, and VeriSign.

This document assumes that there is no pre-existing VPN configuration in the ASA/PIX.

Note: This document uses a Windows 2003 server as the CA server for the scenario.

Components Used

The information in this document is based on these software and hardware versions:

- Cisco ASA 5510 Adaptive Security Appliance that runs software version 8.0(2) and ASDM
version 6.0(2)



The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Related Products

The ASA configuration can also be used with the Cisco 500 Series PIX that runs software version
8.X.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this
document.

Note: Use the Command Lookup Tool (registered customers only) in order to obtain more
information on the commands used in this section.

Network Diagram

This document uses this network setup:
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Note: The IP addressing schemes used in this configuration are not legally routable on the
Internet. They are RFC 1918 addresses that were used in a lab environment.

Confiqurations

This document uses these configurations:

. Step-by-Step ASA-1 Configuration
. ASA-1 Configuration Summary

ASA-1 Configuration



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

In order to install a third party vendor digital certificate on the ASA, complete these steps:

.- Step 1. Verify that the Date, Time, and Time Zone Values are Accurate

. Step 2. Generate a Certificate Signing Request

. Step 3. Authenticate the Trustpoint

. Step 4. Install the Certificate

. Step 5. Configure Site-to-Site VPN (IPSec) to Use the Newly Installed Certificate

Step 1. Verify that the Date, Time, and Time Zone Values are Accurate

ASDM Procedure

1. Click Configuration, and then click Device Setup.

2. Expand System Time, and choose Clock.

3. Verify that the information listed is accurate.The values for Date, Time, and Time Zone must
be accurate in order for the proper certificate validation to
occur.

File View Tools Wizards Window Help

Horme | &% Configuration Manitoririg | Save Fefresh Back y | ‘fi'\’ Help |
() Home |0 configuration| ] 9 lxd 5= Ok O | D e

Device Setup g 4 x Configuration > Device Setup > System Time > Clock
& Startup Wizard
B8 Interfaces Configure the 4S54 date and clock.
-3+ Routing
{P Device NamePassword Time Zone: | (GMTHIS:30) Caloutta
=3 {E} Saarem Time
Late
MNTP f
@ | apr 14, 2009 v
Time

Time: '14 ':|5|:| |: 27 |h‘n:mm:ss (24~

Update Displayed Time |

Command Line Example

ASA-1
ASA- 1# sh cl ock
14:53:15.943 | ST Tue Apr 14 2009

Step 2. Generate a Certificate Signing Request

A certificate signing request (CSR) is required in order for the third party CA to issue an identity
certificate. The CSR contains the distinguished name (DN) string of your ASA along with its
generated public key. The ASA uses the generated private key to digitally sign the CSR.

ASDM Procedure

1. Go toConfiguration > Device Management > Certificate Management > Identity
Certificates, and then click



Add.

Fle Wiew Took Weads Window  Help

=

= el

@m%cm@:am@mwm Qsa-.-e@rﬂeﬁ'em ﬂaacku;l £yt |?Help| I CisCo

Device Monogement o 3 =

&' Managemeant Access
-3 System Image/Configuration
&g High awailzbilicy
-0 Logging
E-IF Users/aas
2-EX Certificate Marnagerment
By CA Certificates
b idenitity Centificates

- DHCP
- DS
o} Advanced

Configuration » Device Manogement * Cerificate Monogement > ldentity Cenificates O

2. Click the Add a new identity certificate radio
button.
A= Add Identity Certificate

{~ Import the idenkity certificate From a File:
Decryption Passphrase:

File to Inport From:

(F Add a new identity -:ertiFicate:]

Fey Pair:

Cettificate Subject DM: ICN=Ciscn.ﬁ.S.ﬁ.

Browwse,

(P

h*.-f-CF\-ker-fl

Show, ., Mew, .,

[T Generate self-signed certificate

Select,..

[ Act as local certificate autharity and issue dynamic certificates bo TLS-Praxy

Add Certificate |

advanced...

Help

3. For the Key Pair, click



B Add Key Pair : x|

Mame: { Use default key pair name

{* Enter new key pair name: Imy.C.ﬁ..kE';.-'

Size: 1024 e
Usage: {+ General purpose " Special
iaenerate Mow Cancel Help

New.

4. Click the Enter new key pair name radio button. You must distinctly identify the key pair
name for recognition purposes.

5. Click Generate Now.The key pair must now be created.

6. In order to define the Certificate Subject DN, click Select, and configure the attributes listed
in this

table:
A= Add Identity Certificate

(P

" Import the idenkity certificate from a File:

Decryption Passphrase:

File to Imnpart From: Erowse, |

f* add a new identity certificate:

ey Pair: hy.t.ﬁ..keﬂ i Shaw. .. | Mew, ., |

Certificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. t Select, .. “

[T Generate self-signed certificate

[ Act as local cerbificate autharity andissue dynamic certificates bo TLS-Prasxy

Advanced. ..

add Cerkificate I iZancel Help

In order to configure these values, choose a value from the Attribute drop-down list, enter the
value, and click
Add.



% Certificate Subject DN T — x|

Atkribute YWalue |
ommon Mame(CH1 - CizcolSL8 cizco.

i~DM Attribute to be Added - Department i) TSWEE
Attribute: |-- Select Attribute - | frdd>> Campany Mame () Cisco Systems
T |Country (O s
ke I Delete Skate (k) Maorth Carolina
Locakion (L) Raleigh
oK, Cancel Help

Note: Some third party vendors require particular attributes to be included before an identity
certificate is issued. If you are unsure of the required attributes, check with your vendor for
details.

7. Once the appropriate values are added, click OK.The Add Identity Certificate dialog box
appears with the Certificate Subject DN field populated.

8. Click
Advanced.

A% Add Identity Certificate

(P

{~ Import the idenkity certificate From a File:

Decryption Passphrase:

File to Imnpart From: Erowse,

f* Add a new idenkity certificate:

ey Pair: h':.f.C.ﬁ..keﬂ it Shaw. .. Mew., .,

Certificate Subject DM: ICN=CiscD.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[ Act as local cerbificate autharity andissue dynamic certificates bo TLS-Prasxy

[ Advanced. .. |]

#dd Cerkificate I i_ancel Help |

9. In the FQDN field, enter the FQDN to be used to access the device from the Internet.This
value must be the same FQDN you used for the Common Name
(CN).



A% Advanced Options

Enroliment mode parameters and SCEP challenge password are nok available For self-signed certificake

Certificate Parameters I Enrallment Made | SIZEP Challenge Passward |

FDM: ICiscn.ﬁ.S.ﬁ..ciscn.cnm

E-mail: I

IF Address: l

[ Include serial number of the device

K, Cancel Help

10. Click OK, and then click Add Certificate.You are prompted to save the CSR to a file on

your local
g% Identity Certificate Request = x|

To complete the enrollment process, please save the PEKCS10 enrollment
request (C5R) and send it to the CA,

You will then need ko install the certificate that is returned Frorm the Co by
clicking the Install button in the Identity Certificates panel,

Sawve C5R ko file: Ic;fcen_client_t;{t Browse, .,

8] 4 Zancel Help

machine.
11. Click Browse, choose a location in which to save the CSR, and save the file with the .txt

extension.Note: When you save the file with a .txt extension, you can open the file with a
text editor (such as Notepad) and view the PKCS#10
request.



ﬂ cert_client.txt - Notepad

File Edit Format Help

[MIICKZCCAZOCAGAWYA0XEDACEYNVEBACTELIhDGVRZ2 gxF ZAVEGNVEADTI
IEMhCmSs aw 5 hMo s wZdy DVOOGEEw I VU ZEWMBOGATUEChMNG2 T2y 2 8gu3 | z
MCIGAlUEAXxMbOZ2 12y 29BU0EUY 2 T2 28Uy 2 ST IESVPVRTVIVCMT UwEDY D
TwgwoTMLSZzAlNDATEgk ghk 1 E5wOBCOIWEK NpC2 NuQWHELMMEC 2 My Lmky
Egkohk 1G9w0BAQEF AADE] Clwd vk COYEALOTKGDMIVrdbhZgBzua] TC10]
MOKOHZPCal caZod N+ 090 moKr J68LEKXT | POQMNAAFMWE 2 Y ST ION+R 6
MIGxLykrGo7hoPASLPE0EX ] /LVLTY30ROCyY2ZOP3IrlESwoyEBaOFPSRE]
(> BIpHgCZEOCAWEAAAADMDS GCSgESIh3 DOEID ] ELMCwwwy DVR OPEAD D
o] UdEQCWME SCEK Mo 2 MvOwNELmMMpC2 v Lmiw b T ArEgk ghl 16 SwiBAQOF A
STZyADT06RSe] SEWTE 4 B cxd2 0L ChxaoP 5L kKbPaEeaCkTh /PpomAT A
bexsvlissx0=q15h84 2 DEMEGECUYEx] AT Z6Mxaf UvCHr OPYwyUlwgR J
189,74 S8xho 7 oTwBwhREUx S emhFHpGHNG MpsTUddg==

—-——End - This 1line not part of the certificate reguest---

. Submit the saved CSR to your third party vendor, such as Microsoft CA, as shown.Perform
the web login into the CA Server 172.16.5.1 with the help of the user credentials supplied

for the VPN
‘=] abouk:blank - MiCrosolt Internet Explore

File Edit ‘iew Fawvorites Tools Help

4= Back ~ = - @ i | aﬁearch (%] Favorites @Media ®|

Address :Ejihttp:jjl?z. 16.5. 1 jcertsey)

Enter Network Password . 7| x|

? Fleaze type pour uzer name and pazsword.

Site: 17216.5.1

User Mame | YPNUEET

Fazzword S J
Dornain

[T Save thiz pazsword in your password list

] I Cancel

server Note:
Make sure that you have a user account for the ASA (VPN server) with the CA server.Click
Request a certificate > advanced certificate request in order to choose Submit a
certificate request by using a base-64-encoded CMC or PKCS#10 file or submit a
renewal request by using a base-64-encoded PKCS#7

file.




address [&] bhipe/172.16.5 s errgad.2s0 =]

o |.I.rl

Microsed! Cartiicsle Serces

£ — LAl

Advanced Certificate Request

Tha policy of the CA datermines the types of cerdficates you can reguest, Click one of the follovang opions to

Create and submil a reguest io this CA.

Submit 8 cemicate recuest by using & base-Gd-encoded T or FIKCS 10 file, or submit 8 reneyal requast by usin
8 base-Gd-encoded PKCS #7 file,

ras

Mele: You musl have sn enrolimenl agent certdicate to submil & requast an behall of another user

Copy and paste the encoded information into the Saved Request box, and then click

Submit.

Submit a Cettificate Request or Renewal Reguest

To submit a saved request to the CTA, paste a base-Gd-encoded ¢
source (such as a Web server) in the Saved Request box,

Saved Reguest:

Base-bd-encoded
certificate request
(CMC ar

PKCS #10 or

PKCS #):

v OVNE L pe 2 NvLuvh TANBglkohk i 39w0 B AQQF AA0} |
GBfoHdZ0LCh X oPSL1ELPaEeaCkEfl/ PpSmiTA=GE
DEMEGAECcu?Ex I/ E1Z6MuatfwCHEOP YW T 1wgRIGh+
SUxSemhFHpGHRO/ Mpa3£UI0d0==

not part of the certificate request——-—
4] |

Erowse for a file to insert.

Certificate Template:

PSEC |

Additional Attributes:

Attributes:

u o

the Base 64 encoded radio button, and click Download

Click



Certificate Issued

The cerificate you requested was issued to you.

T DER encoded or & Ease 64 encoded
s Dowinload cerificate

e—==xd owinload cerificate chain

certificate.

File Download window appears. Save it with the cert_client_id.cer name, which is the

identity certificate to be installed on the

File Download _

zave thiz file.

File name: certnew. cer
File type:  Security Certificate
From: 1721651

f‘? Some files can harm pour computer. IF the file information below
looks suzpicious, or pou do not fully trust the zource, do not open ar

&, Thiz type of file could harm your computer if it containz

malicious code.

Wiould wou like to open the file or gave it to your computer?

Open | Save

Cancel kare [nfo

¥ Always ask befare opening this tupe of file

ASA.

Command Line Example

ASA-1

ASA- 1# configure term nal

ASA-1(config)#crypto key generate rsa | abel ny.ca.key nodul us
1024 !'--- Generates 1024 bit RSA key pair. "label" defines
the nane of the Key Pair. INFO The nane for the keys will

be: ny. CA key Keypair generation process begin. Please
wait... ASA-1(config)#crypto ca trustpoint CAl ASA-1(config-
ca-trustpoint)# subject-name CN=C scoASA. ci sco. com OU=TSVEB,
O=Ci sco Systens, C=US, St=North Carolina, L=Ral eigh !--- Defines
x. 500 di stingui shed nane. Use the attributes defined in table
as a guide. ASA-1(config-ca-trustpoint)#keypair my.CA key !--
- Specifies key pair generated in Step 3 ASA-1(config-ca-

trust poi nt) #f gdn G scoASA. ci sco.com!--- Specifies the FQDN
(DNS:) to be used as the subject alternative nane ASA-
1(config-ca-trustpoint)#enrollnent termnal !--- Specifies

manual enrol |l ment. ASA-1(config-ca-trustpoint)#exit ASA-

pd




1(config)#crypto ca enroll CAl !--- Initiates certificate

signing request. This is the request to be !--- submtted via
Web or Enmil to the third party vendor. % Start certificate
enrollment .. % The subject nane in the certificate will be:

cn=Ci scoASA. ci sco. com OUTSWEB, O=C sco Systens,

C=US, St=North Carolina, L=Ral ei gh % The fully-qualified domain
nane in the certificate will be: Ci scoASA. cisco.com % | ncl ude
the device serial nunmber in the subject name? [yes/no]: no !-
-- Do not include the device's serial nunber in the subject.
Display Certificate Request to termnal? [yes/no]l: y !---

Di spl ays the PKCS#10 enrol | nent request to the term nal. You
will need to !--- copy this fromthe termnal to a text file
or web text field to submt to !--- the third party CA
Certificate Request follows:

M | CKz CCAZQCAQAWga0x EDAOBgNVBAC TB1JhbGVpZ2gx Fz AVBgNVBAgTDk5ve
nRo

I ENhc s aWsh MQs wCQYDVQQGEWI VUz EWVBQGALUEChMNQRI zY28gUBI zdGvt ¢
ZEk

MCl GALUEAXMb Q@I zY29BUOEUY2I zY28uY29t | E9VPVRTVOVCMI UnEg YDVQQFE
wt K

TVgwOTMLSz ALNDAf Bgkghki GOWOBCQ WEKNpc2Nv QVNBLMNpc 2Nv Lm\vbTCBn
zAN

Bgkghki GOWOBAQEFAACB] QAwWg Yk CgYEAUO KgDM Vr dbZgBz UA] Tc10j xS bk
ker

XgKoH2Pcel cGZ9dUXn+Y09Q nDKr j 68L6KXTI PgNAaFMAB2YsTI On+hJBVQ5S
Xj v

M 6xLyKr Go7bOPAsLPeOBx| / LVLTy30Rqcyy2QP3I r 1BSwoyBaoFPsReJGSAY
G+O

QX8Jp6qcZE0CAWEAAaAINMDs GCSqGS| b3DQEJD) EuMOWwnwCWYDVROPBAQDAgVWIM
BOG

A1 Ud EQQWVBSCEK Npc 2Nv QVNBL mNpc 2Nv Limiv b TANBgk g hki GOwO BAQQFAACBg
@BM

3t zyAD706R5ej 9EWEj 4Bf c Xd20LChXAoP5LI KbPaEeaCkf N Pp5mATAs G832
TBm

bsxSvl j SSX@Q Sh842D6MEGEcuU7Bx]j / Kl Z6Mkaf Uv CHr OPYW/UlwgRJIGh+nd
CZK j 89/ Y4S8XhQr9f vBWHRBUx9enmhFHpGHNQ MpSf U0dQ== ---End -

This line not part of the certificate request--- Redisplay
enrol | ment request? [yes/no]: n ASA-1(config)#

Step 3. Authenticate the Trustpoint

Once you receive the identity certificate from the third party vendor, you can proceed with this
step.

ASDM Procedure

1. Save the identity certificate to your local computer.

2. If you were provided a base 64-encoded certificate that did not come as a file, you must copy
the base 64 message and paste it into a text file.

3. Rename the file with a .cer extensionNote: Once the file is renamed with the .cer extension,

the file icon displays as a certificate, as shown.
4. Double-click the certificate



Certificate po

General | Details | Certification Path |

®
r = Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote compuker
#Proves your identity ko a remoke compuker
*2.16.840,1.113733.1.7.21

file. Note: If the w ndows
does not have enough information to verify this certificate message appears in the
General tab, you must obtain the third party vendor root CA or intermediate CA certificate
before you continue with this procedure. Contact your third party vendor or CA administrator
in order to obtain the issuing root CA or intermediate CA certificate.

. Click the Certificate Path tab.

. Click the CA cetrtificate associated with your issued identity certificate, and click View
Certificate Kl E

General | Detais Certification Path |

— Cerkification path

----- Ciscofsa, cisco,.com OU=TSWER

Wiew Certificate

Certificate status:

This certificate is Ok,

Certificate. 2 Detaile
d information about the CA certificate appears.




7. Click Details in order to know more information about the identity
Certificate 7| x

ieneral Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- L‘
Field Walue -

E'-.-'ersi::un W3
ESErial nurmber &11E ES9E 0000 Q000 0007
Eﬁignature algarithm shalR5a T
Elssuer ZA1, TaWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
ESuhject Ciscofss, cisco.com OU=T3W, .,
[EPublic key RS54 (1024 Eits) hd

Edit Properbies. .. iZopy ko File, ..

ik,

certificate.

8. Before you install the identity certificate, the CA certificate must be downloaded from the CA
server and installed in the ASA, as shown.Complete these steps in order to download the CA
certificate from the CA server named CAl.Perform the web login into the CA server
172.16.5.1 with the help of the credentials supplied to the VPN



a abhout:blank - Microsoft Internet Explorer

File: Edit Miew Favorices Tools: Help
L Back ~ ,‘J v |ﬂ @ :i':j | ,J:'Searn:h j_ff Favorites 4+ | ¥
Address I@ hktkpiff172.16.5.1 /certsry

Connect ko 172.16.5.1
2 (S
AR

Connecting Fo 172.16.5.1

User name: € prserver bl | L |

Password: T TITITIL

I Remember my password

ok I Cancel
server. Click Download a
CA certificate, certificate chain or CRL in order to open the window, as shown. Click the
Base 64 radio button as the encoding method, and click Download CA

certificate.




Jownload a CA Certificate, Certificate Chain, or CRL

T'otrust certificates issued from this certification authority, install this CA cert

[o dowinload a CA certificate, certificate chain, or CEL, select the certificate

A certificate:

-ncoding method:

Jownload CA cerificate ]
Jownload CA cerificate chain
Jownload latest base CEL
Jownload latest delta CREL

Save the CA certificate with the certnew.cer name on your
File Download - Security Warning | x|

Do you want to open or zave this file?

Mame: certnew.cer
Type:  Securiky Certificake, 1.64 KB
From: 172.16.5.1

"'.h.-\ﬁ-..-

QOpen Save

YWehile files from the [ntermet can be uzeful, thiz file type can
o potentially harm pour computer. 1F you do not trust the source, do nok

open or save thiz software, \What's the rishk?

computer.
9. Browse to the location where you saved the CA certificate.
10. Open the file with a text editor, such as Notepad. Right-click the file, and choose Send To >
Notepad.
11. The base 64-encoded message similar to the certificate in this image
appears:



12.
13.
14.
15.

16.

i certnew.cer - Motepad

File Edit Format Help

F——--BEGIM CERTIFICATE-----—
MIIENTCCAdwgawIBAQIQCInxmUdkd IxGUdgaowt OnDarBEgk ghk 1G9wlBAQUFADER,
MRMwWECY KCZIMT ZPyLGOEGRY DY 2 STMRUWE WY KCZIMIZPyLGOBGRYFY 2 12Y 2 BxFTAT
Bgolkialk /IsZaAEZFgvUlld ]y | EMMADGALUEAXMDOOE xMES XDTAZMT IxNDAZMDED
MLOxDTEYMT I xNDAZMT AXNYOwUTETMEEGCgmSIomT 81 xkaRkwaZ MvBTEVMBMSC gms
JomT 81 xk ARk WEWNPCZ NMyMRUWEWY KCZIm ZPyLGREGRY FWFNZWI xDDAKEQNVEAMT
AQNBMTCCASIwDQY JK0ZI hw CNAQEEBQADYYEPADCCAQDCHYEBADORY S BLUVY Y TLMAS
BSGEMZ3 SCTROATCMWO X 7 grMEmmi DOo7 0k GARAYMTHr K4 31 IMuaekBpoSZdd TMOhT x
btACczaHpBUyYI SwoZ00ULPmwAMUiMAD+MLSI gThndos 1Ty 7y hh2wvwem i | conwdog+
Kx+swaenNT]slrxeuaHpIBTuanockueBUE] xgplunPaklGEywEBTaTvdmM A kZT4dbgT
w3IGOFGMhEZGExEys 1 DEaUD xRvwhDhMIvwoy Bxdwkhd uC 04 woxomr /St ltdwqovk 2w
UBwCsptw7Clak Tofmixk, ds 22 auuxrHyysoCToFyk LvES, Q1 o+T0essz4T 1 Dhxx
WPKRGIECAWEAA&GCAWBWQgFFMEMGCSSGAQQngCUAQQGHEQAQWEBMASGAlUdDWQE
AwIBhjAPBONVHRMBATBEBT ADAGH,MBOGALUADOOWEETZrbEI8] QI BRRDLIMY MG
AP TwDCCAOMEAL UdHWS B+ ZCB+DCEYaCBEqCE 74 aBTwixk vas L ywBv0d SO0Ex L ERO
PYRTLWVCYSZMTQUNTLENOPUNEUC xDT j1OdwWIs aw TM]BELZxk TM]BTZx12 awN 1 CyxD
TILlTZx32 awN Ty xDTi1l0b2 SmawdlcmFOawSULERDPVRT W2 VI LERDPWNPDCZ NV LERD
PWyb TS Zx10awZpy 2F02vI TdmS ] vxRpb2 SMaxNOP2 The2 U D2 JgZ2wN0g2 xhe3me
Y1IMRG T ZdHIpy mvOawsuUuESpbnsGNwhodHAB Ly S0yl 3Mms ZLWF J oy 0c3d v i 5]
axmi b5 b2 v vydEvucmSshCSDOTEUY 3 JsMBAGCSSGAQOED | CWVAdQDAGEAMAQG
CSqGSIbEDQEEBQUAA4IBAQA&UF?AsyESIth+?SiiX5L+HUU34XDDE4MiCbKJEHP
LEZE6IGWLRbT Svyn 1 TrgRy8HED 1 rdUScHgHUC DS/ BZwWAgTmGUm++HM 1] nwE 1w IF
DCMwx TOxsDT+nSY Ok 8hnGoucTd SQETHr NBEy YW SGROTE+OC SL+yT Jwwl SsZh | ZE
ToWUTPA+PT4 7dmARBUOZ V2 ZDW S KGAVL UBGS M FAdBWZDPEVMECQFWHCNIT cufudx]h
1 CEBDKOZY0SpPOE7 7UTA0UBCLTUT T POMedyZg I ON+ X aZ x 2 EwGPNL1d Sz 0w 5T OT
GM= FABALH+pPRIOT SETJOgMSOGF 14 57 CIH7dx 1 vD+pB5at

————— EMD CERTIFICATE---—-—

Within ASDM, click Configuration, and then click Device Management.

Expand Certificate Management, and choose CA Certificates.

Click Add.

Click the Paste certificate in PEM Format radio button, and paste the base 64 CA
certificate provided by the third party vendor into the text field.

Click Install

Certificate.



= Install Certificate

™ Install From a File: I

(¥ Paste certificate in PEM Forrnat:

e

Browse,

VRTLVCySzMEQUNTLENOPUNELC:DTi1 QdW IsaWHMIMIBLZHMIBTZR 12 Nlcy =D _:l

i1 TZx1zaw Moy xDTil DbZSmaw'd 1l crmFoawW QuLERDPYR TYZVILER DPWMNpc 2w LERD
Wb T X 10aW 2 pY 2F0ZY Ndm9j¥ <R pbzSMaxMOP2 Jhe2U b2 192 W02 xhc 3M9

1 IMR.GlzdHIpY R 0a IulUE9pbnS G hOdHAGL w90y 1 3MmszL WFicwS0c3dlYis)
sy S b2 w2 dEYUCSsbC DO TELY 3 1sMBAGE SsEAQOBDCY AQQDAGEAMADG
5qGIh3DOEEECUAAIBACAaVFDASYEST QA+ T5iiSL+KUY 34/ DoE4Mich ek
6286 JaW 1RbFENY NI TrgR yEHEolrdiJa cHgHUC D9 B W AgfriEUnn++HM IR Sliv IF

chwl CsDT+Hn9Y OkebnGEUOF430E TNrMNGEy Y Y r SGEOIE+OCSL+wE Ivin 1 9G7HIZE
CYUFPA+PT47dmAREL0ZY 22D SKGAYLUBGSrFdSwZ DPBYMEZgPWhcMIbcufulxlb
1XHce3DKoZY09pPaa 7 PuT aoudcLiuiPOmeOvzg 0N+ aZ 2ZEwGPn 1 49zpsvakgT
A= 7 ABAU+pRIoIEFQQMSQGRI4S 7 IHF dx VD +pESat

*1

| of

" Use SCEP:

SCEP URL: http:j)

More Oplions. ..

Retry Period: 1 minukes
Rekry Count: II_'I {Use 0 to indicate unlimited retries)
Install Certificate l iZancel Help

dialog box appears that confirms the installation is successful.

Command Line Example

ASA-1

ASA-1(config)#crypto ca authenticate CAL !--- I|nitiates the
pronpt for paste-in of base64 CA internediate certificate. !
Thi s should be provided by the third party vendor. Enter the
base 64 encoded CA certificate. End with the word "quit" on a
line by itself ----- BEG N CERTI FI CATE- - - - -

M | EnTCCAAWAW BAgl QcInxmJdk4JxGUdgAoW OnDANBgkghki GOWOBAQUFA
DBR

MRMAEQYKCZI mi ZPy LGQBGRYDY29t MRUWEWYKCZI mi ZPy LGQBGRYFY2| zY28xF
TAT

BgoJki aJk/ | sZAEZFgVUULd| Yj EMVIA0 GA1UEAX MDQOEx MB4XDTA3MT| x NDA2M
DEO

MLoXDTEy MT1 x NDA2 MTAx N\VowUTETMBEGCgnSJ onT8i x k ARKWA2 Nv b TEVIVBMGC
gnsS

Joni8i xk ARKVBBWNpc 2 Nv VRUWEWYKCZI i ZPy LGQBGRYFVFNXZW x DDAKBgNVB
AMT

AONBMTCCASI wDQYJKoZI hvc NAQEBBQADg g EPADCCAQoCggEBACYP7seuVwyi L
mA9




BSGzMz3sCt ROTCMADX 7qVBnmi D007 Ck GApAvnt Hr K431i MuaeKBpo5Zd4TNgN
tj X

bt 6czaHpBuyl syoZO0U1PmwAMII MAD+ML9I qTbndosJf y7Yhh2v\WeM j cOnwd
g+

Kx+sWaeNQ s1r xeuaHpl BTuaNOckueBUBj xgpJuNPAK1GBYwBf aTV4AMkZf 4d
bQ

y3GoFGTh8z Gx6ys1DEaUQx RvwhDbM vwg YBXWKh4uCO4xxQmr / / Sct 1t dWev
k2v

uBwCs pt W ClakTqf mbXK/ d/ / z2eUuXr HYy SQCf oFyk1vE6/ Q o+f QeSSz+Tl D
hXx

WPXROL8 CAWEAAa OCAVBwWg g Fr MBMGCSs GAQBgj ¢ UAg QGHg QAQAMBBMAS GA1UdD
WQE

Aw Bhj APBgNVHRVBAF 8EBTADAQH MBOGA1UdDgQABBTZr b8l 8j ql 8RRDL3mYf
NQJ

pAP| WDCCAQVIGAL Ud HWSB+z CB+DCB9aCB8qCB7 4aBt Wk YXA6LY 8vQD49QOEXL
ENO

PVRTLVcy SzM QUNTLENOPUNEUCX DTj 1QdWIsaVW M BLZXkl M BTZXJ2aWNl ¢
yxD

Tj 1TZXJ2aWNl cyxDTj 1Db25maWd 1cnF0aV@ulL ERDPVRTV2Vi LERDPWNpc2Nv L
ERD

PWNvbT9j ZXJ0aWZpY2F0ZVJI dnBj YXRpb25MaXNOP2Jhc2U b2JqZWNo@xhe
3Mve

Y1IMRGE zdHIpYnV0aVWuU@pbnSGNWA0dHAGLY90cy13MrszLWFj cy50c3dl Y
i 5§

aXN by5j b20vQ@VydEVucnmsbCIDQTEuY3Js MBAGCSs GAQQBgj ¢ VAQRDAgEAM
AOG

CSqGS| b3DQEBBQUAA4I BAQAaV FpPASYESI t gA+7si i / 5L+KUV34/ DoE4M chXJ
eKr

L6Z86JGM Rbf 5VYnl Tr qRy6HEol r dU6c HgHUCDO/ BZWAGf nGUmt++HM j nVBI i
ylF

DcNwx| QxsDT+n9YCk6bnGsuCf 4SgETNr NBEy YVr SCKA E+OC5L+yt Jvwl9GZh
| zE

| OVUf PA+PT47dmAR6Uo2V2z DWBKGAVLUBGsr Fd8wZDPBv MKCgFWNC NI t cuf u0
xl b

1XXc68DKoZY09pPq877uTaou8cLt ui i POmeOyzgJON+xaZx2EwGPn149zpXv5
tqT 9Ms7ABAu+pRI oi / Ef | QMBQGF! 457¢l H7dx!| VD+p85at - - - - - END
CERTI FI CATE- - - - - quit !'--- Manually pasted certificate into
CLI. INFO Certificate has the follow ng attri butes:

Fi ngerprint: 98d66001 f65d98a2 b455fbce d672c24a Do you
accept this certificate? [yes/no]: yes Trustpoint CA
certificate accepted. % Certificate successfully inported
ASA-1(config) #

Step 4. Install the Certificate

ASDM Procedure
Use the identity certificate provided by the third party vendor in order to complete these steps:

1. Click Configuration, and then click Device Management.

2. Expand Certificate Management, and then choose Identity Certificates.

3. Choose the identity certificate that you created in Step 2.Note: The Expiry Date displays
Pending.

4. Click
Install.



Conflguration > Device Management > Cerlificate Management > dentity Cerlificates

Issued To Issued By Expiry Diabo

|Panding

&% Install Identity certificate

Identity Certificate

(= Paste the certficate data in bace-64 format: )

F H £l B

PHONSsZ 5w upzPEHEL O3 4wmdd puLuHirre AWnF 1 2Cnofey McE Tis L5t Invel psc
LSnuPsdaMaschc=

tnstall Certficate | cacel | Hel |

" Instsl fromafe: | By

b [+ '| .Il. : 7 " - lﬂl‘ '-_..
SLsYWigikC B+ Al WPE kAL Cre KK 74oW T PENpRv 2 VE L Mpesi Ty chnok B 48

—END CERTIFICATE--—|
W
L] L3
| | _fj

Usage

Add
Shwe Detaily

Dalsta

Click the Paste the certificate data in base-64 format radio button, and paste the identity

certificate provided by the

@ Certificate import succeeded.

5. Click Install Certificate.
appears in order to confirm the import is successful.
Command Line Example

ASA-1
ASA-1(config)#crypto ca inport CAl certificate !--- Initiates
pronpt to paste the base64 identity !--- certificate provided

by the third party vendor. % he fully-qualified domain nane
inthe certificate will be: G scoASA cisco.comEnter the base
64 encoded certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by the
third party vendor. ----- BEG N CERTI FI CATE- - - - -

M | FpzCCBI +gAw BAgl KYR7| mvAAAAAABz ANBgk ghki GOWO BAQUFADBRVRMAVE
QYK

CZI mi ZPyLGQBGRYDY29t MRUWVEWYKCZI mi ZPyLGQBGRYFY2| zY28XxFTATBgoJk
iaJ

k/ 1 sZAEZFgVUU1d! Yj EMVA0GALUEAX MDQOEX MBAXDTA3MT| X NTA4Mz Uz OVo XD
TA5

MT1 x NDA4 Mz Uz OVowdj EL MAK GA1UEBhMCVVIVk Fz AVBgNVBAgTDKk5venRol ENhc
nds

aVbhVRAWDg YDVQQRHEWI SYWK | aWWdl o MRYWFAYDVQQKEWLDaXNj by BTeXNOZWLz M
SQw

| g YDVQQDEXt DaXNy bOFTQS5j aXNj by5j b20gT1U9VFNXRUI wgZ8wDQYJKoZI h
vcN

AQEBBQADgYOAM GJA0GBALj i Cqgzl 1a3V2YAc1Al 03NdI 8UpWbJHK14CqB9j 3
HpX

Bnf XVF5/ nNPUI 5t Cg4+vC+i | 05T4DQGhTMADNLEy Dp/ 0SQVaulsY7zCOs S8i g
xqO

2zj wLCz3j gcZf y1S08t zkanMst kDIy K9QUs KMgWYBT7EXi RkgGBvj kF/ Caeqgn

A dialog box



GRN

AgMBAAG ggleM | C2j ALBgNVHQBEBAMCBaAWHQYDVRORBBYWFI | SQ2I zY29BU
OEu

Y2| zY28uY29t MBOGA1Ud DgQWBB(s J C3bSQzeGr4t Y+MeH7KM Ox CFj Af BgNVH
SME

GDAWYBTZr b8l 8 ql 8RRDL3mYf NQI pAPlI WDCCAQMGAL UdHwWSB+z CB+DCB9aCB8
qCB

74aBt Wk YXABLY 8v Q049 QUEX L ENOPVRTLVCy Sz M QUNTLENOPUNEUCKDTj 1Qd
W's

aVW M BLZXkl M BTZXJ2aWN cyxDTj 1TZXJ2aWNl cyxDTj 1Db25maWd1cnf0a
Wu

LERDPVRTV2Vi LERDPVWNpc 2NvLERDPWNvbT9j ZXJ0aWZpY2F0ZVJIl dnBj YXRpb
25M

aXNOP2Jhc2U b2JqZWNO@xhc3MIY1IMRG zdHIpYnV0aVWuUX pbnSGNWh0d
HA6

Ly90cy13MrszLWFj cy50c3dl Yi 5j aXNj by5j b20vQ@VydEVucnm®sbCODQTEuUY
3Js

M | BHQYI KWYBBQUHAQEEgQEPM | BCz CBqQY! KwYBBQUHMAKGYZXxsZGFwGi 8vL
ONO

PUNBMSX DTj 1BSUES Q049UHVI bd j JTI wS2V5JTI w2Vydm j ZXMs Q49U2Vyd
il

ZXMs QQ49QR9uZm ndXJhdd vbi xEQz1UULdI Yi XEQz1j aXN byxEQz1j b20/ Y
OFD

ZXJ0aWZpY2F0ZT9i YXN P29i amVj dENs YXNz PWNI cnRpZm j YXRpb25BdXRob
3Jp

dHkwXQY! KwYBBQUHVAKGUWNOdHAG6LY90cy 13MrszLWFj cy50c3dl Yi 5j aXN b
y5j

b20v@VydEVucnmdsbCOUUy 1XMksz LUFDUy5UULdI Yi 5] aXNj by5j b21f QOExL
m\y

dDAhBgkr BgEEAY! 3FAI EFB4SAFc AZQBi AFMAZ(By AHYAZ QBy MAWGAL UdEWEB/
wC

MAAWEWYDVROI BAMVCG Yl KwYBBQUHAWEWDQYJ KoZI hvc NAQEFBQADggEBAI gCa
A9G

+8h+3| S8Rf VAGZcWAEVRXCy Bl xONpR/ j | ocQ17QbQxkj KEswXqg/ O2x DB7wXQa
Gph

zRg4dxALI | 1JKI j hf eQY+7VSkZl GEpuBnENTohdht hz5vBj G cROXI s8+3Ghg
8hy

YZZEM/ 3e8ECOs EMedFb+KYpAFy 3PPy 4| 8EHe4MIbdj Up/ b90I 51 61 zQP51 51Y
BOy

NSLs YWjj kCBg+aUO+WPFk4j | Cr 2XUOK740WIPFNpf v2x4VFI / Mpcs87ychngK
B+8

r PHChSsZswlupz PEH2L/ O34wn1 dpuLuHi r r wiWF1zCnqf cyHcETi eZt St 1nwL
psc | L5nuPsd8MaexBc= ----- END CERTI FI CATE- - - - - quit | NFO
Certificate successfully inported ASA-1(config)#

Step 5. Configure Site-to-Site VPN (IPSec) to Use the Newly Installed Certificate

Complete this procedure in order to create the VPN tunnel:

1. Open your browser and enter https://<IP_Address of the interface of ASA that has been
configured for ASDM Access> to access the ASDM on the ASA.
2. Click Download ASDM Launcher and Start ASDM in order to download the installer for the

ASDM application.

3. Once the ASDM Launcher downloads, complete the steps directed by the prompts in order to
install the software and run the Cisco ASDM Launcher.
4. Enter the IP address for the interface you configured with the http - command, as well as a

username and password if you specified one.

5. Run the IPsec VPN Wizard once the ASDM application connects to the

ASA.



File View Tooks | Wizards | Window Help

@ tome| 0B, con) 1 Startup wzard.. O sk (O o], D o)

|( Psec VPN Wizard... ) E

Home
£% Device Dachl SSL WPN Wizard...
. High Availabiity and Scalability Wizard...
Device Informal
Facket Capture Wizard...

General | Licansn

Host Mama: ASA-1.default.domain.inwvalid

ASA Version:  3.0(2) Cevice Uptime: 7d 23h 40m 65
ASDM Version: 6.0(2) Device Type:  ASA 5510
Firewall Mode: Routed iContest Mode:  Single

Total Flash: o4 MB Total Meamory: 256 MB

VPN Tunnels
IKE: O [Fs=c: 0 Clientless S5L WPN: O SSLYPN Client: 0

sl evryy B e ey s feghd T ol g

6. Choose the Site-to-Site IPSec VPN tunnel type and click Next as
shown.

= YPN Wizard ]
d VPN Wizand WP Tunnel Type (Step 1 of ...}

ks this wizard bo configure new ske-to-site VPN bunnels o new remoke access VPN tunnels. &
tunnel betwieen two devices i called a site-to-site tunnel and |s bidirectional, & tunnel
established by calls from remobe users sudh as telecommisters is called remote access tunnel.

Thi= wizard creates basic tunnel corfigurations that you can edit [ster using Hhe AS0M,

VRN Tunnel Type:
e Site-to-Site VPN

Local ﬁ

® BisiiEd Ch=

WPMN Remabe Access
Local ‘l“ Fremate

(7 Remote Access HEJ% @ﬁia

WPN Tunnel Interface: |-:U:5||:|E W

] Enable inbound IPsac sessions to bypass rkerface access lisks. Group policy and per-user
authorization access fisks skl spply to the braffic,

7. Specify the outside IP address of the remote peer. Enter the authentication information to
use, which is the pre-shared key in this example. The pre-shared key used in this example is
cisco123. The Tunnel Group Name is your outside IP address by default if you configure
L2L VPN. Click
Next.



g% VPN Wizard

VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the IF address of the peer device, authentication method and the tunnel
group for this site-to-site wnnel,

Peer IP Address: |172.17.1.1

Avuthentication Metod

() Pre-shared key
reshaed oy (BRI

(@) Certificate
Certificate Signing Algorithm: rsa-sig

() Challenge/response authentication (CRACK)

rTurnnel Group

| For site-ho-site connections with pre-shared key authentication, the wnnel
| group name must be the same as either the peer IP address or the peer
| hostame, whichever |s used as the peer's Identity,

| Tunnel Group Name: 1172,17.1.1 |

| <Back || Next > | Finish | [ cancel | | Heip |

8. Specify the attributes to use for IKE, also known as Phase 1. These attributes must be the
same on both the ASA and the 10S Router. Click
Next.



& VPN Wizard b4

VPN Wizard IKE Policy  (Step 3 of 6)

Select the encryption algorithm, authentication algorithm, and Diffie-Hellman
group for the devices 10 use 1o negatiate an Internet Key Exchange (IKE)
security association between them. Configurations on both sides of the
connection must match exacthy,

Encryption:

Authentication: | SHA W

CH Group: |2 b

I < Barlk H MHaxt = ] Finist 1':-EII"IEEI| I IHEIl:n J

9. Specify the attributes to use for IPSec, also known as Phase 2. These attributes must match
on both the ASA and the I0S Router. Click
Next.



% VPN Wizard o

VPN Wizard IPsec Encryption and Authentication (Step 4 of 6)

Select the encryption and authentication algorithms for this IPeec YEN unnel.
Configurations on both sides of the connection must match exactly.

ERcryption:

Authentication: |E}-!.-'-'x W

[ < Back ][ Mext = ] Finish [ Canicel ] [ Help ]

10. Specify the hosts whose traffic must be allowed to pass through the VPN tunnel. In this
step, you have to provide the Local and Remote Networks for the VPN Tunnel. Click the
button next to Local Networks as shown here to choose the local network address from
the drop-down
list.



= YPN Wizord ]

r =
VPN Wirard Hosts and Retworks (Step 5 of 6)

&n IPsec tunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please dentify hosts and networks o be used in the [Psec bunnel,

Auckion; (=) Pretect () Do not Probect
Local Mebwarks: |an5,.-
|
Remate Metworks: |un-.r
Exempt ASA side hostjretwork From address translation: inside "

[:Elal:h ][ Next = ] Finish

11. Choose the Local Network address, and then click OK, as
shown.



0% Browse Local Networks

@ add ~ B Edt [ Delete Q

Fier|clec

Fiker
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
il dmz-network  10.77.241.64 255,255.255.192

&1

nside-network, 110.10,10.0 290, 275.255.0

" flh outside-network 172,16.1.0 755,255,255.0

Selected Local Mebworks

[ Local Metwarks -= ]|arrg.-'

| CID“_H Cance| ]

12. Click the button next to Remote Networks as shown to choose the remote network

address from the drop-down
list.



= YPH Wizard %]

¥ VPN Wizard Hosts and Networks  (Step 5 of 6)

An IPsec tunnel protecks data exchanged by selected hiosts and networks at the locsl and
remote sites, Please identify hosts and netwarks o be used in the [Psec bunnel,

fuckion; (=) Protect () Do not Probect

Local Mebwarlks: |r5|-:le-natw:-r|-c,l'24 D

Remobe Nebworks: |un-.r % \

Exempt ASA side hostjretwork From address translstion: inside w |

[:Elal:h ][ Next = ] Finish

13. Choose the Remote Network address, and then click OK, as shown.Note: If you do not
have the Remote Network in the list, the network has to be added to the list; click
Add.



% Browse Remote Networks

i add |- B Edt [ Delete  Q

Fiker; |-|-~-_r 53
| Name “1 1p address Metmask Descripkion
(= Network Objects

-y any 0.0.0.0 0.0.0.0

il dmz-network  10.77.241.64 255,255.255.192

-~ il inside-network.  10.10.10.0 255.255.255.0

-l oukside-network. 172.16.1.0 255,256.255.0

1 10.20.10.0___[10.20.10.0 pssassass0 ||

Selected Remobe Metwarks

[ Remote Metworks -> ] | any

| QK | l Cancel

]

L

14. Check the Exempt ASA side host/network from address translation check box, so the
tunnel traffic does not undergo Network Address Translation. Click
Next.




= YPH Wizard
¥ VPN Wizard Hosts and Networks  (Step 5 of 6)

Ed

&n IPsec tunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please identify hosts and networks o be used in the [Psec bunnel,

Auckion: (¥ Protect () Do not Probsct
Local Metwarlks: |r5|-:le-natw:-r|-c,l'24 D
Remobe Networks: |10.20,10.0/24 (-]
Exempt ASA side hostjretwork From address translation: inside w |

15. The attributes defined by the VPN Wizard are displayed in this summary. Double check the
configuration and click Finish when you are satisfied that the settings are
correct.



&% VPN Wizard
¥ VPN Wizard summary (Step 6 of 6)

Wt Tunnel Interface: outside
Peer 1P Address: 172.17.1.1

(local) 10.10.10.024
(remake) 10,20.10.0/24

ou have created a Site-to-Site WPH tunnel with the following attributes:

IPSsec authentication uses certificate Cal

Tunne| Group Name: 172.17.1.1

IKE Policy Brcryption / authentication / DHGroup: 30ES / SHA { Group 2
IPsec ESP Encryphion / ESP Authentication: 2DES / SHA

Traffic fiow to be protected by this tunnel:

e > [ ) [ceat) [

ASA-1 Configuration Summary

ASA-1

ASA- 1#show runni ng-confi g
Saved

ASA Version 8.0(2)

|

host name ASA-1

donai n- name ci sco. conenabl e password 8Ry2Yj | yt 7TRRXU24
encrypt ed

names

!

interface Ethernet0/0

nanei f outside

security-level 0O

ip address 192.168.1.5 255. 255. 255. 0!

interface EthernetO/1

nanei f inside

security-1level 100

ip address 10.2.2.1 255.255. 255. 0!

interface Ethernet0/2

nanei f DWZ

security-1level 50

ip address 10.77.241. 142 255. 255. 255. 192

I-- Qutput suppressed ! passwd 2KFhbNI dl . 2KYOU encrypt edftp
node passive dns server-group Defaul t DNS donai n- nane
ci sco. com access-list inside_nat0O_outbound extended permt ip
10.2.2.0 255.255.255.0 10.5.5.0 255. 255. 255. 0 access-1ist
outside_1 cryptomap extended permt ip 10.2.2.0 255.255.255.0
10.5.5.0 255. 255. 255. 0 pager lines 24 ntu inside 1500 ntu




out si de 1500 no failover asdmimage di sk0:/asdm 613. bin asdm
hi story enable arp tineout 14400 gl obal (outside) 1 interface
nat (inside) 1 10.2.2.0 255.255.255.0 nat (inside) O access-
i st inside_natO_outbound route outside 0.0.0.0 0.0.0.0
192.168.1.3 1 tinmeout xlate 3:00:00 tinmeout conn 1:00: 00

hal f-cl osed 0:10: 00 udp 0:02: 00 icnp 0:00:02 tineout sunrpc
0: 10: 00 h323 0:05: 00 h225 1:00: 00 ngcp 0:05:00 tinmeout ngcp-
pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00 tinmeout uauth

0: 05: 00 absolute http server enable http 0.0.0.0 0.0.0.0 dne
no snnp-server |ocation no snnp-server contact ! crypto ipsec
transformset ESP-3DES- SHA esp-3des esp-sha-hmac crypto map
outside_map 1 match address outside_1 cryptonmap crypto nmap
outside_map 1 set peer 172.17.1.1 crypto nmap outside_map 1
set transform set ESP-3DES-SHA crypto map outside_nap
interface outside ! crypto ca trustpoint CAl enroll nent

term nal subject-name cn=C scoASA. ci sco. com OTSWEB, O=Ci sco
Systens, C=US, St=North Carolina, L=Ral e seri al -nunber keypair
ny. CA key crl configure crypto ca certificate chain CAl
certificate 611ee59b000000000007 308205a7 3082048f a0030201
02020a61 1ee59b00 00000000 07300d06 092a8648 86f 70d01
01050500 30513113 3011060a 09922689 93f22c64 01191603

636f 6d31 15301306 0a099226 8993f22c 64011916 05636973

636f 3115 3013060a 09922689 93f 22c64 01191605 54535765
62310c30 0a060355 04031303 43413130 1e170d30 37313231
35303833 3533395a 170d3039 31323134 30383335 33395a30
76310b30 09060355 04061302 55533117 30150603 55040813
Oedebf 72 74682043 61726f 6c 6966131 10300e06 03550407
13075261 6c656967 68311630 14060355 040a130d 43697363

6f 205379 7374656d 73312430 22060355 0403131b 43697363

6f 415341 2e636973 636f 2e63 6f 6d204f 553d5453 57454230

819f 300d 06092a86 4886f 70d 01010105 0003818d 00308189
02818100 b8e20aa8 332356b7 5b660073 5008d373 5d23c529
5b92472b 5e02a81f 63dc7a57 0667d754 5e7f98d3 d4239b42
ab8f af Ob e8a5d394 f80d0lal 4cc01d98 b1320e9f e849055a
b94b18ef 308ebl2f 22abla8e db38f02c 2cf 78e07 197f 2d52
d3ch7391 a9ccb2d9 03f 722bd 414b0a32 05aal053e c45e2464
80606f 8e 417f09a7 aa9c644d 02030100 01a38202 de308202
da300b06 03551d0f 04040302 05a0301d 0603551d 11041630
14821243 6973636f 4153412e 63697363 6f 2e636f 6d301d06
03551d0e 04160414 2c242ddb 490cdela fe2d63e3 lelfb28c
974c4216 301f 0603 551d2304 18301680 14d9adbf 08f23a88
f114432f 79987cd4 09a403e5 58308201 03060355 1dif 0481
fb3081f 8 3081f 5a0 81f 2a081 ef 8681b5 6c646170 3a2f 2f 2f
434e3d43 41312c43 4e3d5453 2d57324b 332d4143 532c434e
3d434450 2c434e3d 5075626¢c 69632532 304b6579 25323053
65727669 6365732c 434e3d53 65727669 6365732c 434e3d43

6f 66669 67757261 74696f 6e 2c44433d 54535765 622c4443
3d636973 636f 2c44 433d636f 6d3f 6365 72746966 69636174
65526576 6f 636174 696f 6edc 6973743f 62617365 3f 6f 626a
65637443 6c617373 3d63524c 44697374 72696275 74696f 6e
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102ef a94 48a22fc4 7e342031 2406165e 39edc207 eddc6554
3fad9f396 ad quit ! crypto i saknp enabl e outside crypto isaknp
policy 10 authentication rsa-sig encryption 3des hash sha
group 1 lifetine 86400 telnet timeout 5 ssh tineout 5 console
tinmeout O threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default match
defaul t-inspection-traffic ! !-- Qutput suppressed! tunnel-
group 172.17.1.1 type ipsec-12l tunnel-group 172.17.1.1

i psec-attributes trust-point CAl

Crypt ochecksum be38df aef 777a339b9e1c89202572a7d : end

ASA-2 Configuration

Follow a similar configuration for the ASA-2 Security appliance.

Verify

On the ASA, you can issue several show commands at the command line in order to verify the
status of a certificate.

Use this section to confirm that your configuration works properly.

- The show crypto ca trustpoint command displays configured trustpoints.aAsa- 1#show crypto ca
trustpoints

Trust poi nt CAL:
Subj ect Name:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Serial Number: 7099f 1994764e09c4651da80al6b749c
Certificate configured.

- The show crypto ca certificate command displays all the certificates installed on the

SyStem.ASA- 1# show crypto ca certificate
Certificate

Status: Avail able

Certificate Serial Nunber: 3f14b70b00000000001f

Certificate Usage: Encryption

Public Key Type: RSA (1024 bits)

| ssuer Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com

Subj ect Name:
cn=vpnserver
cn=Users
dc=TSWeb
dc=ci sco
dc=com

Princi pal Nane: vpnserver @SWb. ci sco. com

CRL Distribution Points:
[1] [Idap:///CN=CAl, CN=TS- V2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=TSWb, DC=ci sco,
DC=con?certifi cat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb. cisco.conf CertEnroll/CAL. crl

Validity Date:



start date: 14:00:36 | ST Apr 14 2009
end date: 14:00:36 I ST Apr 15 2010
Associ ated Trustpoints: CAl

CA Certificate
Status: Avail able
Certificate Serial Number: 7099f1994764e09c4651da80al6b749c
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
| ssuer Nane
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Subj ect Name
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
CRL Distribution Points:
[1] [Idap:///CN=CAL, CN=TS- V2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces
CN=Ser vi ces, CN=Conf i gur at i on, DC=TSWeb, DC=ci sco
DC=con?certificat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb. cisco.conl CertEnroll/CAL crl
Validity Date
start date: 06:01:43 | ST Apr 14 2009
end date: 06:10:15 | ST Apr 14 2014
Associ ated Trustpoints: CAl

Certificate
Subj ect Name
Nanme: Ci sCOASA. ci sco. com
Status: Pending terminal enroll nent
Key Usage: General Purpose
Fingerprint: 1a022cf2 9771e335 12c¢3a530 1f9a0345
Associ ated Trustpoint: CAl

- The show crypto ca crls command displays cached certificate revocation lists (CRL).

- The show crypto key mypubkey rsa command displays all generated crypto key pairs.asa- 1#
show crypto key nypubkey rsa
Key pair was generated at: 01:43:45 | ST Apr 14 2009
Key nane: <Default- RSA- Key>
Usage: General Purpose Key
Modul us Size (bits): 1024
Key Dat a

30819f 30 0d06092a 864886f 7 0d010101
05000381 8d003081 89028181 00d4a509
99e95d6¢c b5bdaa25 777aebbe 6ee42c86
23c49f 9a bea53224 0234b843 1c0c8541
f 5a66ebl 6d337c70 29031b76 e58c3c6f
36229b14 fefd3298 69f9123c 37f6c43b
4f 8384c4 a736426d 45765cca 7f04chal
29295890 84d2c5d4 adeeb248 alObif 68
2f e4b9bl 5fal2d0e 7789ce45 55190e79
1364aba4 7b2b21ca de3af 74d b7020301 0001
Key pair was generated at: 06:36:00 | ST Apr 15 2009
Key nane: ny. CA key
Usage: General Purpose Key
Modul us Size (bits): 1024
Key Dat a

30819f 30 0d06092a 864886f7 0d010101



05000381 8d003081 89028181 00h8e20a
a8332356 b75b6600 735008d3 735d23c5
295b9247 2b5e02a8 1f 63dc7a 570667d7
545e7f 98 d3d4239b 42ab8f af 0be8a5d3
94f 80d01 al4cc01ld 98b1320e 9f e84905
5ab94b18 ef 308ebl 2f 22abla 8edb38f0
2c2cf 78e 07197f 2d 52d3cb73 91a9cch2
d903f 722 bd414b0Oa 3205aa05 3ec45e24
6480606f 8e417f09 a7aa9c64 4d020301 0001
Key pair was generated at: 07:35:18 I ST Apr 16 2009
ASA- 1#

- The show crypto isakmp sa command shows all current IKE SAs at a peer.Asa#show crypt o
i saknp sa Active SA: 1 Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Tota
IKE SA: 1 1 IKE Peer: 172.17.1.1 Type : L2L Role : initiator Rekey : no State : MM ACTI VE

- The show crypto ipsec sa command shows all current IPSec SAs at a peer.asa#show crypt o
i psec sa interface: outside Crypto map tag: outside_map, seq num 1, local addr: 192.168.1.1 |oca
i dent (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0) rempte ident (addr/nmask/prot/port):
(10.5.5.0/255.255.255.0/0/0) current_peer: 172.17.1.1 #pkts encaps: 9, #pkts encrypt: 9, #pkts
digest: 9 #pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9 #pkts conpressed: 0, #pkts deconpressed
0 #pkts not conpressed: 9, #pkts conp failed: 0, #pkts deconp failed: O #pre-frag successes: 0, #pre-
frag failures: 0, #fragments created: 0 #PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing
reassenbly: O #send errors: 0, #recv errors: O local crypto endpt.: 192.168.1.1, renpte crypto
endpt.: 172.17.1.1 path ntu 1500, ipsec overhead 58, nedia nmtu 1500 current outbound spi: 434C4A7F
i nbound esp sas: spi: OxB7Cl948E (3082917006) transform esp-3des esp-sha-hnac none in use settings
={L2L, Tunnel, PFS Group 2, } slot: O, conn_id: 12288, crypto-nmap: outside_map sa timng: renaining
key lifetime (kB/sec): (4274999/3588) |V size: 8 bytes replay detection support: Y outbound esp sas
spi: Ox434C4AA7F (1129073279) transform esp-3des esp-sha-hmac none in use settings ={L2L, Tunnel, PFS
Goup 2, } slot: 0, conn_id: 12288, crypto-nap: outside_map sa timng: remaining key lifetine
(kB/ sec): (4274999/3588) |V size: 8 bytes replay detection support: Y

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT in order to view an analysis of show command output.

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

The Output Interpreter Tool (registered customers only) (OIT) supports certain show commands.
Use the OIT to view an analysis of show command output.

Note: Refer to Important Information on Debug Commands and IP_Security Troubleshooting -
Understanding and Using debug Commands before you use debug commands.

- debug crypto ipsec 7—Displays the IPSec negotiations of phase 2.debug crypto isakmp
7—Displays the ISAKMP negotiations of phase 1.

Refer to Most Common L2L and Remote Access IPSec VPN Troubleshooting Solutions for more
information on how to troubleshoot Site-to-Site VPN.

Related Information

. Cisco Adaptive Security Appliance Support page
. Cisco VPN Client Support Page
. Technical Support & Documentation - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
http://www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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